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Abstract

The limited research that has been undertaken into occupational fraudfét@ssed on the
offender and why he or she does it. This thesis focuses on the situation of the crime, the
organisation. Some organisations acquiesce to internal fraud whilst others robustly confront it.
The research employs a mixatethod strategy to exjlre the structures, social influences and
cultural characteristics of organisations which lead either to active prevention or passive

tolerance.

The first stage of the research examines the nature of the occupational fraud threat. The
prevalence of the cmie indicates that low value, occasional offending has become normalised
behaviour. However the greatest financial threat comes from a small number of habitual
offenders dominated by high greed sociopaths. The difficulties in tackling fraud flow from the
ambiguities in its definition, not least because it is contingent on circumstances, local rules,
contractual terms and the role of the transgressor. Subjectively labelling observed behaviour as

fraudulent is thus in itself a major challenge.

The second stag of the research employs interview, case study, documentary data and
ethnographic methods to explore how organisations respond to the challenges. An important
focus of the research is the comparison of two large organisations, one with a very strong
counter-fraud culture, the second seemingly indifferent to the threat. The thesis identifies ethical
climate as a key variable. It proposes a five stage organisational ethical development model and
identifies some of the characteristics associated with eachiestaharacteristics which suggest

that situational crime prevention is an important component of a progressive ethical climate.

A key emergent theme is the range of excuses and justifications that are deployed to avoid
tackling occupational fraud. Thesetimnalisations mirror the rationalisations constructed by
offenders to justify their actions. The thesis posits differential rationalisation as a new

criminological theory, an addendum to differential rationalisation.
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Chapter 1

Introduction

Introduction: the case for occupational fraud

This thesis is concerned with a crime in relation to employment. As a scholarly endeavour, the
study of occupational fraud or embezzlement commenced with dheundbreaking work of
Sutherland (1940). Sutherland brought attention to the hidden criminality of the privileged
Of raasSa oAUGKAY GKS g2NJ] LEG20S NI RONR2YASESIR ! (if KIXK
F20dza ¢l a GKS YI{2RBRANPUZNRPYAEABNVIHSKI 2F & NP O &
collar crime typology explicitly included theore humble embezzler (Sutherland, 1940).
Sutherland criticisedhis criminological colleaguesfor their preoccupation with traditional
criminality despite the cost of whit®2 t £ | NJ ONAYS o0SAy3 WXLINRBOI 6f ¢
FAYEFYOAL § cz2ald 27F Iff GKS ONAYSa GKAOK | NJ
(Sutherland, 1940Despite Sutherlar@d SEK2 NI GA2yaz FAYlI yOAlLt O
scholars (Tombs and Whyte, 200The paucity of researamayin partbe due toperception of
influential criminologists that it is a rare event (Gottfredson and Hirschi, 1990, pdSd)
therefore lessworthy of funding than more accessible and less complex crimes (Croall, 1992,
pl7). Quantifying the scale of the fraud problem is indeed a significant challenge due to its
invisibility and the lack of consensus in its definition (Levi, 2012). Emamikl reports from the
Association of Certified Fraud Examiners (ACFE) are frequently cited and sometimes used as the
basis for research (Holtfreter, 2005). Their most recent report (ACFE, 2Zktdhates
organisations lose the equivalent % oftheir revenuesto occupational fraudButton, Gee and

Brooks (2012) estimate that organisations lose 5% of expenditure to fraud and error of all types.
Applied to the£3.5 trillionturnover of nonfinancial UK companie®IS, 2014)both estimates
suggest a totaloss of a siggering£175bn every year. In an extensive study involving 9,175
employees of 45 organisations, Hollinger and Clark (1983) found thathindeof employees

offend at least once per year. In a sedporting survey Karstedt and Farrell (20@607) found

that 61% of 1,807 adults surveyed had commiti@dleastone fraud type offence, 38% had
committed two or three frauds and 6% had committed more than nine. Although the
methodologies and results of these studies are inconsistérdy neverthdesspoint to fraud

being a high frequency, high valeeme committed by ordinary people as they go about their

private and professional lives



Whatever the stated philosophical bent of individual criminologists, positivism has pervaded the
scholarshign the hunt for causes and solutions to criminality. The study of wdoti&r crime is

no different and always involves, with varying degree of emphasis, the individual criminal and his
or her interaction with the world outside of the self. Classical Bean explanations focus on the
deterrence effect of formal crime control structures (Newburn, 200716). Sutherland (1940)
explained the deviance of whieollar criminals through his differential associaticocial
learningtheory. Gottfredson and Hichi (1990) acknowledged the relevance of external controls
but assigned the principal cause to a low salhtrol personality brought about by inadequate
childhood rearing. Cressey (1953) blamed insurmountable financial worries pressing on the
individual. White-collar scholars describe causation in cultural terms related to the criminogenic
nature of the capitalist corporation (Braithwaite, 1985; Coleman, 1992). Similarly, in their
ethnographic studies, Mars (1973) and Ditton (1977) observed how orgamahtitimate is a
major contributory factor in the genesis of occupational crirbatterly Smith, Button, Johnston

and Frimpong (201, p82) have taken up the challenge by viewing fraud through the prism of
situational crime theory (Clarke, 1995), focusihgit attention on the vulnerability of situations

andhow criminals perceive the risks associated with those potential targets.

Research aims and questions

This thesidiffers from these previous researctstudiesbecause it is inspired by the question:
why do organisations not prevent occupational fraud? The offender and the external justice
systems are considered but the organisatiand its victimhoodis central to the question.
Victimological research is usuallgssociated with humanpersons (Spalek, 2006 and
victimologistsrightly wrestlewith the difficult issus of victim characteristics and victinfault,
especiallyin relation to vulnerable individuals and predatory offenders (Spalek, 20063933
The preent researchis concerned with &duman construct and is predicated ¢time assumption

that all organisations are vulnerable to internal criminalapd thdr level of vulnerability is a
function of organisational characteristicA&n important difference beteen organisational and
individual victims is thabrganisationshave dutiesto their shareholders, employees, external
stakeholders and wider society in preventing crime and promoting normative values. Thus
examining the accountability @irganisations fotheir victimhood is far less problematic than it is
for individuals. The research does not consider ttmmsequentialimpact on secondary and

tertiary victims (Spalek, 2006, p13).



The primary question is deliberately posed in the negative. Ttheories in the introductory
sectionillustrate how the bulk of criminological research is concerned with the positive correlates

of criminality, the complex array of individual and environmental variables and influences which
cause crime. The ultimate goal ofroihology is to reduce criminality by explaining these causes
and formulating ways to reduce their power and salience. In this positivist sense the present
NEaSFENDK A& y2 RAFTFSNByd FyR as8S1a G2 SELX 2
Importantly the research islsoconcerned with the features of organisations which at first sight
appear neutral to the crime question, which form their apparent neutral acquiescence to internal
criminality.¢ KA a &dzo0GfS aKATUO Ay SSe¥nsifslnatbry taiotizér@able (i K-
characteristics, but also to what is not there. It is a way of thinking encouraged by situational
crime theory (Clarke, 1980; Button and Gee, 201850 | YR NB ¥t SO0iGa W2Kya
(2003) conceptualisation of sedtyr governance in terms of security mentalities. Perhaps
managerssimply do not think about or care about internal frauélerhaps it is such a small

problem as to be unworthy of management time or maybe they just have not noticed it.

The acquiescent emphasis is a result of personal experience. | am a victim of fraud. Having spent
nearly twenty years working for large corporations | sought a new challangepurchased a

small engineering busineddowever itsoonbecame apparent thatite business relied on corrupt
relationships with its customes.. @ RA&aKz2y Sadfe RSOfFNAyYy3 GKI G
corruption, the previous owners hddaudulentlymisrepresented the true value of the company.
Although the case raised signdint questions relating to professionadsivisers andinancial
 dZRAG2NBE GKS ljdSadrazya GKFEIG SESNODA&ASR YS
management. Why would they not respond to evidence of corruption withift®/ hadit been

allowed to go on for so long at such a high level? Whge they still unwilling toaddress i? Why

did they not care about the consequential damage to others? What sort of people dvdte

we unlucky omaive? WhyRA R (i K Snarademehightu@oif employee fraud as if it were
perfectly normalpractice?What is it about some organisations that their management tolerate

employee fraud whilst others are intolerant?

The objective of the research programngeto develop an understanding of the ocetipnal
fraud challenge anthe characteristics of organisations which account for the differencésein
responses.The ambition of the research programme is not to produce a single, general
explanation of occupational fraud; such an endeavour wouldalhimera, doomed to eternal

failure (Geis, 1992and as useful as a general theory of disease (Clarke, .198@)aim is to



contribute to this undetresearched area by developing some ideastimulate further research

andhypotheses for further testing.

Structure of thesis

The structure of the thesireflects the emergent themest is organised intcfour sections.
Section 1(Chapters 2 and 3)eviews the available literature and sets out the research
methodology. Section RChapters 4 to 6gxamines the nature of the occupational fraud threat
and the challenge facing organisationSection 3(Chapters 7 to 11¢xplores the characteristics
of organisationsvhich distinguish those that actively tackle fraud from those that toleratélie

condusions are irBection 4

The body of the work draws on the theoretical and conceptual background critically examined in
Chapter 2. Théiterature reviewstarts at the beginningvith an introduction of the early work of
Sutherland (19401949 and Cressey1953). Though subject to justifiable criticism, their ideas
have sufficient horsepower to sustain their relevance. Reflecting the simplicity of the principle
0SKAYR [S6AyQa FASEIR UGUKS2NE o[ SéAYy>EX mMppmULZ
psydological and environmental theories including the ideas of business ethics schidiase
theories may be unfamiliar to criminologistsut | believe crospollination betweendifferent
schools is important to maintain the health of the academic gene.pida final, shortest section
introduces the research most closely related to the present research, that connecting theory and

practice.

Chapter 3 describes the mixed method approach to the research. The core of the research is
founded on the constructiost perspective, seeking to understand how individuals from a range
of professional backgrounds perceive the fraud phenomenon, what it means to them and their
interpretations of the attitudes and behaviour of other actors and organisations towards fraud.
The chapter examines the ethical issues associated with the methodology and explains the

systematic approach to controlling and minimising the ethical risks.

Some claim that the ambiguities in the definition of fraud have bidiad up by the introduction

of the Fraud Act 2006 (Gill and Goldstrsvhite, 2012, 49). | disagree. Though a unified
definition would seem to offer great advantages, Chapter 4 shows that it is a slippery concept
that defies all attempts at descriptive brevity. Indeed it is probabiyelpful to constrain the

definition of fraud in legal and sociological terms whilst society, commaraktechnology

4



continue to evolve, innovate and adapt. However it is important that the researcher defines his
or her meaning and scope of interestawoid misinterpretation or misuse of the results. Chapter
4 defines whathe authormears by fraud and in doing so demonstrates that a simple, unified

legal and social meaning must be eluddeeausdt is dependent on context and local rules.

Chapter 5 dds to the context othe fraud threatby exploring its various dimensions. Existing
estimates of the scale of fraud tend to focus only on the value dimension (NFA, 2013; ACFE,
2014). Whilst the understanding of financial loss is vital, it is equally tamporfrom a
criminological perspective to understand how many people do it and how often. This information
provides clues as to the type of people involved and the challenges of control. If, as Gottfredson
and Hirschi (1990) assert, occupational fraudai®rthen there isa valid reasorior not dealing

with it. The thrust of Chapter 5 is a meamalysis using the best available secondary data to
estimate the extent of occupational fraud. The chapter concludes that occupational fraedyis
common invohing at leastone-third of the workforce and should be tackled. The analysis
proposes a standard fraud frequency distribution whighantifiesthe nature of the challenge

the minority of occupational fraud losses are caused by the majority of offendecs,ttan

majority of losses are caused by a few offenders.

Chapter 6 expands further on the fraud challenge by correlating the quantitative data from
Chapter 5 with an offender typology. It builds on the ideas of Weisburd, Waring and Chayet
(2001), Pogarsky2002) and Wikstrom (2006) that people can be categorised into acute
conformists, deterrable occasional offendersr deterrence resistant habitual offenders
motivated bya palette ofopportunity, greed anctrisis. The chapter concludes that countexud
strategies need to be designed in recognition of two broad types of offender: normal individuals
and sociopathslt is argued that faud is a normal activity and most fraudsters are normal
individuals susqatible to positive cultural influences and the threat of sanctions, but the greater
damage is caused by low morality individuals, the sociopaths who are more immune to

normative values and the power of general deterrence.

DEF Group is a very large distitibn business with a successful counteaud culture. The case

study of the company is centred on the interaction between the Security and Compliance
Department (SCD) anthe rest of the organisation. The study explores the features of the
company whickcontribute to its measurable success in preventing two dominant types of fraud:
sales frauds perpetrated by customers and occupational fraud. An important characteristic is the
O2KSNBYyOS 2F GKS O2YLIyeQa ONRBIFR Sidewant f a

5



behaviour including fraud in general and occupational fraud in particular. The case study is
RAGARSR Ayi2 (62 OKIFLWGSNE® /KFLIGSNI 1 RSaoON
arrangements for combating fraud. Chapter 8 describes how tmepany responds to detected
frauds and examines some of the resulting obstacles to justibeeh supportan effective
sanction deterrence strategy. An emergent theme is the utilitarian tensions that can develop
when ethical discipline competes with the camercial objectives of the company.it were not

for the intervention of the SCD teamnd the robust support of the executive, line managers

would be more likely to construct utilitarian rationalisaticios excusing employee fraud.

Chapter 9 is an ethrgraphic study of a contract bribery fraud case involving a contract employee
2F | YIF 22N YI ydzF &TAlyRNEYINACGARD eyR Wwy Sy JAy e
t Ne2SO00iaQd ¢KS 2LIRNIdzyAde G2 (XK&a$ NbdS2thid S
manager ofa small engineering business competitor of Northwick andi KS | dzii K 2
involvement in exposing the fraud to8®Q & Y I yIF 3SYSyid® ¢KS &ddzRe 7
experienced by a junior manager R&Tin dealing with the corruptionMorality and justice on

one side compete against combination ofcorporate utilitarian objectives and job survival
pressures on the other. The contrasting responsesgar IRdustries and DEF Grotpallegations

of fraud highlightghe crucial role of leadersp in supporting employees as they deal with those
pressuresand contemplate theirethical decisions (Trevino and Weaver, 2003). Without
meaningful support and guidance to bolster their moral agency, junior managaydearn to

rationalisea passive toleance offraud.

Rationalisation theory pervades much psychological and sociological thinking as a pivotal
principle in explaining deviance (Jones, 1908; Cressey, 1953; Sykes and Matza, 1957; Turner
2013). It focuses on the psychological processes of tlemder to explain how otherwise moral
people maintain their selfmage by constructing false explanations of their behaviour. A key
theme introduced in Chapter 9 is how moral employees, whether gluaw colleagues, junior or

senior managers, see frauduit behaviour in others, recognise it as immoral yet do not seek to
hold the offenders to account. The phenomenon is central to the research questions. Chapter 10
AYGNRRdAzOSa GKS GKS2NE 2F RATFTFSNBYGALFf mNg GA 2\
theory, differential associationSutherland, Cressey and Luckenbill, 1947,) p&Hfferential
association focuses on the offender and how criminality is learnt through their association with
criminals. Differential rationalisation shifts attention the role of the organisation as a victim.
¢tKS GKS2NEB LkRairida GKIFIG 2NBFyAalGAz2ylFf YSYoS
fraud mirror the rationalisations constructed by fraudsters to engage in fraud. The more that

6



acquiescent rationalisains are constructed both in frequency and type, the greater the
likelihood of fraud. Organisations are more fraudgenic and employees are more likely to become
200dzLd GA2YyFEf FNI dzZRAGSNAB 6KSy (GKS 2NHIFYA&l GA?Z
SEOS&aa 2F (KS FTNIdzZRaAGSNDA NIGA2YyLFEA&lFGAZ2Y A
there may be utility in tackling offender rationalisations (Nettler, 1974; Cressey, 1986), counter
fraud strategies will be more successful if organisatiomst fconcentrate on dismantling

rationalisations whiclencouragepassive tolerance.

Stimulated by the ideas of Kohlberg (BY@&nd Weaver and Trevino (2003), Chapter 11 focuses
on the organisational climate and explores the role of differentiadionalisation in the
development of ethical climates. The analysis develops a typabégethical climates from
delinquent at one end to valuesrientated at the other. It hypothesises that regressive
differential rationalisation is a characteristic ofelthquent, fraudgenic organisations and
progressive differential rationalisation is a feature of fraud resilient organisations at higher stages

of ethical development.

The final chapter draws together the thesis conclusions. In critically examiningxteat to
which the research aims were achieved, Chapter 12 identifies the research limitations and
opportunities for further research. It also briefly outlines the potential application of the

postulated theoretical concepts to other sociological fields.



SECTION 1

Literature review and methodology



Chapter 2

Literature Review

Introduction

¢KS &addzRé 2F FNI dzR 6 S 3| ybredking Work®iRwhiteyllar{crinie 0 S NI I
the 1930s (Sutherland, 1940). Since Sutherlartdte-collar crime and fraud has attracted, with a

few notable exceptions, little interest from the criminological fraternity (Benson and Simpson,
2009, p211). Occupational fraud has attracted even less attention and original empirical research
that examires the context and role of the organisation is very rare. Under these circumstances
one has to seek intellectual stimulation in the most relevant theoretical concepts of criminology
and adjacent scholarly fields. This chapter starts out with a brief dismusf the genesis of fraud
0KS2NE Ay { dzioKaS dMiind ahdR dfferentiaK dssoSation theories. The discussion
then moves on to explore offender theories and the attendant psychology forces with a
particular emphasis on rationalisation theorjhe organisational context is considered in terms

of situational crime prevention, deterrence and ethical climate, introducing ideas from business
ethics scholars. The final, shortest section introduces original research which focuses on the
organisationand its approach to occupational fraud. The review provides a critique of the
theoretical concepts in order to highlight a number of areas for further research, some of which

are explored by the present research programme.

White-collar crime

{ dzii K SNdriginAlRpQrpose was to expose the deficiencies in the existing criminological
theories by challenging the traditional image of criminals and criminality (Sutherland, 1940). He
framed whitecollar crime in terms of social status and the types of crimemeiated with the
200dzLJ G A 2 Y I f -cobiaBciinieAmay¥ definedKappiioSimately as a crime committed by

I LISNBRZ2Y 2F NBaLSOGlIoAfAdGe YR KAIK az20Al ¢
Mpn dE Lo @ { dzi KS NI I y R@porate] éntdipdcupdidnal frayidd fsuidR SsR
accountancy fraud, manipulation in the stock exchange, bribery;seli;g, tax fraud and
embezzlement (Sutherland, 1940). Sutherland argued that the essentials of higher status white
collar is the same as lowetass criminality and that the genesis of both groups can be explained

by his theory of differential association (Sutherland, 1983, p240). His critical observation was that

9



the only difference between the two groups lay in the structure of the legal systemmich
segregated whitecollar crime administratively from common crimes (Sutherland, 1940). The
criminal justice system, the police and courts focused on the lower class crimes whilst the crimes
of the privileged were predominantly handled by civil ceurand administrative bodies
(Sutherland, 1940)Consequently the very structure of the justice systems disguised the true
level of whiteO2 f £ | NJ ONRAYSZ (GKS TFAYylFIyOAlf O2ad 27F 4K
financial cost of all the crimeg KA OK | NB Odzad2YI NAf& NB3II NR!
(Sutherland, 1940). Thus he concluded that criminological research which uses official records to
develop theories of crime is bound to be unrepresentative with an inevitable bias towards lower

class dminality (Sutherland, 1940

Sutherland identified a number of reasons for the differential implementation of justice: the
influence the corporations exert over the legislators, the admiration and respect held by justice
administrators for businessmenheg do not conform to the criminal stereotype, the attendant
corollary that whitecollar crimes are not real crimes and the ability of corporations to avoid the
attention of the courts (Sutherland, 1940; 1945). In the last respect Sutherland retained a
particular opprobrium for the clever innovations of corporate lawyers (Sutherland, 1940). Indeed
Sutherland experienced himself how business and law connived to conceal corporate criminality.
In his original version daiVhite Collar CriméSutherland, 1949) Slerland excoriated the leaders

of seventy American corporations for their criminality, including war crimes. However the names
of the corporations were deleted due to the threat of legal action against the publisher, Dryden

t NBaaz | YR L yfeakthalthe bpok a8 Blinatd we@lthy contributors (Galliher
YR DdzSa4X HAangpOd LG ¢2dd R 06S | FdzNIKSNI KNI
were unsealed and the identities of high profile firms involved in supporting the Nazi war
machine revealed, companies such as IBM, Kodak, Chase Bank, Ford, General Motors and Coc:

Cola (Galliher and Guess, 2009; Sutherland, 1983).

Since Sutherland, the definition of whitellar crime has evolved, becoming controversial
(Benson and Moore, 1993pmewhat blurred and ambiguous (Nelken, 2007, p737). The absence

of a precise definition of whiteollar crime has plagued researchers from the outset (Schlegel
and Weisburd, 1992) and continues to do so. Confusion has arisen out of the difficultesrin cl
identifying the offender, the beneficiary and the victim, the location of the offence and the status

of the offender thus leading to uncertainty about what and who to st@ewngan, Nagel and
Albonett, My n0 @ ¢ KS NI & dzcdllar drig Qi KLWIKINI BISS KW @K ARISSD S f

theoretical concept and more as the symbolic taxonomic title of a genus of misconduct that

10



encompasses both the professional and private worlds, high and low status individuals. In
1SSLAY3I gAlK { dzi K$ & geylR Rcude® MeAItA And kaffety, @Rplognnt)
and environmental infringements (Friedrichs, 2010, p82), negligence such as that associated with
the challenger space shuttle accident (Vaughan, 1992, p136), the financial crimes of Enron and
Worldcom (Gobrt and Punch, 2003) and occupational fraud (Cressey, 1953). However other
scholars haveextended { dzi KSNI I yRQ&a F2N¥dzZ I GA2y F2NJ NB
researchersoften use non2 OO dzLJr G A2yt ONARYAYlIf 2dzaiAaA0OS RE
(Hagan, Nagel and Albonetti, 1980), income tax evasion (Wheeler, Weisburd and Bode, 1982),
low status clerical bank embezzlers and unemployed bank fraudsters (Daly),. 19%@9views

with white-collar offenders tend to include neoccupational offenders (Gadsgtraw-White, 2012;

Klenowski, 2012; Stadler and Benson, 2012)

These scholars are trying to provide a clear contrast to common, street cf\fgsburd, Waring
andChayeth nnmMX LIpoX o6dzi Ay R2Ay3 a2 GKSe& KIF @S O:
on the aetiology of crime in the organisational context and have distracted attention from asking:
what is it about organisations that promotes or permits crime at work? Coleman (1987) correctly
noted that the whitecollar crime scholarship encompasses tamany diverse, unrelated
behaviours and should be broken down into smaller, discrete categories. This study focuses on
occupational fraud, a whiteollar crime that is committed by employees against their employers,

as opposed to corporate fraud, that conitted on behalf of the organisation (Clinard and
Quinney, 1973, pl188). However readers should be forewarned that by focusing on the
organisational context rather than the offender an overlap emerges between occupational and
corporate fraud. Although one mit initially regard this blurring as unsatisfactory, a common

aetiology is revealed at the intersection which illuminates the cultural forces at work.

Differential association

SAFFSNBYUGALIE |aa20AlGA2y Aa { dziy wldihypofhedzss A Yy
that criminal behaviour is learned in association with those who define such criminal behaviour
favourably and in isolation from those who define it unfavourably (Sutherland, 1983, p240).
Sutherland originally developed the theory vshil researching delinquency in Chicago
neighbourhoods but found that it equally applied to criminals in suits. More recent examples of
corporate crime provide ample support for the continued relevance of the general theory of
white-collar crime in conjunabin with the specific theory of differential association. Following

the deregulation of the Savings and Loan mortgage companies in the USA in the 1980s, negative
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associations allowed criminality to infect the entire industry leading to the conviction af ove
1,000 managers and executives (Pontell, Black and Geis, Zl{el¥inancial sector failed yet
againwith the global meltdown in 2008 (Pontell, Black and Geis, 2014). Thefpliicg cartel is
officially defined as a fraud offence (Home Office, 2Bjlanhd isanother powerful manifestation

of the interaction between whitecollar crime and differential association. In the four year period
2011 to 2014 the European Commission found 123 corporations guilty of cartel offences and
AYLR2ASR e€ecoy Ay TAjScausead %o/ campetitors) pusidesscls®mer land |
consumers is incalculably large and can only be gauged by the penalties imposed. For example,
GKS /2YYAaarzy TFTAYSR aS@Sy OFiK2RS Nreé (dzoS
fix pricesovera Sy @Sl NJ LISNA 2R 069/ X HAMHDU ®knawk BrandsOK S'Y

Philips, Panasan andToshiba

The first key tenet of differential association is that criminal behaviour is learned and the learning
includes methods, attitudes, motives andiomalisations. The second is that a person becomes
delinquent because of exposure to an excess of definitions favourable to criminality (Sutherland,
Cressey and Luckenbill947, p88. To put it in the way that many parents of delinquents
rationalise theNJ OKA f RNBy Qa o0 SKI @A 2 dzNIbadassSeiate. Sutldriardi2 2 R
did not claim that the theory was a general theory and by glossing over the issues of psychopathy
and sociopathy he did not allow for true deviancy Coleman (1992) or intteedhfluence of
individual agency (Newburn, 2007, p151). Subsequent commentators, however, have promoted
differential association as a general theory. Donald Cressey argued that differential association is
an explanation of all criminal behaviour but f@m act to attract the criminal label it must have a
Y2UA0SE || Gt Ay3IdAaidAaO0 02y aildNHzOGA2Yy GKAOK 2N
I S I NBdzZSR GKIG O0da éAGK y2 NIXGA2yrft Y2GA0S
dysfundion cannot be crimes, rather they are born of insanity and belong to the province of
psychiatrists. Thus he carefully rifenced the definition of the criminaio fit the theory: a
rational actor brought to lavbreaking by a motivated criminal intent led through a

dominating association with practising criminals.

Psychological forces

Fraud triangle

The limited occupational fraud research has predominantly focused its attention on the aetiology

of the crime through the offender, for example Cress&953), Mars (1973), Ditton (1977),
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Hollinger and Clarkl982a, 1983), Benson (1985), Greenberg (1990), Leatherwood and Spector
OMPpPHLVLE DAfE oOownnapov YR 1 2f0F NBIGKINNI otHSi2nPt 030 ¢
(Cressey, 1953) stipulates, in a eleninistic fashion, three necessary prenditions for
embezzlement. The first is a motive and in this respect Cressey found that-cotide
embezzlers are subject to a secret financial pressure. The second is the opportunity and
employees withthereldvy & a{Affta |yR | 00Saa (2 GKSAN Syl
2LIR NI dzyAGASad ¢KS GKANR Aa NIaGA2ylFtAalGAzZ2Yy
process whereby individuals maintain their perceptions of themselves as moral dayors
O2yaiNHZOGAY3A 2dza0AFAOFGA2Yya FT2NJ GKSANI ONARYAY
arguments is that his model is inconsistent with differential association: it explicitly precludes
social learning and conspiracy between multiptgors. Furthermore it precludes a base human
Y2UAQFGA2YyY INBSRP ¢KSasS AyO2yaraiSyOrasSa R2
theory, they simply demonstrate that neither can be elevated to general theories. It is therefore
unfortunatethat the fraud triangle paradigm, perhaps due to its attractive simplicity, has become
entrenched in practitioner texts (Comer, 2003; Giles, 2012; Vona, 2008; Wells 2007), furnishing
counterfraud specialists with a narrow perspective of occupational fraghls, that they are
associated with employees suffering from some financial misfortune, acting aloneselhd
justifying aberrant behaviour. As a result the roles of the potentially most damaging
determinants of occupational fraud, internal criminal studtures formed through differential

association and psychopaths, tend to be diminished.

Selfcontrol theory

D20GFNBRaA2yQa YR I ANBROKAQA TFlY2dza 3ISYSNIf
that people seek pleasure and avoid pain, and crime is just one way to achieve these outcomes
by the use of force or fraud Gottfredson and Hirschi (1990, p®.tWb essential determinants

of crime are inadequate pain inducing external controls, by way of formal sanctions and
associated esteem damage, and the simultaneous existence of weagor#lbl (Gottfredson

and Hirschil99Q, p85). Fundamental to theidam that their theory has universal application is

that it must be consistent with all types of criminality including rare phenomena. Because they
viewed whitecollar crime as a rare event based on the low rates méed by the American
criminal justicesystem (Gottfredson and Hirschi, 199939), they used whiteollar crime as a

test case to support the development of their theory. They criticised all social learning theories
including differential association on two principles: firstly, social learrimgpries ignored

pathological influences and secondly they viewed wiitdlar crime as a risky, secret crime that
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posited an even simpler alternative: someogpée want money that belongs to others and simply

have insufficient selfontrol to resist taking it (Gottfredson and Hirschi, 1990,-48%.

Their idea that all criminals lack setintrol due to ineffective childhood socialisation
(Gottfredson andHirschi, 1990, p97) is really just a restatement of social learning theory
(Bandura, 197) and its impact on cognitive moral development (Kohlberg8).96he tautology

of their binary perception where the cause is defined by the outcome is a particuktness of

the theory in that it ignores the myriad of variables, events, pressures and immediate situational
circumstances that causally lead to the control failure and the crime act. Their description of the
characteristics of persons with low setbntrol accurately reflects psychopathy (Gottfredson and
Hirschi, 1990, p89) yet they do not recognise it as such and they dismiss biological predisposition
&4 | YSIyAy3dftSaa y20GA2y o6D20GFNBRA&A2Y FyR | Al
and Hirscrka FylfteaAraa +a ONRYAylLfa FNB LA&OK2LN
significant associations during childhood. Despite referencing vdoilar crime as the means to

Gt ARIFIGS GKSANI GKS2NRI D200FNBRAZ2Y rgyidat | A N
criminological theories predominantly based on the traditional perception of the criminal
(Gottfredson and Hirschi, 1990, p16) and biased official statistics are bound to fail (Sutherland,
1940).

Rationalisation theory

Rationalisation is a psyclugical defence mechanism referred to within differential association
(Sutherland,Cressy and Luckenbill, 1947and central to the fraud triangle theory (Cressey,
1953) but it is not unique to criminology. It was first recognised by Ernest Jones (Jo0&s,dl
prominent psychoanalyst and contemporary of Sigmund Freud. He defined it as a false
explanation of behaviour with a plausible ring of rationality that is in agreement with the
AYRAGARIZ £ Qa y2NXNI GAGBS ARSI a ndoslslprevailing epmiend |y
of the circle of people most significant to the person concerned (Jones, 1908). It appears in
identity theory (Turner, 2013, p335), cognitive dissonance theory (Festib@®er,; Murray, Wood

and Lilienéld, 2012), groupthink thery (Janis, 1973), social learning theory (Band2084) and

within psychology where the International Classification of diseases-10fDists it as a
characteristic of antsocial personality disorder (ASPD). Hollin (2007) describes it as a cognitive
distortion which bends the dominant normative structure (Sykes and Matza, 1957).

Rationalisation theory has become a core paradigm within criminology, probably due to the
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prominence of the fraud triangle, where it has collected two additional descriptors:

neutralisation theory (Sykes and Matza, 1957) and accounting theory (Goldéthite, 2012).

Since Cressey a number of studies have been undertaken to document the types of
rationalisations employed by offenders (Sykes and Matza, 1957; Scott and Lym@nKdakars,

1974; Minor, 1981; Zietz, 1981; Benson, 1985; Coleman, 1987; DaB;, GBI 2005; Dhami,

2007; GoldstrawVhite, 202; Stadler and Benson, 2012). These rationalisations can be
approximately divided into two categories: externalised blamecWwHay the fault with others

and internalised justifications which tend to acknowledge the accusation but justify the
behaviour and diminish blame by attenuating its pejorative quality. The externalised group
includes denial of victim, condemnation of caminors, higher loyalty, denial of responsibility
(Sykes and Matza, 1957), unworkable laws, normal behaviour (Benson, 1985), unnecessary laws,
duress (Scott and Lyman, 1968) and entitlement from exploitative employers (Coleman, 1995).
The internal justificaons include interpreting embezzlement as an intention to borrow money
(Cressey, 1953), the metaphor of ledgers (Klockars, 1974), uncharacteristic behaviour (Benson,

1985) and the defence of necessity (Minor, 1981).

A number of scholars have criticisedtionalisation theory (Goldstrawhite, 202, p28), but

these criticisms do not invalidate the concept, rather they present difficulties which researchers
need to be aware of and control as best as possible in conducting their research. As Cressey
(1953) R AYGSR 2dzix 2FFSYRSNEQ NI} GAZ2YylFfAalGAZ2Yya |
the only means to gain an insight into the hopefully true perceptions of the individuals. These

I 002dzyia FNB GKS 2FFSYRSNRBQ 26 fiichDilyst theyghpi A 2 y
between actions and normative expectations (Scott and Lyman, 1968). Therefore decoupling
thoseex ante factoaccounts constructed in anticipation of the act from those expressegost

factoin response to accusations is uncertain (Hirschi, 1969, p208; Goldéttate, 202, p28).

Cressey (1954) insists that criminologists are concerned with béfieréact rationalisations that
psychologically prepare the individual for the act, whilst aftee-fact rationalisations are within

the purview of psychiatrists who are seeking to uncover hidden motives. This clear delineation
NBTfSOGa / NBaasSeQa RAalGAyOilAz2zy o0SiG6SSy LINT O
psychiatric treatment (Cregy, 1954). In his view rationalisations are a major psychological part

of the upfront motivation (Cressey, 1954; Coleman, 1995). Coleman (1987) and Benson (1985)
are more ambivalent to the beforer-after debate, though Benson notes that accounts given t

judges in order to deny or mitigate guilt differ from those given to probation officers after
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sentencing. Hirschi (1969, p208) however firmly believes that theory fails if the rationalisation
occurs after the fact as it then merely describes the offe@ar NBI Ol A2y (2 GKS
point is relevant for crime prevention initiatives which seek to dissuade people from
contemplating crime by neutralising rationalisations before the event (Cressey, 1986; Nettler,
1974). The implication is that organisa 2 y ar&ionalisatioh programmes will not operate
successfully on every individual, only those that need to address internal moral dissonance prior

to the act.

Therefore there has to be some uncertainty, particularly with fraudsters who are prddigs,

as to whether the account givers are bridging the gap between their own moral standards and
their behaviour or the gap to their perceptions of what the researcher might hold as morally
acceptable. The former case reflects a real level of dissendetween behaviour and self
concept. The latter reflects a reconciliation of the gap between behaviour and normative social
values. The account may be just an-siage effect (Kalof, Dan and Dietz, 2008, pl159).
Nevertheless i both cases the gap is bridljeand both cases are valid phenomena for
constructionist research. It i#hen down to the researchers skill and experience to distinguish

between the two cases if the purpose of the research so demands.

There is also contention in the conflation of motiem and rationalisation. Duffield and
Grabosky (2001) maintain that in order to understand the aetiology of a criminal act, the
motivation which drivesthe act and theex ante factoneutralisation which nullifies internal
objections must be separated. Siarly Nettler (1974) asserts that separating motive and
rationalisation is important in developing strategies to deal with occupational fraud, specifically
programmes to identify and eliminate neshareable problems and educational campaigns to
expose andullify rationalisations. Cressey (1954) is far less dogmatic in the need for separation.
How, for example, is one to separate the defence of necessity rationalisation from motive? A
desperate financial need is the motive and the justification which ragis&s internal blame. Less
contentious debate is aroused by the attempt to distinguish between rationalisation,
neutralisation, excuses, justifications and apologies (Benson, 1985; Coleman, 1992). Scott and
Lyman (1968) categorise rationalisations intcwses and justifications: excuses are accounts
that deny or diminish responsibility for actions, justifications diminish the egregiousness of the

offences. It is not clear whether there is any sensible purpose to this categorisation.
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Psychopathy

A moreserious criticism of rationalisation research which has not been adequately elucidated by
scholars is that it has failed to control for personality disorders, particularly sociopathy and
psychopathy. Originally this may have been due to the prevailingirelogical view that
criminality is learned: Cressey (1954) dismissed the relevance of the mysteries of the mind and
azdZ > yR {&1Sa lyR aldll é6mpptro adriSR GKI
aSI NOK T2NJ RSOAf a A ) parpefuated thg’ paxadighh by @alling vrt tie 6 v
GASYSNrfte | IANBSR:e¢ @OASs GKFG LISNE2YFf L*F GK2Hf

collar crime, that whitecollar offenders are psychologically normal.

Whilst criminality and deviance may be syimmps of an antisocial personality, alone they are
insufficient evidence for a pathological diagnosis; other factors are required which have a causal
relationship to the criminalitySass andrelthous, 2008, p27). In other words it is important to
distingush between antsocial behaviour and inherent argocial character. Unfortunately
psychologists are not unified in the definition of asticial personality disorder, which means

that the common definitions are frequently used synonymously in the litesathough, if strictly
interpreted, their meanings are not the sam8&ass andrelthous, 2008, p28). There are three
diagnostic doctrinesand Sass andrelthouse (2008, p26) provide one explanation of the
relationship between them: antisocial personalitisarder (ASPD) under the DSMV (Diagnostic
and Statistical Manual V) produced by the American Psychiatric Association, dissocial (antisocial)
personality disorder (DPD) under KLD (International Classification of Disead€y produced by

the World Healthhn NBA I YA Al A2y YR w20SNI | I NBQa wn LR
(PCER). Because it is well beyond the competence of the present work to settle these matters, it
is important to explain how terms are interpreted within this thesis. AGRD saiopathy are
usedinterchangeablyto describe antisocial personality disorder, that is someone with a mix of

the following personality traits: lack of empathy, sedntred, deceitful, manipulative, disregard

for social norms, lacks remorse, refuses tketaesponsibility for own actions, blames others and
impulsive. Psychopathy is used as a descriptor of the most unpleasaitpaths those with

higher levels of sociopathy where these traits are the most pronounced.

Lowell (2012) suggested that socitipaare less susceptible to cognitive dissonance, that is, they
do not experience moral conflict when they engage in-antiial behaviourMurray, Wood and
Lilientld (2012) reproduced a form of experiment originated by Festinger and Carlsmith (1959)

and concluded that people with higher levels of psychopathic traits do not experience cognitive
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dissonance after engaging in deception. The implication is that individuals higher in sociopathic
traits do not need to rationalise deviant behaviour in part beeatrgir perceptions of rational
choices (Clarke and Cornish, 1985) are distorted by their lack of empathy, acceptance of high risk
and need for selfratification; these may be the types of individuals for whom -anti
rationalisation programmes are ineffeeéi. Further work is required to support this hypothesis. A
productive research programme would involve mapping levels of sociopathy against rational
choice decisions, rationalisations employed by offenders and deterrability. The rationalisation
categoriesposited above, externalised blame and internalised justifications, may be a useful

instrument.

Situational action theory

I NAGAOAAY 2F D2G0FNBRazyQa FyR | ANBOKAQA (K
allowed a deal more humility in thealaims and posited deeper questions about the causes of
low selfcontrol. Subsequent research supports their theory that low-setitrol, which should
probably be reframed as psychopathy, is an indicator of criminality (DeLisi and Vaughn, 2007)
but it is far from a complete general theory as it denies biology and the complexities of
immediate environmental influences. Others have developed general theories which draw on
existing theories, for example control balance theory (Tittle, 1995) and situatiatiahaheory
(Wikstrom, 2006). Like many criminologists, Rek 2 F 2 A1 a0 NB YQ&a LINAY OA |
development of criminality through adolescence. His theory builds oncselfol theory and

places it squarely in the constructionist paradigm. Heefses seklcontrol as an activity,
something people do, rather than a trait as conceptualised by Gottfredson and Hirschi (Wikstrom
YR ¢NBAOSNE HAanT0® ¢KS NBfSOIyl RSUSNNAYAS
cognitive process which iniénces seO2 Yy IN2f @ Ly Gdz2NY |y AYRAGA
formed through genetics and / or acquired through environmental influences and experiences
(Wikstrom and Treiber, 2007). Thus Wikstrom references biologicatlippmsitions and, in a
simlar fashion to Kohlberg (18 and Bandura (1%, alludes to development through
childhood.

In his study of deterrence Pogarsky (2002) identified three offending profiles. The acute
conformists comply with the law because they believe that conformitthésright and moral

thing to do; for them formal sanctions are irrelevant because they never break the law.
Incorrigible offenders are impervious to dissuasion and the deterrence effect of sanctions. The

third group are deterrable offenders who can be lilghced by sanction threats. Similarly
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Wikstrom (2006) categorises people into three crime propensity groups. The cognitive ability to
consider morals and exercise setfntrol is irrelevant for high morality individuals who never
offend irrespective of th circumstances they find themselves in. It is also irrelevant for low
morality, habitual offenders. In both of these cases the choice of which action to take involves no
deliberation, no engagement of the executive cognitive function. For the remaitideraction

choice is contingent on motivations and strains (Agnew, 2001), rational choice assessments
0/ tFN]lS YR /2NYyAakKz mopypd 2F NARA]l YR RSGS
own morality and his perception of the moral context, frameg normative values, associated

with the opportunity presented by the immediate setting (Wikstrom, 2006, p93). In other words
there are saintshabitual sinners who are more likely to be psychopathignd the rest of us
whose immediate behaviourathoices are contingent on a multiplicity of historic learning,
environmental, strains, deterrence cues, risk, opportunity, reward and moral factors. Lewin
(1951) produced the most elegant psyebaciological description of such factors with his field
theory of behaviour (B) expressed in terms of the only two environments that matter, the
internal and external, the person (P) and the environment (E): B=f(P,E). Behaviour is the product
of the interaction between the environment and the way in which individualerpret its stimuli
(Burnes and Cooke, 2013). If there is such a thing as a general theory of crime, this has to be the

closest.

Organisational forces

Situational crime prevention in organisations

Situational action theory (Wikstrom, 2006) is a coemdable attempt to integrate existing
criminological theories. As the title suggests, in addition to psychological pathologies, the theory
incorporates the immediate environmental situations and how they are perceived by offenders
as viable opportunitiesThus Wikstrom calls on rational choice theory (Clarke and Cornish, 1985),
classical deterrence theory (Newburn, 2007, p115), routine activity theory (Cohen and Felson,
1979) and situational crime prevention (Clarke, 1980). Clarke describes how thesesgheori
interact to provide a conceptual framework for the development of practical crime prevention
strategies (Clarke, 1995). Rational choice is a utilitarian theory which finds a common premise in
| ANBROKAQAa oOmdpcdpE Llonv Fl Y2dd KaidLisS ¥ Syaldyy S&@2 K
economic beings who continually search for opportunities for personal benefit so that the
decisions to commit an offence in specific situations are, with a nod to the restraining influences

of family and social circles, donaited by the rational calculation of risk, reward and effort
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(Clarke and Cornish, 1985). The routine activity approach states that there are three elements for
predatory crime: a likely offender, a suitable target, and the absence of a capable guardian
(Cdhen and Felson, 1979).

Situational crime prevention regards crime as more of a function of opportunities and is less
02y OSNY SR 6AGK 2FFSYRSNEAQ RAaLIRaAGAZYyaA 0 NJ
developmental influences through childhood and biglo@Clarke, 1980). Clarke (1997, p2)
ONRGAOAASE ONRYAYy2f238Qa 20aSaarzy sAGK 2F7F!
failing to separate the problem of the offender from the problem of the crime. He focuses his
attention on the crime using aaction research methodology that seeks to block opportunities to
crime. The methodology involves the systematic analysis of specific situations to identify highly
specific crime opportunities and design prevention solutions which act on rational choice
assessments in three ways, by increasing risk and effort and reducing reward. Typical solutions
include target hardening of shops and post offices, burglar alarms, fences, surveillance, rapid
repair of vandalised materiel, credit card photographs, customsladations and hotel
registrations (Clarke, 1995). In later years Clarke rowed back somewhat from his determined
exclusion of offender characteristics and subsequently included two further dimensions:
removing excuses or rationalisations (Clarke, 1995) andesponse to the critique of Wortley
(1998), removing provocations such as prohibiting racial slurs, segregating football fans,
disorganised queues and introducing soothing music in public places (Cornish and Clarke, 2003).

The result is a matrix of ®nty five techniques of situational crime prevention.

The organisation is an ideal context for the application of situational theory, where it can inform
security governance strategies (Johnston and Shearing, 2003) and promote effective defences.
These seurity techniques are becoming increasingly evident, such as access controls, remote
CCTV monitoring centres, criminal record checks, computer firewallsmangy laundering
checks and in the ways banks monitor unusual spending patterns to detect fidadgver the

focus of these precautions is mainly the perceived threats from external offenders. Though the
relevance of situational crime theory to fraud in organisations is recognised (Smith, Button,
Johnston and Frimpong, 2011, p82), there is as yet ke original research into its application

to internal corporate crime and occupational fraud. In a small vignette study Paternoster and
Simpson (2006) showed that the threat of formal and informal sanctions acts on rational choice
assessments produwy a deterrent effect on corporate crimes such as bribery and {iviagg.
Benson and Madensen (2007) imagine how situational theory could be applied to-colide

crime and use healthcaredud in America as an example their analysis of control and
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prevention of whitecollar crime, Benson and Simpson (2009, p196) discuss at length legal
controls, sanctions and social shaming influences but only provide a short list of things that
organisations do to prevent crime including guards, security codesierss, passwords,
psychometric testing and so on. Similarly Jones (2004, p55) provides a list of management
controls which should harden defences and increase offender riskagauhwithout supporting
evidence. The lack of original research may be dymarhto the significant challenge in applying
situational crime prevention theory to occupational fraud. Unlike external threats, occupational
fraudsters have legitimate reasons to be at the locale of the offence, they have the skills acquired
through ther roles and their offences are often invisible (Gill and Goldsitdite, 2012, p24).
Theorising about how to prevent a legitimate person from committing an invisible illegitimate act

is tricky.

Deterrence

The utility of formal controls referred to byeBson and Simpson (2009, p183) is born out of the
deterrence theory that has pervaded criminology sin@edaria in the 18 century (Newburn,
2007, pl16)Beccaria believed that for punishments to be effective they mustesdain, quick

and proportionate (Newburn, 2007, pl116)Bentham added in the ¥9century that the
punishment should outweigh the pleasure of the gain from the crime and it should be
understandable and predictable (Newburn, 2007, p118). The utilitarian purpose of sanction
deterrence is wo-fold: to reform the criminogenic behaviour of detected criminals atod
suppress criminality in the wider society (Maguire, 200Rirect and vicarious behaviour
reinforcement through reward and punishment is a cornerstone of social learning theory
(Bandura, 1971)exemplary punishment strengthens restraints but unpunished transgression
encourages prohibited behaviouBandura, 1977 p12J). It is recognised asan important
O2YLRYSYld 2F 2NHFEYAAlIGAZ2YEQ TNI dRpIDINBISY A2y

The premise behind deterrence theory is thithe actual or potential criminal is deterrable,

rational actor who makes rational choices as to the risks and rewards of deviant behaviour
(Jacobs, 2010). The deterrence effect is not just the peroeptof detection andformal
punishment risks, it also includes the threat to social status, reputation and important
relationships (Braithwaite, 1985, 1989). Thus with much to lose, deterrence theory suggests that
stigma sensitive whiteollar criminals Isould be highly susceptible to sanction threats
(Braithwaite, 1985; Holtfreter, 2005; Levi, 2008he exceptiondo this premiseare those with

higher levels of psychopathic traits (Duffield and Grabosky, 2001; Dressing, Salize and Gass, 2008
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p582), dueto their greater tolerance of risk, increased selfishness and lower investment in social
bonds (Nagin and Paternoster, 199%he implication is, as Bandura (89'p121) noted, that the

deterrence power of punishment is most effective for those who nedshit.

Since Bccaria and Bentham the range of legal and regulatory landscape has expanded to address
modern social complexities. In addition to the police and Crown Prosecutors, state bodies have
emerged which specialise in particular types of fraudulleehaviour, for example the Serious
Fraud Office, the Financial Conduct Authority and the Office of Fair Trading. The civil courts assist
litigants in settling disputes which are predominantly romminal in nature (McGrath, 2008).
Whilst the civil coud may assist fraud victims in recovering losses, they are symbolically the
domain of disputes and disagreements. As their purpose is not the symbolic imposition of
sanctions, the civil courts are not the judicial pathway for exposing the more pejoratizacac
public scrutiny and deterrence punishment: civil judgments do not attract the stigma penalty
associated with criminal sanctions (Sutherland, 1945). Private professional bodies such as the
General Medical Council and the Solicitors Regulation Authbenhdle professional misconduct
cases. The least formal route is the internal disciplinary policies and procedures developed by

organisations to control employee behaviour.

Fraud is a serious crime that requires aggressive prosecution to reaffirm €é&etyO2 Y RS Y Y |
of fraud and make it more difficult for potential offenders to rationalise their behaviour (Duffield
and Grabosky, 2001). Maintaining organisation discipline requires consistent sacking and
prosecution(Levj 1988). It is unfortunate therfere that the criminal justice system in the UK is
ineffective in dealing with fraud. Smith, Button, Johnston and Frimpong (2011, p121) diseuss
fragmented prosecution systenthe incompatibility ofcase complexities with the jury system

and weak triaimanagement. Jessica @razia (2008) found that the failings in the Serious Fraud
Office were fundamentally due to weak leadership and incompetence. The lack of police interest
is well documented (Attorney General, 2006, p45, 68; Button, Lewis, ShepheaksBand
Wakefield, 2012). Button, Blackbourn and Tunley (2014) found that just 0.5% of police officers
specialise in fraud because police priorities lie elsewhere (Doig and Levi, 2013). As a result, of the
1,430,573persons handled by the criminal justisystem ire015,just 15,335 (%6) were for fraud
offences (Ministry of Justice, 2Bl Similarly the costs and risks associated with civil litigation
chokes off access to justice for fraud victims in all but the most serious cases where the victims
are wealthy litigants seeking substantial amounts in damages (Bingham, 2010; Smith and Upso
2011; Hjalmarsson, 2013). Consequently organisations tend to limit formal deterrence to

disciplinary sanctions on the premise that activating private justice systems is better than none at
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all (Fisse and Braithwaite, 1988). Internal disciplinary samtaye the most common form of
punishment for occupational fraudsters (Button, Lewis, Shepherd, Brooks and Wakefield, 2012).
For some individuals detection, disciplinary sanctions and the associated stigma risk may be

sufficient (Braithwaite, 1989), for bers it may not be enough (Pogarsky, 2002).

A small number of studies have examined the deterrence utility of sanctions. The studies
generally examine the threeeBcarian dimensions of certainty, severity and speed and can be
roughly divided into two resamch groups: those assessing specific deterrence by analysing
recidivism in criminal justice data and those measuring general deterrence through interview and
survey methods. Inconsistencies in the research results indicate a failure to account for relevan
variables. There is consensus that certainty of detection and a sanction consequence in some
form has the most pronounced effect but there is disagreement over severity (Weisburd, Waring
and Chayet, 1995, 2001; Braithwaite and Makkai, 1991ll&atiolinger and Clark, 1983&lagin

and Pogarsky, 2001, 2003) and no real knowledge base concerning celerity (Paternoster, 2010).
Social learning theory (Bandura, 1971) and differential reinforcement (Jeffery, 1965) posit that
that crime prevention operates thimh general and specific deterrence on wedld 2 F¥F Sy R S
perceptions of sanction risk by way of direct or vicarious learning. In his review of the literature
Apel (2012) concludes that being caught or seeing others caught increases the perceived risk and
AYyTidzSyOSa AYyRAGARdMzZ £t aQ NrdAzylft OK2AO0S OFf
exam cheating, Sitren and Applegate (2007) found that the more individuals are seen to be

getting away with it, the more likely other students will cheat.

The most troubling problem with both the specific and general deterrence types of research
implied by Pogarsky (2002) and Wikstrom (2006) is their failure to account for personality
variables and specific personality disorders. The reliability ofgdweral deterrence research is
additionally questionable as the studies typically use hypothetical scenarios and non
representative sample frames, usually students. Paternoster (1987) criticised such studies as the
Ga0ASYyO0S 27F azLK2 Yiedkeyquesti@g mihal.Conmlihgifdr eeytainty,
what is the relationship between deterrence, sanction severity and levels of psychopathy? How
many occupational fraudsters exhibit higher levels of psychopathy? Is dismissal sufficient to deter

normalemployees? Is dismissal sufficient to deter psychopathic employees?
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Culture

The high levels of fraud indicated by the NFA (2013), ACFE (2014), Karstedt and Farrell (2006) anc
Hollinger and Clark (198Bsuggests that it cannot be cured by formal g&nes alone and major
value realignment is necessafiewman 1958). Such cultural considerations have practical
relevance at the organisational level where the members of thecuture are subject to the

local influences, normative values and contraddided by the organisation itself. Although white
collar literature does not explicitly make the distinction, it nevertheless refers to two forms of
deviant organisational culturesutilitarian cultures that draw individuals into corporate
criminality andexploitative cultures that pressure individuals into occupational criminality as
response to perceived unfair treatment. Braithwaite (1985) describes competition and capitalism
as inherently criminogenic because the higher goals of profit and sharehoidee yustify
corrupt and other illegal corporate practices. Corporate utilitarianism means that, applying
anomie theory Merton (198), if companies cannot achieve their culturally defined goals in highly
competitive markets by legitimate means, low rislegitimate methods become attractive,
rationalised, tolerated and expected (Braithwaite, 1989; Coleman, 1992). The confluence of goal
strain, impossible performance demands and a culture less committed to ethical compliance
draws employees into regardingmporate crime as a reasonable and rational course of action
(Simpson and Piquero, 2002). At its worst corporations ethically numb employees to the extent
that they are not aware their actions would be considered criminal by the world outside the
organisaion (Coleman, 1995). These capitalist rationalisations not only pave the way for
corporate deviance, they also provide the cultural context which normalises fraudulent conduct
and thereby foments occupational crime (Benson, 1985). It is not the subjetteopresent
thesis, but an interesting piece of research would be to examine whether public sector

employees unencumbered by the profit motivare less likely to commit occupational fraud.

Exploitative organisational climates are more likely to indusethical behaviour in demotivated

and dissatisfied employees (Hollinger and Clark, 1983). Mars (1973, 1974) found that hotel
employees and dock workers justified fiddling and theft as morally justified entittements from
exploitative employers, a process kel f f SR G NBOALINROItT RSGOAI yOS¢
Greenberg (1990) found that employee theft increases in response to inequity in wage levels.
These empirical findings support the notion derived from rationalisation theory that criminality
can bereduced by neutralising the rationalisations (Cressey, 1986), in these cases by removing

the circumstances which give rise to the perceptions of unfairness. As Gill and Gold#titev
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(2012, p24) put it, good management prevents crime by monitoring atgifrations, preparing

them properly for their roles and ensuring they are fairly rewarded.

One can surmise from the literature that organisation cultures at the highest risk of occupational
fraud are those with strong utilitarian and exploitative oriatibns, organisations that condone
corporate criminality and treat their staff poorlyn his ethnographic study of a family bakery,
Ditton (1977) observed how employees were trained to defraud custonMosivated by harsh
working conditions, the same employees then applied the techniques to defraud the employer
and the customers for their personal benefit. These cultural contexts lead us back to differential
association and criminality within stdultures (Sutherland, Cressey and Luckenbill,947),
leadership and the tone from the top that shapes the behaviour of members and collective
attitudes towards illegality (Coleman, 1995, p370; Gobert and Punch, p343). The corporate
climate, attitudes of colleaguesaand the perceived attitudes of the executive are key
determinants in engendering whiteollar criminality(Piquero, Tibbetts and BlankenshR005).

In particular any v 3dzSy Saa FyR | YoAddzade Ay GKS SESOdz
source of uethical conduct that allows employees the scope to construct excuses and
rationalisations (Kaptein, 2008). In these circumstancasdtiple moralities give rise to the
selection of the most morals for the present circumstances (Cressey, 1986). HollingEtaakd
(19820) found that informal, cultural controls have a more profound effect than formal controls
in reducing occupational crime, but the formal controls are required to remove these ethical
ambiguities and set the standards which shape the orgaglisatQa Yy 2NN I A @3S &
absence of adequate controls and ethical standards allows the occupational fraudster to operate
just like the street criminal who exploits the vulnerabilities of his neighbourhood, except the
FNI dzZRa G SNRA ¢ Stthdfyh orxhe kndeKiRishtide Srgahnidatioyl Bself (Wheeler and
Rothman, 1982).

Business ethics

Researchers in business ethics have expanded on these cultural ideas, utilising cognitive moral
reasoning Kohlberg, 1968 social learning theory (Bandyra971) and leadership theory (Bass,
1985) as their principal inspirations to develop models of ethical climates, ethical leadership and
good management practice. Weaver and Trevino (1999) conceptualise two principal idealised
types of ethical control sysis which reflect the commitment of senior management:
compliance and values orientated. They also allude to a third type, window dressing programmes

which are designed to satisfy external pressures and regulatory examination but do not reflect
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the reality of organisational behavioufT(evino andWeaver, 2003, p68). Such organisations are
seeking compliance impression rather than compliance itself. Compliance orientated
organisations require adherence to laws and local rules; they rely on regimented s&sigtith
monitoring, detection and disciplinary procedures to generate conformity and uniformity, thus
suggesting that employees cannot be trusted or are ethically incompetent. Though valuable and
effective, the coercive form of management associated veitimpliance orientation does not
ASYSNIGS Y2NXf O2YYAUYSyd FyR (KSN@@EaxeaId NA &
Treving 1999).

Values orientated organisations appeal to employee aspirations to behave etlfivagver and
Treving 1999) in wayslefined by shared values and mutual support rather than just by reference

to rules (Weaver, Trevino and Cochrah999). Organisations which combine both orientations
have the most effective ethical programmes as they internalise within their staff vajunta
compliance with rules and normative values (Weaver, Trevino and Cochran, 1999). Central to the
values orientated climate is the engagement of employees in ethical matters and the
development of their ethical role identitiesweaver and Trevino, 19991k requires that
management support employees properly when they want to air ethical concerns and report
transgressions. This leads to the characteristic which most profoundly distinguishes values
orientated from compliance orientated climates: engaged ewypks with strong ethical role
ARSY (A atcBidg odS SF2WNJ SGKAOFf LINRPofSYaszs AyOf dRAY
LI NI 2F GKS 220 02SI@SN) YR ¢NBGAYy2X wmMpddU
inhospitable environments for organiganal crime (Braithwaite, 1989) but without
management support employees would see reporting on colleagues in this way as snitching
Weaver and Trevino (1999). To encourage employee support, enlightened organisations reward
employees for their ethical caluct (Weaver, Trevino and Cochran, 1999). Conversely, whenever
compliance failures arise, management must act to avoid cynicism and distrust (Gruys, Stewart,
Goodstein, Bing, and Wicks, 2008). The consequences may be counselling, training or ultimately
some form of sanction. Failure to apply discipline is demeaning and disrespectful to those who
behave ethicallyand failsto discriminate between ethical and unethical employees (Trevino and
Weaver, 2001). There must be proportionate reward and punishment consequences (Detert,
Trevino, Burris and Andiappan, 2007) to adjust the behaviour of individual transgressors, a direct
learning mode, and to influence the behaviour of others by way of vicarious learning (Bandura,
1976).! & ¢NB@GAYy23 X 2SI @SNE DAoO6aAz2Yy FYR ¢2FFf SN 6m

serves an important symbolic role in organizatierisreinforces standards, upholds the value of
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conformity to shared norms, and maintains the perception that the organization is a just place
GKSNBE 6NRY3IR2SNB | NBE KStR I002dzyiillo6fS F2N (K

Ethics researchers stress the importance of the ethical comeritrof leaders in ensuring that
espoused values are diffused throughout organisations (Jones, 1995; Paine 1996; Brown, Trevino
and Harrison, 2005). Leaders at every level serve as role models (Weaver and Ti@99)ar
significant others (Kohlberg, 186Hirschi, 1969, p34). Momeni (2009) found that more than 70%
2F SYLX 28S8SS8SaQ LISNOSLIiA2ya 2F 2NBIFYATFGA2y L
leadership and behaviour. Avolio and Bass (1991) organise leadership styles into three
contrasing principal forms in ascending order of effectiveness: avoidant, transactional and
transformational leadership. Avoidant or laisdaire leaders provide very little leadership.
Transactional leadership is characterised by a contractual exchange betiaesanior manager

and his subordinates based on contingent rewards or punishment and management by exception
(Bass and Riggio, 2006, p7). Compliance orientated organisations are more likely to be led by
transactional leaders who only engage with staff whemething has gone wrong (Bass and
Steidlmeier, 1999). Transformational managers enthuse followers with visionary ambitions,
emphasise the collective purpose and ethical standards, stimulate innovation and consider the
needs of individuals (Bass and Rig@006, p6). Values orientated organisations are more likely

to be led by transformational leaders who are fully engaged in steering their ethical climates
(Trevino, Brown and Hartman, 2003). The business ethics literature suggests that the lowest
levelsof occupational fraud should correlate with transformational leaders and values orientated
organisations; higher levels of occupational fraud should correlate with compliance orientated
organisations and a transactional dominated leadership; window drgssiganisations led by

avoidant leaders should exhibit the highest levels of occupational fraud.

Counterfraud: theory and practice

A number of texts have been published which provide detailed guidance on how to combat fraud
in organisations. Some wernaritten by counterfraud practitioners (Wells, 2007), some by
academics (Doig, 2012) and others by institutions (Fraud Advisory Panel, 2006) and public bodies
(Button and Brooks, 2009). Because the essence of fraud is deceit one cannot buy things which
prevent fraud in the way that fences and alarms can be purchased to defend against burglary.
The common advice is inevitably based on bureaucratic management controls and culture.
Though the teaching is practical and intuitively relevant, there is little tjizdive academic

evidence of what works or how well the advice is implemented. Holtfreter (2005) for example

27



argues that a highly visible internal audit programme ought to act as a deterrent but there is little
supporting evidence to support the claim.erbonsequence is a substantial disconnect between
the theoretical landscape and practice. Perhaps the critical knowledge gap that needs to be
addressed is the calibration of the extent of fraud against coufreard methods and cultural

characteristics.

In a rare piece of research Gee, Button and Cook (2010) assessed the resilience of large UK
organisations to fraud using the Red Bookn@del counterfraud frameworkproduced by the
Chartered Institute of Public Finance and Accountancy (CIPFA, Z0@8results showed that UK
organisations are falling short in their fraud prevention strategies. For example, 18% do not have
written strategies which would remove ambiguities and address rationalisation, 28% do not have
programmes of work to develop ethical awter-fraud cultures and 37% do not effectively screen
recruits which would exclude high risk individuals and psychopaths. The reasons for these failures
are unknown and warrant further research. Similarly there has been very little research into why
organiations tend to limit sanctions to disciplinary measures (Holtfreter, 2005). One could
logically adduce that it is a consequence of the failure of the criminal justice system to address
GAOGAYAQ O2YLX FAyGaed LG KIF&a I e dantcdBlyiquishdza 3 S
control of investigations to the police (Button, Lewis, Shepherd, Brooks and Wakefield, 2012) and
are deterred by the costs of supporting prosecutions (Holtfreter, 2005). Many commentators
speculate that fear of reputational harm & principal reason for not reporting frauds to the
police (Touby, 1994; Gill and Hart, 1997; Bierstaker, Brody and Pacini, 2005), yet there is little
evidence to support these fears. Indeed Levi and Sherwin (1989) found the opposite, that
organisational itims suffered no reputational harm. Button and Gee (2013, p141) go even
further in arguing that securing a very visible reputation for sanctioning fraudsters is an
important component of countefraud strategies because it sends out a powerful deterrence
message. Clearly further research is required to confirm whether the reputational fear paradigm

is true and, if it is, whether it is justified.

Conclusions

This chapter has introduced the theories most relevant to the present research into occupational
fraud. Just like the bulk of criminology, the little academic research that has been undertaken
YIAyfe F20dzaSa 2y GKS | S{A 2ith2a e notdle exc&plonsF NI d
there has been hardly any research which considers the organisational context and the
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interaction with the potential or actual fraudster. The review has identified some knowledge gaps
which point to a number of challenging ezsch opportunities in the fields of situational crime
prevention, psychology, deterrence theory, rationalisation theory, culture and organisational
ethics. This thesis draws on the theoretical concepts presented to examine the meaning of fraud
in the occyational context and some of the factors which promote and inhibit dealing with the

phenomenon.
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Chapter 3

Research Methods

Introduction

This research was originally triggered by the simple question: why do organisations not tackle
SYLX 28SS FNIdzRK ¢KS agKeé Ay GKS ljdzSaidAazy A
Initially this approach sat well with my previous experience asmrgineer comfortable with
isolating variables, hypothesis testing and statistical analysis. Unfortunately the criminological
fraud and whitecollar crime literature review proved to be barren ground in yielding any
substantive cues as to which variableght be relevant other than reputation concerns (Touby,
Mphno YR ad2yS FNBRY (KS G2L¥ o1 2f€t26l &% Hnl
deeper questions. What is the link, if any, between tackling occupational fraud and reputation
damage? VK@ R2S84& SELRAAY3I | yR LdzyA&aKAYy3d SYLX 28 ¢
NELJzi I GA2yK 2KAfad ¢S OFy LINRoOolofte& AyaluAayoOuda
is related to messages from senior management, what does it really mean? Expdhdin
literature review into the business ethics scholarship proved to be more fruitful in identifying

ethical climate and leadership types as possible categories of independent variables.

An attempt was made, using a conceptual framework (Robson, 19%2) pto map the proposed
independent variables against organisational decisions to implement cofnatgd strategies

and to respond to detected events. The original idea was to borrow from Button and Brooks
(2009) and use the model countraud strategyof the CIPFA Redbook (CIPFA, 2008) as an
instrument to measure the level of implementation. Unfortunately the framework proved far too
complex, containing a huge list of interactive variables with no clue as to which may be the most
salient and worthy ofurther examination.As a consequence three preliminary sestrictured
interviewswere undertakerto refine thescopeof the research. However it became clear that in
order to understand the relevant influences on organisations, one needs to understand th
nature of the threat and challenge they face. Even the definition of fraud proved to be

problematic.

The authorhad assumed, like Gill and Goldstrvhite (2012, p19), that the Fraud Act 2006

definition would be a tidy, universal definition. Unfortungteon deeper examination it became
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apparent that a convenient single meaning in both legal and social terms would prove elusive.
How people construct their perceptions of the world means that, unlike more obvious crimes
such as murder or burglary, peoplave different views of what behaviour and circumstances
justify the opprobrium of the fraud label. These contingent perceptions are reflected in the
multitude of meanings under both statute and common law. The implication is that if people do
not perceivebehaviour as fraudulent then there is little purpose in tackling it. A theme which
emerged early in the research was the perception that occupational fraud is as a rare hazard
suffered by others and perpetrated by determined sociopaths. If these perceptom correct

then, again, there is little to be had in implementing court@ud strategies. These foundational
questions had to be examined. It became apparent that an exploratory style of research was
required with the aim of exposing substantive thesnéor expanding the narrative around

existing theory and the development of new hypotheses and ideas.

Research philosophy

In developing a welllesigned research programme the researcher needs to consider the
philosophical assumptions underpinning the tmedologies adopted and their implications for

the nature of the knowledge produced Denscombe (2010, p116). The researcher needs to justify
the epistemological approach to the inquiry, describe its limitations and explain how the
information can be furtheexploited. The particular problem confronting the research neophyte

is how the philosophical approaches are couched in terms of competing camps, clashes,
fortifications, battle, war and fury (Alvesson aB¢bldberg, 2009, chapter 2; Denscombe, 2010,
pll7) For some the choice of research paradigm may be fenced by passionate ideological
commitments. For the rest of us who are sceptical about unproductive philosophical debates and
see research in terms of practical outcome, pragsratis mast appropriate, trat is, using the
approach that best suits the purpose (Denscombe, 2010, pIa&nson and Onwuegbuzie,
2004).

The initial explorations indicated that @nstructionist perspective wathe most appropriate

Born out of the phenomenologist tradition, congttionism emphasises interpretivism, how
people interpret reality to construct and make sense of their world and other people in it through
their interactions with each other (Kalof, Dan and Dietz, 2008, p80). According to Berger and
Luckman (1966, p30) adequate understanding of the reality of society needs research to focus
into the manner in which the reality is constructed. Core to making sense of the social order is

the process of institutionalisatioBerger and Luckmari966, p72). It involves theognitive
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processes of typification and habitualisation, which develop through social interaction, and bring
'y AYGSNYylItAaSRZI 2NRSNBR 202S0GA0S NBIfAGe
Sloldberg, 2009). Considering the mtlliyered nature 6the inquiry, with actors located inside
organised institutions, set within sectors and surrounded by a regulatory framework, the
constructionist paradigm is appropriate for understanding the perspectives of the participants
through their meanings, habitgoutines and categorisations (Alvesson &lgldberg, 2009).
Although onstructionisn is not prescriptive in the methodological approatthsocial research

any and all of the qualitative methods are available to the researcher. The guiding prin¢gle is
maximise research objectivity in inherently subjective sociological questieasing in mind the
purpose of thepresentproject is one of discovery to seedbarrenground, an adaptive mixed
method approach is most appropriate, one that responds tal gmogressively homes in on
emergent themes (Denscombe, 2010, p134). It calls to the range of tools and flexibility within the
discovery based approach of the ethnographic tradition (Jupp, 1989, p65) allied with the power
of crossmethod triangulation to spport those emerging themes (Kalof, Dan and Dietz, 2008,

p25) and to minimise both participant and researcher subjectivity.

Research strategy

¢KS o0dzf1l 2F (GKS NBaSINOK Aa-OByzZRAAARYASS TS WHzOIL
fraud in the organisational context. The gquantitative element of the research isireor but
important component that supports the qualitative endeavoodr é YSI &dzNR y 3 0
O 2 ¥ R A.(iTReyyadtitative procedure involves a metanalysis of the best secondary tda
available combined with data provided by participants to produce three key annual dimensions
for the scale of fraud in the UK: value, volume (frequency) and number of offenders. The context

and methods used are detailed in Chapter 5.

The deeper qualitive research employed three components: sestriictured interviews, a short

case study and participant observation. Setnuctured interviews provided data from a broad
range of perspectives, from within and outside of organisations. A case study pioside
narrower, but richer, vein of data from a single organisation. Finally, participant observation
generated the most real, contemporaneous data, with the minimum of researcher disturbance,
in the most natural setting (Jupp, 1989, p58he complete schade of the & participants in
Appendix1.1 categorises the participants by sector, role, organisation type, size and role. The
schedule lists each participant by personal and organisational pseudonyms and indicates which

interviews were digitally recordedwenty fourparticipants alloved recording.Appendix 12 lists
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the pseudonyms of individuals and organisations referred to by the participApfsendix 1.3 is
a scheduleof the realnames of individuals and organisations cited in discussions and which are in

the public domain.

Semistructured interviews

Semistructured interviews with managers and external professionals were used to identify and
categorise substantive statementsif@am, 2005, p136) and relevant themes. Drawing on a
broad sample frame allowederification of emergencommon themes through intranethod
triangulation (Kalof, Dan and Dietz, 2008, p25). The interviews with the managers provided data
on their organisabns and their perceptions of the external environment, particularly the
regulatory and legal. The interviews with the external professionals covered their perceptions of
the organisations they serve and of their own professional environments. Tabler@daces the

planned sample frame involving 30 interviews with the actual achieved.

Table 3.1: Interview sample frame

Participant group Planned Actual
SME managers 4 6
Large organisation managers 8 11
Lawyers 5 6
Auditors 5 3
Counterfraud professionals 4 5
Law enforcement 4 6
Total 30 37

There was no intention that the sample frame would be representative of the population of
organisations within the UK. The intention was purely to ensure a sensible breadth of
perspectives. Originally it was hoped to recruit participants from the constmuctector as it is

well known for corrupt behaviour (Chartered Institute of Building, 2013) and medical companies
because of their ethical purpose. However they all politely refused. The problem of access has
been well documented especially when the topscof a sensitive nature (Kalof, Dan and Dietz,
2008, pl116). The reluctance of these organisations is probably driven by a mix of limited
management time, concern that an inquisitive stranger might expose dysfunctional practices and
reputational risk. Itis simply easier and safer to decline. Networking or snowball sampling at
conferences and through contacts proved to be more successful. Though it is@ob@bility
method snowball sampling is a recognised approach when access is difficult (Kalofnddan a

Dietz, 2008, p45). A weakness of the networking technique is that it limits the reliability of the
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sample because it tends to attract participants with some interest in the subject (Kalof, Dan and
Dietz, 2008, p154). Multiple methods and triangulatiomimised the potential bias arising from

the method to improve validity (Jupp, 1989, p72).

The professionals were far more willing volunteers. They mostly appeared to appreciate the rare
opportunity of spending an hour or so reflecting on the topic. Urtlese circumstances one has

to guard against excessive subjectivity, however its salience in this case was substantially reduced
because the principal aim was to access their professional perceptions of others. It is also
AYLRNIFYyG G2 o080FraSANBSEFSOKSoKENBoOoe GKS NBAL
meet the researcher expectations or seek to portray a positive image of themselves to the
researcher (Kalof, Dan and Dietz, 2008, p159). This is recognised as a particular problem when
researches interview offenders (Ross, 1989, p352). There is no secure defence against this kind
2F LISNF2NXI yOS 24 K$ N2 FK IR Bk BB arsprisdiidda@imistin the

way of stage effects, indeed the credibility of the interviewees cameugh the richness of their
discourse, their use of linguistic techniques such as the painting of analogies and the telling of
memorable events to convey meaning by typification (AlvessonSiatiiberg, 2009, p26). The
memorable events proved useful asethcould be crosshecked against press articles and legal

reports.

az2adald 2F GUKS AYyGiSNBWASga o6SNBE O2yRdzOGSR i GKE
in hotel cafesThe authorfollowed the advice of Robson (1993, p232) to avoid cues whickecau

the interviewee to respond in a particular wa§.unique prompt schedulevas draftedfor each
interview. Its purpose was to thematically shepherd the interviewees in order to tease out new
themes or to substantiate or otherwise emergent themes. The métisupported a non
judgemental, relaxed atmosphere that allowed the interviewee latitude to express their

perceptions and opinions.

Case study

The case study method advocated by Robson (1993,-£49Y provided a means to mine deeper

into the realites2 ¥ | &aAy3ftS 2NBIFyAal GA2yQa | NN y3aISyY:¢
SELIZAaSR G(KS TSI idNBa 2F (KS 2NHI YA abupporle Q&
its effectiveness. It was important that the participating organisation had an teféecounter

fraud system in order to generate some understanding of the-wamld tensions, frustrations

and difficulties in actively preventing fraud and pursuing detected fraudsters. The participating
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organisation,DEF Groupwas selected by a serendipus encounter with its Countdfraud
Manager, Mark, at a fraud conference. He spoke to the audience of his frustrations with the
criminal justice system. Buggestedhat DEFhad a counteifraud mentality, it employed people
who detected frauds, its magement was not afraid to reveal them to the public and they

actively sought sanctions.

The case study involved two techniques, seiniictured interviews and document examination.
Oral testimony from two key actors, the Counteraud Manager and the Sety Manager,
Henry, provided rich information on the tensions, frustrations and difficulties in actively
preventing fraud and pursuing detected fraudsters. The internal documents provided a means to
improve the internal validity of the research by triamating between what was said and what
was written (Bechhofer and Paterson, 2000, p57). The list of documents collected is listed in
Table 3.2. The documents can be roughly divided into two categories. The first set represents
what the organisation sets outo be and to do, its policies, procedures and general
communications. The second set is evidence of its cotndeid efforts, including investigation
NBLR2NI& +FyR + REFEGFOIF&S SEGNI Of-@raud Repartn@@atY LI
maintains a databasef all its activities. It contains brief details of every event, task, suspicion,
escalated concern, whistleblowing report and investigation undertakenal$b includes
quantitative data on the frequency of detected events, the number of perpetratorsvatues,

all of which contribute to the analysis in Chapter 5.

Table 3.2: Case study documents

Organisation chart

Principles of conduct handbook
Employee handbook
Counterfraud policy
Counterfraud procedures
Fraud investigation procedures
Fraudcontrols training package
Inventory investigation report
Fraud investigation report x 3
Purchasing procedures
Company magazine

Fraud and security operations database
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Participant Observation

Participant observation is recognised as a valuable technique in the study of criminology. It was
pioneered in the early 20th century by the Chicago School of sociologists including Edwin
Sutherland (Jupp, 1989). By using all the senses the researchae itbaobtain deeper, richer

data and more meaningful explanations from the participants in their natural environment. Gold
(1969) separated the continuum of participant observation into four main categories: complete
participant, participant as observeobserver as participant and completdbserver Maurice
Punch (1979) spent time following Amsterdam police officers in order to gain insights into the
institutional culture. Simon Holdaway (1983) covertly studied police culture in the UK whilst a
serving police officer. Within the fraud scholarship Mars (1982) and Ditton (1977) covertly
observed dockworkers and the operation of a bakery. The observational component of the
research strategy is not intended to be as extensive as these examples. The vheengthod

for the current research is threld. Firstly, in identifying real issues, ideas and possible themes
that can then be transferred to progressively focus the interview and case study elements.
Secondly it is probably the only method capablddehtifying some of the nascent conditions
which could, with the appropriate stimuli, catalyse fraud. Such conditions or events may

otherwise pass unobserved and not appear in the reflective data gathered by the other methods.

¢ KS | dposkienNiR anEngineer and General Manager of a small engineering company
provided the opportunity to undertake the participant observation element of the research
programme. The role enabled access to people who would be too busy, too disinterested or
generally antipatetic to formal requests for participation. The trigger for introducing the
researchto a potential participant was a comment or brief conversation which hinted at deeper
concerns, usually frustrations due to the corrupt behaviour of their custorapdscanpetitors.

Some individuals expressed interest in the project, others were completely unmékedturious
individuals were then invited to participate by way of an immediate, unstructured conversation.
The conversational method is similar to the plannateiview but is distinguished in that it
involves an unplanned, opportunistic discussion. It was not practical to record the conversations
due to the locations, such as in a car or on a construction Hite.authoralso felt to do so would
undermine the pontaneity of the method in a naturalistic setting (Jupp, 1989, p58). The
opportunistic observationalparticipants are indicated on the schedule in Appendixand
summarised below in Table 3.3. There are ethical issues associated with this method which ar

discussed later in this chapter.
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One case was triggered ByK S | daisfc®meIafacorruption within a client organisation, R&T
Industries. It led to a more traditional participant observation method except that the research
role was not covert. ThOf A Sy Qa NBLINBASYill G6APSs GKSANI 9
curious type and happily consented to participation, indeed he suggested it. There are parallels
here with Ditton (1977), whose research became known to some of those he observed. The
obsedl GA2ya F2tft26SR GKS LINPINBaa 2F GKS Ol as
study would have been enhanced if it could have been turned into a case study involving access
G2 20t RANBOG2NERE |IyR (KS LI NB yedi Etfag féllihay & Qa
GKAA @¢2dA R 0SS F aGSL) 22 FIN YR ¢2dzZ R NRaj
eagerness to consent to the observations probably emanated from his disquiet with the
O2YLI yeéQa VYIyl3SySyid oé ShASwiindey 19095, litRofamd K A

culture and challenging ethical climate.

Table 3.3: Observational participants

Participant group Number
SME managers 10
Large organisation managers 16
Total 26

Document research

Documents are an important source of information for the research. Scott (1990, p12) defines
R20dzySyida |a aXIOO2dzyiaz NBGdzNyasz aidl GddziSa
produce in the course of their everyday practice and that are geared ¢ tmmediate and

LIN} OGAOFf ySSRa®dé ¢KS R20dzySyia LINRYARSR AY
supporting the interview data and the quantitative research in Chaptedsing documents in

this way, the case study resembles a police investigatind certainly improves internal validity

(Jupp, 1989, p72) in that the paperwork and the oral statements are mutually verified.

It is easy to take the internet for granted as a research tool, however its power needs to be
emphasised for triangulatinghe statements of participants and widening the inquiry. The

emergence of corporate social responsibility as a required badge, particularly for large
corporations and public bodies (Cressey, 1995), has led to many organisations including
statements of valug and ethical policies on their websites. These documents provided a context

for the observations of participants, a reference benchmark of the professed values of their
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organisations or those they referred to. Whenever participants recalled significagnteyv
searches were made for media press articles, legal cases and government inquiries to
substantiate their commentary. References to these sources have been excluded from the
analysis to avoid the ethical issues in exposing the identities of the panisi and their
employers. The exception is for those cases that support the emerging arguments and are
entirely accessed from secondary sources, for example the Siemens corruption case (Schubert,
and Miller, 2008, December 21) and the abuse of the pyhlise by the executives at the SFO
(Attorney General, 2013).

Reflexivity

As has been mentioned, recruiting participants and negotiating access to organisations is often
difficult, particularly when theopic is sensitive or the subjects are vulnerable persdtadf, Dan

and Dietz, 2008, pll6Usually researchers are complete outsiders which means they have to
sufficiently winthe trust of the participants or their gatekeepers in order to gain access in the
first place, and thenhey mustmaintain that trust until the research is complete@lérk, 2011).
Sometimes researchers areomplete insiders, for exampleHoldaway (1983) or become
temporary insiders such as Ditton (1977/or the outsiders, the level of scrutiny, trust and
consequent access may be contingenttba race, ethnicity religion, gender and soci&conomic
group of the researcher in relation to the subject participant or groupn{sden and Winter
2014, p5). The author found that formal approaches were rebuffed, but informal direct
approaches and intductions were successful. There is no doubt tihelational proximity
significantly increased trust and accessibilityis also likely that demographics influencéhe

level of accessibilityAll the participants werevocational professionals or managers; all were
middle-aged, the youngest, Ethan, was about 30 years old; all but four were male and all but one
was white. Additionally, most of the managers workedaimilar environments to the authoin

other words, though the author was not a complete insider, he was perceived as member of the
broader community Being acommunity insideundoubtedly increases trust, becaysas Clark
(2011, p11) puts itparticipans are morelikely to perceivegreater congruencyetween the

NB a S| MK HeMEasd their own Noaks and Wincup (2004, p63)sieibe research access

Fa | LINROSaa ¢#mugh &tahlishingyadresédarct? rgld building a rapport with
particLJ yG&a | yR aSOdzNARyYy 3 §KSA NlildngbapdrQitreqhirésSthel A
researcher to be personable and attentive, but above all, to never breach the negotiated rules
and parameters of the researchAn important advantage for recruitinghe observational

participants in particular, was the more natural setting in which the research was introduced,
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within an everyday conversation. That the researcher wascial researcher arah engineer
with perceived community insider status NA 33 SNBR (G KS Llowdtam® frusl v (i &

inhibitionsand eased access.

Ethical issues

Summary of known ethical concerns

The approach to the research ethics is based on the guidance issued by British Psychological
Society BPS2010).The kethical issue related to the collection of confidential organisational
information and limited personal data. It is essential under these circumstances that disclosures
do not cause harm to the participants or their organisations (BPS, 2010, s2.8P3{2910, s3)
recommends undertaking some form of risk analyBi& ethical risk analysis structure developed

for this projectis in Appendix 2All of the participants were experienced, professional volunteers
who were trained in and accustomed to maimtiig confidentialities: lawyers, accountants, law
enforcement officers and managers. No vulnerable individuals were involved iregadditional
precautions. Nevertheless the analysis identified low residual vulnerability risk from

inappropriate disclosres:

1 Breach of confidentiality by improper disclosures.
9 Disclosure of career limiting criticisms.

1 Disclosure of proscribed behaviour of organisation.

The participant observation element of the programme raised additional ethical considerations in
respeci 2F GKS NBA&ASFNOKSNRaA NRfSod ¢KS AaadzSa N
addressed togethelt KS | dzi K2 NR& SYLX 28YSyid NBIJjdzA NBR (K-
and,when appropriate, contribubn to outcomes. These actions weredertaken irrespective of

0KS SiKy23aNlLKAO NBaSIkNOK® ¢KS RRAGAZ2YIE &
(Gold, 1969) involves the subsequent critical analysis of the data and its triangulation to the other
research elements. Consequentifet risks of role conflict are negligible because they are
substantially the same role. Importantly exposing the data and subjectitm ribbust critical
analysis addresses the potential criticism that the observations and experiences of the day job
couldinfluence or bias the research. The reality is the reverse. Examining the broad aspects of
fraud and corruption in the corporate context has increased S | dzi K2 NQR& F g N

problem andsensitiuty to the cues and subtle symptoms which indicate jgassfraud within
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client organisations. There is also no doubt that management colleagues have been influenced.
At one time suspicions of corruption caused anxieties and were discussed in hushed tones behind
closed doos. That they now feel free to openljiscuss their concerns undoubtedly neutralises

the debilitating anxieties. Although the evidence is invariably judicially weak, debating the
suspicions allowsnanagersi 2 Y2y AG2NJ 0KS 0SKI@A2dz2NJ 2F GKS
and arrive at a casidered commercial judgement. It is in effect a subjective widden due
diligence process. That about one in ten cases are substantiated by the dismissal of one of the

suspect buyers or engineers, which happahkastonce per year, validates the press.

The following arrangements to protect the participants and the researcher in all three
ethnographic elements were applied to ensure that the residual risks identified in the risk

analysis were minimal:

Participant characteristics
All participantsare voluntary including case study and observation participants
Ensure minimum vulnerability participants by engaging participants of

professional status with appropriate fiduciary positions.

Informed consent
Verbally warn observational participants c$ks.
Warn participants of risks in invitation information form.
Remind participants of risks at start of interviews.
Inform participants that data will be published but will be untraceable and
anonymous.
Obtain signed consent.
Allow participants to withdrev at any time and withdraw permission to use the
data already obtained up to the end of the data gathering phase.
Provide participants with the University supervisory details for making

complaints.
Dialogue management

Detect when potential inappropriateistlosure are imminent during dialogue,

interrupt dialogue, change focus or terminate.
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Anonymity
Participant is anonymised using random pseudonyms.
Participating organisation is anonymised using random pseudonyms.
All data not in the public domain @onymous.
Data in the public domain which is traceable to an anonymous participant has to
be anonymised or discarded.
Ensure case study participants are fully aware that their participation is known to
the employer and the data gathered is visible andeastble to those
responsible.
As a last resort, discard data as unusable rather than breach confidentiality.
Raw data is not shared with anyone else including University colleagues.

Raw data is destroyed after completion of the thesis.

In researching a crime phenomenon the researcher has to be alive to the dilemma of participants
exposing their criminality to an extent that it ought to be reported to potential victims or the
authorities. This dilemma was substantially ameliorated becathge potential victims were
substantial organisations rather than vulnerable individuals. The ethical arrangements also
forestalled this risk by requiring the diversion of conversations away from inappropriate
disclosures or termination of interviews. Adai corruption was observed in just one instance
involving R&T Industriess YR G KS O2YLI yeQa YIylF3aSySyid &SN\
revealed without prompting that his employer used corrupt means to win contracts from
substantial organisations. In thissesthe conversation was quickly shut down lest the participant

substantiated his claim with convincing evidence.

The sampling strategy for all three ethnographic elements effectively ensured that the
prospective participants had a relevant, professiométiiest in fraud and were willing to share
their experiences in some detail. In the interview and case study cases the prospective
participants were contacted by telephone to introduce the study and outline the method and
associated risks, followed lyrelevant written invitation and consent form (Appends). The
participant observation approach was the same except that the preliminary telephone
conversation was not required. None of the participants expressed any concerns at all in respect

of ethical isses.
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Data management

All data was stored and managed in compliance with the Data Protection Act 1998. All original
field data was collected electronically or digitised. All the original data was stored on a PC, backed
up onto an external hardrive andaccessible only by the researcher. No data was located on any
ASNDSNY b2yS 2F (KS 2NRAIAYLE RIEGE OFy 68 &K
separated folders. The participants had the right to access their own data and withdraw
permissionany time during the data gathering (BPS, 2010, p15). Original data must be destroyed
after completion of the thesis. The data protection philosophy has to continue beyond the
completion of the thesis in any form of publication and the key issue is thénceal protection

2F (GKS LINIAOALI YGEAQ ly2yedYAlGeo

Analysis

The quantitative analysis is described and presented in Chapter 5. As the dataset was relatively
small it did not require sophisticated software, a spreadsheet was more than sufficient. The Exce
spreadsheet software was also used for the qualitative analysis idiménsional array. Atlas.ti

g & O2y&aARSNBR o0dzi NB2SOGSRe® 9EOSt Aa aravYLX S
automation makes it more efficient for data entry aridwould certainly be the preferred
package for a project involving multiple users and a great deal of data. However the interrogation
and sorting routines in Excel mean that it is more flexible and efficient once the data is input.
Appendix4.1is an extact from the spreadsheet. The data was organised into rows so that each
row effectively represents a unique data package. The spreadsheet contains 5,602 data packages.
Every interview and field note was dissected entered into the system with one shagnagh

per cell. Coded labels, pseudonyms, relevant notes and -cedssences were added to the
adjacent cells. Up to five labels acted as indexediltering, sorting and aggregating themes. A
similar structure was used to create an indexed databasettfe secondary data documents,

press articles, company reports and documents, legal reports and government inquiries. Using
the sort routines on the index labels in both datasets allowed triangulation within and across the

datasets.

Appendix 4.2s a sckdule of the coding labels used for the analykigbels were used rather
than alphanumeric codes simply because they areesgifanatay and therefore more efficient

asthey do not require a lockip table. The initial topis represent the broad subjects of the
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original lines of enquirywithin the data collection phase of the researdthe coding labels are
headings which summarise the detail within each data package. The labels were not set out prior
to the analysis, rather &ty emergedduringthe analysis, and representexbservations, concepts

and salientthemes. Grounded theory research uses a similar approd¢aldf, Dan and Dietz

2008, p90. Although Appendix 4.2 shows the labels undeibject headings, for example
offender, fraud types and management, the labels were not organiged analysed ima
hierarchical structurainder these headingsA hierarchical structure wastempted butrejected
because ti was found that forcingsuch a structure onto the labels tended to wstrain the
analysisto superficial,a priori themes A flat structurewith multiple summary descriptors
attached to each data package promatea more forensicexamination of the interactios

between labelled observatiorand between emerging concepts

To illustrate the processntry CFSMA-186in Appendix 4.Tefers toa section of an interview

with Imogen, a forensic accountant, centred on occupational fraud (the topic). Imogen described
how ordinary people with a normative sense of right and wrong cross the criminal threshold
(Rubicon) and then, in the absence of ert@rintervention, may become habitual fraudsters. The
experiencedetoxifies andnormalises crime, allowing theffenders to construct rationalisations

to maintain their sebesteem(offender rationalisation)

The filtering and sorting tools within Exceérg used togroup the data packages into common
concepts such as psychology, access to justicevaiin rationalisations, in order to identify
linkages,common insights and themesWherever the emergent theme is n@&vident inthe
original topic or label athematic labelwada I G iF OKSR G2 GKS RFGF AY
n £€Tde comment section is an integral element of the analytical structure. It fleshes out the
observation and provides further insight intbe linkagesbetween observations and coepts.

Entry PSM2@1-70 is an extract from an interview in which occupational fraud was discussed. The
participant sought to illustrate how it is not always to define observed behaviour as fraud (fraud
RSTAYAGAZ2Y O o0& NXhegligénkceghperfderiting his dutiés (WdrkJpEriddmance)

led to him covering up his failings by falsifying stock recofthe participant detoxified the
behaviour by calling it a fudge (fraud definitighus allowing the company to avoid prosecuting
the individual (victinrationalisation) The comment section refers to Kweku Adol{Bliv Kweku
Adoboli [2012]) who was convicted of fraud, becautiee casebore similar characteristics: a
poorly supervised employee who used fraudulent means to hide ihéglequate work

performance.
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Conclusions

This chapter has sought to outline and justify the methodologies applied to the research
question. The paucity of existing research has called for qualitative mixed methods to develop
themes and hypotheses for further exploration and testing. This appraappropriate for the
essential groundwork required for seeding further research which may substantiate and build on
the ideas or indeed disprove them. The ethical issues addressed in this chapter are not peculiar
to the subject as the avoidance of halisma central consideration for all forms of sociological
research. The risk based approach is not unique but the format of the analysis in Appéndix
probably novel to the management of ethical issuessociological researctThe method does

not automatcallyproduce ethical solutions; its purpose is to provide a framework for researchers

to logically set out ethical considerations and risk controls.
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Chapter 4

Definition of Fraud

aLy (K&nt |aw¢ tieBFraud Act 2006; has tidied up the legal definition
determining that a person can be guilty of fraud if he or she is guilty of false
NBLINBaSyidlGA2y>S FrAafta (2 RAaOt2aS AyTF2N)Y
GoldstrawWhite, 2QL.2, p19).

Introduction

If only it were true. Research, prosecution, litigation and fraud prevention would be far simpler
and more efficient undertakings if the Act accurately represented the range of human behaviour
that is broadly conceptualised as fraud. It is a deceptivehple word covering a very broad
territory (Levi, 2012). Clearly defining fraud is necessary in order to set the fundamental context
and the presumptive boundaries of the present research and to avoid misinterpretation or
misuse of the results. Further thahat, however, a deeper analysis is required because of the
definitional misunderstandings and concerns expressed by the participants, almost all of whom
aFARY aLl RSLISYyRa migarticulagh? odatigrSHipyetweed fratid\brideR ® &
and theftis a vexed one has to be addresséte chapter nalyses the interaction between the
statutory definitions and local rules to develop an understanding of ttewdefinitions are not

universdly applied but are interpretedfor and contingent orlocalenvironmens.

Satutory definition

The Fraud Act 2006ontains an objective definition of fraud whigirobably articulates most
LIS2 LX SQa& the »fiera& daline kiheF of dishonest deception to gain some kind of unfair
monetary advantage from another. Indeed the two fundamental prerequisites of liability under
English common law, dishonesty and misrepresentation, have been long established (Derry v
Peek [1889] 14 AC 337). However this conceptual alignment between thetejabcial spheres
becomes more unreliable and more subjective in the grey area between criminality, ignorance
and sharp practice (Attornegeneral 2006, p25). At what point does msslling (Thompson,

2012) become criminal deceit? As advertising pufi;gegarded as justifiable, at what point
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does it become unreasonable and actionable (Zhou, 2009). How does one distinguish between
bad debt and fraud (Levi and Burrows, 2008)? A somewhat unique feature of fraud amongst the
acquisitive crimes is that it &es no immediately obvious traces, htood and no broken
windows Fraud is stealth and secrecy (Hirschi and Gottfredson, 198¥.consequences afis-

selling and bad debts are the same whether fraud was involved orTina critical feature is in

the intentions of the inappropriate seller and the defaulting buyer, whether thegnded to
deceive But ike the fraud act itself, thimmens reaelement also remains a secret until teased out

by an investigation or the judicial process.

The legal definitiorof fraud is more labyrinthine than Gill and Goldstrévhite (2012 pl19
suggest. The Home Office (2@)2naintains an extensive taxonomy of offences including a broad
typology of notifiable fraud offences; these are reproduced with annotations in Appéndix
Appendix6 is a contrasting schedule of offences mined from the statutes that are not classified
under the fraud genus yet are fraudulent in nature. The first obvious result of comparing the two
da0KSRdz S&a A& GKIFIG GKAA a2 0KSNEficdibtitgpearsBhatA a
most legally framed types of fraud are not defined and counted as fraud. The fraudulent use of
telecommunications systems under the Telecommunications Act 1984, for example, is classified
dzy RSNJ a2 ( KSNJ y Afpéndx6) AduiCk séarf of tie/sch8dillés reireals the second
most obvious result, that the labelling of fraudulent behaviour depends on the context of the
crime and the characteristics of the individual, whether a director (Companies Act 2006,
Insolvency Act 186), a small business owner (Part 8, Enterprise Act 2002), a fireman (Fire and
Rescue Services Act, 2004), a silversmith (Hallmarking Act 1973), a marketer (Business Protectior
from Misleading Marketing Regulations 2008), a finance professional (Fin&wiaces and

Markets Act 2000) or unemployed (Social Security Administration Act 1992).

A deeper inspection of the data reveals that the perceived egregiousness of the crimes, as
measured by the penalty, is contingent on the labelling. Rogue traders razeusaged to
improve their ways through the offices of Trading Standards (s214, Enterprise Act 2002). On the
other hand money laundering commands an immediate maximum tariff of 14 vyears
imprisonment (Proceeds of Crime Act 2002), whilst the originatingiftan risks 10 years under

the Fraud Act 2006Che Bribery Act 2010 is aimed at business people and the maximum sentence
is 10 years imprisonment. A politician bribing a voter is worth no more tharmgths
imprisonment (Representation of the People A883), and the penalty for a corrupt company
liquidator is just a fine (Insolvency Act 198®robably one of the most damaging fraud crimes,

which sits within the Home Office (20d2typology, is cartel price fixing under the Enterprise Act
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2002. Its costo all sectors of society is unknown and in all likelihood individuals and businesses
are not even aware that they are victims. However we do know that over a five year period to
2012, the European Commission found against 187 businesses in regulatdnghaat imposed
FTAYSa G20l t fh) ¢ Bvelawhich refiedtd the opprobrium of the authorities and the
probable extent of the harm caused. TEB€ has no powers to prosecute real persarigere has
been only one successful prosecutiam the UK ourts and that was prompted by the US
authorities:three individuals pleaded guilty the UKto avoid American prisonStephan, 2008).

It is apparent from this short exposition that the definition and perceived, measured heinousness
of fraud crimes andhe level of social blame to be attached to offenders is primarily contingent

on status, role, context and prosecution expediency, not on the level of harm inflicted.

Common Law definition

The definition of fraud within the civil domain is awash with yetre imprecision in the
RSTAYAGAZ2Y 2F FNIdZR® ! yRNBgS | az2f AOAG2NI Ay
G§SNXYéE O20SNAYy3I YlIye OldzaSa 2F | OGA2yd aODNI
the various possible torts and equitabtemedies and how they may be applied to claims in
fraud: deceit, unjust enrichment, conversion, knowing receipt, abuse of fiduciary duty,
conspiracy, dishonest assistance, inducing breach of contract and bribery. The tort of deceit is
probably the closestto the criminal definition of fraud requiring dishonesty in a

misrepresentation (Derry v Peek [1889] 14 App Cas 337).

Bribery is fraud

The status of bribery is particularly pertinent to the current research and needs to be examined
further to justify ts inclusion within the research as a species of fraud. The script methodology
formulated byDerekCornish is an effective tool for the purpofleevi and Maguire, 2004The
analysis involves setting out the sequence of actions, tactics and events whithidethe

commission of the crime whilst drawing upon the experience of research participants.

Edward is an owner director of a small network cabling comp&®BS ElectricaHis client base
includes public bodies, facilities management companies, mauiasports stadia. He described
an instance when the operations manager of a stadium requested a £5,000 kickback in return for

a £10,000 contract to lay out a web of data cables prior to a major sporting event.
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aL aSyd GKS [jdz2 (S G waKiddYive griind foshimaelf.h ivad 6 A (0 K
add for tax so | could pay him cash. | paid him the five grand myself and then drew that
out as extra on the salary and took it out that way. So it about doubled the price to
£20,000. I'm giving you rough figurgeu understand but | had to add the national
Ay&adzaNIy yOS |yR GKS GFEXZ GKFEGUE GKS LRAY(HDE

Edward went on to explain:
a[ 221 AT L RARYUOl L ¢2dAZ Ryud 33SiG GKS 220
work, got four employees to keep going. What aindzLJLJ2 8 SR (2 R2K¢

The key sequence of events is:
1. / tASYyGQa YIFylF3ISNI NBIljdzSada ljd2al a2y ¥F;
2. Supplier provides the quotation

Client requests a personal cash payment above the contract value

Cash value is added to the contract

o > w

Supplier negotiates an adin to the contract value to cover taxes associated

with the method of extracting the cash from his company

This was a straightforward case of coercive, contractual bribery instigated by the Eltemard
complied because he needed the work and was resjie for four employeesl hestadiumwas
defrauded of £10,000 by the dishonest misrepresentation of the contract valoeder to fund

the bribe The negotiated mechanism wasth a bribe and afraud script perpetrated by the
stadium manager against hésnployer in collusion with the supplier. A reverse of this script was
described by Peter, a sales executive workingi W Layhiul@rt@rial corporationwhich

supplies air conditioning systems to large public and private sector organisations:

G2S FTAYR 2dzi 6KIFG KA&A 6AFS slyday OFNE Kz
stick his cost on the job, what we can, but it depends what we can get away with, what
his budget is like. It's just doing what you need to. A bit undertaiie you know [palm

down, Peter gestures towards the flpolt's not really wrong, not like it's a crime, just

helps everyone along to get the deal done. It's part of the package you put together, isn't
AUKE

In this case the supplier instigates the bribery amdjotiates an addition to the contract up to

the value of the bribe:
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1. Client manager requests quotation for a job

2. Supplier provides the quotation

3. { dzLJLIX ASNJ 2FFSNAR (2 LIzZNOKIF &S 3I22Ra 2 NJ
4

Supplier negotiates an addition to thertoact value up to the value of the bribe

These two scripts are typical of commercial bribery cases. Sometimes they are organised on an
industrial scale.The Siemens caseepresent the pinnacle of efficient,systemisedbribery.
Siemensis the largest engeering company in Europe, based in Germany, with 362,000
SYLX 2eSSa FtyR alftsSa 2F etpocpoy oO0{ASYSyasz wun
multiple charges of bribery involving its operations in Europe, the Middle East, Asia and South
America ina prosecution agreement with the US Department of Justice. The Sentencing
Memorandum (US &partment of Justice2008) quantified $1.3bn in dubious payments, $0.8bn

of which the company had paid to government officials through 2,700 intermediaries (Schubert
and Miller, 2008, December 21) over a six year period between 20012007. The charges
included bribing Iraqgi officials to win contracts in the United Nations Oil for Food Program. The
contract prices were inflated by 10% to cover the costs of the brined the accounts were
deliberately manipulated to hide the payments from inquisitive auditors. The $1.3bn fines in
settlement of the charges brought by the US and German authorities remain the highest ever

levied against a company for bribery.

These eamples show how bribery and fraudulent conspiracy can form the same scriptoardi

be prosecuted under bribery or fraud charges or both. Importantly, they also show how
corporate and occupational crimes collide: therporate bribeto secure the contracfor the

& dzLJLJX A S NI ocdupatidnabirdzitSidki ghe bribe. This type of corrupt conduct emerged

as a recurring theme of the research. As Peter implied, there are occasions when the value of the
contract is not inflated by the cost of the brils.still afraud? Kemeth, afraud barrister pointed

the way: inder common lawthere is an irrebutable presumption that the bribe payment forms

part of the purchase price and without it the value of the contract would be lower (Hovenden &
Sons v Millhof{900) 83 LT 41).

Fraud and bribery tend to part ways when favours associated with regulatory, compliance,
permission or governance matters are at the heart of the script rather than commercial
contracts. The first successful prosecution under the Bribery Act 2010 wasialghinir Patel in

2011, a court clerk at Redbridge Magistrates Court (Vitou and Kovolesky, 2011). Patel sought out

and received payments from alleged traffic offenders for avoiding entering the summons details
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on the court database. Patel pleaded guilty idbery andto misconduct inpublic office, a
common law offence. He was sentenced to 3 years imprisonment for the bribery charge and 6
years for the misconduct charge. Unlike contractual bribery, compliance corruption of this nature

did not appear as eneme of the research

Fraud or theft

The definitional boundary and relationship between theft and fraud also requires resolving. The
principal antecedent of the Fraud Act 2006 was the Theft Act 1968. Although most of the
misrepresentation sections of the latter have been repealed, a few wasigkections relating to

false accounting (s17 and 19), destruction of valuable securities (s20) and dishonestly retaining a
false credit to a bank account (s24A) remain. These sections continue to reside within the Home
Office typology of fraud (Append®. The features common to statutory theft and fraud are the

F LILINBLINA | GA2Yy 2F Fy20KSNDRE LINPLISNI& +FyR RAA
from theft is one of communicatignthe conveyance of a dishonest misrepresentation. Fraud
researches tend to conjoin employee theft and fraud, for example Holtfreter (2004; 2005) and
Mars (1973). Some observers object to aggregating all aberrant work place behaviour under a
single banner (Friedrichs, 2002), however it is surely justified when the ssilgjethe research

are the contextual variables that influence deviant behaviour, of which theft and fraud are just
two manifestations (Parilla, Hollinger and Clark, 1988). Fraud practitioners also encompass theft
within their remit; the Association of Qifited Fraud Examiners biennial report into the extent of

occupational fraud includes employee theft in its typold§ZFE, 2024

One practitioner, Mark, manages the compliance department of DEF Group, a UK wide building
supplies company. The departmewt2 Y A G2 NE AY OSYyi(i2NE GaAKNAYy ]!l 3¢
distribution and inventory management functions that describes stock loss caused by crime,
waste and error, for example, lost and mislabelled items and stock inaccuracies (Centre for Retail
Research2013). Sometimes Mark sees losses caused by straightforward employee theft: the
employee takes a power tool and puts it in the boot of his car. Sometimes employees try to
disguise the theft by adjusting the inventory system. The act has become a frautb doe
dishonest communication, the false entry into the stock ledger that would, at the very least,
delay detection of the crime. The only real difference between the two scripts is that the
fraudster has access to the business controls. Mark describad saphisticated scripts which
more obviously distinguish fraud from theft. In one case, for example, the branch employees

used the company systems to purchase televisions which they then sold to members of the
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public for cash. Nevertheless the similatian the methods in the occupational context, the
equivalence in the unit of analysis, the motivations, opportunities and the response of
organisations to the phenomena mean that it is appropriate to include emplagset and data

theft within analyses obccupational fraudFigure 1.1).

Offender or victim, corporate or occupational fraud?

When fraud occurs in organisations it is not always obvious which party is the legal offender,
whether the employee or the organisation, nor who is the victim, theamigation or a third

party (Holtfreter, 2005). The solution for contemporary American researchers is their
determination to label all fraud as whiepllar crime irrespective of the location of the deviant
behaviour,whether at work or elsewhere, the senity of the offender or the nature of the
victim. Consequentlywhite-collar criminologyhas become plagued with conceptual confusion
Friedrichs (2002)For example, th@rominentWeisburd, Waring, and Chayet (1995) inquiry into

the recidivism ofwhite-collar offenders includeson-occupational offences such as personal tax
evasion and false loan applicatiorf®utherland (1940) would not recognise these as whikar
crimes.The conceptual ambiguitieshich troubleresearchers in defining the unit of analy are
similar to the legal ambiguities that prosecutors contend with in targeting offenders (Holtfreter,
2005; Friederichs, 2010). It is not always clear whether an offence should be defined as corporate
or occupational. Corporations are abstract soc@tstructs, not sentient beings. Where does the
fault lie, with the corporation or the employee? Is the corporation a victim or innocent tool of the
SYLX 28SS 2NJ A0S OSNEIK 2KFG Aa GKS LRaAdAa

casualties of risk

The Siemens scandal exemplifies the conundrum. Afiéery charges were brought against the
company, the directors were replaced (Associated Free Press, 2008). The new management
admitted criminal liability on behalf of the company and reached aexmiint with the US and
German authorities (USdpartmentof Justice 2008). Former employees were also charged and
two received suspended sentences in Germany (Schubert and Miller, 2008). Meanwhile the new
management successfully pursued the former directors for damages (Schafer, 2011, June 10).
Thus it appears that therevas duality in the position of the company as offender and victim: an
offender under criminal law and a victim of its employees under civil fanSpalek2006, p35)

notes, theroles of victim and offender can be interchangeal3anilarly various stakeffiders of

the company wereegardedby the US courtas both beneficiarieand innocent casualtiesf the

criminalty. In calculating the penalties against the company, the court bore in thiedtatus of
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these stakeholders as secondary victims (Spal€62 p120):Xwhether there would be
disproportionate harm to the shareholders, pension holders, employees and other persons not
LINE Sy LISNE 2y | épartnentiliistich @085 ¢ o ! { 5

Corruption taxonomy

The bureaucrats of the European Commissiose the Transparency InternationaR0Q])
definitions of fraid and bribery which places both crimesder the common banner of
corruption EC 2013 p131). Combining Transparency InternatioRad RSTAYAGAZ2Yy 2
with the generally accepted distiion between corporate and occupational crimes (Clinard and
Quimey, 1973, p188) produces the taxonomy in Figure 1.1. The figure is not a complete
taxonomy of corrupt offences, nayccupational fraud offences. A more comprehensive list can

be found in Button and Gee (2013, p13). Thdfigureillustrates the interactionbetween bribery

and fraudand showghat the convenient Clinard and Quiey (1973, p188) sepaiah is not as

neat as supposed. The blurring of this boundary dos not excuse researchers for unnecessarily
conflating corporate and occupational frauddr example Weisburd, Waring and Chayet (2001). It

is important that researchers should describe the scope of their emgjiclarify the unit of
analysis and maintain conceptual consistency as far as is possible. Wherever ambiguities arise,
they should be explained. The bounded area of Figure 1.1 represents the scope of the present

research.
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Figured.1: Organisational corruption taxonomy
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Translating laws into local rules

The foregoing has illustrated the ambiguities and inconsistencies in the formal definitions of
fraud and in the associated perceived levels of egregiousness. This is probably a reflection on the
strength of the common law system in England and Wales in that it can respond to evolution in
social practices. Its weakness in the domain of fraud is that aachgfilaws designed to meet the
control needs of specific emergent circumstances can cause confusion, misunderstandings and
ultimately ignorance. This is anathatit to the fundamental rule of law as described by Lord
Bingham of Cornhill (Thomas Binghathk former Lord Chief Justice of England and Wales and
the former Senior Law Lord of the United Kingdom (Bingham, 2006):

GCANBGE GKS flg Ydzad o6S FO0O0OSaarotsS IyR a:
This seems obvious: if everyone is bdumy the law they must be able without undue
difficulty to find out what it is, even if that means taking advice (as it usually will), and the
answer when given should be sufficiently clear that a course of action can be based on
Al g

In support of his aalysis, Lord Bingham referred to a European Court of Human Rights case
(Sunday Times v United Kingdét®79) 2 EHRR 245) which describes a fundamental purpose of
the law in differentiating between normative social behaviour and behaviour which needs to be
formally controlled:
Xl y2NXY OFlyy2id 06S NBIFNRSR Fa | Wil gQ d:
G2 SylotS GKS OAGATSYy (G2 NBIdA I GS Kia O2y

¢2 Lizi A4 aiayvyLxes GKS tl¢g akKz2dAZ R Of SINIeé& RS
is. This principle is especially important in the interpretation and application of the fraud laws in
the organisational context. A special characteristic of occupational fraud is that it is to an extent
legitimately contingent on localised norms. Gobarid Punch(2003 observed that murder 100

years ago is murder now, but the nature of business continues to change and the nature of crime
at workchanges. Merton (1938) described this behavioural flux as innovative adaptive behaviour.
The plethora of fraudrelated laws and regulations in Appends 5 and 6 are certainly a
testament to the innovative nature of free enterpris.2 6 SNI | Y R )tpdayf © 6@ & 6 +
most criminal offences are fundamentally invariant to the social conditionsesponsible

corporation cannot produce a rule book thagermits burglary as legitimatbusinesspractice
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However laws designed to regulate commercial and employee conduct are subject to
interpretation and local rules. Incorporating such innovative interpretations th marketing
procedures of banks tested the limits of permissibility and led to the payment protection

insurance (PPI) mielling scandal (Thompson, 2012, November 2).

Bribery rules

Large oganisationstypicallyembody various interpretations of the iBery Act 2010 or the US
Foreign Corrupt Practices Act 1977 into their rullexcksons semiretired, he was previously the
UK Managing Director of A} Group, a large engineering corporation headquartered in the USA.
He is currently employed patime as an ethics consultant and auditor. The role has allowed him

to reflect on past corporate entertainment practices from an objective distance:

G¢KS l[dzSaiAazy Aa 6KSYy R2Saoywdiused ® hald2gntst | NX
in Germany, usually assiated with an exhibition or conference. We would invite along
clients all expenses paid. In the evening | was the Master of Ceremonies and would divide
the group of maybe 50 into three. Those who wanted a good meal, those who wanted a
meal and beers, th@s who wanted sustenance and a strip club. | made it very clear
beforehand so that no one felt pressured in any way or embarrassed. Those that wanted

a meal got a very good meal and very good wines. Those that wanted the strip club, they
went off, gotsomeK A y3 G2 SFd FyR 6SNB SyGSNIFAYSR

Allod Qa4 O2N1IB2 NI GS FdzZARSEAySa NBAYTF2NOS GKS 02y
and gifts but then dissociate the latter from bribery through a narrative description of acceptable

levels of entertainment and gifts. The following is an extract of fromeA®a ¢ S0 aAGSY

G{AYLX & LldziE ONAROGSNE 2NJ O2NNMHzZIiA2Y A& 6K
favours or even entertainment, is provided, or offered, to improperly obtamretain,
o0dzaAYySaa 2NJ 42YS$S 20 KSNI honldN@hadd hiv bfterdve vy G | 3
give or receive gifts, meals and hospitality. We never provide, or receive, anjdkial

or inappropriate We always consider whether gifts, meals or hospitality appropriate

with regard tothe identity of the recipientor provider, and thecircumstancesn which it

is being provided or received. Gifts, meals or hospitality we provide never compromise,
or appear to compromise, the ability of anyone, includingselves, to make objective
YR FIAN 0dzaiySaa RSOAaAAZYyaDE
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ForAlbe > GKS | OOSLIiroftS fS@St 2F 3IATia RSLISYRa
Wi GAAKQ YR WAYIFLILINRBLNAFGISQ YR Aa O2yiAy3-
the circumstances. The key criterion is not the potential influencing input, the level of the

SYGSNIFAYYSYds odai GKS 2d2io2Yss SKSGKSNI 2N

WO2YLINRYAESaQ RSOA&A2Y YI1Ay3od

The ethics codes for some companies use ammichniques in explaining the key outcome
criteria but are more specific in detailing the rules relating to the value levels of gifts and

entertainment. The following is an extract from the BP code (BP, 2012).

G2S 2yte 3IAGS 2N |neaHadhre Bribdisingss pungoRes &nd &r& NJi
y20G YI SN I f They SboddNBvErdzs offérekidoiXrécdived in exchange for
LINSFSNBYGAL € GNBIGYSy Ay Lye odzaAySaa
entertainment that appear to be bribes, raise qtieas about conflicts of interest for you

2N . t3X 2NJ g2dzZA R RIFIYIF3IS .t Qa NBLMzilF A2y dé

Gift value Entertainment Approval Recording
including meals value requirements requirements
XbPpn XPwmpn No preapproval No recording required
required except for government
officials >$20
$50 to $250 $150 to $1,000 Line manager approva Must be recorded in
required the gifts and

Group Leaders may  entertainment register
selfapprove

>$250 >$1,000 Group Leader Must be recordedn
approval required the gifts and
Group Leaders may  entertainment register

selfapprove

The great problem with defining and identifying bribery is in detecting an influenced outcome
and relating it to a bribeThe typical solution is to limit the value of gifts and hospitality at levels
which are unlikely taffect decisionsin Albd Q& OF 4Sz GKS f S@St Aa gt
abuse. The BP approach is to specify levels of value and transpatercy still depends on
L2AAGA2YY + DNRdzLI [ SFRSND&a 3IATE A&  [AYyS al
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an item regarded as a gift by Alloy could be viewed as a bribe é&WRRparadoxes led to the
peculiar situation where Gerhard Gribkowslydirector of Formula 1 representing the interests
of Bayerische Landesbankas jailed for 8% yearin the German court®f receiving a $44mn

bribe but Bernie Ecclestone remained innocent of giving the KtibeBlond, 2014).

Employment contract rules

In a similar vein organisations also set rules for payroll timesheets, overtime, accrued hours, sick
pay, salary increments, expenses, allowances, staff discounts on product purchases, conflict of
interest, second employment and use of company data, &lwhich can be exploited for
fraudulent purposes (Button and Gee, 2013, dB). Complying with the rules cannot be
fraudulent. Breaching the rules may constitute a fraud. A small company that can only afford to
employ a specialist engineer on a ptirhe basis may explicitly allow the individual to work for a
competitor. Under these transparent contractual conditions the specialist cannot commit fraud
through a conflict of interest, abuse of position or misrepresentation. Presumably such a
situation wouldbe utterly intolerable for corporations like GSK and Pfizer for whom intellectual
property is their lifebloodKieron runs a small engineering design hqoudeflux For many years

he allowedKA & adGFFF (GKS dzaS 2F GKS Ozcadidna, sifgle F I «
drawing as a favour to family or friends for their-ileyourself projects However he stopped the
practice when he received a call from a client he had never heard of to progress a design project.
It transpired that one employee hatdken on private contracts and wodd on them at home.

The employeeargued that he was entitled to do so because led set up his own limited
company did the work in his own time and there was nothing in the employment contract to
prevent it. Kieron took theview that the designer was stealing work from the company and
dismissed him. Some universities allow their academic staff to undertake private consultancy
workdza Ay3d GKS AyadAaddziaAzyaQ GAYS FILOAtAGASaAO®
Other universities insist that the contracts are placed with the universities. Should one of these
academics take on private consultancy work, he or she would be liable to charges of breach of

contract, conflict of interest, abuse of position and fraud.

Marks and Spencer allows staff discounts against product purchases for employees and their
partners (Marks and Spencerndated). It would be a fraud should a Marks and Spencer
employee dishonestly purchase an item for a friend. On the other hand it wouldeldfegtly
proper for a friend of a Mazda employee to enjoy a 25% discount on the purchase of a car

because it is allowed in the company rules (Mazdwatedd ® ¢ KS | dzi K2 NR&a 02Y
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employees to present receipts for any business related expensesred in the performance of

their duties. Dishonest claims for ndiusiness related expenditure would be regarded as fraud.
However the company provides a pdak allowance of £30/day to employees when they are
required to stay away from home and theye allowed to spend the money on anything or
nothing so that fraud is impossible. Some commentators suggest that MPs should simply be paid
a higher salary to cover all personal expenses without scrutiny except travel (Toynbee, 2012). The
EU follows this model, providing MEPs with a fixed allowance to cover office expendss (
undated). Though adopting such a structure would simplify the cumbersome 98 page
bureaucratic formulation of the Independent Parliamentary Standards Authority (IPSA, 2014) and
subsantially circumvent accusations of unlawful fraud, usingltdx @ SNAR Q Fdzy R&- (2

houses would probably still be regarded as morally corrupt (Allen, 2009).

Executive abuse at the SFO

The challenges in differentiating between legal and illegedthical behaviour in some form of
continuous moral spectrum are illustrated by the governance failings at the Serious Fraud Office
(SFO). Following reports from internal whistleblowers, Sir Alex Allan was tasked with investigating
bribery, nepotism, mismaagement of consultancy contracts, excessive expenses and an
AYEFLLINRBLINRIFGS / AGAE {SNBAOS 3INIRS LINBY2UGAZ2Y
(Allan, 2011). His inquiry was based solely on interviews with the various actors and did not
empled yé F2NByaAaAld SEIFYAyYylL{iAz2zyad |'S F2dzyR y2
ONRGAOFE 2F (GKS NHzaSa SYLX 28SR o0& [/ KNRAGALY
itemising large consultancy contracts in management reports and theredgecthe bureaucracy

of seeking approval from the Law Officers or the Cabinet Office. Bailes renamed some
O2yadzZ GFyoO& O2y iNF OGa Fa aAyidSNRKEZO,000 uyits a8 Y Sy
ONBI OKSR G(GKS {ChQa 2g¢y Nz sBlirathedthart delegdafivg Wied (|
arrangements to the Procurement Team. Sir Alex Allan did not hame this behaviour deceit, but

deceit it was. The author has seen this kind of manipulation many times. By way of contrast,

Ewan the CountetFraud Manager oBBRServicestakes a much more robust approach:

al 26 S@SNI g Sordenisplitirig asdraudl Becalige yow can get a different value
commercially when you put it all together and also we do not know, cannot realistically,
have they divided the numbér dzLJ G2 3ISG GKSANI FNASYRQa o
the same action whether we could prove it was dishonest or which would be normally

Sy2dzZakK (2 NBY2@S (KS LIS2L)X S FTNRBRY (GKS 0dzaA
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In his report Sir Alex Allan concluded that to pursue the tiBe | f f S3I A2y a Fd
require an extensive and intrusive investigation that | do not believe is justified given the lack of
lyed S@ARSYOS LINRPGARSR:E 6!ttty wanmmO® |  &dz
critical of Richard AldermankKtS { ChQa RANBOUGZ2NE ¢K2 KIFR | 3INE
payments to Williamson and two other executives, Bailes and lan McCall, of £870,000 in cash and
pension contributions (Hurdle, 2012). The payments breached the Civil Service rules. Alderman
was also berated for abusing his authority in recruiting Williamson, a former colleague at the
HMRC,and wasaccused of abusing the public finances by allowing Williamson to work from
home two days per week, 200 miles from the office, and charge £27,600 / ipetravel
expenses. Williamson was found to have lied to Sir Alex Allen about her promotion. Alderman
tried to defend his decisions to the Public Accounts Committee but was eviscerated by Margaret

Hodge MP (Public Accounts Committee, 2013):

aLd Aifg, j@sK $harking. It is against every principle of how public service

2NHI yA&al GA2ya aK2dzZ R 2LISNI GSoé

TR GKS ' Gd2NySe DSYSNIftQa 2FFAOS 2NRSNBR |
more likely that at least one employee would haseen sanctioned and nearly £1million saved.
None of the termination payments could be recovetaglegal means because thiermination
contracts succeeded the employment contracthe case is a powerful demonstration of how
local rules and legal instrumé&s in this case in the form of contractual arrangements, frustrate
justice and unexpectedly protect unethical and fraudulent behavidine milieu of indulgence
overseen by Alderman illustrates some of the paradoxes and difficulties in defining occapation
fraud at the organisational levelt also demonstrates the challenges in differentiating between

ethical, unethicahndillegal behaviour.

Fraud is a function of local rules

The material argument induced from the examples presented is that, unlils otber crime,

the definition of fraud in the occupational setting is a function of local contractual arrangements
and rules. Behaviour that is defined as unethical in one company, or one department of a
company, and could lead to criminal prosecutionlgégitimate, ethical and legal in another.
LYRSSR GKS [|OlAzya 2F GKS {ChQa T2NN¥SN /K
restrictions may be commended as goaientated innovation in some organisations.
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t F NOAOALN yiaQ LISNXobftalidh 2ya 2F (GKS RSTFAYAQL,

The uncertainties explicated by the foregoing analysis are reflected in the range of perceptions of
the research participants which are informed, to an extent, by their professibackgrounds

and experience. Tim is a financial auditor. Wisw of fraud is typical. He struggles to
conceptualise fraud at all, but rationalises that whatever it is, it depends on value:

LG RSLISYR& 6KIFIG @2dz YSIYy o6& FTNIdZR® LQY 'y

whether the value, the amountis materiél2 G KS | OO2dzy (& ®¢

Kevin is a fraud consultardand he has a simple explanation which is contingent only on

behaviour:

GCNYdzR gAff Ffglea KIFLLSY YR FNIdzZR Aada Y72
Y2y Se o¢

Police officer Ralph strenuouslyjebted to fraudulent loan applications being labelled fraud and

brought to the police when the suspects fail service the loans:

LT @&2dz G1611S FAYlLYyOS 2y I OFNJIFYyR &2dz Tt
the first instance, is probably a divi RA & LJdzi S o06SG¢6SSy @&2dz |
O2y G NI OO0 GKIFG &2dz2Q@S GF 1Sy 2@PD Véhidé Grima (i ¢
Intelligence Servi¢decause it is being funded, are putting every car on PNC as stolen
and, effectively, reality isg KI 4 Qa KIF LIISYyAy3 Aaz FAYylFyOS
application, somewhere in the application, whatever that be, be it mild or major, they
gAtfY GKSYy>X aleésxs WeKFEIQa I ONRYS=ZIQ ! +/ L{

A z

vehicleonasi 1 2f Sy ®dQodXiKS OFNJ Aa aSAi SR GKIFGQa

For lawyer Nick, specific factual narratives provide the explanations for fraud rather than broader
social concepts, defining fraud has little purpose. It is contingent on the evidence, the
egregousness of the alleged behaviour, the actionable outcome of an investigation, the relative
expediency of the options and the choice of law. For him the observation of Sutherland (1945)
that not all unlawful behaviour is criminal behaviour remains veryviah and is often ignored

by counterfraud specialists witla background in law enforcement:
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G¢KS ONRAYAYLIE IyR OAGAf fl g dzaSa RATFTFSNBy
are addressing crowd in on the same factual circumstances. In civitdad does not
YSIY yedKAyaId LG Aa | o0FyySNI G§SNY O20S]
criminal kind and not all fraud is crime then quite often organisations will feel bound and

in fact will be advised to a certain extent by their lawyersntigate an investigation so

that they can be sure they understand the length and the depth and the breadth of the
TN} dZRS K2g YdzOK Aad Aygdz2f OSRE sK2Qa Ayg2f ¢

Considering the variance in the definitions of thprofessional advisors, it is inevitable, as Nick
observes of his clients, that there is little consensus amongst organisations on the definition of

fraud:

GLYy 2NBI y-kaud pbliciesyhdve a vriety of definitions to suit their own needs.

It can include unauthorised behaviour, commercial misbehaviour and misconduct. Breach
of fiduciary duty is a common cause of action in fraud which has civil law consequences.
Fraud is seen through the lens of the particular organisation. Many organisatiorleyemp
ex-policemen, therefore from a criminal background and their perspective is too narrow.
It's frustrating that organisations employ @olicemen in these positions because they
R2y4did KFE@S | 3INIALI 2y GKS OAQAt NBYSRASA

Imogen is a feensic accountant andike the lawyer, her perception of fraud depends on the
specific behavioural characteristics of suspects rather than generalised concepts. The key for her
is to distinguish between fraud and error by identifying inconsistencies matizes and

consistencies in behavioural patterns:

GLGUE AyGSyGAaAzy NBFffeo LGUA K26 &2dz 62N
GKA&da Ad K& L RAR AGXQ YR UKSANI 62aa I
inconsistenci@ Ay A02NASAX gKSNBE R20dzySyida R2ydi

QX

all made mistakes, entered wrong amounts, but you have the trail in frauds. A credit note
is raised and is authorised by someone else, then a new credit note is issued for a slightly
different amount, maybe a different person. That often happens. It's the type of error
and whether it's been covered up. If somebody has realised that they have made a
mistake and then made a complete hash of covering it up so it looks like a fraudaif it's

2yS 2FF @2d@S 3A20 G2 [[dzZSNE Al o0dzi 6KSy
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Onel S& NRfS 2F 59C DNRdzZIQaQ /2YLX AlIyOS alyl 3
error, negligence and incompetence. Whenever such events dgsalwaysreferences the
objective legal definition but also considdte companf? @ NMzf SaX GKS | GGNRO
the characteristics of the employee. He has to believe with sufficient certainty that the employee
has a guilty mind in order to recommend thmost serious course of action, a criminal

prosecution. It is not always immediately obvious:

a2S KIS I+ OFrasS 2y GKS 32 Id GKS Y2YSyli
at201 O2dzyiz KAA& LISNLISGdzrf O2dzyidbutBia &l
now up to the point where | need to put my hands up and | can't keep balancing all the
balls in the air, it's all coming down on me, the roof's falling in and I'm £70,000 short on
Y ai201 2Q | SX &b kef wouldthé a hyfefich bf mBdBrgsiias opposed to

TNY dzR D¢

Though on a much smaller scale, this case has similar characteristics to R v Kweku Adoboli [2012]
wherein the defendant caused the largest loss in British banking history, $2.25bn, at UBS. In his
sentencing remarks, Mr Justiceith accepted that Adoboli had intended to maximise profits for

the bank and that his reputation as star trader, and his prospects for bonuses and advancement
were a secondary consideration. Nevertheless the jury concluded that he had dishonestly abused
his position of trust, breached the rules of the bank and then concealed his activities by booking
fictitious trades. DERa . NI yOK al yl3SNJ Ffaz2 oNBIFIOKSR f
deliberately falsifying stock transactions in order to maintain tdsnigs and position in the
business. Although his deceit cost the company £70,000, the senior management rationalised the
behaviour as ngligent rather than fraudulentThe problem Imogen and Mark are wrestling with

is the subjective definition of fraud: matching the observed behaviour with the objeldiya

definition. Sometimes it is obvious, but often it is not.

Conclusioms

To summarise this chapter, there is naiversal definition of fraud, it is contingent on the
environment and the characteristics of the principal actét€lear distinction between fraud and
bribery, and between corporate and occupational fraud is not possiblés chapter has
introduced theconcept of the ontract bribery frauda type ofcorruption script which involves

both bribery and fraud in a collision of corporate and occupational crirtta@s.a crime which
challengesClinard and QuiniS& Q&4 omMdT 03X Livy Ypaiweey Sdrpora¢ a&ILI NI
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occupational crimeblurs the responsibility betweethe individual and the corporationand
conflates the identities of the offender and victihe ambiguity inthe meaning of frauds not

helped by incasistencies in the law whereithe objective definition of fraud and the
egregiousness attached to its many guises is contingent on the context of the behaviour and the
2FFSYRSNRAE LINPFSaaazylf &0l ddzad® ¢KS 062dzy R NA
and illegal behaviour are further bied by local contractual arrangements and rulBsaud in

one organisation is perfectly acceptable behaviour in anotRerarranging the local rulesay

appear to be a solution to decriminalise behaviour, however doing so magrootote cultural

valuesif the revised arrangements permit or even protect morally corrupt behaviour.

Distinguishing between error, negligence and fraud is important in three respects. Firstly, it is an
2YSNRdza NBalLRyaAroAftAde GKFG OFy Kt @dired theLINB F
F3aSaayYSyid 27T actioksSanddensireatd Sefefirine whether the subjective
definition of the observed behaviour matches the objective definition in Eehallengingask
whichreally requires support and expertise of theurts and is probably beyond the competence

of most managers. Secondly managers need to know where and how to allocate resources and
for what purpose. Button, Gee and Brooks (2012) claim that organisations typically lose 5% of
expenditure to fraucand error. How much should an organisation allocate to fraud reduction and
how much to error reduction? Thirdly lack of clarity in the definition of fraud provides an ideal
context for errant employees to rationalise their behaviour (Cressey, 1953) by denyingritee cri
(Benson, 1985). The same ambiguities can also support managers in rationalising their decisions
when they prefer to shrug off employee fraud as mistake, error or negligence rather than

confront the problem.
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Chapter 5

Extent of Occupational faud

Introduction

One key reason that public bodies, companies and other organisations do not adequately address
the fraud problem is also a major source of frustration for some of the research participants:
organisations are unwilling to invest @ounterfraud programmes without empirical evidence of

an economic benefjta phenomenon noted by Button and Tunley (2016)s a problem which
Tunley (2014) believes can only be unlocked by mandating the measurement of Keitla, a
counterfraud consiltant who previously worked for the NHS, observed that the NHS began to
invest in tackling fraud only when senior management understood the likely scale of losses and

what that meant to patient care:

G2 KSy L FNNAGSR:Z GKS b ls{wereIlNZhed3d acthadlyyfdckle NI
fraud. By virtuous measuring and exposing the real cost of fraud, and the extent to
which patients were deprived of that resource, then we changed that, so they were
gAtftAYy3 G2 AYLRAS LISyl fGASadpe

Barry is a partner in éarge London firm. He is an experienced litigation solicitor but prefers
assisting organisations to develop counterud systems so that they can avoid the expense and
uncertainty of litigation. He struggles with the economic argument in his endeavoanionce

companies to invest in fraud prevention:

. SOFdzaS Al Aa aSSy ta +y dzyySoSaalNe O
straight onto their bottom line. It is a massively hard sell. Companies just are not

AYGSNBadSRobE

The core of the economiaohibition is the insufficiency of reliable quantitative data. The available
published macredata does not inspire confidence. One commercially available alternative to the
published research is the statistically robust fraud loss measurement exercisd @i
recommended by Button and Gee (2013, p69). However it is expensive and viewed by some with

suspicion. Kevin, a fraud prevention consultant, recognises the commercial need for reliable
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statistics and has been involved in fraud loss measurement egsrbigt would not recommend

them to his clients.

LG ¢2dAd R o6S IAINBFHG G2 3ISG dKFG (AYyR 27
O2YLISttAy3 I NAdzYSyildo LG g2dd R 6S 3INBFG G
these are the savings over 5 yefYs. . dzi GKSNB Aa y2d4 | €210
YSIFadz2NBYSyidz AdUa | oAl 2F | oftlF O] FNIXo
g2dz Ry Qi Ft23 Ad G2 2yS 2F vé OtASyidao L

Another consultant, Roger, believethat FLM exercises have value but he has difficulty in
marketing them.He finds that nanagersare unwilling to spend money on even quantifying the

problems in their organisations. The tortuous dilemma is that in order to justify funding the FLM
managers need to know the benefits but that prior knowledge obviates the need for the

research, so they do nothing.

G¢KS LINAGIGS aSO02NI Aa 2yfeée AYyiSNBailiSR A
the rest in the private sector is mainly in8h FAY | yOAlf &aSOG2NXPDC¢ |
with doing the FLM. Is there a return on the money? Without a doubt, but how do you
LINE @S AGKE

The perceptions of these professional advisers is that managers, who are typically brought up on
the utilitarian cost benefit calculus, do not regard fraud as a material financial threat. The aim of
this section is to explore whether ihview is justifiedWhat are the problems with existing
published data®o we understand how often it happens and how much it @éthere does the

threat come from:a few determined higlvalueoffenders or many occasional offenders?

Existing data

One of the principal challenges in measuring the true level of fraud is the difficulties in the
detection of a secret deception (NelkeBD07). Detected fraud is just the tip of the iceberg
(Shapiro, 1985; Tunley, 2011), perhaps just 1/80its true extent (Button and Gee, 2013, p72),

such that the undetected dark matter is 97% of the total. Some victims of fraud may be unaware
they havebeen a victim of crime, or that any fraudulent activity has occurred (ONS pp0Id
complicate matters further, many reported frauds have not been counted at all by the police
0S50l dzaS GKSNBE Aa a! (101 2F gAftANMBgRAE 2 dzo BA
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Office, 2012) which reveal that 12.5% of frauds reported to the police are rejected after initial
triage. The average for all other offences3%. Amongst a number of possible reasons for this
6SF1 LISNF2NXYIFyYyOSs LISNKILA GKS Y2ald AYLR2NIL
t SNF2NXI YOS LYRAOFG2NAROVQ 6. dzid2ys vwnmm0O GKAO

The second principal challenge, espounded in Chapter 4, is the lack of consensus in what
constitutes fraudulent behaviour. These descriptive complexities are further compounded by
ambiguities in the unit of measure that constitutes a single fraud offence. Should twelve monthly
instancesof expense fraud by a single employee be measured as one or twelve frauds? One
offence could have thousands of victims (ONS, BR1%the Home Office crime statistics would
count 1,000 fraudulent online ticket transactions perpetrated by a single offendea aingle
offence whilst the victims would describe 1,000 offences. For present purposes the solution is to
RSTAYS (GKS dzyAil 2F YSIFada2NB Fa GKS GFNI dzR aOK
the same type committed by the same perpetratdhe script concept introduced in Chapter 4
describes the nature or operation of the scheme, whether it is a-affi@vent or is repeated

many times.

Financial loss

Hitherto research into the extent of fraud has focused mainly on the aggregate leirhn€itl
harm (Levi and Burrows, 2008; ACRH14 NFA, 2013). Four sources are frequently cited for
estimates of loss to fraud as shown in Table 5.1: Kroll (2013), ACHE §2d1Button, Gee and
Brooks (2012) quote percentage so readers have to calcuifeteabsolute losses, whilst the

National Fraud Authority (NFA, 28)lquote absolute losses.

Table 5.1: Published financial loss to fraud for the UK

Source Percentage £ loss Typology
NFA not provided 30bn to 73bn | All frauds against all sectors
Kroll 0.9% to 2.1% of sales | 46bn to 106bn| All frauds against corporations onl
ACFE 5% of sales 254bn Occupational fraud only
Button et al 4.57% of expenditure | 212bn All fraud and error against
(2012) organisations

Before its demise in 2014, the NFA conducted four raetalyses, drawing secondary data from

available resources to produce four estimates of fraud loss in all economic sectors: public,
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private, charity and individuals. The aggregate estimates are at #BOnb(NFA, 2010), £38
billion (NFA, 2011), £73 billion (NFA, 2012) and £52 billion (NFA, 2013). To place this in
perspective, the latest figure is, allowing for an inflation factor of 1.42 (Bank of England,
undated), three times the £13 billion aggregateall other acquisitive crimes (Brand and Price,
2000). The broad spread in the NFA measures does not mean that the level of fraudulent activity
has been oscillating wildly, rather it reflects the difficulties in quantifying fraud and the evolution

of their methodologies.

Kroll, a corporate security and investigations company, publishes an annual report on corporate
fraud loss, derived from opinion surveys of corporate executives, expressed as a percentage of
sales: 2.1% (Kroll, 2011), 0.9% (Kroll, 20123% (Kroll, 2013). The total turnover of UK
enterprises in 201@xcluding the financial sectaras £3.35 trillion (BIS, 2013). The best estimate

of the turnover in the financial sector is £1.04 trillion (ONS, 2010), giving a total UK enterprise
turnover of £4.39 trillion. Adding the £675 billion government expenditure for 2013 (HM
Treasury, 2011) gives a total UK turnover of £5.07 trillion. Thus the Kroll estimates for

organisational fraud losses range from £46 billion to £106 billion per year.

The ony published macrestimate that focuses on occupational fraud comes from the
Association of Certified Fraud Examiners (ACFE). It conducts a biennial opinion survey of its
members to estimate occupational fraud losses alone at 5% of turnover (ACFE, 20d2) wh
equates to £254 billion per year in the UK. If losses to individuals and external frauds against
organisations were added, the annual losses would be much higher. The ACFE percentage loss
figure is probably the most cited in academic and practitioriesles (for example: Holtfreter,

2004; Button and Gee, 2013; Ramamoorti, Morrison, Koletar, and Pope, 2013). However one
must be wary of possible false paradigms that have become entrenched by their frequent re
telling, particularly when they are based data emanating from an institution that represents

counterfraud professionals.

Button, Gee and Brooks (2012) analysed the results of 123 fraud loss measurement (FLM) to
calculate the average fraud and error financial loss to organisations at 4.57%eoidéxjppe. The

total organisational expenditure in the UK is £4.63 trillion, calculated by subtracting the £0.44
trillion gross operating surplus (ONS, 28L& om turnover (£5.07 trillion). The FLM derived loss
estimate for the whole economy is thus £218libn per year. The FLM methodology used is
statistically more robust than the NFA and Kroll data, but as the data includes error and is mainly

sourced from the public sector, it is not based on a representative sample frame.
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The summarised data in Table 5.1 clearly illustrates one powerful reason why cénanigr
professionals struggle to justify the implementation of systems based on economic benefit: the
inconsistency in and the unreliability of macro loss data. The AQEE s the highest despite
being based on the narrowest typological range. Conversely the NFA range is the lowest yet it is
oFraSR 2y (GKS oNRIRSad delLkRftz3ed ¢KS .dzidz2yx
but it includes error. Only ACFE atttpt to quantify occupational fraud, but their estimate has to

be viewed with the most caution considering their methodology and their marketing purpose.
The root of the variance in the published data is the weak methodologies, in particular the
reproduciblity of opinion surveys is bound to be poor. The FLM method would be the most

robust if it excluded error and the sample frame were representative of the whole economy.

Activity levels

Estimates of aggregate financial harm are insufficient to properantify the extent of the fraud
problem. The four dimensions that characterise activity levels have received less attention: the
number or volume of schemes, the number of events within schemes, the number of
perpetrators and the number of victims. Effe@icounterfraud strategies cannot be developed
without some knowledge of these dimensions. For organisations, detecting one high value,
habitual occupational fraudster is a completely different challenge to dealing with many, low
value, occasional fraudste Unfortunately existing data is sparse. The following analysis focuses

on the volume of schemes and the number of offenders.

Official crime statistics provide one indication of the volume of detected offeri@as.indication

of the volume of offencessithe police recorded crime statistics. The number has oscillated from
183,683 in 2002/03, down to 71,137 in 2007/08 andag@into 517,132in 2013 (ONS, 20b).

The variability is due to changes in recording methods (ONSh201dt to a seven fold inease

in activitylevels: the latest figures include incidents recorded by CIFAS and Financial Fraud Action

UK The data does not yet appear to be in a condition to warrant the confidence of users.

Activity levels could be calculated using reliable estimates of aggregate and average fraud losses.
ACFE (2014) estimate the median loss from occupational fraud at $145,000 per scheme with a
median duration of 18 months. However the estimate is not repnésiive as it is based on

1,483 detected high value occupational cases investigated by ACFE members, of which just 98

were located in Western Europe. Though the four audit reports produced by the Audit
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Commission (2010, 2011, 2012, 2013) offer a more wprEAtive mean estimate at £10,214 per
scheme, it is also biased as it is based on 5¢g88ctedcases in local authorities. At an average

of 1,422 cases per year this represents just 0.06% of the 2.542m people employed by local
authorities (ONS, 20)}3

Button, Gee and Brooks (2012) estimated fraud and error event frequency at 4.28% of
transactions, but the inclusion of error and an unrepresentative sample frame means the data
cannot be generalised to the whole economy; furthermore it does not distingbetiveen

internal and external fraud. A European Commission study estimated that 12.5% of public
procurement contracts are corrupt, 37.5% bear the indications of corruption and mismanaged
gl aliSy oKAfalh 2 &adol3p MiereporiNsBowswiint tie Higagcial bss to

corruptionison average 3.65% of expenditure. The international context and the narrow sample

frame again precludes generalising the data to the whole economy.

The Kroll reports highlight the risks associated with occupationatifriihe average proportion

of frauds involving an employee is 60% (Kroll, 2010, 2011, 2012). PwC (2011) produced similar
results with 57% of frauds perpetrated by insiders. In an examination of fairness at work, CIFAS
(2010) reported ima of survey of 2,00@hat 71% felt it was acceptable to exaggerate expense
claims if the employer did not reimburse all costs, or if the employee did a lot of unpaid overtime
(68%), or if the employer took a long time over reimbursements (36%), or if the employee was
not paida fair salary (24%). The research closely mirrored earlier work conducted by Leicester
University which showed that 70% of people would commit fraud if they knew they could get
away with it (CIFAS, 2004). In a similar vein Karstedt and Farrall (2008 rep0ied that 61%

of 1,807 adults surveyed had committed one fraud, 38% had committed two or three frauds and
6% had committed more than nine. Finally in the largest-reglbrting survey of its kind,
Hollinger and Clark (198Bfound that one third of mployees offend at least once per year. The
evidence from this body of researckuggeststhat between onethird and twothirds of

employees defraud their employers and at least ¢hied are active in any year.

Analytical method

Though burdened with a maber of methodological weaknesses, the latest NFA (2013) data is
the best constructed estimate of fraud in the whole of the UK economy at £52 billion. Its-victim
centric framework broken down into a broad typological range in all the economic sectors,

public, private, charity and individual, represents the most comprehensive -Jaeddysis of
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annual fraud losses. The analytical method involves extracting elements of the NFA (2013) data
YR O2YO0OAYAYy3d GKSY gAGK YNRBEf QA mat® he&lanBUBl T A :
financial loss to occupational fraud. The Hollinger and Clark €)@&8a is then used to develop

the best estimates of fraud volumes and the number of offenders derivable from secondary data.
Analysis of the Hollinger and Clark (18B8&a reveals a fraud distribution model which may

have general application. The model is testedsenondarydatarelating to occupational fraud at

Westco International and DEF Group.

Financial loss to occupational fraud

Table 5.2 is a schedule of the total fraud losses in each category extracted from the NFA (2013)
report. The government payroll losses are assumed to be entirely due to employees. The
procurement losses are adjusted by the 60% Kroll estimate for insidpalility. As the
government sector estimate covers procurement and payroll only it uneleresents the
typological range and hence value of employee fraud. Consequently on the basis of this
methodology, the £14.5 billion total is likely to be a consameaestimate. It is just 0.3% of the
£5.07tr turnover in the UK and17" of the ACFE (2013) figure. Nevertheless, allowing for an
inflation factor of 1.42 (BoE), the estimate suggests that occupational fraud alone is worth more

than the £13bn aggregatef all other acquisitive crimes (Brand and Price, 2000).

Table 5.2: Financial loss to occupational fraud

Sector Total fraud loss £ Employee fraud £

Central government procurement 1,412,210,000 x60% 847,326,000
Central government payroll 180,700,000[ x100% 180,700,000
Total central government 1,592,910,000 1,028,026,000
Local government procurement 876,000,000| x60% 525,600,000
Local government payroll 154,000,000| x100% 154,000,000
Total local government 1,030,000,000 679,600,000
Government total 2,622,910,000 1,707,626,000
Private sector 21,263,560,000 x60% 12,758,136,000
Charity sector 147,300,000[ x60% 88,380,000
Total 29,279,590,000 14,554,142,000
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Hollinger and Clarklistribution

The Hollinger and Clark (1993data provides the most representative insight into occupational
offending. Their research was based on a largerselbrting survey sample of 9,175 employees

of 47 organisations in three sectors, retgil6), hospital(21) and manufacturind10). The survey
instrument provided a list of employment misdemeanours and asked the employees to indicate
how often they had committeceach type The respondents indicated their activity or event
frequency associated witbach offence type: never, 1 to 3 times per year, 4 to 12 times per year,

weekly and daily. The responseeatare reproduced in Table 5.3.

Table 5.3: Reported wolvement in occupational fraud

No. events / year Class width 1-3 4-12 52 250
No.events / year Class centre 2 8 52 250 Tot
Misuse discount privilege 14.9%| 11.0% 2.4% 0.6%| 28.9%
Take store merchandise 4.6% 1.3% 0.5% 0.2% 6.6%
Timesheet frauds 4.0% 1.2% 0.4% 0.2% 5.8%
. Purposely undering a 17%| 1.1%| 0.3%| 0.1%| 3.2%
Retalil purchase
n=3,567 Borrow or take money without 20%|  05%l 01wl o019 2.7%
approval
Expense fraud 1.3% 0.5% 0.2% 0.1% 2.1%
Dam_age merchandise to buy it 1.0% 0.2% 0.1% 0.0% 1.3%
on discount
Take hospital supplies 17.9% 8.4% 0.8% 0.2%| 27.3%
] Take medication 5.5% 1.9% 0.3% 0.1% 7.8%
e Timesheet frauds 3.8%| 16%| 05%| 02%| 61%
Take equipment, tools 4.1% 0.4% 0.1% 0.1% 4.7%
Expense fraud 0.8% 0.2% 0.0% 0.1% 1.1%
Take raw materials 10.4% 3.5% 0.3% 0.1%| 14.3%
Timesheet frauds 5.6% 2.9% 0.5% 0.2% 9.2%
Manufacturing| Take tools, equipment 7.5% 1.1% 0.1% 0.0% 8.7%
n=1,497 Expense fraud 5.6% 1.4% 0.6% 0.1% 7.7%
Take finished product 2.7% 0.4% 0.0% 0.0% 3.1%
Take precious metals 1.1% 0.5% 0.1% 0.1% 1.8%
No. offenders 1,980 846 163 57 3,046
No. schemes 2,864 1,224 237 83 4,408
No. events 5,729 9,793 | 12,299| 20,658| 48,479
% schemes = % offenders 65.0%| 27.8% 5.4% 1.9%| 100%
% events 11.8%| 20.2%| 25.4%| 42.6%| 100%
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Figure 5.1: Occupational fraud evetstribution
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The frequency distribution of events and schemes is graphically displayed in Figure 5.1. It
excludes the 67% of respondents who indicated that they were not involved in any of the
schemes in the previous year. One weakness of the distribuidhat it is organised into four
classifications so that the abscissa is an imprecise, discontinuous variable. A second weakness is
that it is based on a restricted range of offence types, which implies that the total level of
reported offending would & higher if a comprehensive set of offences were presented to the
participants. Thirdly insufficient data forces the assumption that the average event and scheme
ratios above apply to all four classes, the corollary of which is that the percentage distribil
schemes equals the percentage distribution of offenders. Nevertheless thepdates towardsa
distribution model ofemployee deviancy wherein the majority of harm is caused by the minority

of offenders

The distribution is independent of popuilah size, the number or proportion of offenders in the
population and fraud value. If it is a generalized representation of the behavioural activity
distribution of offendersit could be applied to any organisation irrespective of the aggregate
scale, volmme and value of fraud. Similar in purpose to the normal distribution, it could form the
otaira 2F I aadlyRINR FNIdzZR RAAGNRAOGOdziAZ2YE D t N
skew in offending rates: just 7.3% of offenders are very active usiog 68% of fraud events,
conversely 92.7% of offenders are less active in perpetrating 32% of events. Though the Hollinger
and Clark (1983 data does not include financial values, it is reasonable to hypothesise that the

high frequency offenders causkd highest level of financial loss.
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Estimate of occupational fraud activity levels

The following simplified binary activity distribution in Table 5.4 and Figure 5.2 categorises the

Hollinger and Clark frequency data into two categories, low and high.

Table 5.4: Occupational fradmnaryfrequency distribution

Event frequency / value| Schemes | Loss %
Low 92.7% 32%
High 7.3% 68%
Total 100% 100%

Figure 5.2: Occupational fraud binary frequency distribution
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m % events / value
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Frequency

Applyingthis binary distributionto the £14.5 billion occupational fraud loss from Table 5.2 and

the working population of 30,796,000 (ONS, 2€)14he volume of schemes (14.8m), the number

of offenders (10.2m) and the average values can be calculated, Table 5.5. The resulting overall
avergye scheme value is £987. The average value for the high frequency schemes turns out to be
£9,194, remarkably close to the Audit Commission average of £10,214 for detected frauds, thus
AdzLILR NI AY 3 (GKS 02y i Sy A 2egtimaiefslnat rqirdsedtativedaRthell /2

whole offending population in local authorities, just of a detected-sab
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Table 5.5: Occupational fraud metrics in UK

Low freq. / value | High freq. / value Total

% loss 32% 68% 100%
o | £fraud loss /yr 4,657,325,440 9,896,816,560 14,554,142,000
= | % turnover 0.1% 0.2% 0.3%
> [£/scheme 341 9,194 987

£ / offender 494 13,331 1,431
o % schemes 92.7% 7.3% 100%
g No. schemes / yr 13,669,392 1,076,446 14,745,838
g No. offenders / yr 9,427,167 742,377 10,169,543

%working population 30.6% 2.4% 33.0%

population 30,796,000

£ turnover / yr 5,070,000,000,00(

Occupational fraud losseat Westco International

Appendix7 is a ranked schedule of £2.6 million of contract bribery fraud losses within the
engineering department of a large manufacturing company, Westco International. The detected
fraud schemes had continued unchecked for at lea%t 8ears. The department empyed
approximately 80 individuals. The data was furnished by Jeremy, a director of a supplier to
Westco. Hewvasdeeply involved in the investigatidnto the schemesnd was a witness for the
prosecution which led to the conviction tifree formerWestcoemployees.The progress of the

case iglescribed in Chapter 16. KS Rl 0 A& &dzyYFNAaAaSR Ay ¢l of
Wi a0KSYSaQ INB Oft2a$S 2 GKS YSGNRO& LINBRAOIU
proportion of offenders wiin the employee group is also comparable with the Hollinger and
Clark (1988) prediction. Whilst the similarity in the shapes of the distributions provides some
confirmation of the frad distribution hypothesis, the 14.7&%verall losds much higher thathe

0.3% for the whole economy in Table 5l2suggests a high 2 f SN} yOS 2 F F NI dzR
culture. According to Jeremy, Westco authorised junior engineers to spend significantvethms

little oversight orcontrala I Yy I 3SYSy (i Qa 2 yefbédgeOmoyided dxpendiureaid (i K
y2i SEOSSR FLILINPOSR 0dR3ISHAT y2 [[dSatirzya ¢
G2N] 2y GNMHzaG=E 68 R2yQiG g6lyid FNXYASa 2F 002

Evidently trust alone is an adequatefd control
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Table 5.6: Westco occupational fraud metrics

Low freq. / value | High freq. / value Total
% loss 24% 76% 100%
o | £fraud loss/yr 72,566 235,958 308,524
= | % ofexpenditure 3.5% 11.2% 14.7%
> £ / scheme 3,628 117,979 14,024
£/ offender 3,628 117,979 14,024
° % schemes 91% 9% 100%
g No. schemes / yr 20 2 22
E No. offenders / yr 20 2 22
% working population 25% 2.5% 27.5%
population 80
£ expenditure yr 2,100,000
Occupational fraud losseat DEF Group
WSNBYeQa éELJSNJ\Sy@S O2y (N} ada akKkl NLJX @ g AlGK

Compliance Departmer(SCDpat DEF Group. The team focuses heavily on inventory shrinkage,
responds swiftly when there is clear evidence of employee malpractice aggetically pursues

OA DAt NEO2OBSNASE |yR ONRYAYL LINE & SOdzii A 2y ad
I LILINBF OK G2 RSFEAYy3a gAGK FNIdzR Aa Ay [/ KI LIS
financial controls and substantial countftaud effots reduced inventory shrinkage from
£25mly (5% of cost ofgoodg to £5.9nm/y (1% of cost ofgoody. Fraud has reduced from
£2.8m/y to £0.7mfy and occupational fraud has been driven down from £Mh8mto

£0.2mly.

Mark attributes the bulk of the shrinkge, £4.8mn,to unassignableandom paperwork stock
allocation andaccount reconciliatiorerrors. This does not mean that fraud was not present in
the £4.8mn loss. It does mean that there were no fraud sigi®I® team continuously seeks out
assignable assesof the shrinkageln 2012 the teanidentified 646 incidents which led directly to
losses of £1,082,479, 0.22% of the £484mn cost of gdddek provided- O2 Lk 2F (G KS
database which capturedvery assignablshrinkage event such as fraudgethand error for the

year 2012 (Table 5.7Fach event is classified under crime typeagainstprocedural error /
negligenceThe total loss to criminal behaviour across ®4%hese incidents was £921,54Phe

loss to fraud wa£655,708across278 evats. Internal fraud was detected in 99 of the incidents

leading to losses of £181,278, 3% of total shrinkage and 0.04% of the gosiosf
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Table 5.7: Summary of detected shrinkage losses at DEF Group

No. . % of | % of cost| Identified

incidents Direct loss £ loss of goods | offenders
External fraud 179 474,430 44% 0.10% 8
External theft 179 138,151 13% 0.03% 8
Burglary 44 88,081 8% 0.02% 2
Internal fraud / theft 99 181,278 17% 0.04% 80
Theft- unknown 48 39,602 1% 0.01% 0
Procedural errors / negligence 97 160,937 15% 0.03% 72
Total 646 1,082,479 100% 0.22% 170

5 9 Cdatabase records losses against 75 of the 99 occupational fraud incidents. The effort
required to quantify losses cannot be justified in all of the apparently low value cases, particularly
if the principal objectives of disabling the schemes and remothegfraudsters are achieved.
Appendix8 ranks the measured losses to show that 6% of schemes produced 69% of losses. The
NEadzZ Ga | NB &adzYYFNAASR Ay ¢FofS poyd ¢KS w:
metrics predicted by the binary didttion posited abovethus supporting the fraud distribution
hypothesis. In this case however the relative value of loss is, at 0.04% overall, considerably lower
than the 0.3% whole economy estimate. Consequently the number of offenders is much reduced

at 2.8% of the 2,837 employees involved in the distribution and sales activities.

The substantiallylower level ofoccupationalfraud at DER0.04%)compared to the engineering
department of Westcq15%) demonstrates the value of a robust coudtaud straegy which is
integrated into its inventorycontrols. However it is unlikely that the company detects all fraud
schemes and offenders due in part to the difficulties in discriminating between fraud, unassigned
random errors and procedural errors: loss irgits are labelled procedural errors by default
GKSYSOSN) aaArdylofS Oldzalt SELXIylGA2ya St dz
'y S@ARSYyG 3t LI Ay -frauK SrateQyRiy thd apysere of taRddeybiitériNg in
other business activit®such as payroll and purchasing. It was only by chance that the company
discovered the largest fraud in its history in 2008, an £850,000 contract bribery fraud perpetrated
by its Marketing Director over the previous six years. The occupational fraud lasgeactivity

rates should therefore be regarded as minimum estimates.
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Table 5.8: DEF Group occupational fraud metrics

Low freq. / value | High freq. / value Total

% loss 31% 69% 100%
o | Efraud loss/yr 56,973 129,137 186,110
% % of cosbf goods 0.01% 0.03% 0.04%
= [£7scheme 826 21,523 2,481

£ / offender 791 16,142 2,326
© % schemes 94% 6% 100%
g No. schemes / yr 69 6 75
E No. offenders / yr 72 8 80

% working population 2.5% 0.3% 2.8%

population 2,837

£ cost of salesyr 484,289,000

Cumulative fraud distribution model

Further work is required to confirm the hypothesised binary fraud distribution model. The
research should explore whether the binary model is a particular case of a general model which
can beillustrated by plotting the primary research data in a continuous cumulative form. Figure
5.3 shows the cumulative percentage of schemes against the cumulative percentage financial loss
for Westco, DEF Group and the four points derived from the HollingérGlark (1988) data.

The curves are similar and conform with reasonable accuracy to the Weibull exponential curve

(McCool, 2012):
Ow ip Q
The Weibull distribution isommonlyused to describe highly skewed probability distributions for

financial modelling such as insurance claim events (Eling, 2011) and equipment reliability

(McCool, 2012)The model may have applicatiamather behavioural contexts.
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Figure 5.3: Cumulative fraud distribution
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Conclusions

The difficulties in quantifying all the dimensions of fraud, including occupational fraud, extend
from the ambiguities in defining fraud as explicated in Chapter 4. The experienkksloft DEF
Group demonstrate that, despite its sophisticated courfteud systems and its trained staff,
distinguishing between fraud, error and negligence can be difficult unless decisions are
supported by adequate investigations. For managers without adequate support structures and
training, discriminating between a lessain obvious fraud and error would be arbitrary. In such

circumstances pressuyrgemptation or utility could readilyprefer the error category

Just as there is no consensus in the descriptive definition of fraud, there is no consensus in the
unit of measire, nor in the methodology to quantify it at local and society levels. Unsurprisingly,
therefore, fraud estimatesn the literature cover a very wide range. The consequence is that
users can subjectively interpret and manipulate the published data inveay that it suits
themselves. An example is to be found in the NFA (2012) report. The NFA rejected results of a
5,000 participant survey which indicated payroll fraud losses of 5%, and preferred the 0.2% result
from a single, confidential FLM exercise.lgrs, as a public body, the NFA rationalised that the
f26SN) GaOASYGATAOE FTAIAINE 62dzA R 6S Y2NB LI €I
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As the interview participants explained, those managers who are not convinced of the reliability
of the dataor the methods can readily rationalise not implementing fraud prevention measures
on the commercial grounds of no cdseénefit. Yet comparing the Westco International and DEF
Group data demonstrates the economic value of effective coufrard strategiesThe DEF data
clearly supports the contentions of Schnatterly (2P@#d Button and Gee (2013) that an
integrated fraud prevention approach not only reduces direct fraud losses but also reduces other
forms of cost waste. The annualised benefit for DEFL& 18/ in costs supported by a £2.1m
reduction in fraud including a £0.6m reduction in occupational fraud. On the other hand, the
Westco data illustrates the potential loss rates when management is totally blind to the problem,

acquiesces to it or purposemgentors a criminal suoulture.

Though the fraud metrics presented need to be viewed with caution, all the evidence points
toward occupational fraud being a major crime category in its own right with annual losses of at
least £14.5 billion, larger tharné aggregate of all physical acquisitive crimes. The best available
research data suggests that tvtbirds of adults have committed a fraud at some time (Karstedt
and Farrall, 2006, 2007), and at least ahizd of employees will transgress within a 12 ntion
period (Hollinger and Clark, 1983 There is no contradiction in these findings as it is a
reasonable assumption that it is not the same third which offends every year, and the Hollinger
and Clark (1983 data is based on a narrow range of occupatiafédnces. The analysis of the
latest NFA (2013) data using the derived Hollinger and Clark distribution data has provided a

deeper insight into the nature of the offending population.

A minority of offenders (B%) caus the majority harm,68% of losseshrough repetitive,
systematic abuse of their employers. The majority of schemes (93%) involve just one or two fraud
events perpetrated by oneff or occasional offenders, causing 32% of losses. The total number
of offences is postulated to be at least ddllion/year perpetrated by at least 10 million working
adults, 30% of the workforce in the UK, and 740,000 major offenders are active in any.$#&ar, 2

of the workforce.These conclusions support the experimental research into cheating by Mazar,
Amir andAriely (2008) who found thagiven the opportunityapproximately 1% of participants
cheat to the maximum amounilthough further work is clearly required to improve confidence
levels, the data provides a valuable range of benchmark statistics for hggistlesting. The
results suggest that fraud is a normal activity and beg the question, paraphrasing Hirschi (1969,
Llcy0 ¢K& R2yQl ¢S Ittt O2YYAUGd FNI}ddzZRK ¢KS 02
offend more often? These questions will be aglssed in Chapter 6.
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Chapter 6

The Offender

G¢KAAZ AG ¢2dd R 0S OfFAYSRI Aa adNRy3a S@;
only under compulsion, and that no man thinks justice pays him personally, since he will
always dowrongwhenheed (G KS OKI yOS®é | RSAYlIyildza Ay

Introduction

LAAY3 GKS FffS3a2NE 2F (GKS wAy3d 2F Deée3asSas tf
opportunity and the power of invisibility any man would commit crimes to accumudagalth

and status and would be regarded as a fool if they did not unjustly exploit the power of invisibility
AN YGSR G2 GKS 2gySN) 2F GKS wiy3aoe tfl d2Qa
perceptions of the relationships between psychology, societrmative expectations and law

over 2000 years ago that are as relevant today. Hirschi (1969, p68) expressed a similar sentiment

KSY KS Fa1SRY gKeé R2yQiG ¢S Itf O2YYAlG ONRYS

Like Sutherland (1940) and Gottfredson and Hirschi (1990, p200), Weisburdg\Viiad Chayet
(2001, p139) believe that there are common underlying causes to both \wbiter and other
crimes. However measured in terms of life circumstances they found that most -odilter
offenders do not fit the common criminal stereotype: theyean the main only distinguishable
from lawabiding by their offending histories (Weisburd et al, 2001, p143). Using arrest records,
sentencing reports and life circumstance details, they identified three categories of-udiise
offender: the traditioral perception of the chronic opportunist with unstable backgrounds and
low seltcontrol (Weisburd et al, 2001, p78), the respectable habitual offender and the
respectable occasional offender (Weisburd et al, 2001, gi48). They argue that the situational
components of crisis and opportunity are the main explanations for wdotkar criminality
(Weisburd et al, 2001, p139). This stimulus dimension can be seen in the financially distressed
embezzler (Cressey, 1953) and situational crime theory (Clark®&).19&isburd et al (2001,
p148) are content with the crisis explanation, but struggle to explain the respectable, occasional
opportunist They speculate that, because everybody breaks rules and conventions, many
individuals are sufficiently comfortable in taking the extra step to capitalise on the fraud

opportunities presented (Weisburd et al, 2001, p148). Their categorisation is similar thlopgae Q a
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(2002) deterrability scheme which groups people as incorrigible offenders, deterrable offenders
YR | OdziS O2yF2NXAaGad LG A& faz AAYALEF NI G2
individuals according to their morality: low moralityabitual offenders, contingent morality
offenders whose criminal behaviour depends on their circumstances, and high morality

individuals who never offend irrespective of their circumstances.

The normality of crime implied by the high offending rates imagier 5 challenges the
assumptions inherent in a good deal of criminological research that crime is abnormal and white
collar crime in particular is rare Gottfredson and Hirschi (1990, p39). The aim of this chapter is to
further understanding of the occ@gtional fraud threat by exploring what this dry quantitative

data means in terms of offender characteristics. The analysis uses the two dimensions posited by
Weisburd, Waring and Chayet (2001) framed as frequency (occasional and habitual) and stimulus
(opportunistic and crisis). Both of these dimensions are reflected in the observations of the
NBaSINOK LI NIGAOALIylGad 2SAa06dz2NRZT 21 NRYy3I | yF
offender is the occasional, low value, psychologically normal person. Thgsianexpands this
opportunistic group, dividing it into two sufproups: high greed individuals who set out to exploit
opportunities and low greed individuals who succumb to minor temptations. The analysis also
seeks to draw the deterrability and propensitieas of Pogarsky (2002) and Wikstrom (2006) into

a single framework to more fully explain the occupational fraud challenge.

Habitual offenders

Habitual, high greed, opportunistic offender

JIl, a PersonalAssistant in a largeetail business Natstae, was not surprised that one of the
senior managers she worked for, Carter, was involved in contract briwé@hy a supplier
However she was shocked at the scale of the fraud, worth over £8M. The manager was jailed.
The participant described the fraudstas a norconformist who frequently refused to attend
arranged meetings and often disappeared without explanation. Her relationship with Carter was
stable though not close. She described him as a vain, manipulative and selective in his treatment

of employees, bullying some, charming others:

oCarterwas always a tricky one, secretive, ambitious, unpredictable. You never knew
GKSNE KS ¢l ax gKIG KS 61ad R2Ay3Id L O2dz F
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from time to time and not turn up to meetingswas always having to make excuses for
him. He'd be mean to some people, a bit of a bully. I got on with him all right, he was
very good to me, but | liked it better when he wasn't there. He put other people on edge
because he could be temperamental. | llnesomething wasn't right. He had really
expensive cars, expensive suits and liked to show off, boasting about what he had just
bought, where he'd been on holiday or weekends, Grand Prix in France or wherever.
People would comment, directors would, becatmehad a more expensive lifestyle than
GKSY® 2SS g2yRSNBR gKSNB KS 320 GKS Y2ySe

Lawrence is a Managing Director of a small manufacturing company. He previously held several
positions as Finance Director within sidiaries oflarge manufacturer, Hm Group. In this role

he had always been wary of a tendency for divisional Managing Directors, freed from local
controlling influencesto abuse their positions for personal gain. Their personalities and positions
led these characters to believe they warevulnerable so that, like the previous examples, they

did not feel the need to hide the visible benefits of their behaviour:

aLd a2 2FGSy O2YSa R2gy (2 (KBavigsarted 82 | 0
with a company car, a Daimler. We thergazed another company. With that company

came a Jaguar XJS. He decided he should have that as well. The MD then cheated on his
wife and pursued his secretary and she finished up with a Ford Escort Cabriolet. In effect
he ended up with 3 company cars, dababuse of the benefits and expenses policies.

The policy of the plc was that you were entitled to just one company car. This MD was
allowed to get away with things and people would turn a blind eye. So often individual
MDs by virtue of their professioh@ontacts, sometimes their performance, very often

their strength of personality become so dominant that they render themselves almost
untouchable. That always worries me as an FD with responsibility for implementing

financial control within the bigger énA G & ¢

The largest fraud against DEF Group was a sophisticated contract bribery fraud perpetrated by
Jefferson, its former Marketing Director, and colluding suppliers. Mark described the events

~ A 4 oA = oz 4
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career oneoff. That occurred in April 2008 and it involved him and 5 other defendants,

external suppliers. We completed the civil in 12ntis with full recovery plus £0.25M
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Controller who worked in one of the businesses working with our Marketing Director.
The whistleblower's wife, as she was then, was hadngaffair with the MD of that
business. He decided that having had all this pillow talk on evenings when his wife was in
KAd 26y O0SRZ aleéAay3dsr wLUGS | NBLf 220 N
information away and rang up. That was his reasgrfor it. At the time an anonymous
whistleblower. That was his justification for ringing because his wife had gone off with
0KS alylr3a3Ay3a 5ANBOG2N® {KS gFa ot FyR KS

Terry isthe Managing Director of a small compariJ Tibeline, providing engineering services

to the NHS. Previously he was a regioi@perations Director at a very large facilities
managementand constructioncompany, Cardwell FM. The company lost over £1Mato
employed Projects BuyeAjayi,over a four year perid. Ajayiset up ghost companies on the
O2N1LIR2 NI GA2yQa | OO02dzy (il & & @ agaiSsifabticgtddl inkdicds Fhrougk S -

the purchase ledger

LG GdzZNYy SR 2dzi GKFG KS gl a az2ySsS ! FNROLY

I FNR OF y. It &vaésl ai ®dy professional scam, well organised and the money
disappeared out of the UK as soon as it disappeared out of the account. That was a man
in a professional, responsible position. His overall budget and pattern of expenditure was
entirely consstent with the nature of the business, it was just that certain works were

not getting done. According to the books the work was being done by companies which
RARYUG SEA&AGXDPD ¢KA&A AYRAGARIZ t 6+F& OGSNE
disguise tle frauds and obviously realised that within a period of time he would be found
out. He knew that at the time of the audit he would be found out so he was doing small
amounts for a long period of time then he went for it in his last year knowing that the

alRA (G ¢g2dA R dzy O2@SNJ AdG® 1S gl & 3I2yS o0& GKI

The senior management at Cardwell held Terry and a Project Accountant responsible for the
fraud and both were forced to resigdl was suspected of knowing and turning a blind eye .to it
Ultimately the accusation was that | had no control of the budget, that expenditure outstripped
0KS gt dzSKEBNBELRSRSY O O2 tdealiayBitR ocufatdndl aad ind A S ¢
his subsequent career (Chapter 10). He firmly believes that employee $tzauld be dealt with

quietly, behind closed doors.
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The public sector is not immune from high value habitual fraudsters. Rose MoB police

officer. She related how a senior officer, Lieutenant Colonel Robert Jolleys, was convicted for
defrauding thearmy of more than £200,000 over a seven year period. His children were at a
private school, where the fees were partly paid by the army through the Continuity of Education
Allowance (CEA) scheme. Services personnel are only eligible for the support #reéhthe
primary carer. Jolleys was not the primary carer as he had separated from his wife, a successful
neurologist, and the children lived with her. Moreover he continued to live in married quarters to
which he was not entitled. He was charged with 3fices relating to the fraudulent expense
claims: he had not only failed to disclose his change in circumstances, he had also forged his
GAFSQa aAdylrGda2NBE 2y GKS /9! F2N¥yaod WwW2ffSea ¢
bureaucratic systemi | & ' f f 26 SR KAY (G2 | 0dzAS GKS &SNDA

services.

Harrison wasone of the directors of Banbury Engineering, the small business purchased by
Jeremy.He and his calirector, Duncan, were jailed fdsribery and conspiracy dieud their
major client, WestcoHis was not a crime of necessity: he was a millionairal owned a
sequence of Bentley cars and multiple properties, but he could not resist the opportunities
offeredby2 S a (i énfpl@yiesto supplement his income by about £75,000 per yedthough
three years in an open prison caused him to reflect upon@mde to terms with his guilt in legal
terms, he continued to ameliorate the immorality of his actions with a flurry of rationalissitio

which externalised the fault to the customer:

G221 L 1y26 L KIFE@S R2yS gNRYy3IOD LUY y2i
we just did what the customer wanted, it's what they did. Just had to do it. It's the way
business is done. You do aththe customer asks, don't you? We didn't imagine the
police or anyone would be interested in it. We just did what they wanted. Then the police
320 Ay@2f SR FyR GKS& OFftSR AdG FNIdZRD 2 ¢
explain it but theykeep calling it fraud. They said we'd defraudétkstcq but that's
GKIFG GKS® ¢l yiSR dza (2 R2®d¢

An interesting aspect of this script is how Harrison conflated the identities of the company
(Westcg and its employees to construct his rationalisationsh# instructions had been issued
byWestcddd RANBOG2NE 2NJ Y2NB SalLSOAlLfte Ada 26y
been different. This question of organisational personhood (McDonald, 1987) is beyond the

scope of the present research. It isually considered in relation to responsibility for corporate
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crimes (Walt and Laufer, 1991; Fisse and Braithwaite, 1993; Cressey, 1995) but would make a

fascinating line of enquiry in the context of victimhood and occupational fraud.

Contract bribery faud schemes require collusion between individuals, so are not the classic
Cressey (1953) case of the lone embezzler. Sometimes the level of collusion goes much wider as
explained by fraud investigatdkevin In this casdahe corrupt supervisorof the carparking
departmentof Southcity Borough Council, Victor and Meriidentified an opportunity and drew

the whole team into their scheme which had continued for six years:

GLG ola | KStEt 2F Ly Ay@SadAal iAaz2yidthis KS NI
room, but we proved the £350,000. That was systemic within the department but you
need everybody on board to do that. How that came about we never found out, but |
suspect there were two supervisors involved and they cottoned on. Then they
contamy 1 SR GKS NBad 2F G4KS ONBgod w2S | NB R
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Habitual, crisis offender

The previous seven exates emphasise that occupational fraudsters do not all come to fraud
through crises in their lives, some are just plain greedy and their greed combined with
opportunity is the aetiology of their habitual offending. Other habitual offenders do comply with
the Cressey (1953) model. The following case investigated by Kevin illustrates how addictive

psychological traits can lead individuals to crises and thence to habitual fraud offending:

2SS KIR | 322R 2yS flad &SI NI ndobanKitwRs al i ¢
Finance Director. The Chief Exec had suspected that the FD was messing about with the
funds. He did not know what was happening but he knew there was a big hole in the
accounts. That was as much as he knew, so we sent in one of ouligavest and one of

our forensic accountants when he wasn't in, on a Friday. We literally just stopped
everything and looked at everything. It was such an easy to spot because we just went
straight into his internet activity and he was doing online bingmstantly. | mean a

bloke, online bingo. He spent over £700,000 of the company's money on online bingo at

work. By the Sunday afternoon we had actually got his house signed over. We had gone
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This fraudster, Campbell, was a successful professional and a family man who had developed an
addiction to gambling. How the manager arrived at this position is not knowmlitablystarted

in asmall, opportunistic fashion. keever at the denouement, head become overwhelmed by

an acceleratingrisis. The speed of the case suggests a personhatolost control of his life

circumstancesieeded an external intervention to provide an escape rautd regain control

Johnis an experienced fraudbarrister who has worked on numerous criminal and civil cades

has seen a range of motives for engaging in high value fraud schemes including financial crisis
and grievances such as poor treatment and perceived unfairness. The grievances can stimulate
internalised strains to crisis levels at which criminality is rationalised as a viable solution (Agnew,
Hanpod LG Aa W2KyQa aasSaayvySyid dikdodedta &i®e S L.

rather their criminality is a response to their lifeaimstances:

G2 KSy @2dz KIFI@S |y SYLX 2SS 2NJ RANBOG2NI 7
They are much more opportunistic fraudsters who see an opportunity, will quite often
feel aggrieved about something that the employer does not give themugimononey or
aggrieved in the way that they are treated at work, or feel that they have put their back
into building this company but have not been rewarded. It can be a director or quite
senior, but the business owners do not value them for all the effaat they have put in,
bringing in the loot for the shareholder / directors, on seeing an opportunity will take it.
Sometimes it's a feeling of what they deserve, sometimes it is just greed, sometimes it is
need which has driven it, they are in desperaleg straits at home, can't pay off their
overdraft or whatever. It is different from what is just a cold, calculating, pathological
RSAANB (2 NALI LIS2LX S 2FF ¢

Occasional offenders
Occasional, crisis offender
At the other end of the offending scale atee occasional offenders. The Jefferson case described

above is not typical of the cases that Mark deals with at DEF Group. Most cases are relatively low

in value. Nevertheless their aetiologies are born from the same factors as the habitual offenders:
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opportunity and crisis or greed. Opportunity is always a determinant and Mark described how
200l arz2ylt ONRarAa 2FFSYRSNE daAaS GKS O02YLI yeéQ
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thinking, "I'm going to get a job in DEF because it'll be a fantastic opportunity to commit

a crime." Nearly everyone that we deal with is a force of circumstances outside of work.
We keep referring to in presentations as the Bank of DEF, lendessiofesort. People

have got to the end of their financial tether. They've used their other resources, they've
used family and feel that they've got no other alternative than dip their hand in the Bank

of DEF. It's drugs, credit card debts, gambling, sBeNE SR Ay a2YS Ol aSa

In another case investigated by MarkwarehousemanDixon rationalised that being caught
and prosecuted for stealing cash from the company was far preferable to death threats from

drug dealers:

G¢KS Jdz2 Al ARIAWP@NNBIGLAORBNYpOhSRYR 2dz
When we get behind it, he's taken it because he owes money for drugs and these drug
dealers were threatening his life. So he decided his risk management was, he'd have
MnZpnn 2FF dza 0ANI RYFH RESYEKINEBE WK SINES LYt f
know | was going to lose my job, | know I've been caught, | know [I'll get a criminal
aSyisSyoSeoQ !'yR KS KIFaszs KSUa 0SSy Ay 0O2dz
compensation order taepay us and he's got 200 hours community service. Then he
1SSL1A alreéeAay3dasr wridg tSHad LUY EAQBSPQE

Some business owners are prepared to collude on the supply side in contract bribery frauds in
order to maintain sales. Edward, the owner 8ES Electricalyas uncomfortable with such

schemes but rationalised that he was occasionally forced to do it to sustain his business. His
business had a small number of customers, Northshire Group, a facilities management company,

was one of the largest. Its employees derdad kickbacks for awarding contracts:

a[ 221 AT L RARYyUOl L ¢2dZ Ryud 3ASG GKS 220
2Nl X LQ@S 3I2G F2dzNJ SyLi 2eSSa G2 1SSL 3
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elsewhere, not just for the job, you don't get a look in again. It would be difficult,

g2dzZ Rydid AdGK ¢KS& O2dzZ Rydud €221 +Fd YS Ay
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Occasional, low greed offender

Aswith the high frequency frauds, not all occasional fraudsters are driven by crises. An example
of opportunistic, low level greed described by Mark involved a DEF Branch Manager and his
assistant stealing boilers, fires and other stock items to sell orbthek market. The scheme

came to light because the employees registered the receipt and sale of televisions on the stock
O2yiNRf aeadsSys AGSYa 6KAOK I NB 2dz2iaARS GKS

a b DEFddoes not sell televisignisiit they bought somereceived them into stock and
then sold them on the side. We also lost a fire. It was actually in his parent's house, that
were in the {haudibl§ and we actually went in the house and removed the fire off the

glffd wSLI2aaSaaSRoé

Emma is an MoD police dfiSNX» | SNJ ONRGAOAAY 2F GKS { SNIIA O
Administration (JPA) system illustrates how system weaknesses are a temptation for minor

opportunistic fraud which can theraccelerate into habitual schemes:

G¢KS a25 A alt shisTs@all, dheyifind they can get away with it, then it
escalates from a few pounds on expenses to millions on more sophisticated frauds. The
JPA is designed for abuse. Expenses are paid in advance. You simply apply for an advanc
on expenses, isirarely checked, so is automatically provided, there's simply no control.
Claims are only randomly checked. You then have 3 months to submit expense claims. If
you don't the advance is automatically recovered from salary. It's effectively used as a
pay dy loan scheme. The squadies use it instead of Wonga, because it's easy and
interest free. You keep it rolling every 3 months, so you don't have to pay back for years.
They used to rob the gaming machines at month end when they needed the money. Now
they just apply for the advance. You have an administrative advance put into your own
bank account, then by keying in different details, you have the expenses against
a2YSo02Re StasSua aeadSy | 002dzyi FyR &2dz R:
end,whe/ G KS &ASNBAOS 3JId2a ySSR (KS Y2ySe o¢

The weaknesses in the system were known to the Chief of Defence Staff (The Teleg@&ph, 20

and the National Audit Office which refused to sign off on the MoD accounts in part due to the
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JPA failures @tional Audit Office, 2009).The problemin the public sectofs not limited to the

armed servicesPart way through an engineering project@e governmentstation the author
attended the site for a regular progress meetinith the & D 2 { thanégérs.The attendees
gathered in an opefplan office where about si§soStatemployees were at their desks. One of

the GoStatmanagers, Thomaspproached the authoand loudly asked for a £2,000 contribution

G2 GKS S YQaterlyofiiddled Yy tide refuisft, e boldanner of Thomas and

the casual yet expectant glances from the otl@wStatemployees, the authomuttered a non
O2YYAlGGLt E NBSQIROGIEVS @Guiries with other esite contractors over the

next few days revealed that they all contribudA YA€ I NJ | Y2dzyda G2 |
December. They viesd the cash payments as mecessarymarketing cost.The dilemmawas
resolvedby asking one of the contractors tquietly inform Thomas thait was not possibléo
comply, and to politely suggest that if Thomas were caught he and his colleagues could at best
284S GKSANI 2206ad ¢KS aaz OAl fThefuxsf dsturbig aspecof 2 G |
the incident vasthe brazenness of the request and how iesged to be normalised, accepted

practice.

Habitual andoccasional offenders at Westdmternational

The foregoing examples represent a range of fraudulent events, a mix of circumstances, across a
wide geography at different times. Three of the exampdee products of the case study of
company DEF Group, nevertheless they had no direct connections; they occurred at separate
locations, at different times and the roles of the individuals were dissimilar. The experiences of
Jeremy and Carson are based ore @ase, in one department, at the same location in one large
manufacturing company, Westco International. Their stories thus provide the opportunity to
briefly examine a spectrum of fraudulent behaviour within a narrowed range of environmental
variables. ie company is a major manufacturing entity. Jeremy was a director of a supply
company and he was involved in the investigations. Carson was a participant in the fraud scheme

and became a witness for an eventual prosecution. The case was exposed by eblawsil.

Appendix7 is a schedule of the fraud loss rates associated with 22 employees at the company. All
of the offenders were well paid engineers. None of them were at management grades, but all of
them had significant purchasing authority which allowed them to raisdfiadspurchase orders

on suppliers. The schemes required the collusion of the suppliers. Given that the contextual

characteristics such as the culture, environment, the management structure, the remuneration
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scales and the security of employment are inghke, the implication is that there is something
different about the top two fraudsters who caused over 90% of the losses. They were eventually
jailed. Jeremy provided some background to the case. The enthusiasm of George and Connor for
exploiting the oppdunities presented weak management oversiganded their millionaire
lifestyles with large gated homes, overseas propertiesFerraris and Harley Davidson
motorcycles. They had settled family lives and were not typical crisis offenders. However they
were far more organised than the others. Both set up companiekegitimiseand launder the
proceeds of their crimesConnorused hiswife, Kaileen,who also worked for Westcato
administer the paperwork She fabricatednvoices, banked the proceeds and eviied tax
returns. She was jailed for colluding in the scheme. The other 20 offenders were more restrained.
According to Jeremy all but one were dismissed, resigned or retired easly.ode, Norton,
remains an employee of Westco; he was subjegbersanal financial and emotional strains due

to a divorce.

Carson agreed to be a participant in the present research by way of an unrecorded interview. His
perceptions of George and Connor suggest that they were disagreeable colleagues who
manipulated their vorking circumstances to avoid responsibilities, to remain in the shadows and
to do as little work as possible. They flaunted their criminal gains, boasting of their wealth and
exploits. Carson perceived a sense of invulnerability in their behaviour anéadear. Their
avarice motivated them to exploit thoroughly the opportunities presented by ineffective
management controls. Carson claimed hlign offending was not motivated by financial
pressures, it was simply an opportunity to do as others were doiig.cbimpliance with the
values of a sulgulture which normalised and expected deviance reflects the social learning
theories of esteemed scholar8andura (198), Jeffery (1965) and particularly Sutherland
(Sutherland, Cressey and Luckenbill, 199nRsurprisingly, his principal rationalisations were that

his behaviour was normal at Westco and tolerated by the company. He also used a comparative
rationalisation to ameliorate perceptions of his immorality by contrasting his own low level of

offending wth the greed of George and Connor:

G¢KS akK201 ¢laz y2i 6KIFG gl a 3I2Ay3 2y C
going on forever and it was obvious. We all knew about George and Connor. They were
nasty pieces of work. You only dealt with themdtiyhad to. They would just as soon spit

at you as look at you. Nothing was their fault. They spent most of their time just working
out how to do less, keep their heads down, stay out of trouble and work up another

scam. They turned up in identical, big famheel drive cars with number plates one after
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the other. Obvious or what? George boasted about his Harley Davidson and his wife had
one. They went off together on trips. Connor had a Ferrari, not a new one, second hand.

¢ KAYy3Ia &2dz R2y Gilt na&ino diff¢rendeltoime lieSlly Whétler | got a

few quid out of it now and again or not. But it was on offer, Bamford Electrical came to
YSE FyR L FOOSLISR Aldo 2 K2 RARYQUK LG o
thing that bothers me is rtagetting the sack, but that | was set up for it, others got away
GAGK AG® !'yR GKSe& gAfft 0SS NBUOUANRY3I azzy
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Offender matrix

The offenders encountered in the research or described by the participants are identified by
pseudonyms in Appendit. Borrowing from Weisburd, Waring and Chayet (20Ghgy are
organised into the offender matrix in Table 6.1 ggsitheir pseudonyms. The matrix describes
four idealised offender types based on two variables: stimulus and frequency. Though a blunt
instrument, the matrix is an effective tool for conceptualising the types of internal offending
behaviour that organisatits must face. The classifications cannot accurately represent the entire
offending population as the resolution of the frequency is broad. It is also inadequate in

describing offenders who migrate between classifications.

Ditton (1977, p20) observed thatK SNBX A a y2 NBlOGdaNYy 2y O0S 'y AYyR.
if he stops fiddling he knows about it. It is always on for the actor#d R dzf IS d¢ [ SOA
spoke of the slippery slope lofigm fraudster who starts off with a few white liesibthen slides

into habitual offending. Without an external intervention to stimulate risk perceptions in order to
re-balance the rational choice calculus the eofé offender may develop a habit (Jeffery, 1965;
Apel, 2012; Clarke and Cornish, 1985). Inmpge forensic accountant, deals with cases where
2NBIFYA&lI GA2YaQ T lchipianBansa@iont elr@ttEgesDastdent Baudstery to

increase their offending:
GhyOS (KS&eugS ONR&aaSR GKS fAyS GKSe& Oly

difficult for most people because they have this feeling of what is right and wrong. But

once you have stepped over it and found that you can do it and nobody hagestg/ou,
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where | think businesses go wrong, if somebody had queried that action early on then
GKSe ¢g2dZ Ryud KF@S 3F2yS 2y F3IALAY FyYyR 3l A

C2NJ SEIFIYLX ST /IYL®OSttQa mMTtnnZnnn FNF}dzR a0KS$S
occasiorl opportunistic offender, but his addiction to gambling subsequently fuelled an ongoing
crisis and habitual offending. Similarly, Mark at DEF Group described a case where a Branch
Manager Rickystarted out falsifying inventory account records to disguiss incompetency but

then felt compelled to continue with the deception:

G¢KS alyl3ISNI KIa 6SSy FdzRIAYI KAa aidz20]
had no personal gain out of it, but I'm now up to the point where | need to put my hands
up and | can't keep balancing all the balls in the air, it's all coming down on me, the roof's

FILEtEAY3 Ay YR LUY mMTnAnZnnn aK2NI 2y Yeé af

Nicole, an investigator at Midn District Council noted the same phenomenon in the behaviour
of a female employeeDevlin, a single mother under financial pressure, who fraudulently claimed

£14,000 irhousing benefibver a 12 month period

GhyOS aK$ KFR 320G 2yd2 GKFdG NFAEfNRBIR NI
benefit section then she hadto carry thatf f G KS 6+ & GKNRdzZAKdE

The stimulus scale in Table 6.1 includes just two categories, opportunistic and response to crisis,
and as such is particularly weak in describing the complete range of possible circumstances,
strains, frustrations (Merton, 1938; Agw,1992) and basic motivations (Maslow, 1943) that
could lead to offending behaviour. For example, Imogen encountered an opportunistic offender
who defrauded her employer because she was bored. Mgtlean be read into the numberf
offenders in each quadrant of the matrix. The matrix is a consequence of the exploratory
research, not from a statistically representative sample frame. Because the participants reference
memorable events to illustrate their experiences and perceptidhe matrix is probably biased

towards high value offenders.
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Table 6.1: Occupational fraud offender frequency / stimulus matrix

Stimulus

Opportunistic Crisis
High greed Ongoing crisis
Ajayi (Cardwell FM)
Andreescu (DEF Group) Campbell (unknown)
Bernie (R&Tndustries) Devlin (Midton CC)
Carter (Natstore) Ricky (DEF Group)
Connor (Westco) Wallace (DEF Group)

Davis (Hurn Group),
Duncan (IFl Engineering)
Ellis (Elam Sports)
George (Westco)
Habitual Granger (Westco)

Haine (DEF Group)
Harrison (IFI Engineering)
Jefferson (DEF Group)
Jolleys (Army)

Jones (DEF Group)
Kaileen \\Vestco)

Merritt (Southcity BC)
Spearman (DEF Group)
Truman (SW Marketing)
Victor (Southcity BC)

Frequency

Low level greed Short term crisis

{2f RASNEQ Wt ! | Dixon (DEF Group)
Carson (Westco) Edward (SES Electrical)
Occasional| Charlton (Westco) Norton (Westco)
Thomas (GoStat)
Wilson (DEF Group)

18 employees (Westco)

Psychology

John the fraud barrister encounters two types of fraudstethe crisis responders and the

avaricious blackearts:

& L FthekeBsis eespondgdoes tell somebody he is going to be arrested or lose his job,
at the very least, and so they think that they can work their way out of the problem, but
they never do.tljust gets worse and worse and worse. Psychologically | have found those
sort of characters very different. They are much more normal, they will often have
absolutely no previous run in with the law, whilst your hdditten fraudsters will often
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have a lmg record of infraction with civil courts or criminal courts and so on. | think many
fraudsters are of a character which is distinct from your average human being. This does
not apply to all of them, but as a general rule, having dealt with fraudstera farmber

of years, almost exclusively at one time, they can be tricky customers. Assume you have a
guilty fraudster, down deep in his black heart he knows he's guilty, but he is giving you a
different story or shading his story. There does seem to befardifce. Although you
spend longer with the fraud perpetrator than you ever would for someone who was up
for a simpler crime, because the evidence and job you have to do is much more
extensive, you will still have quite a difficult relationship with théerdl because
fraudsters have a personality which the rest of human kind doesn't. Assuming you have a
JdzA f & LISNIISGNF 62N G6KSe OFy 0SS @GSNER aft ALl
was not a crime of passion, it wasn't born out of a need, theytreandrug user with a
heroin habit which leads them to shoplift or to snatch somebody's purse which is much
more human and understandable. What a fraudster does, and | don't think people quite
understand this, is do something in a really cold, calculatiag. It's not a crime of

LI aadA2y2 AdGUa y2i R2yS ljdzAOlteéez AdGUa y2i

W2KyQa RSAONARLIIAZ2Y 2F NBY2NRStfSadaa 2FFSYRSNGE
and value scales. This personality trait variable, overlodkgdNeisburd, Waring and Chayet
(2001), also emerges as a theme from the testimony of participants in their descriptions of the
high value, high frequency, opportunistic offenders. They describe bullying, ambitious, boastful,
invulnerable, philandering, dommant, manipulative conspirators whose actions are by definition
deceitful, risky, irresponsible, saleéntred and display a reckless disregard for others. These traits
are symptoms of dysfunctional personalities. They are frequently used in criminolitgicelre

to describe offenders, but often without reference to the psychological definitions, for example

Gottfredson and Hirschi (1990) aBdicy, Formby, Raspant and Roo(2908).

Felthous and5asg2008, p22) describe a continuum of asticial behgiour from that of normal
people through to psychopathological abnormalities. They illustrate their idea using a Venn
diagram (Felthous andbas® HnAnny 2 LHTUOZ | F2NY 2F 6KAOK
psychopathy checklist (P®&) (Babiak and Hare, @D, p24) is also measured on a continuum, a 0

to 40 point scale on which 30 to 40 is psychopathic, 20 to 29 is moderate, up to 20 represents

zero to low psychopathy Hildebrand and de Ruiter (2004).
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Fig 6.1: The sociopathic continuum

Dissocial
behaviours

Antisocial
personality
disorder (DSMW)

Psychopathy
(Hare)

An alternative presentation of the continuum is proposed in Figure 6.2. The model is purely
illustrative to assist in conceptualising the idea of a continuous ethistllaition that allows for

2 A1a40NRPYQA O6HnncyL Y2NrXf GeLkRftz23e gAGK 26 Y
diagram and people of robust high morality on the right. The rest of us with contingent morality

are in the middle.

Figure 6.2 Ethicalistribution

f - Population

Offending rate Required stimulus

Crisis
Psychopaths Sociopaths
1% 3%
Opportunity
~— ASFD ﬂ-( Everyman (-H Saints —
4%
Undeterrable Deterrable, occasional Law-abiders
habitual opportunistic / crisis
offenders offenders

Moral Development
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According to Stout (2005, p6) 4% of the general adult population exhibit ASPD (including
psychopathy), 1% are psychopathic (Babiak and Hare, 2007, p18), which means about 3% are
lower level sociopaths. Babiak, Neumann and Hare (2010) found that 4% ofaterpwanagers

are psychopathic, four times that in the general population. Tiseggestthat the very
characteristics that reveal the unpleasant psychopath to subordinates facilitate successful
careers; they are the source of the same skills that obschesr tsubpar performance and
damaging behaviour from their seniors, peers and shareholders. The 4% level of ASPD (Stout,
2005, p6) is sufficiently close to the 2.3% estimate of major offenders in the workforce developed
in Chapter 5 to indicate that this baually offending sulgroup is dominated by sociopathic
individuals, characters like George and Connor. As there is insufficient data to suggest a
percentage of saints, those people who will never offend irrespective of opportunity, pressures,

strains orcrises, a symmetrical normal distribution is assumed for Figure 6.2.

A typical trait of psychopaths is deceitfulness, but it is not limited to this group. Lying is normal
human behaviour. It is a form of innovation that assists in avoiding negative aersees or
200FAYyAy3a 3F21fad [ SOA ounnyI Llpov y20Sa 0GKI I
G2 3A2Ay3 o0dzaGXeéd Ly@SaidAaariaz2N YSOAY RSFAYSR
YS Y2ySeoé ¢KS adSLI T HE Yo lying Wity the abjediivié fdzausing | dza
damage is a short one for psychopatigh their simple greed motivationFor more morally
developed persons, the path is longer, requiringxious stimuli throughcriminal association
(Sutherland, 1940)xternal pressures(Cressey, 1953a perceived grievance or some form of
frustration (Agnew, 1992; Langton and Piquero, 208Vikstrom and Treiber (2007) submit that

it is only the individuals in th Everymangroup who deliberate moral alternatives and make a
rational choice about which action to pursue (Clarke and Cornish, 1985). It is only this fluid group
2T W2 NRA Y| NE Q heldGppdrifofSeutraligdtian teghBiduiés tolmaintain their moral
selfeseem (Murray, Wood and Lilienfeld, 2012; Lowell, 2012). Psychopathic offenders do not
need to rationalise their behaviour, though they are likely to offempost factaexcuses simply to

avoid or mitigate sanction@Hirschi, 1969, p208Jor the habituallynoral group, rationalisations

are alsoirrelevant. For theEverymangroup the amount of deliberation (Wikstrom and Treiber,
2007) required to fashion one or more rationalisations is a function of their location on the
ethical scale, a dimension that studéia 2F Y2Kf o0SNHQa O23ayAilGAODS
concept would recognise (Kohlberg and Hersch, 1911).saints are predominantly those with

high moral development, the habitual offenders are dominated the lowest moral
development individualsthe psychopathsand sociopaths, eithedue to genetic peculiaritiesr

as a result of inadequate early years socialisation (Lykken)2005
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The model expands on the notion of the deterrable offender Pogarsky (2002) by suggesting that
deterrability is a far more&omplex continuous function of personality characteristics and moral
development, whether due to a biogenetic predisposition, socialisation, immediate
environmental influences or a combination of factors. In broad terms it suggests that the power
of deterence needs to be higher for those at a lower level of moral development. Which
components of deterrence power, whether certainty, speed or severity are the most relevant at
any point on the continuum and at what level they should be set is not undersidoe present
consensus that high levels of perceived certainty has the most profound efffadtld, Hollinger

and Clark, 1988needs to be challenged by controlling for personality traits.

Model offender matrix

The model of the occupational offender presented here is far more complex than the attractive
AAYLXE AOAGE 2F / NBaaSeQa o wmdgp oThattheh fralidyt@nglet &
paradigm was the only criminological theory referenced by parti¢dgp@inot surprising as it is

the stock in trade of practitioner texts (Comer, 2003; Giles, 2012; Vona, 2008; Wells 2007). The
problem with this narrow teaching is that organisations are more likely to build codirged
strategies that address just ongpe of offender and are less likely to design strategies that deal

effectively with the real complexities of the offending population.

The offender matrix set out iRigure 6.3s derived from the data in Figure 6.2. It focuses on the
offender and sets authe principal characteristics that describe the range of occupational
offenders under three roughly binary domains: personality (normal and psychopathic), stimulus
(crisis or strain and opportunistic) and offending rate (occasional and habiReafiondity and
stimulusare presented aghe determinants of offending rate. They are however not the only
determinants, the modetloes not adequately accommodatéor example, the contribution of
differential association (Sutherlan@ressey and Luckenbil947, p88 nor immediate situational
control and riskfactors which influence rational choice (Clarke, 199&vertheless the matrix
provides a more comprehensive description of the offender types confronting organisatioas.

model also suggests the mostlient controls for each offender type.
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Figure 6.3: Occupational fraud offender matrix

StimulusCategory
Opportunistic Crisis
w Personality traits dominate w External pressures / addictions dominat
Princpal stimulus Princpal stimulus
- High greed - Long term crisi grievance
< Personality Personality
2 | - Deterrenceresistant socid psychopaths| - Deterrable, normal/ addictiveindividuals
;c% - Rationalisations not required - Rationalisations required
Most salient controls Most salient controls
- Recruitment due diligence - Employee welfare monitoring
o - Enhanced situation crime prevention | - Situational crime prevention
3 - Maximum sanction deterrence - Moderate sanction deterrence
3
S w Environment dominates w Externalpressures dominate
=
o Princpal stimulus Princpal stimulus
- - Low greed - Short term crisi¢ grievance
© Personality Personality
,E - Deterrable, normal individuals - Deterrable, normal individuals
§ - Rationalisations required - Rationalisations required
(8]
O . .
Most salient controls Most salient controls
- Culture - Culture
- Situational crime prevention - Situational crime prevention
- Low level sanction deterrence - Moderate sanction deterrence

The opportunistic category includes a narrow range of motivational stimuli based on duetd.
social personalities, about 4% of the general population tlaeemostlikely to offend in order to
achieve their pecuniary goalslembers of this group do nateed to formulate rationalisations in
order to maintain their own moral sesteem because they do not care (Murray, Waatd
Lilienkld, 2012).At the extreme of the spectrum, the psychopaths at dPthe population are
the highestrisk individualscaushg the most damageConsidering that up to 4% of corporate
managers are psychopaths and these are the people with the power and acddsshiasiness
systems, the highest risks are |t@@ in the executive suiteCounter-fraud strategiesought to
focusspecial attentioronto the boardroons with enhanced recruitmenfJohnston and Shearing,
2003, p80jand situational crime prevention contro{€larke, 1980) including the most powerful
sanctions It is thereforeironic that executivesare typially allowed the highest levels ofself

authorised spendingin Chapter 4 we saw that senior managers at BP are permitted higher value
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gifts. The matrix suggests thaenior management should not be permitted any spending or gifts

at allwithout advanced approval frortimeir peer group and an ethics officer.

¢KS 200l aAz2ytfs 26 3IANBSR 2LIRNIdzyAdaiGAO 27FF¢
offending is dominated by environmental factors: learning from or imitating others (Sutherland,
1940) undefended opportunities (Clarke, 1980)and fraud is normal type rationalisations
(Benson, 1985)The most salient controls for this group are the development of normative
cultural values (Weaver and Trevino, 1999), situational crime prevention (Clarke, 1980nopcludi

a modest level of sanction deterrence to influence rational choice (Clarke and Cornish, 1985).

The crisis respondersare pressured by external forces (Cressey, 1953) or internalised strains
triggered by frustrations or grievancesiild to crisis leveléAgnew, 1992)For some the crises are
short term, for otherghe adverse conditionperpetuate the crisisThese extended crises can be
due in part to personal challenges such as addictions (Campbell and @edim)rtcomings in

work performance (RichyRationalisations are to be expected with this group.

Conclusions

The observation byevi (20081 KI i & CNJ dzZRa i SNAE | NB angid@iceof.J G K 2
TNl dzRé Aa 02NYyS 2dzi Ay GSNX& 2F GKS yuayso SNI
suggests that the ASPD group dominate the minority of habitual offenders, 2% to 3% of the
working population, who cause twihirds of the harm. The majority of fraudsters, about one

third of the working population, are normal and cause the minoritharm. The implication for

NI GA2yFfAaFGA2Y GKS2NE A& GKIG | y2N¥YIFGAGBS C
rationalisations should act on the majority of offenders, but is less likely to dissuade the
sociopathic minority who cause the ntodamage. Employment screening, especially for risk
sensitive roles, is a more effective strategy for this group (Johnston and Shearing, 2003, p80).
Similarly the general deterrence power of sanctions aimed at normal employees is likely to be
less effectie against sociopaths and psychopaths. This means that executives need to consider
where to pitch their sanction strategies. It could be a single harsh policy that equitably applies to
all employees or it could be differentiated according to role and oppuoty risk with the
strongest sanctions, including criminal prosecutions, applied to the executive suite without
reservation. The power of deterrence question is explored further in the DEF Group case study in

Chapters 7 and 8.
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So Adeimantus was nearlght. It appears that fraud is a normal activity that exploits a normal
human attribute, lying, to make an unjust gaanh the expense of othersMost fraudsters are
normal but the greatest damage is caused by thad® are not, and in this sendbe analysis
provides qualified support to Garland (2001, p18bat most criminalsare associated with

mundane, opportunist, deterrable offenders.
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SECTION 3

Organisational characteristics
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Chapter 7

DEF Group Case Study Part I: Comp@oynterfraud Strategy

Introduction

Chapter 1 introduced the whiteollar crime and organisational ethics research landscape
NEBtS@Fyld G2 GKS SEFYAYFGA2Yy 2F 2NBI yA-éollaii A 2 v ¢
crime or fraud scholars are pdipally interested in the genesis of fraud through the individual
fraudster (Cressey, 1953), the social context (Sutherl@réssey and Luckenbill947) and
organisational characteristics (Button and Brooks, 2009; Ditton, 1977). The ethics scholars
emphasize the influence of ethical climate on compliant and deviant behaviour (Trevino and
Weaver, 2003); they are concerned with the determinants of the ethical climate, those
interactive attributes and characteristics of organisations, leaders and employieb wroduce
consistency in ethical attitudes and behaviour. Both schools have produced a number of common
themes relevant to the minimisation of nesompliant, deviant and criminal behaviour within

organisations:

A code of conduct that sets outtheorda G A2y Qad SGKAOIT @ f dzSa
The engagement of the leadership to maintain the values and standards
Counte,F NI dzR L2 f AOASa GKIFI 0O RSAONAROGSA (KS 2NH

Work procedures which detail how employees are to comply with the policies

= =4 4 -4 -

Trahing and communications for fraud awareness and compliance with procedures and
counterfraud measures

1 Defined responsibilities and accountabilities

1 Mechanism for employees to report their concerns

1 Punishment and rewards for deviation and compliance

Cressey (19953ommented onthe 1970s the emergence of the corporate code of conduct in
response to the popular reonceptualisation of corporations as social actors, which emphasises
the salience of good citizenship and corporate social responsibiligtivel to their narrow
commercial objectives. However without effective enactment the espoused values become
meaningless parchments (Gruys, Stewart, Goodstein, Bing, and Wicks, 2008). Increasingly, large

organisations have moved on from mere bland aspiralostatements and are introducing
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formal compliance programmes to ensure that behaviour at work is lawful and ethical (Trevino
and Weaver, 2003). The most important variable in ensuring the values resonate with employees
is the quality and engagement afédders (Weaver, Trevino and Cochran, 1999a, Jones, 1995;
tFAYST MppcI 2F0iSYy NBFSNNBR (2 oHbllodak 2012 dza A C
The ethical codes that clearly specify organisational values and expected standards of behaviour
must be incorporated into workplace policies and procedures with sufficient detail to remove
moral ambiguity and uncertain choices (Schnatterly, 2003). This includes explicit ctranter
policies and procedures that are a fundamental requirement of coufrrd strategies (Button

and Gee, 2013, p57) and, if sincerely implemented by fully engaged leaders, can reduce
occupational crime levels by making it difficult for employees to rationalise prohibited behaviour
(Schnatterly, 2003; Cressey, 1986).

Complianceorientated organisations seek to elevate corporate codes beyarate window
dressing and give them meaning by consistent enforcement of the rules (Weaver and Trevino,
2003, p68. For compliance organisations, probably led by transactional managers (Bass a
Steidlmeier, 1999) the principal purpose of the instrumental controls is to reinforce standards, to
act as a general deterrence and to coerce staff into compliant behaviour (Weaver and Trevino,
1999). Values orientated organisations led by transformratideaders (Bass and Steidlemeier,
1999) aim for voluntary compliance based on shared normative values (Weaver, Trevino and
Cochran, 1998 and seek the involvement of all employees in monitoring ethical standards
(Weaver and Trevino, 1999). For these amigations the purpose of punishment is subtly
RAFFSNByYyldY aryOiAazya |NB aevoz2ftAalorfte ySOSa
(Weaver and Trevino, 1999) and to maintain the perception that the organisation is a just place
which holds offendes accountable for their actiongrevino, Weaver, Gibson and Toffler (1999,
p139). Management must enforce rules and hold offenders to account to avoid cynicism and

distrust(Gruys, Stewart, Goodstein, Bing, and Wicks, 2008).

The security governance corpts promulgated by Johnston and Shearing (2003) and Button
(2007) use a slightly different language in that they describe security strategies as mentalities or
ways of thinking about security. Nevertheless they reach similar conclusions that governance in
organisations is typically achieved with the consent of the employees backed up by coercive
sanctions which rassert moral values, limit the harm of wrodgers and dissuade others from

doing wrong (Johnston and Shearing, 2003, p16, p27). For the madghtenked organisations,
congiousness of security involvesl employeesWX ®A y Of dzZRAYy 3 GKS NBOS LI

Shearing, 2003, p2@s ethical antennae (Braithewaite and Fisse, 198Ag nodal governance
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idea of Johnson and Shearing (2003, pl48itpothat islands of private policing or security
governance are connected on an ever mutating network of communications and relationships.
Some of the network relationships are stable, for example those with industry regulators and the
state, and sometimg impermanent, such as with an insurer or bank. Effective use of the network
can assist organisations to optimize their security arrangements (Johnson and Shearing, 2003,
p148) particularly in regards to the prevention of losses to crime through theyutfisanction

deterrence (Johnson and Shearing, 2003, p24)

The present case study uses the framework derived from the criminology, business ethics and
security governance schools to explore how a single, large private sector corporation manages
the fraud phenomenon. The study is divided into two parts. This chapter examines the policies,
a0NHzZOGdzNB& |yR LISNF2NXYIFYyOS gAGKAY (GKS O2 YL )
alyoOtarzya LRfAaAdexr Ada €SI RSNAEKALJtce gyBtemd ina |
maintaining ethical standards. The principal participant, Mark, is the head of the Security and

[ 2YLE A yOS 5SLINIYSyidd 1S LINPGARSR Ayairdaka
several unstructured interviews, supported by a weatthdocumentary data such as written
policies, procedures, contractual arrangements and investigation reports. He also kindly provided
'y St SOGNRBYyAO SEGNIOG FTNRY (KS 0O2YLI yeéQa |
incident and relevant convertian recorded by his team over the full 12 month period of 2012.
¢KS 233 NAOK AY ljdzZ t AdFrGABS RIGEEZ Santiwves SR |

used for the analysis in Chapter 5.

The company

DEF Group is a large subsidiary of a pemo corporation, Eurocorp. Both the UK business and

the parent company have very long histories. Eurocorp was formed in thegr@ury. The core

of DEF was established in the"@entury; it was acquired by Eurocorp in 2000. The company
employs about 2,000 people and generates annual sales of £1.2bn. There are three principal
elements to its growth strategy: expansion of its product range, new service offerings and the
acquisition of complementary businesses. The company is a distributor, not a mamefaof

mainly low value products. It adds value to the supply chain by providing a network of 1,000

' 3IINB I GAPRIQWDHNE yOKSa |G t20GA2ya O2y©@SyAsS
buys products, holds a substantial inventory to enablagh hevel of customer service and sells
mainly to professional trade customers. The key business drivers are thus sales volume and cost

efficient inventory management. In common with all companies that rely on high sales volume
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and substantial stockholdingn enduring problem is shrinkage (Greenberg, 1990), the reduction

in stock between purchasing and sales caused by loss, damage, careless practices, theft and fraud
(Shury, Speed, Vivian, Kuechel and Nicholas, 2005). The highest fraud risks for DR caitdse
transactions, credit card frauds, fraudulently arranged credit accounts and inventory
transactions9 G KA Ol t O2YLX Al yOS Aa GKdza aSSy o6& K.
foundation of its business controls and its economic welfare (Buttwh Gee, 2013)However

before continuing, it is important to note that procedural compliance is not the only motivation.
The European Commission imposed a very large fine on the parent company, Eurocorp, for cartel
2FFSYyO0Sad LG g1 AXNN OO 2MRKIYIAS NIR |5 9 CNA AR d2 2 §
the administrative sanctionwith substantial investments in a transformational ethical
programme throughout its worldwide operations. This case study examines the outcome of that

programme inthed2 N1LJ2 NI GA2y Q 'Y &dzoaARAIFINE o0dzAaAySaao

What the company sets out to do: codes, policies and procedures

In common with the majority of large, mature organisations (Gruys, Stewart, Goodstein, Bing,
and Wicks, 2008turocorp and its subsidiaries sharsvritten ethical code, its General Principles
of Conduct and Action. The five principles of conduct are described as basic values that are

shared by management and employees alike:

Professional commitment
Respect for others
Integrity

Loyalty

= =4 4 -4 -

Solidarity

The fou principles of action are instrumentalist themes:

Respect for the law

Care for the environment

Worker health and safety

= =4 4 -

Employee rights

This dichotomous grouping of the principles accords with the observations of Cressey and Moore

(1983) that corporate codes can be broadly categorised into metaphysical andpteabl
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principles, an arrangement that also reflects the dual consensudl e@vercive mentality
described by Johnston and Shearing (2003, p27). The principles of conduct are an aspirational
appeal for shared, internalised values that apply equally to everyone in the company (Weaver,
Trevino and Cochran, 1989 The principles oéction are formal controls (Hollinger and Clark,
1982) that require management and employees to obey the law (Cressey, 1995); they are
admonishments to comply with the minimum standards of behaviour in caring for each other and
the outside world. The antorruption and ant¥ NI dzZR YS&aal 3Sa &aAG dzy RSNJ
heading.

The company uses a broad palette to convey its values. It communicates with external parties,
shareholders, customers, suppliers and business partners through its websithubee and

visual displays in reception areas. Internally the values are disseminated through induction and
training programmes, visual displays, topics in team briefings and formal procedural documents.
All the training and procedural documents are av@ifaS G2 Fff SYLX 2&S58Sa

intranet.

Employee handbook

The codes, rules and general procedures that apply to all employees are collated into the
O2YLI y& Q& LINE TS asik patyg/dmpldy@e han@bdoK. R he dandbiok forms part of
thecor LI yeQa adlyRINR O2y(iN}X Ol 2F SYLX2eYSyidx

universal rules and the contractual obligation (Button, 2007, p13). It begins with the principles:

GCKSAaS LINKAYOALX Sa F NB 2dzit A yve e higSet 2thicall y R
FYyR t€S83Ft a0l yRINREXCKS® aK2dd R 65 NBIF N
0St2y3IAy3d (G2 GKS 9dzNBO2NL) INE dzLIbé

The handbook describes the mutual responsibilities of the company and its employees including
general terms and cortibns, sickness and injury, dress code, equal opportunities, volunteering
and public duties, health and safety, environment and security. The handbook has a lengthy
section on internal formal disciplinary controls. It carefully explains the purpose @plitigry
procedures, the rights of the employees and their application to both performance and conduct

issues:
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G¢CKS RAAOALI AYINB NYz S& FyR LINPOSRdAINBA K
2F AYRAGARdZ f aXPiKS LINBPlI©Saadardsdnibbth dohdGeRandi 2
performance issues is essentially the same although the corrective measures or emphasis
YI& @I NB b

Recognising that performance and conduct may be affected by personal problems and external
pressures, employees are encaged to discuss such matters before they get out of control with
GKSANI tAYS YIYyFEISNE (GKS ITw RSLINIYSYydG 2N GrF
professional counsellors outside the company who can help with a wide range of personal and
workreldi SR LINR 6 f SY & The tadge df gbinsellirlg Iekvices dvailable to staffide

drugs and alcohol abuse, bereavement, health and financial. He estimated that in any year
twenty to thirty employees receive advances on their wages to assist imdimdial difficulties.

Such counselling programmes are recognised by both scholars (Bierstaker, Brody and Pacini,
2005) and practitioners (Giles, 2012, p 217) as an effective cofnated control measure that

abate motivations and neutralise the ratiorsdtions of prospective offenders (Cressey, 1986).

¢KS RdzZl f O2yaSyadzzt FyR O02SNOAGS Y2RSt SELNI
t NAYOALX Sa 2F ! OQGAz2y F2fft2¢6 GKNRdIdZAK Aydz2
purpose of the fowstage disciplinary framework described in the handbook is to encourage an
improvement in work performance or personal conduct. The first three outcome stages are
warnings: verbal, written and final written. The fourth stage, dismissal, is applied in iritacta
cases or instances of gross misconduct. The handbook defines gross misconduct as behaviour
that destroys trust to the extent that it justifies the omission of the warning stages and leads
straight to dismissal. Twenty seven examples of gross miscoadeitisted, headed by four types

of acquisitive crimes: theft, falsification of company documents, fraudulent misuse of company
property and fraudulent behaviour including fraudulent claims for sick pay. The list continues
with discrimination, bullying, iglence, substance abuse, IT abuse, malicious damage, serious

insubordination, gross negligence, careless stewardship and serious breach of procedures.

Continuing with the instrumental theme, the handbook warns that the employment contract
enables the copany to recover losses caused by dismissed employees by way of deduction from
final salary or other due payments, including recovery of money from the company pension
scheme. This is an efficient means to obtain compensation for low level damage bugrs M
explained, is ineffective in high value cases where the losses exceed the residual contractual

obligations:
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d{2 GKS YlI22NxdGe 27F LIS2LX S (KIFKG 6S RSIf ¢
product or a cash refund or whatever it might be, thredmost certainly we will recover in

full from a final salary deduction. So a month's salary is £2,000 tops for most people. We
OFGOK I t£20 0ST2NB Al NYzya 2dziodé

Not only does the handbook speak directly to each employee in setting the boundary between
aceptable and unacceptable behaviour, it also emphasises the responsibilities of all employees
in preventing and avoiding injury and damage by others. It requires that employees report any
personal conflicts of interest and any circumstances involving ottteas raise suspicions of
potential harm, either through line management or via an externally administered
whistleblowing line, a key feature in supporting ethical values (Weaver and Trevino, 1999), a
consensual element of security governance (Johnston Smearing, 2003, p27) and a practical
detection tool (Giles, 2012, p241). The power of the section is threefold. Firstly, defining the
reporting of suspicions as a contractual obligation, effectively a codified witness rule, symbolises
its value and impdance to the organisation. Weaver and Trevino (1999) describe this as
Wgl GOKAY 3 2dziQ F2N) SGKAOA NRtS ARSyidGAGe +Fa |
the justice motives of their staff. They warn, however, that in the absence of marage
adzLILR2 NI Z SYLX 28SSa aSS NBLRNIAyYy3 2y O2ft Sl 3d
and Trevino (1999). Secondly, for those who waver due to a perceived role conflict, the
contractual term provides a ready mechanism for rationalising rdg@orting of suspicions as
necessary to avoid inviting disciplinary action upon themselves. Thirdly, it signals to any person

perpetrating fraud or any other proscribed behaviour that colleagues are likely to report them.

Counteffraud policy

A specificcounterfraud policy is a basic afftiaud requirement (Comer, 200Brooks,Button

YR CNAYLRY3IS HAndpOLd® 59CQa LRfAOE GAGES NBTF
Y2RSENY O2NLERN}IGA2ya OoW2Kyadz2y I yRdt &did A y3Is
RAA02dzN>y 3S Fyeé FTNIdzR Ay 9dzNB O2N1LJ DNRdzLIPé L i

values encoded in the General Principles of Conduct and Action throughout the global group of

companies:

a!'tf YSYOSNB 27 &l ltFimpleménSthe LBSrdLER Frindples2of 6 2 «
Conduct and Action, applying thembeing a-pt& Ij dzZA A S F2NJ 0 St 2y I A
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The policy references external authorities to justify its legal and moral basis, the United Nations
Convention against CorruptiofUNCAC) and the OECD #Amibery Convention. Citing the
international bodies emphasises the gravity of the principles, locates the company as a
responsible citizen within the wider social environment and places the organisation in august
company. It alsenaintains the parallel coercive and consensual mentalities running through the
governance regime (Johnston and Shearing, 2003, p27). The policy then makes two statements
G KAOK SELINB&aa (KS O2YLIl yeQa |aLANIGAZ2YAY

G¢KS 9dzNP O2 NLJ DNEP dzLhudsin thd exeycidiof ifs adtidting ol i& |y
2LISNI GA2yadé

alye OFrasS 2F TN} dzR Ydzad 0S5 NBptanvgstigation]j dzi O
disciplinary action will be taken against the guilty parties and the appropriate legal

measures willbetaké (G2 NBO2GSNJ GKS YAAl LIINBLINALI GSR

The policy outlines the responsibilities of management and staff in preventing frauefyaundi
awareness training, conducting fraud risk assessmentsppeoating with investigations,
reporting suspicions and poS Ol Ay 3 Fye LISNE2Y WSELINBaaiAy3d i
confidence that they will be protected from reprisals, employees are unlikely to raise their
concerns or use whistleblowing arrangements (Weaver and Trevino, 1999). Several routes are
avdlable to employees for reporting suspicions: to any level of management or to a confidential
hotline, which is manned 24 hours per day. Sanctions of some form are a necessary component
in the development and maintenance of an ethical climateeyino, Weser, Gibson and Toffler,

1999 Bandura, 1976, p131Button and Gee (2013, p131) urge organisations to use all sanctions
legitimately available to them, including parallel sanctions, in order to underpin cofnated
A0NF GS3IASad 5 expligty stipumiesZRat did2iplinay 2 civil recovery, criminal
prosecution or a combination of actions will be pursued against employees implicated in fraud.
The policy requires the submission of reports on all detected frauds and celnatet activites

to senior management weekly, monthly and twice yearly. Regular reports are important for

securing countefraud strategy support at the highest level (Button and Gee, 2013, p160).

¢ KS WCNI} dzR wSalLlyaS t f Hrufpohcih It isindlaltytheSr&nework K S

recommended by Comer (2003, p105). The document describes the various liaison roles of line
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management, investigators, HR, auditors and the police in the nodal network (Johnston and

Shearing, 2003, p138). The plan details the megiicontents of investigation reports:

- when and how the suspicions were reported

- how the investigations were conducted and by whom

- the facts and evidence

- the measures taken to recover the misappropriated sums
- the measures taken against the pers@tsused

- the action plan to avoid recurrence

Beneath the fraud response plan is the Fraud Investigations Procedure. The procedure is
necessarily not prescriptive in providing an outline guide of how a suspected fraud incident is
taken on and processed. Thecument describes the role of the investigators and their authority

to access all forms of information belonging to the business including paper, electronic and

verbal through formal interviews.

Incorporating countefraud into other procedures

Buildirg elements of fraud policies and procedures into other company procedures and contracts

is afundamental requirement of a successful counizud strategy (Comer, 2008) 59 CQa S
codes are reinforced internally by repetition and interpretation in @Eygiate policies and
procedures. The first sentence of the Purchasers Charter, for example, specifically references the
t NAYOALX Sa 2F [/ 2yRdzOG FyR ! OGA2YyY aGa¢KAA R2O0¢
Conduct and Action and represents arphgation of these principles to the Purchasing function

AY GKS DNRdzLJpé LG GKSy 328a 2y G2

SAONROGS |
the supply chain:

compliance with antcorruption and conflict of interest policies
regular job rotatim of the buyer to avoid close personal relationships
formally record all discussions with suppliers

communicate internally justification for purchasing decisions

avoid dependency on single suppliers

no unfair practices to obtain business secrets from osher

= =4 4 -4 A -a -2

compliance with environmental, health and safety standards
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1 use only suppliers which comply with conventional standards for labour, environmental,
health and safety (International Labour Organization Conventions, 1SO14001 and
ISO18001 or equivalents)

1 supdier audits to identify and manage ethical and commercial risks in the supply chain

A notable feature of the Charter is that it is substantially a series of instructions and rules. At the
procedural level, the abstract value concepts of the Principle€afduct are too ambiguous,
interpretable and context dependent. Ultimately in order to give the values tangible meaning and
NBft S@IFyO0S (2 SyLiz2eS8$SaQ RIFHAfte fAg@Saxr (GKSe
Conduct of Action into formulaic prodares and formal rules that govern the workplace
(Schnatterly, 2003)Deviation from the values is thus measured by “tompliance with the

formal rules of governance.

How the company delivers its intentions: the Security and Compliance Department

Secuty and compliance functions

The nature of the business and its geographical spread provide numerous opportunities for
internal and external fraud in purchasing, payroll, inventory manipulation, cash and credit
transactions. A key business focusingentory shrinkage. Consequently the management has
developed a sophisticated strategy and range of tools to protect its physical and stockholding.
The structural core of the strategy is the Security and Compliance Department (SCD) team based
in the head office. It is a substantial department, employing 41 people. The team is a
manifestation of the nodal security governance model promulgated by Johnston and Shearing
(2003, p138). It sits on a network of internal and external relationships. Internallyrkisvetosely

with Finance, Audit, Operations, Human Resources, and Health, Safety and Environment and is
accountable through the local directors to the directors of the parent company, Eurocorp.
Externally it has developed a network of relationships witliggoforces throughout the country
YR I ayvYlrff ydzYoSNI 2F g FANNVaAD® al Nl X GKS

department in functional and information sharing terms:
G¢KS LAEEINR 2F GKS gK2tS GSI Y Ivastyatiansza A y -
and security investigations so we have a lot of information flowing up and support across

iKS GSIyao ¢KS GSIFIya ¢2N] OSNE Of2aSte iz
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l RRAY3 (KS LIKeaAOrf &aSOdaNARdGe | aLlsSod 2F GKS
principd O2YLIRySyia 2F GKS O2YLI yeQa aSOdaNRAiGe I
7.1: physical security, business support, compliance control and enforcement. The integrated
approach promotes knowledge and information exchange between support,ctiete and
enforcement functions means that the BCP team not only reacts to all allegations of
misbehaviour including fraud, it also paatively seeks signs of fraud, error and process failures

through two key indicators of inventory: stock accuracy arghaaconciliation.

Figure 7.1: DEFSecurity and Compliance Department functions

Physical security Business support Compliance control Enforcement
Inventory Write procedures Business procedures| | Crime investigations
Infrastructure Training H&S, environment Evidence bundles
Access control Advice Personal conduct Police liaison
Internal space Data analysis Detection Civil litigation

With a future orientated prevention mentality in mind (Johnston and Shearing, 2003, p24), the
team manages the physical security systems throughl@torganisation, performs security risk
assessments and arranges for installations, improvements and upgrades where required. The
company does not employ manned guards; it relies on physically secured buildings, CCTV, remote
monitoring and alarm systemsif perimeter protection and internal space control (Johnston and
Shearing, 2003, p79).

An unusual attribute of the team compared to typical security departments as described by
Johnston and Shearing (2003) and Button (2007) is the business support fiufidi team has
evolved beyond the prevention model described by Johnston and Shearing (2003, p16): its staff
write business procedures with the cooperation of the user departments, for example sales,
purchasing and inventory procedures. Thus securikyaitenuation is central to the mentality in

the organisation of these core business processes. The team is thus well placed to train the
operational staff and provide advice on security, inventory management, standards and
procedures to branch, area aneérgor management. The business support role also involves
continuously monitoring and analysis of the inventory through the computerised business
systems to optimise stock levels. It uses the resulting data to identify abnormalities in the
inventory, salesand cash. The analyses are supported by periodic physical stock counts, 170

every month so that every branch is audited twice per year. The business investigations role is
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distinct from the crime investigations. Its purpose is to identify the causes obraial
circumstances, such as unexplained stock movements, unusually high customer refunds and

disproportionate credit levels, and to recommend solutions.

¢CKS LINARYIFNE LJzN1}2aS 2F (GKS GKANR StSYSyidz ¢
commercialand ethical objectives by promoting, monitoring and ensuring adherence to the
O2YLI yeQa LINAYOALX Sa FyR LRtAOASaAad ¢KS LINBO!
The function acts as an information clearing house. All intelligence and itsidenlogged and

then subjected to a triage and tasking process which determines what happens next, if anything,
and allocates the job to an appropriate member of the team. It receives information from the
physical security and business support activitigmncerning apparent discrepancies, Ron
compliances and indicators of crimes. It acts the central contact point for any employee who
wants to report their concerns and suspicions about any matter that involves unethical conduct
such as health and safetydaches, bullying, theft and fraud. It also receives referrals from the
K2GfAyS 2LISNI 2N¥» ¢KS O2YLl yeQa olyl KFa LI
Johnston and Shearing (2003, p148) for the compliance function. The bank cashiers advise the
company of every discrepancy between cash deposits and the deposit slips. They also call when
they find counterfeit notes. Just such an incident led to a request from a Branch Manager for

advice:

G. Ny yOK NBLRNISR (KFG (KSe& ndtes Rad iBe&nSotindyn2 G A -
banking from 18th June. Branch took £1720 on £20 notes on that day.Branch also stated

AAAAA

iKS® NBIJAANBR AYyT2NX¥IdGA2y NBIFNRAYI RSGSC

The enforcement function is principally a private investigation role which sdeath the
suspected crime incidents issued from the triage process. The investigators prepare evidence
bundles according to the disposition of cases, whether disciplinary, civil or criminal. They then
activate the security networkJohnston and Shearing003, p148) and liaise with the police, the
Crown Prosecution Service, criminal lawyers, civil lawyers, banks, insurance companies and other
businesses or internally with the operational management and HR. They frequently report
incidents to the police oActionfraud to share intelligence rather than in the expectation of an
arrest. In 2012 the company made out 346 reports which led to 29 arrests, an attrition rate of
92%. The team also responds to requests for assistance from other members of the broad

searity network. In 2012 the team responded to three Data Protection Act 1998 requests for
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employee and customer information, allowed the police to conduct a surveillance operation from

one of its offices and assisted the HMRC in a large fraud investigation.

Organisational structure

The organisational structure of the SCD team is in Figure 7.2. The team comprises three sub
groups: 26 people monitor and analyse data, develop procedures, 7 undertake critical inventory
audits and investigate failings, 7 aredieated security and crime investigators. The security and
crime team comprises trained professionals, both former police officers. All three groups provide

advice and support to all areas of the business.

Figure 7.2DEF¢ Security and Compliandg@epartmentorganisation

Finance Director

Business Controls and

Procedures Manager

26 employees 7 employees 7 employees
Business controls Business investigations Crime investigations
Business analysis Stock accounting Security planning
CtKS F2ftf26Ay3a RSAONARLIIAZ2Y 27F | GY2RST ¢ Ol as$s

components of the BCP department and the shift in responsibilities depending on the level of
offendinguncovered. The illustration commences with the detection of a problem through the

business systems and concludes with a complaint to the police.

GLF¥ AdGUa + t2¢ tSO@St OF&AK NBTFTdzyR LINRof SY3
They come alog, go to site, look at the evidence there. It might be breach of procedures,
just not complete on signing them off or whatever it might be. It will just be a short
report and operations management can decide whether any disciplinary is needed or

some retraning to do; we might use some of our own business support team to follow
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through and make sure that the branch are aware of what they are signing off and what

documentation should be kept, that process side of it.

But if there is then a breach and evidenof multiple cash refunds going somewhere, a
credit card or whatever then we will go that much further with it, identify the individual

and then it will be through a disciplinary process. If we then find there's fraud or
employee theft, we'll build the wddence packages and the exhibits and report it to the
LRt AO0OS® 2SS R2 KIS | LRftAOe dKFG SOSNE O

Training

Training is an essential attribute for ensuring procedural compliance (Braithwaite and Fisse,
1987), gaining ammitment to crime prevention programmes (Johnston and Shearing, 2003,
p80), introducing countefraud cultures (Button and Brooks, 2009) and developing a high
functioning ethical climate (Trevino and Weaver, 2003). Training and advice is a key responsibi
2F £t FNBlLra 2F GKS ./t GSFY®d ¢KS NI Atfler y3I
220¢ TFSSRoOoOIFO1l GNIAyAy3I RSAONAROSR Ay U(UKS a4y

three interrelated operational objectives which are defiresifollows:

Prevention = remove the opportunity / rationalisation element through risk assessments,

whistleblowing, embedding tone from the top, fraud indicators and checklists

Protection = robust controls and procedures, compliance checking, trainimy a

awareness, monitoring

Pursuit and detection = central tasking and support, convert intelligence into evidence,
preserving existing evidence, swift and concise action, police and legal liaison,

prosecution advice, confidentiality

The prevention objectie references the removal of the opportunity and rationalisation elements
2F GKS FTNIdzZR GNRIy3IES 6/ NBaasSez moppood ! ff
intranet. The overheads produced for the training package include screenshots ofttheet
showing how to access procedures, and how to report crimes through the computer system or
through the confidential hotline. The company uses an external provider fdnertraining in

anti-bribery, corruption and competition law.
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Publicity, reognition and reward

The SCD team promotes its visibility and activities through its contributions to team briefings and

a column in the company newsletter under the sth yS d{ SOdzZNA G & 2 | O
describing fraud events and examples of bebavito be aware of refresh the antrime
message and its perceived value to the business. Bgoading the articles alongside features on
business initiatives, health and safety, environmental programmes and charitable activities, crime
prevention is sein the context of positive social values. Mark uses the newsletter along with
training, visual displays and team briefings to stimulate attention to thefasutid message. The
articles affirm the normative value of engaging with the SCD team by reaugnike
contribution of named employees who have stepped forward to report their suspicions. This
simple, no cost reward by recognition technique publicly acknowledges the value of the
individual and their contribution to the company. It is the sort of mgement technique
advocated by scholars of organisational ethics (Brown, Tevino and Harrison, 2005), that is to
NBgl NR SGKAOIE o0SKF@A2dzNJ FyR y2i0 2dzad ¥F20dz
contributions to the compliance and crime preventionin@dte are also recognised at
performance appraisals and when considering promotion opportunities (Weaver, Trevino and
Cochran, 1998).

7 A

5St A@SNAY3I (K O2YLI yeQa AyaSyidrazyay RSO

In addition to the proceduratiocuments that proclaim the values and behavioural expectations

of the company, working documents and reports were provided as evidence that the company
R2Sa o6KIG Al areaod ¢KS Y2ald LRgSNFdA STARSY(
reports. The Incident Log is a server database that records brief details of every security related
incident brought to the attention of the SCD team and every prevention intervention by the
GSFYDd ¢KS FyydzaZf WhFFSYRSNI hdzi O8ovided saNdBani2 NJi
Mark provided the records for 2012. Table 7.1 summarises the data from both reports. Of the
1,475 events recorded, 310 are prevention and administrative activities, the remaining 1,153
entries are records of actual and potential incitenf damage, harm and financial loss. Of these,
646 are actual financial loss episodes (see Table 5.7 of Chapter 5). The total number of detected
fraud loss incidents is 278 worth £655,708; 179 are external fraud events (£474,430) and 99 are
employee frads (£181,278).
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Table 7.1: DEF Groupummary of security incidents 2012

External Iqternal Employees No No Direct Net loss
Category of harm | Incidents arrests dismiss | disciplined / outcome | utcome shrinkage c
& dismissed % loss £
arrests

Admin 310 - - - - - - -
Accident- fire 3 3 100%
Accident- RTA 1 1 100%
Arson 4 4 100%
Bad debt 5 5 100%
Burglary 44 2 42 95% 88,081 88,081
Burglary- attempted 43 43 100%
Careless stewardship 4 5/2 0 0% 902 0
Drugs / alcohol 2 1/0 1 50%
Drugs / alcohot RTA 1 1 0 0%
Fraud- external 179 8 43 /2 140 78% 474,430| 434,432
Fraud- external- 108 108 100%
attempted
Fraud / theft- 99 13 67 /24 33 33% 181,278 | 150,591
internal
Harassment by 5 1/1 4 80%
management
Health and safety 8 3/0 5 63%
Procedures breach 93 59/13 48 52%| 160,035| 114,851
incurred loss
Procedures breach 193 193 100%
no loss
Smoking 1 1/0 0 0%
Intelligence 106 106 100%
Theft- external 179 8 1/0 171 96% 138,151 | 135,069
Theft- unknown 48 1/0 47 98% 39,602 38,387
Theft- unknown- 36 36 100%
attempted
Threats / assaults by 3 3 100%
public
Totals 1,165 ‘ 18 ‘ 14 ‘ 182/ 42 ‘ 993 ‘ 85% ‘
Total detected 646 18 13 176 /41 481 74% | 1,082,479 961,411

shrinkage
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Crime and compliance patrols

The 310 recorded prevention activities include responding to false and real security alarms,
arranging new security systems and attending branches for stock loss investigations, branch
reviews, risk assessments and security audits. These branch visitislepmyportunities for
Sy3al3sSySyid sAGK 2LINFGA2yLf &aGFFFZT SYLKI&AT A
the supportive and enforcement functions of the SCD team. Their primary purpose is not crime
detection. Just as the police patrol is areffective means of crime detection and prevention
(Button, 2002, p110), branch visits rarely stumble upon criminal activity, but when they do they

can be very valuable. The following is a summan@CD case report.

David, a Business Support Analyst visited kiddlemarchbranch to review

stock location identifiers.He overheard a customer making a complaint

regarding goods she had ordereavid decided to examine the relevant sales

transaction on the sales systeide found that a cash deposit refund had been

generated in October and the money credited to a Visa Debit card under the

2LISNI §2NJ dzaSNJ O2RS a!!'é¢d IS aSHNODKSR F2N
the same card and found that Sales Assistangela Andrescuhad made a

staff purchase using the card. Suspicions raised, David extended his search on

the system and found a number of refunds totalling £1,993 credited to

Andreescu He called the Crime Investigations Team. Investigatdarris

attended the branchthe following day and interviewedAndreescu She
AYYSRAFGSt® FRYAGGSR (2 GKS FNIdzZRa FYyR Y
O2yaLIANI 02N hQwSAftfe g2dAd R I NNIy3aS F2N (
the branch.Andreescuwould charge these custometke full price but show a

discount on the sales system. She credited the difference as a deposit refund to

KSNJ LISNE2YLFf | 002dzyd I yR asndréeR®Rvasi KS LINE (
immediately suspended, reported to the police and arrested. Harris coadinu

his investigations the following day and discovered 391 fraudulent transactions

using the same script dating back to August 2009 with a total value of £34,718.
Andreescuwas charged with eight counts of fraud in the following February.

hQwSAf f &hislrdRYird thal Gmdpiracy and became a witness for the

prosecution.
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The report concluded thaAndreesc@ discount refund fraud resulted from
inadequate supervision. She had manipulated her line managers by giving the
impression of being a trustworthjkeen and ambitious member of staff. The
report recommended that line managers pay more attention to staff members

who are working remotely to prevent abuse of trust.

The characteristics of thecaseare worth exploring Andreescuwas a habitual, opporturiis
offender who was not under financial pressurand conspired with others to exploit an

dzy F2NBaSSy ¢S 1ySaa .Myg husbaRivaORsMocdssfubbQsinessivamy ( N2 €
she admitted using the money to finance the building of a house closentdamily in Romania.
TheMiddlemarchoutlet was a small branch normally run by two sales staff. Howthaesecond
employee wasfrequently absentwhilst covering absences at another branch. Tiegional
YIEylF3aSYSyia O2y i NPManajekhdai neddBoabéd SoRtinudugiivel it (
potential implications ofthangesat branches The management also needs to be aware of the
potential damage from a high volume of low value frauds. The scheme had remained below the
radar for over two yea because the average value of each event was just £89. Nevertheless once
detected, the SCD team and the business systems proved their worth in encouraging a rapid

admission of guilt: the total time from detection to arrest wasttwo days.

Business arigttics

2 KAfal GKS O2yaidlyld Y2yAG2NRARy3a 2F GKS O2NB ¢
systems is an efficient means of identifying problems, human intervention is required to identify
the cause. The analytical methods are not daiiaing techniques designed to detect fraud
Button and Gee (2013, p109), rather they direct the Business Investigation Team to examine
significant sales and inventory problems which may then expose fraud as the cause. For example,
during 2012 the cashiers detected!d incidents of cash discrepancies worth £317,717. The
majority were simple counting and processing errors, but 12 incidents worth £15,697 were
classified as fraud. Two of these incidents valued at £8,612 resuitetie arrest of two

employees. Culpabledividuals could not be ideriied in the remaining 10 cases.

In the following case a SCD analyst detected a credit refund problem at their Ayr branch.

In January 2011, an analyst identified a significant increase in refunds to

customers. A member of thBusiness Investigations Team, Matthew Hunt, was

120



despatched to conduct a review of the credits. He found a number of suspicious
refunds to several customers, but all credited to just two credit cards, and
neither card had been used in any original pureéhakhe investigation identified

54 events over a 30 month period. The total loss was £27,576. Two days later a
member of the Crime Investigations Team, Michael Harris, attended the branch
and interviewed the Sales Manager, Gerry Wallace, under cautionlat®al
admitted to the frauds, citing pressure due to a gambling addiction. He claimed
he had claimed he intended refuridg the money. He was immediately
suspendedand thendismissedl? days laterHe wasfinally arrested 20 days

after first detection The ompany quickly recovered £7,004: Wallace returned

£4,630 to the company and £2,374 of final salary was retained.

The investigation report concluded that the offences occurred as a result of
poor supervision and controls. The Branch Manager resigned. &pertr
recommended that all card refunds must be returned to the original card of

purchase.

This case was similar to they’ R NBE S a O dzefund Bchein®. 2 dyy difference was the level

of refund. The average event value in the Ayr scheme was £51Lianiffio alert the analysts of

a potential problen. The investigators respondedithin two daysto identify the scheme and the
perpetrator. The police would not be able to act so quiclBgcausetie internal team knows the
business, the procedures and troperation of the systemsthey are able to build accurate
evidence very quickly. The rapid momentum of the Andreescu and Harris investigations
overwhelmed the defendants ankkd to speedyadmissions of guilt. Once a fraud has been
RSUSOUSRIE ({syste bBecomegzmpynsriuldtool for the investigators. In Wallend

case described later in this chapter, the investigators used the business system to monitor the
sales out of the branch to a prohibited customer. The Branch Manager and his assistant wer
oblivious to the risk of detection through the keyboard. It appears that employees become so

accustomed to the evepresence of the inert computer screen that they forget that it creates an

indelible record of transactions thakecome evidencéor subseaent investigations:

G2 KAfalh az2ySsS 2F GKS OFrasa OFry o6S ljdzaidS O
never that bad that you can't build a good solid case out of the evidence with a good ERP
[Enterprise Resource Planrjirgystem at the back of it. Some people have the visions

that if they rip the piece of paper up in the branch, that's the evidence gone. We have
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that mentality of people in the branches sometimes. So it is very easy to build a case and

present the file folk (0 ® ¢

An important product of the work of the analytical function is a cleaner database. The reduced
error noise levels assists the investigators to identify and extract cogent evidence. Interview
participant Eric, a former police officer and current sgiyuconsultant, explained how weak

transactional controls and poorly maintained computer records frustrates investigations:

GLF L 32 G2 GKS t2fA0S ¢gAdGK I OFrasS FyR
systems whatsoever, and the computercoeds were all over the place, the chances of
getting a successful prosecution would be very, very difficult. So if there's nothing in
place there would be no evidence to prosecute. Some of the local authorities are a bit
like that: they do not have systesrand controls in place and something goes missing and

FffS3FrGA2ya N8B YIRS odzi GKSNB Aa y2 NBI
Watchers and informants

¢tKS LYOARSyYy(d [23 O2yidlAya wmny SyidNaASa GKIFi
intelligence gathering fnrm anonymous internal and external whistleblowers (informants), and

concerns, complaints and suspicions raised by identified managers and other employees
(watchers). The following is a typical example that illustrates the value of responsible managers
flaggng problems early. In this case a new branch manager suspected the previous manager,

who had relocated to another branch, of a £3,120 fraud loss. Tdmeager was dismissed:

GDa W2KyYy {YAGK NBLRNISR GKFG SE .a | I NN
return to his old branch of Cardiff. His transfer has taken place and John Smith has found
that 6 boilers value £3000 are missing and Harry Wilson has given goods valued £120 to a

OdzaGt2YSNJ FNBES 2F OKI NBS®¢

The security team receives about 40 calls eachr geahe confidential hotine. However a close
examinationof the database reveals that 80% of the 1,153 recorded harm and loss episodes are
not detected byconfidential whistleblower reportsgold analyticsr proactive forensics, rather

they are broughtto the attention of the security team by employedgkrough normal

YIEYyF3aASYSyid OKFIyyStad ¢KAA T2 Nk canpanyWét oifylin A y 3
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respect of concrete allegations but also in relation to more indeterminaiietelligence and

questiorable, attitudes and behaviour of employees which could signal fraud:

dhyS GKAy3 GKIFIG ¢S 1SSLI) LMMzZAKAY3I A& (y26A
KSFNJ GKIFG CNBR Ay GKS g NBK2dzaS Kl a 0SSy
wondered about ¥ 6 SOl dzaS S@SNE GAYS L &4SS KAY K
But you get two types of people. Those who accept what's going on around them, and
iK2aS 6K2 62yRSNIQE

The willingness of the employees to act as ethical monitors or watchers is aticgfle¢ the
positive ethical climate of the organisation (Weaver and Trevino, 1999). The support of
management is crucial in empowering a greater number of employees to question observed
behaviour and not simply accept it as normal. The following is aidenic Log entry that
illustrates the value of the intelligence gathering and security alerts that the climate promotes. In

this instance a fraud was prevented by a previous security alert:

G. N}y yYOK NBLRNISR GKIG 2y wniKas{HeduB@lotk S NJ
(sig contacted the branch claiming to have a Smith Builders account and wants to

convert to a Dennis Plumber acc so he can purchase bulk Vaillant boilers. Staff aware of
{ SOdzNA (ieé OANDdzZ I GA2Yy AYy WdzyS GKFIG GKA& Yl

Becausespeaking truth to power requiremoral courage (Ramamoorti, Morrison, Koletar and
Pope, 2013, p109) or enhanced internal locus of control (Rotter, 1988)plaining about the
behaviour of line managers can be very difficult for employdefeature of eganisations with
strong ethical climatess theh NJ S Y LJogfidefce ha such complaints will be handled
effectively and sympatheticallyn the following case ®EFsupervisor attempted to coerce two
employees into a fraudulent conspiracy to misapptafe boilers. The driversaghtly felt that
they would receive management suppavhen theyreported the incident. fie supervisor was

subsequently sacked

G! NBF 5ANBOG2NI / 2t Ay CIFNISe@ NBLRNISR GKI
that the Warehouse Supersor had approached them individually and asked them if they
would take boilers out of the branch without paperwork. Both Drivers refused and the
Supervisor then stated goods could be left in their cab (without paperwork) which they
wouldt- 1S 2dzi 2F GKS ONIYyOK |yR GKSYy G(GKSe& g+
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Though the majority of the records are related to financial loss from criminal activity, Table 7.1
shows the range of misbehaviour the security team deals with, from arson, traffic accidehts a
substance abuse to breaches of health and safety procediifesimportant observation is that

59 CQa Y| ydsparisl YoSaff teports in the same proportionate way irrespective of the
nature of the alleged behaviour. Fraud is not addressed more ldgientaggressively than any
other offence.Thesafety incidents include branch manager warned for keeping an air rifle in
his office and a fork lift truck driver disciplined for refusing to wear a seat belt. Seven of the
complaints brought to the attentin of the SCD team describe the offensive behaviour of

managers towards staff and customers. In the following example the manager was dismissed:

! NBIF 5ANBOG2NI [ 2NYyS DS2NHS HK2 NBLEZ2NIS
behaviour of BMFrank Rollinsvho is constantly swearing at staff in front of customers.
1S fa2 KF-a 0SSy aSEdzaft KFENIaaAy3a {IfSa !

Although tassic anonymous whistleblowing is much rarer than reports through normal
management channels, it does expose fraudstéfre Jefferson case introduced in Chapter 6 was
the largest fraud detected by the SCD team worth £850,000. The scheme was brought to the
attention of Mark in 2008 byrainitially anonymousvhistleblower, but in due course turned out

to be the aggrieved reband of the Financial Controller of one of the corrupt suppliers. His wife
was having an affair with the Managing Director of the supplier. A more recent example is the
following complaint received in 2012 and logged onto the incident register. It watatvely

minor payroll fraud and led to one final written warning and five verbal warnings.

G SGGSNI NEBOSAGSR FTNBY |y SYLX 28SS 6K2 gA:
allegations against the BM and the way he manages the braadichying drivers nbto

work the Saturday rotaallowing another staff member to drive the branch lorry in
absence of driverallowing Tool Hire staff to claim hours not workedlowing staff to

FTNI dzRdzf Sydte faGSNI GKSANI GAYS aKSSiaoe

Procedural nortompliance: sanctions dronthe-job training

Referring to Table 7.1, the number of employees disciplined for recklessness in their handling of
the stock and sales processes illustrates the prominence of procedural compliance in the

governance of the company. In total 109 emmey were disciplined including 17 dismissals.
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Included in these numbers is the apparently paradoxical statistic, the 43 employees disciplined
for external fraud incidents. The statistic reflects the particular importance the management
attach to proceduratompliance for the maintenance of fraud defences. All 43 employees were
sanctioned for failing to comply with customer verification and credit procedures. Their offences
were not the original crimes but the lack of the required vigilance which amountedstrious
breach of internal controls. The following summarises a report by a DEF investigator. It illustrates
how the company uses fraud incidents to reinforce internal controls through disciplinary
procedures and oitthe-job training. The investigatoredrnt of the frauds through its nodal

relationship (Johnston and Shearing, 2003) with a bank. The script is a simple credit card fraud.

Two Assistant Branch Managers, Stuart Jones and Jim Furnis working at the
same location inVallendaccepted telephonerders from a customer using a
Visa Debit card. The two orders worth £441.36 and £480.68 were placed within
four days of each other. The goods were collected from the branch on the same
days as the orders were placed. The bank called seventeen days aftesale

to advise that the transactions had not been authorised by the cardholder.

The SCD investigator attended the branch 6 days later to examine the
transactional paperwork. Both invoices failed to show any means of identifying
the customer: no custoer details, signatures or vehicle registration numbers.
Both employees admitted in interview that they did not ask to see the Visa
Debit card when the customer attended the branch. Stuart Jones admitted that,
with his experience, he should have known bettdim Furnis had only been
with the company for two weeks, was unaware of company procedures and did

not think to ask for the debit card.

The investigator reported the case to the police and passed it to the Branch
Manager, Dennis Brown, for appropriateternal action. Jim Furnis received

verbal counselling from Dennis Brown. Stuart Jones received a verbal warning.

The investigator recommended that staff should be made aware of the
O2YLI yeéQa LRftAOe YR LINPOSRdAzNBA udi KIF G NB |
attend the branch for an identity check before the goods are released. Any

other person collecting the goods must pay by an alternative, legitimate means.
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Conclusions

| SYNEQa LISNOSLIiA2Yy 2F (GKS SGKAOFE OfAYF(GS 2+
the head of the Crime Investigations Team and a former police officer, he clearly sees
correspondence between an ethical climate and effective security ganemand expresses this
alignment in terms of the setting and acceptance of rules, including keeping to the speed limits.
He also strongly associates the identity of the UK subsidiary (DEF) with the global group identity

(Eurocorp):

GL &1 & Icerlidrked O Privaetiridstigation and now for Eurocorp. | have no
hesitation in saying that Eurocorp displays the finest ethical behaviour | have ever seen of
an organisation. They live it and that is very important. | was TUPE'd into DEF when they
took over the investigation company | worked for. | travel from Scotland. It used to take
no K2dz2NE® {AyOS o0SO2YAy3d t+y SYLX28SS AdGY
AaGA01 G2 GKS aLISSR fAYAGADPQ LUY | DbitNI Ay S
don't, because that's how Eurocorp are. Ethical issues are very important to the board
and that's been driven by the CEO in the UK and in France. Health and safety is the first
F3ASYyRF AGSY 4G Fff 062FNR YSSGAy3aodé

Ahardy 2 8 SR | 002 dzy i the dexeipmen$in thedediBal dirfate of the company is

the reduction in inventory shrinkage from £25M/y to £5.9M/y, 61% of which is fraud of all types
and 16% is occupational fraud. The figures support the contention that cofraied work is a

sound e&onomic investment (Button and Gee, 2013, p181). From the sociological perspective a
further meaningful metric is that nearly 1,000 recorded harm and loss episodes are reported in a
year by identified employees through normal management channels and Qustiginate from
anonymous whistleblowing. These figures suggest that, reflecting the social values of the
2NBFYAALFGA2YZ Wl GOKAY3I 2dzi F2NJ SGKAOAQ 62 ¢
behaviourwithin DEFBraithewaite and Fiss@987) describesuch organisations as being full of
WEyaSyyrSQ gAGK | OdzZ GdzNB GKFG Aa FESNG G2
company, which really means its leadership and management, are sincere in that they enact what
they espouse. (Gruys, Stewa@oodstein, Bing, and Wicks, 2008) identify such values enactment
Fa | O2NYSNEG2YS Ay (KS AyGSaNIGA2y 2F SGKAOC

¢ KS 02 YLJ y-BaOdstrategyds/ndtSiNdsolated endeavoiirjs integrated within the

broader security and ethical compliance programme (Greening and Gray, 1994). Management
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deals with occupational fraud in the same way as any other serious offence. It is not ignored,
brushed aside or covered up, irrespectiverolie or seniority. It is not an unmentionable dirty
word or disease, rather it is carefully defined, labelled, exposed and confronted. Consequently
TN} dZRQa LISNDOSAGSR Sljdza gkt Sy0S G2 SEGSNYI ¢
empowers employes to escalate their concerns through normal reporting mechanisms with the
SELISOGIGAZY GKIFIG GKSe gAft 0SS | RRNBaaSRo
perceptions by using the sanctions toolbox (Butmd Gee, 2013p133 in a proportionate
manner br specific and general deterrence purposes (Maguire, 2QDi&iplinary warnings are
used alongside othe-job training to encourage improved behaviour and work performance,
dismissals remove risk and criminal prosecution is the principal general detert®@ol. The
external state justice systemiBave becomel y Ay G S3INI tf FSI G dzNBud 2 F
strategy. Chapter 8 provides an insight into some of the difficulties the company encounters in

accessing the justice systems.

As elucidated in Chapte 5 and 6, most of the occupational fraud offenders are occasional
offenders who fit the Cressey (1953) model, individuals pressured by personal circumstances. A
minority are habitual, high value offenders. The nature and structure of the business with
approximately 1,000 branches distributed throughout the country means that the vast bulk of
the operational staff operate in small groups remote from central control and from each other.
Occasionally therefore, following thdifferential association modglocal climates emerge which

stimulate corruptgroups.

LYySgAaidlofe GKS O2YLIlyeQa AyFtdzsSyOS Ay aKlL
Consequently it relies on a situational crime prevention mentality (Clarke, 1980) to protect itself
against extemal fraudsters. These defences rely to a great extent on the vigilance of its people
and, to a lesser extent, its external security network. However the important observation is that
its emphasis on shared ethical values and on compliance with fraudenegiifocedures has
proved to be an effective security mentality (Johnston and Shearing, 2003, p29) in relation to

bothinternal and external fraud.

hyS 2F GKS aiNBy3adka 2F 59CQa | LIIINRBIFOK Aa i
inventory shrinkage to detect fraud. Monitoring sales, refunds, cash and inventory for
abnormalities exposes process failures which are investigated and dealt with, whether fraud,
error or negligence. The major shortcoming is that similar methods have not bded mit to

other business processes, such as purchasing and payroll, which are not perceived to be key
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0dzaiAySaa RNAGSNE® ¢KS YIFylFr3asSySyd GSIFyYy FLILISH
2FFAOSE TFdzyOliAz2zya GKI G Odnsks AsSilioSratdd bbySthe LIbfieddoi O dz
contract bribery fraud case. Indeed, in observing that ethical complaints from suppliers were
rare, Mark suggested that those they have received were motivated by an unwarranted selfish

grievance:

G2 S R2yUiangfoim supdliddstbut where they are it's usually because they've
lost a contract and somebody else has got it so they're a bit suspicious about why they've
tf2ad Adoe

That none of the incidents logged in 2012 originated with reports from suppliersaitedi that
management has not reached out sufficiently in communicating its ethical values to suppliers in
order to harden its security defences against contract bribery frauds. Just as Weaver and Trevino
(1999) and others argue that the grand ethical thesmcan be decoupled from the normal
activities of an organisation, so elements of a theme can be decoupled, perhaps through
ignorance, oversight or deliberate intent. The dangers of ignoring the supply chain are examined

further in Chapter 9.
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Chapter8

DEF Group Case Study Part Il: The Sanctions Toolbox

Introduction

Chapter 7 traced the values of DEF Group from its proclaimed ethical code through its structures
and written procedures to the behavioural responses of its employees. The attributesaatsd

of the business suggest a values orientated organisation (Weaver and Trevino, 1999) with an
integrated ethics programme (Weaver, Trevino and Cochran,d99® important component of

its security and compliance strategy is the use of sanctiosggttal its opprobrium towards fraud

and corruption, to support the justice motives of its employees (Weaver and Trevino, 1999) and

for deterrence purposedaguire, 2002; Bandura, 1976, p321

Classical theory states that punishment should be certain, quick, understandable and
proportionate to the offence (Newburn, 2007, p115). As much of the empirical crime research,
particularly whitecollar crime, that has attempted to measure the deterremégcacy of each of

these dimensions has been based on unrepresentative recidivist statistics (Weisburd, Waring and
Chayet, 1995; 2001) and vignette perception studies (Nagin and Pogarsky, 2001; 2003) the results
are inconsistent. There is consensus thattainty of detection has a deterrent effect, but the
evidence in relation to speed and severity is inconclusive (Maguire, 2002; Paternoster, 2010).
Maguire (2004) concludes that sentencing has a limited capacity for reducing recidivism, but his
research dta is based on street crimes and active, repeat offenders. A common weakness of the
studies is their failure to isolate the personality trait variables of the participants or the
individuals behind the statistics. Deterrence theorists have generally asbihat everyone is
motivated rationally by their perceptions of risk (Paternoster, 1987). Yet people do not all
perceive risks in the same way. Jacobs (2010) defines deterrability as the willingness to engage in
rational choice calculations. Pogarsky (2PQdescribes three types of people: the acute
conformists who would not contemplate fraud, incorrigible offenders who are impervious to
dissuasion and the deterrable majority. Referring to the ethical distribufiéigure 6.2)in
Chapter 6, it may be exptsxl that those in the deterrable majority (Pogarsky, 2002) with higher
levels of cognitive moral development (Kohlberg and Hersh, 1977) would be put off by the

prospect of detection dismissaland stigmatisation penalties (Nagin and Paternoster, 1994)
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whilst those at a lower stage of moral development would require firmer sanctions. Chapter 6
posited that most occupational fraudsters are not sociopaths, they are psychologically normal

people. As such they ought to be susceptible to the conditioning effedsible sanctions.

.dzid2y FYyR DSS 6HnmoI LlMoo0 RSAONAROGS GKS I @t
and provide an extensive list of criminal, civil, regulatory and private sanctions. This chapter
explores some of the problems assocatevith criminal, civil and disciplinary routes. The
SEFYAYLGARZY 2F 59CQa alyOiArzya LRtAOE |yR
(Johnston and Shearing, 2003, p138¢judingthe state justice systems, provides an insight into

the difficuties, frustrations I Yy R dzy SELISOG SR 02y asSljdSyosSa SEI

management as they strive to maintain an effective coufitatd climate.

Aftrition

hyS YSIadwNSE 2F GKS STFSOGAgSySaa 2F 59CQa
achieving a reduction in shrinkage over a decade from £25M/y (2.1% of sales) to £5.9M/y
(0.49%), of which 88% is losses from criminal activity, 61% is fraud of all types and 16% is
occupational fraud. A second measure is the attrition rate. Referring bdeTal, the incident
attrition rate for external frauds is 97% including the 108 prevented frauds; the lower attrition

NI GS F2NJAYGSNYyErf FTNIFdzZR k GKSTUO Ad o000z ® 9ODAF
far more in the deceitful behaviour ofmployees than external parties, even if it is just
disciplinary warnings: 43 of the employees implicated in internal frauds received warnings,
principally because there was insufficient evidence to justify dismissal and reporting to the police.
ManagemenQd &LISOAFAO RSIGSNNBYOS 6dal 3dZANBE HANHD
a20A1t fSIENYyAy3a GKS2NE G2 FR2dzald SYL}X 28SSaq
(Bandura, 1976). Of the 37 employees who were dismissed and reported to the, ddioere
arrested, an attrition rate of 65%. For just the external burglary, fraud and theft categories, the
police were called 309 times leading to 18 arrests, an attrition rate of 94%. Expressed in fractions,

the arrest rate for internal crimes is 1 3nfor external crimes itis 1in 17.

Ethical distribution and the sanctions toolbox

The axiomatic conclusion that can be drawn from the attrition data is that the organisation is
virtually powerless in influencing the morals and behaviour of peopleidritsf the company
through the use of sanctions. There it relies on wider social norms, the law enforcement agencies
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and hardening its defences (Clarke, 1980). However the ready access to evidence, available
withesses and a relatively small pool of possiblspects makes occupational cases easier to
investigate and conclude. Consequently management should be able to exercise more choice
over the appropriate justice route when dealing with errant employees. Reflecting on the ethical
distribution and offende models developed in Chapter 6, management needs those options, a
sanction toolbox (Button and Gee, 2013, p133), to ensure a proportionate response to each
AYOARSY(G 0bSgodaNYyEZ wHnntI LMmMp0I 2yS GKI G NEF
Weave, Gibson and Toffler, 1999) and governance mentality (Johnston and Shearing, 2003, p7).
A disciplinary slap is insufficient for an habitual, low moral offender; a criminal record is perhaps
too severe for the falsification of one stock record to hide atakie. A sanctions policy should
reflect that even minor frauds are more serious than poor work performance. One size does not
fit all. However in the following sections we learn that ready access to evidence is not the sole

determinant of accessible jusg.

Justice rationalisation: judicial, internal or none at all

The person responsible for administering the justice processes within the company depends on
the nature of the offence. For lower level infractions, disciplinary proceedings are administered
by the immediate line manager. However the SCD team is authorised to intervene and
investigate any case which appears to involve criminal behaviour. The trigger for the Crime
Investigation team to completely take over a case is the decision to dismiss. @nemployee

KFra oSSy RAaAYA&aaSRI GKS tAYyS YIylF3aSNRa NBal
administered at the head office and decisions to actively pursue civil or criminal justice sits with
the Crime Investigation team. Of the three jiggt routes pursued by Mark, criminal sanctions are

the lowest priority:

G228 (Stf 2L w2LISNIGA2yae GKSNB | NB (KNEB
so remove the risk, which is why we tend to get the suspension and disciplinary process
O SNJ Fa ljdzAi O]l Fta ¢S Olys NBO2@SNI lFye f2aa¢

al Nl Qa LISNOSLIiA2y 2F GKS Llz2N1}2asS 2F alyoOiaAz
Shearing (2003, p24). They suggest that security governance strategies typically only seek
punishment for past events to bolster future prevention through enhanced general deterrence.

Following classical Beccarian theory (Newburn, 2007, p115), Mark seeks the general deterrence
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utility of a sanction that is proportionate to the egregiousnesshef trime. For him the message
GKIFG GKS alyOlAzy aevyozfAaasSa Ad AYLRNIFIyGo

employee fraud incidents to the police:

G/ 2yaraidsSyad LRtAOE yR O2yaradsSyd vySaal 3¢
we are going to find something then we are going to report it. There is no reconciliation
2N yS3aAz2G0Al A2y 2y GKS SEAG 2F | LISNE2YS
GSNE Of SINE WLFT @e2dz 2FFSYRI ¢S gciplindry NB L.
LINEOSaadNSHAAUAI 0 F2INRP OSaa dé

Criminal prosecution

Ly AYLRNIFYGd aLsSoid 2F GKS alfglea NBLERZ2NIL FN
FNIdzZR FYR LI22NJ 62N] LISNF2NXI yOSd 2 Scufty abd | f
ethical values are maintained by disciplining rammmpliance and poor work performance, and it
occasionally leads to dismissal. If the strongest sanction applied to fraudsters were only ever
dismissal, it would signal to the workforce thatdchis no more serious than poor performance.

The risk in the policy is its reliance on the police and prosecution services to give it meaning. In
0KS WSTFFSNER2Y OFasS GKS LRaAGAOS YSaalasSa TN

were underminedoy the negative message broadcast by the failure of the criminal prosecution:

b2 ONAYAYlFf NBO2NR® {K2dAZ R KS aSNBS | LI
point of view, yes. From a tax payer point of view, I'm not quite sure because | suspect h
will never re2 FFSYROXXPECKS ySAFGADBS oAl F2N dza
AYGSNyrtte Ay GKS odzAaAySaay WSTFSNE2YyQa =

al N] Qa O2yOSNYya Oy 085 AYyGSNLINBGSR Ay 2NHI VA
and Toffler, 1999): ithe absence of any prosecutions, the promise to report all offenders to the
police would be empty rhetoridii ¢ 2 dzZf R dzy RSN¥YAyS GKS Yl yl3SYS
0KS adzadlAyroAtAtGe 2F GKS 2NBlIyAal G§Amgyaad Sa
Wicks, (2008). In deterrence theory terms (Maguire, 2002), Mark is anxious that a lack of
4dz00SaaFdAd LINRP&aSOdziAz2ya ¢2dAZ R &adzo SNI GKS 2N
GKS O2YLIl yeQa | YOAGAZ2Y A | NBesy dligdNBhatisNiilitarign a O z
202SO00GAQGS 2F GKS aidlidiSQa LINRpaSoOdziAz2zy FyR LM
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wider society (general deterrence) and to reform the criminogenic behaviour of convicted
individuals (specific deterrence) (Maguir2002). An eager organisational victim with ready
access to evidence and witnesses would seem to provide the law enforcement agencies with a
NAOK @SAY 2F 2LILRNIdzyAiuASa G2 RSEAOSNI GKSas
the observations oDoig and Levi (2013) that the state bodies have a different view and their

priorities frequently lie elsewhere:

G2S KFR F OFasS R2gy Ay {d2NNBe& fFad &SI NJ
about £1,800, and we got a letter from the police sayingttthey would not be
progressing it any further because currently fraud was not one of their agenda items,
they were concentrating on domestic violence and burglaries. So thanks very much and
2FTFT ¢S 32 ¢

His perception is that police interest declinesemhthe reported offences are low in value or
some form of private justice has already been secured. He sees these instances as missed
opportunities for the criminal justice system to apply an effective specific deterrence before

neophyte offenders develomto habitual criminals.

GOetKS LRfAOS are8 W2KIG R2 @&2dz gyl dza G
Y2ySe oFO1® 2KIFIG R2 @&2dz ¢lydiKQ LUR fA1S
that he is free on the streets, we have dismissed,himen there's every chance that he

will go and work for a competitor of ours, get a job there and refine his technique and

YSEG GAYS GKSNBUYtEt 6S | mMp=Znnn 2N mpnZnanj
R2yud 338G | NBTF S NBayfdedeKd butif I8t of cadedviell say tadt T
(KA LISNE2Y 62N] SR FNRY RIGS | G2 .35 y2 Y

¢KS ySdziNIt SYLX28YSyid NBEFSNBYOS Ad& AYRAOI
individuals unilaterally, even with aon-da LISOAFA O WINRA& YAaoz2yRdzO
RSAONALIIA2yd LYGSNylrtte GKS AYRAGARIZ f Qad SYL
outside world he is just an eemployee. Organisations need the support of the courts in order to
attach the fraudster label to an eemployee, without it organisations risk libel claims. The result

is that dismissal most often remains an unqualified, secret sanction. It fails to discriminate

between fraudsters and those who were simply in the wrong job. Witteoariminal record, or
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indeed a successful civil claim, the power of dismissal as both a specific and general deterrence is

substantially diminished.

For a nationwide organisation such as DEF Group, the lack of consistency across the police forces
is a gynificant problem. Mark cannot predict whether the police will take on a case. It depends
more on local priorities, workload and competencies than the merits of the case:
GeKIFIdGga oAl 2F F NBRdz SGGSsE @&2dz 3S6 a2
FNI dzR FYyR Aa | o0AG FAYFYOAlLt YAYRSR lyeégl
G2 3SG Yé (GSSGK Ayldz20dQ hy GKS 2GKSNJ KI yF
Wz KIdgga +Et GKAAK 5S0A0 Aa ¢KI (atwe bKesSe |
with them. We at times still come across officers that are not aware of the Fraud Act and
who still talk about the Theft Act. We say, "What about abuse of position in the Fraud
Act?" and they say, "Yes, that would be quite easy wouldn't it."stNleget that in forces.
We have this inconsistency of approach that the type of officer that gets to deal with it,

GKS | 00Saa (2 GKS /t{ GKNRdIdAK GKS L}32fAOS>

¢tKS F2tt26Ay3 OFasS At dadimidalijbtice systeM]TReASCH tdiwa | |
conducted two internal investigations, produced substantial evidence and laid out the case
F3FAyad Geg2 SYLX28SSa Ay RSGIFAT SR NBLRNIA&AD ¢
the conspiratorial nature of th&auds justified prosecution. Although the police took on the high

value case, procedural competency escaped them.

The Dennis Plumber branch was under close monitoring by the Business
Investigations Team (BIT) because it had sold goods to customers whose
accounts were on stop. The monitoring detected the continued sale of goods to

the same customers. The BIT investigation was initiated in January 2011. It
unearthed a profound failure in the local governance: 24 missing boilers, sales

of televisions, falseinvoices, norpayment of goods, theft of cash and
GRSEAGSNIGS YR adzadrAySR FGdSYyLwLid +rd Yl
O2dzyiaé¢ ® ¢KS NBLRNI YIRS GgStoS RSGIAT S
compliance in the sales order processing and inventory manageprocesses.

The investigation calculated losses of £138,000 and immediately triggered a

security investigation.
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The subsequent crime investigation identified four fraud scripts:

1 Purchasing standard stock boilers and selling them for cash

1 Purchasingtelevisions which are not normal stock items and selling
them for cash

1 Diverting goods from intebranch transfers and selling them

I Raising false sales orders followed by false refunds and selling the goods

The investigators discovered that the goods wadltieitly sold on Saturday

morning and the inventory records falsified to disguise the crimes. Their report
SdzZLIKSYAaliAOlrftte NBFSNER (G2 GKS NN y3asSy:
employees were dismissed and one received a written warning. As the two

principal offenders, the Branch ManagdAustin Haine)and his Assistant

Manager (Broderick Jones)were habitual offenders who were particularly
AYYy20FGA3S Ay dzaAy3d GKS O2YLI ye&Qa NBaz2dzN
televisions, the Crime Investigatiolieam sustained the complaint made out to

the police. The Branch Mager and his assistant were both arrested, charged

with false accounting and theft. The Court hearing commenced one year later.

However the case came to an abrupt halt and the defendameevdischarged
0S0OFdzaSs a NBLR2NISR Ay GKS 20t LINBaa:z

t2f A0S KIFIR y23G &S0 06SSy O2YLX SGSR YR NBC

Mark finds that the response and level of engagement from the Crown Prosecution Service is, like
the police, also unpredictable and inconsistent. The willingness of some CPS offices to engage
early with DEF leads to more effective and efficient case management: the network nodes are
brought closer together. Other offices refuse to engage with the vietim insist on routing all
communications through the police. The stretched network links then rely on the motivation,
competency and efficiency of the police. The conflux of weak policing and a remote prosecutor

inevitably increases the risks of failure.

28 3ISG G NR2dza NBalLkRyaSa TFTNRY GKS /t{
police. Some CPSs will not talk to us at all because they see it as a conflict between them
and the police and some smart barrister will turn up at the end of the day ki ¢hat

this is a private prosecution being funded by the public. They will take that view if we get
G222 O2aeé gAGK OGKS /t{® {2YS /t{a @ittt a
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understand this." When we've done that it has always worked to theeberof
everybody. We just think that if we can get in with a package in the first place to the CPS
and present it and they can then decide whether there is enough there to go charge
straight away or task an officer to go and do a bit more work. That'sevwwe think we
would have a better route. We think we lose something in the interpretation between
what we give the officer and what the officer tells the CPS. You are then down to the
officer's understanding of it to be able to relate it to the CPS.dy ttlon't understand it
GKSYy GKS /t{ @Attt 2dzad agAidOK 2FF 0SSOI dza

Ida™y

al NJ Qa O2YLX FAYyd 2F 101 2F &dzLILI2 NI FNRY GK
20aSNDIFGA2Y 2F (GKS O2 YLl Hedn a forimélPpalite officrOvdadl A (i &
succinctly characterised four problems with the police: lack of competent resource, prioritise
cases under POCA 2002 where the police can share the recovered proceeds, no interest in private
companies and internal iy 0 A @Sa> | LIKSy2YSy2y OKI NI OGSNR a
AYFEdsSyOS 2F YtLaAED

G¢KS /t{ Aa y2d4d I adNRBy3 2NAlIYAalLGA2YI V¥
from pursuing prosecutions. A lot of this is because they don't have dsiréhg A y R S LJi]
They County A Polideare only interested in cases with no victims so they can get their
share of the recoveries. BuCpunty B Poli¢as only focusing on personal, individual and
public money cases. They are not interested in private carigsa The police inspectors

and supers are targeted with bonuses. It's just wrong. It creates their own priorities, not
public priorities. They're entrusted with public funds and it's just not the right way to use
public funds. That's why they use all thespeed cameras. They're looking for easy hits

for Home Office targets. Totally shaitA I K i SR P €

Dissatisfaction with the performance of the polisasa very common complairhmongst the
interview participantsfor some participants their perceptions dig¢ KPI culture within the police
had deteriorated to contempt. One major building society has given up calling the police, their

counterfraud manager, Paul, also an-paliceman said:
G2S KIF@S |0Gdzrtftes GKAA A& OstyieleRE iaieh | f

given up with the police. Because they're useless. | have told them that and they know

it.... They are not interested in this at all. The government, my belief is this, they have

136



KPls which are set at dealing with serious crime..... OhistClies, you can go there,
we've had £600k odd and theth polic® f I dzZ3 K | 4 @& 2 dzdé

The perception that the police occasionally-define fraud and other crime incidents as Ron
criminal to improve their cleaup statistics and meet management targetsaisymptom of this
KPlcultureMIC HAMOZ HAMNO® 59CQa / NAYS Ly@Saidaar(
rather than crime reference numbers when they report cases to the police. Issuing job numbers
may be a sensible mechanism for logging anakirsg complaints before they are formally
classified as criminal or nesriminal, but it would seem to allow abuse of the police crime

recording obligations (Home Office, 2@} 2

Gaz2adaid FT2NOSa ¢gAftft IAGS e2dz I NBLEZ2NI ydzye
number. We get that a lot. They give you a reference number. It's almost like a job
number because someone is assigned the job. He has to take it back and see histsergean
2N 6 K2SOSNJ Ay GKS aidNUzOGdzNB |yR alé&sx WLU.
as a crime. I'm surely it's partly due to statistics. If you take them something to do with
St SOGNRBYAO LI eyYSydGasz GKSe& gA {Tiiey doktighita W2
know because it will be an unsolved crime, it will be on their statistics. Take them a job
YR | 062ReéxX GKSYy>X WhYI KSNBUa GKS ONRYS vy

A full crime reference number is important for DEF irrespective of the subsequent involvefnent o
the prosecution services. Firstly it assists with any insurance claims. Secondly it expedites money
tracing investigations through weaker nodes on its security network (Johnston and Shearing,
HAnoX Limnyod ¢KS Of ASyld NR$ thel releageadt kanbactiohal K
AYF2NXIEGA2Y NBfEFGAY3 (2 59CQa odzaaySaad hi
information requests relating to private investigations to comply with the Data Protection Act
1998 and, though the Act does not requite in practice they invariably ask DEF for a crime
reference number to prove that the information is in support of a legitimate investigation, even if
GKFG NBljdzSad Aa OKIyySttSR GKNRdZAK 59CQ&a ol
attract poice interest because the police refused to acknowledge the location of the crime and
the victim. DEF owed a Scottish haulier £40,000. An employee of the haulier instructed DEF to
transfer the money to a new account he had previously set up with Lloyds BaekScottish
Constabulary refused to take on the case claiming that it was not in their jurisdiction. Their
argument was that the haulier was not a victim of the crime because it remained a creditor to

59CT GKS KIdz A SNRa @A GdilifYhe daneylhddatran€f@red ifo it8 y f &
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account prior to the fraud. The West Yorkshire police also denied jurisdiction by claiming the
reverse, that DEF was not the victim because transfer of the money in good faith from its account
toone arranged byt K| dzf A SNR& SYLX 28SS YSIyid AG g6l a y
Bank refused to disclose information to DEF, Barclays and the haulier without a police crime

reference:

2SS ySSR GKS olyla GFf1Ay3a G2 S| Odkatati KSN
without a crime reference because we would have thought they would want to put some
sort of suspicious activity alert on it. We need to get the banks involved to see what else
he's got in his accounts, to see what that opens up and where iés Ibeuted to since.

They are hiding behind the fact that it hasn't got a crime reference. Barclays won't talk to
[f28RAY 6KAOK &adzZNLINRAaSad YSoe¢

The case raises two important definitional issues which impede efficient investigations within
5 9 Cs@carrity nework. Two police forces exploited the ambiguity in identifying the victim to
rationalise not accepting the case. Consequently, without the crime reference number, the bank

washed its hands of the problem.

The starkest evidence of poor support and perfonoa from the prosecution services has to be

the Jefferson case previously referred to. The company instigated civil and criminal proceedings
against the Director and five fellow conspirators. The civil proceedings were settled out of court
within a year. fie company recovered all its principal losses (£850,000), interest (£250,000) and
subsequent costs (£420,000). The criminal case was eventually brought to court in 2012 but was
subsequently dismissed because the prosecution failed to disclose relevantiahate the
defence, as required by Part 1 of the Criminal Procedure and Investigations Act 1996, despite a

second opportunity to correct the failure.

a{2 6SUR It NBIR& KIR 2yS RAaOf2adz2NB a2 ¢
we had one courd for the prosecution appointed from St Philips Chambers in
Birmingham, a guy called Heggarty. Because there was an abuse of process, they had to
start again on disclosure. So Heggarty was dismissed of the case. They appointed new
counsel in Number 5 Cauwho was a new Silk and in order to oversee the disclosure
they appointed a junior barrister, Liz Power, in the same Number 5 Court to oversee the
disclosure to make sure it was right. So they went through this whole disclosure process

before court in Sefgmber. Then somewhere they made an error in the second disclosure
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process as far as we can determine now. So they got to the stage at the beginning of April
this year where they had this case management conference again with the judge and the
CPStunedld ' YR alF AR W{2NNEBX &2dz2NJ | 2y 2d2NE ¢
SOARSYOS®Q ¢KS /t{ 6AGKRNBg 2y GKS ol ara

The most frequent complaint amongst the interview participants in respect of the prosecution

process relates to théurden of disclosure. Bill, a CPS solicitor, explainedtti@migh the vast

majority of the material gathered during fraud investigations fraud is irrelevant, it still has to be

organised and disclosed to the defence.

LY FNI dZR OF aSa iney &ich &gl iK $nhideradd NGB, ditiere © M
enormous amount of material. You might speak to 100 people in a murder investigation.
98 are irrelevant and only 2 are relevant. The 98 statements still have to be in the unused
YFGSNRAFE RAAOL 23adzNB d¢

Participan Ross, a police officer, prefers the disclosure regime used in civil proceedings:

G5Aa0ft2ad2NE Aa | o0A3 GKAYy3I GKIG ySSRa NB¢
civil disclosure. If it's going to affect your case then you should disclisesidefence or
prosecution. Now the defence will probably not disclose anything. But it should be made
SFaASNXdd LT &2dz NBFR RA&AOf2ad:aNBz AdGUa
something along those lines. But when you've got a fraeidstith 100,000 documents

and third party disclosure where someone else has got a load more documents, where
do you draw the line? We've got third party disclosure now and if someone else has got
something and millions of documents, how is that going tiecfthe case because it

takes years and years to go through and then all of a sudden the defence, instead of
0SAYy3a KStLIFdzA Ay GKS RA&AOf2adz2NBE LINRPOSaa f

Colin is an andfraud officer with a Local Authority. Despite seeking advice froenpblice and

the CPS he remains uncertain about the proper protocols for evidence gathering and disclosure.

He is afraid that his private investigations fatally compromise prosecutions by the Crown. He

sought clarification from the CPS and follows theiviad though remains sceptical as to whether

it is correct:
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GaL S@Sy O2 yhé ERBin R owid Kaparity, dhe head office in London, they
could never give me the rationale for it, but it was quite clear to me that they would
always, always sayy, 2dz Ydzad y20 Ay@SadAa3alriasS oSOl
Ay@SadAaardAizys GKS LRtAOS Ay@SadAadalrarzys
YSz L R2yUdid GKAYy]l (GKSe& 1ySs NBIffe gKe ¢

Consequently he decides at the outset whether cases are dismiplior prosecutable. If
disciplinary cases turn out to be more serious he does not transfer them to the prosecutable pile
and call the police. If he decides they are prosecutable he calls the police in the first instance and
waits, often for months. Meaiine, without any intervention, the fraudster is able to continue

with his nefarious activities.

The judiciary is fully aware that disclosure problems undermine the efficient administration of
justice but it has failed to act in any meaningful wayodnal review of the performance of the
Serious Fraud Office is highly critical of the criminal disclosure regime (de Grazia, 2008). The
NBL2ZNI NBO2YYSYRSR (4KS ' YSNAOIY Y2RSt 27F L
g1 NBK2dza S¢ 3 (Kl dll the materfaNgatBered, Gthe& &han foiickhg the police or
prosecution services into spending many months or years cataloguing irrelevances. The de Grazia
report and an increasing number of complaints from the police and prosecution services led to a
review of the disclosure process by a senior judge (Gross, 2011). He concluded that the fine
traditions of English law should not be fundamentally altered to meet the challenges of fraud and
RAaYAaaSR GKS al1Sea G2 GKS ¢ nndeddeddedrs taining; & 2 ¥
recommendation that hardly encourages the police and the CPS to allocate more than token
resources to fraud. The justice bottleneck (ButtdBlackbourn, Lewis and Shephger2015)
inevitably leads to some form private justice or jugtice at all. One corporate lawyer, Andrew,
advises his clients against reporting cases to the police because they are unlikely to act and the

passage of time is fatal to civil remedies:

GCKSe gs2ddf R aAd 2y Al F2N WKOYK A (IQAR (RS
civil remedy so theycprporation§ 2dzad 3IAS0G GKSY 2dzi 2F GKS

Civil recovery

DEF has more success in pursuing civil litigation, probably because it has far more control over

the investigation and preparation of clain$evertheless management has learnt to be selective
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in its use. The three key variables are all @Sy STFA G NBf I GSRY 6KSGIKSNJI

2F aiGNIgé>x GKS aAl S 2F (KS f23aa |yR GKS 0O2Y
pyrrhicif the defendant has no assets or if he consumes his assets in raising a defence. Similarly,
complexity could easily escalate the cost of litigation beyond the residual assets of an accused

former employee, so that claiming for a loss of even a few thoedspounds becomes

uneconomic:

G¢KS OAQGAtE 6KSY ¢S dzaS AdX A& 3ASYSNItfe
difficult to go perhaps with a £6k, £7k case to civil and justify spending £3.5k to £4k on it
because the judge just says, Sltlisproportionate, you're going to spend too much here,
it's ridiculous." So we try and make sure that whatever we do is proportionate. We'll do
some stuff through the small claim track but it's hard getting through a small claim on a
fraud, employee thdf Some of them are more straightforward but where you get
complexity of moving money around between accounts or, a straightforward cash refund
fraud is not too bad but if they've used a customer's deposit and put some money on
that deposit, utilised it pehaps for the genuine sale but skimmed some off and moved it
into a deposit account and accrued it in there, then skimmed it off to their own account,
the complexity of that is beyond a small claims court. It's too much for them. It's almost
liketryingtod SG AG GKNRddzZAK GKS /t{ 3dzadé

CKS LINARYOALIFt 2F LINBLRNIA2YylIfAGeE G GKS KSI
justice objective of the civil courts. The Civil Procedure Rules (CPR Part 1) require judges to deal
with cases in ways which apgoportionate to the loss, the importance of the case, complexity of
0KS AaadsSa yR GKS FAYFYOAlt LRaAlGA2y 2F SIC
with the complexity of fraud even in low value cases is reflected in the organisatitve courts

in England and Wales. The courts use three judicial processes or tracks depending mainly on
value and complexity. Claims of less than £10,000 are generally allocated to the small claims
(NI Ol ® 1 2650SN) ((KS 2 dzR fofsiotdsliomeaty afeEnoié éiplel, aly
IKSNBT2NBE Y2NB GAYS O2y&adzyAy3d FyR SELISY&arFSs
F2NI Lt OflFAYaA dzZlJ G2 MupZnnn 2N (2 GKS avyd i
and Practice Direaih 26). Mark has considerably more respect for the specialist Senior Circuit
Judges who sit at the regional Mercantile Courts and hear the more complextraaki civil

cases. He has a rather dim view of Crown Court judges:
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G2 KSy @2dz 32 AGburtiiylShave & Ndle tiereh ih& specialises in the
relevant law, who doesn't need somebody to read out the rule book to him all the time.
Whereas with a criminal judge these days it's a production line, then all of a sudden he'd
got this awkward case iftont of him for a couple of weeks and he doesn't understand

Al oe

As sensible as these arrangements may be, the problem for fraud claims of less than £25,000 is
that they are unlikely to be listed in the Mercantile Courts and will therefore flounderrbdfe
inexperienced junior judges. So it appears that the organisation of the civil courts and the
distribution of judicial experiencare not conducive tdow value fraud claims. John is a very
experienced fraud barrister. In his view the courts are aore effective in dealing with
substantial fraud cases, but still warns that they are very expensive and thkemgo a betting
shop:

G AGEIIAFA 242 dzQNB (1 KS i2lieSvallkrg ntg & betirlg ShopD Eok & Y A
client it is essentiallgambling on a 50, 60, 70% probability that he will get £1million back
08 ALISYRAYI MnopYAfftA2Yy dE

The incongruity of the courts is that those who can afford the gamble do not need the money,

those who need the money cannot afford the gamble.

Justice ratioalisation and the tone from the top

Informed by their negative perceptions of the criminal justice system and the economics of civil
fAGAILIGA2YyaE 59CQa Yyl 3aISYSyd KIFIa RS@St2LISR
the appropriate justie route for proven frauds. The overarching order of priority is firstly
dismissal, then recovery of loss and finally criminal sanction. However due to the perceived
efficacies of the formal criminal and civil justice systems the priorities are dependeviloe,

Table 8.1.

Table 8.1DEFystice priorities

Fraud value 15t priority 2" priority 3 priority
<£2,000 Dismissal Final salary deductions Criminal
£2,000 to £20,000 | Dismissal Criminal Civil litigation
>£20,000 Dismissal Civil litigation Criminal




The pragmatic rationale applied to the selection of the justice route in each detected case means
that the lowest value offenders are dealt with quietly by way of low level disciplinary sanctions,
the midrange offending group is the mobkkely to be prosecuted but not sued, whilst the high
value, habitual offenders are the most likely to be sued but not prosecuted. The company has
YSOSNI O2yaARSNBER LINAGEFGS LINPaSOdziaA2ya RdzS G2

responsibity:

aLy GKS YIFENJSG GKFd ¢S INB Ay FyR GKS a2zt
a lot of sense on the numbers. Plus that if you are talkingnoFD or CEO, he'd be

a | & AHyng dn aliminute. We pay £90M a year in business rates, an elavhé¢hat

goes to the police, what are they doing for @&hy should we have to fund private
LINPASOdziA2yaKé

Although the selection of the appropriate justice route is influenced by the merits of each case,
the objective assessment of three key commdraiariables, risk, cost and outcome, takes
precedence. However the most important variable and the necessary precursor is the decision to
pursue any form of justice at all. It is not inevitable in all cases, particularly when there are
divergent views ontte most appropriate course. On such occasions Mark and his team see their
duty as defending the moral integrity of the organisation. In one case the Manager of the
Barnsworth branchwas implicated in a fraud conspiracy involving a customer and had been
allowed to resign. He then joined a competitor. Three years later DEF acquired the competitor

pursuant to its growth by acquisition strategy:

L KIFIR G2 62N)] KINR (2 O2y@AyO0OS fAYyS YI yl
branch around for the previgs owners. The Regional Director interviewed him and was
keen on him because of his sales performance. Eventually they were convinced of the risk
and the negative message if we had kept him on, and we let him go again. If the staff had
found out about hidackground, there would have been a frig-all. The problem was

that the HR file closed before the investigation had concluded, so there was no record of
KAad FNI dzRdzf Syd F OUGAQGAGE dE

Similar tension emerged between operations and the security team wherarcB Manager, a
successful salesman, was found falsifying his accounts to cover £70,000 worth of fraudulent

sales.
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a{2 (GKA&a 3Jdz2 Ay aAiffOKSaliSNE GKSNBU& |
salesman and it's a very, very competitive areas loit other merchants around and if we
lose him out of the business because he's got a relationship with the customers, then
commercially it could be damaging, so they are already talking about putting him out on
the road as a rep. Then he's not responsitde looking after the paperwork, booking
stuff out. He's bringing orders in and hand them over to somebody else who makes sure
they are documented and charged out. He's got that relationship with the customer that
YAIKG ONAYy3I Ay o0dzaAySaaoé

In both exampms the commercial imperative of making sales was weighed against the ethical
consequences of forgiving the behaviour of the employees. Ultimately the rationalisation
arguments were defeated and the employees were dismissed. An important influence on the
ned2GAlGA2ya A& GKS LISNOSAOBSR LINRALISOG 2F OF
reporting methods not only expose aberrant behaviour, they also lay bare the rationale for
management decisions. Allied with a management structure, wherein the ovimgt and
investigations team is independent of all other departments and its manager reports directly to
0KS 02FNR 2F RANBOGZ2NEXE Al Aa al Nl Qa @ASg (K
executives. Perhaps this is the true meaning déiti 2 F G(KS 2F0d 1jd2iGSR LI
(Holloway, 201» that the leadership dig in their ks and refuse to accept any excuses or

rationalisations for employee fraud:

LG 3Sd4Ya oFO1 (2 O2NLRNFGS LISy b2y |
the FD and he would start jumping on heads if we wanted to keep a fraudster in the
business. The CEO is very, very clear with us. We keep saying we do well with tone from

0KS (2L YSaal3sSazs Al Aa 1ljdadS Of SINJ FNRY

Torpedoes and boomerangs: security clout and HR

Braithwaite and Fisse (198p226 observed that effective seNBS 3 dzf | § 2 N& WIA IS |
iKS O2YLX Al yOS RSLINIYSYGQod ¢KSe& &adza3asad Gkl
being pushed 8 A RS o0& 2LISNI GA2ya LIS2LX S K2 &SS GKS
I dzG K2NARGEe 2 RSIf 6AGK FNIdzZR Aad RSNAOGSR FNRY
leadership. Without clout it could struggle to dismantle the rationalisatioguments of the

operations managers. In many organisations the HR department has the lead role in such
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matters. DERQ &R department has been relegated to an administrative support role, drafting
letters and arranging dates for disciplinary hearifthe HRdepartment and indeed the
profession is seen by the business as slow and ineffective due to its paralysing fear of the

Employment Tribunal:

a ¢ K [HR %aking the leddvhen you end up with people suspended for ever and a day.
They won't make a decisiorebause they are very risk averse. Our primary objective is
get the person out, get some money, do the criminal. The HR objective is don't get
embroiled inal NA 0 dzy' | £ £ AYes| @e c&lEhedS pink and fRidyXSbre of them
are pinker and fluffiethan others. You can understand that they don't want to get to
tribunal, it's not the best of situations to be in. So they become risk averse to that, and
the HR profession scares itself so they refrain from doing things when there's no need to

be like th (i @ ¢

Particular ensionsarise between the SCD team and HR when accused employees submit their
resignationsto avoidthe disciplinary processThe SCD team objects to accepting resignations
because itavoids justice, neutralises the deterrence effect ahations and sends out the wrong
message. On the other handia HR departmenis inclinedto accommodatethe expediency of
resignations But in doing so they destroy all records of incompldisciplinary mattersagain out

of fear of employment lawdt canhavedamaging consequences. An example is then8aorth

case in which the Branch Manager, having been allowed to resign before the completion of the
disciplinary process, subsequently returned to the business through a company acquisition. A

similar ut potentially far more serious event occurred in 2012.

G2S gAfft LdzaK [dAdGS KINR 2y |Iw G2 3ISd A
some of that in the past. A guy in Westing in 2002, a Branch Manager, and we allowed
him to resign, an Area Dictor did, no longer with us. He then went off and did his own
thing and we lost about £75,000. It was a £50,000 debt with a company he was involved
with and about £25,000 legal costs. Then at the back end of last year he's bounced back
as a Branch Managén London so different patch, nobody knew him and different guy
interviewed him and everythinh 2 ¢ KS OKS O1 S RThig guy tsedltomwvork | & A
with usOHRf 2 2 1 SR 2y (G KS lapearsids ¥R &% 2B ISP NE
one of my guysone of the business support team, goes inte thranch one day and

NJA vy 3 Fou'izieler believe who's back in the busin@d¥hoXM's so and sé¥ ou're

joking What the hell are you doing getting this guy ba@¥didn't know anything about
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it.QSo we lookedon the wel. The guy, Spearman and 4 others from the Gloucester,
Bristol area sentenced between them for 20 odd years for revenue, Spearman in
particular, £600,000 POCA for VAT on importing cigareti®s. you reallywant this guy

in your bug y S 3& Wedtook him out during his probationary period just before

/| KNRAAGYIl &aoé

The Spearman incident exposes a number of problems. An effective recruitment process is
necessary to filter out higher risk individuals (Johnston and Shearing, 2003, gpeyiadly
sociopaths who are likely to cause the greatest damage. However expunging the records of
incomplete investigations and disciplinary procedures means that prospective employers are
served with false positive references. The failure to label anpbsa an effective deterrence
sanction encourages offenders to continue their wrongdoing elsewhere (Holtfreter, 2005),
particularly the sociopaths: the torpedo is fired at the competition. The risk for the first
employer, especially if it is a larger, -dentralised organisation, is that the individual could
become a boomerang, femployed at a later date somewhere in the organisation either through

normal recruitment processes or through business mergers.

Conclusions

The normalised social values withinP&roup do not appear by chance. They originate in the
AYyaiaNdzySyidlrf FyR @FfdzS LINAYOALIfa asSid o0& (KS
SYo SRRSR Ay GKS O2YLIl yeQa LRtAOASaA FyR OF a0
through repea messaging, bound into employment contracts and given meaning by
enforcement. The key criminological themes which support the ethical climate are situational
crime prevention (Clarke, 1980) and rational chdiCtarke and Cornish, 1985'he management
continuously learn from their experiences to harden the defences, improve procedures and
increase the risks to potential offender§he consequences of breaching the values are
deliberatelyvisible so that employees learn their meaning through both dieegierience and
vicariousdisciplinary consequences (Bandura, 1971). The ethical climate is na&usgdiining in
GKIG 2y0S fSFENYyid GKS SyYLX28SSa I RKSWBoutA yRS
continuous vigilance and effective response to abetrbehaviour the climate would regress

hys OFy OKEFEN}FOGSNRAS (GKS {SOdNAGE FyR /2YL¥
team. Its primary duty is to ensure the ethical climate does not regress, and indeed progresses,

monitoring,defendingandrepairing danagewhenever it occurs
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The direct support of the executive gives the team the necessary clout (Braithwaite and Fisse,
1987) ensure compliance through a dual coercive and consensual mentality (Johnston and
Shearing, 2003, 2Y). It acts likean internal, private police force described by Johnston and
Shearing (2003): it patrols, it gathers intelligence to seek out problems and it responds to reports.
A notable feature of the department is that its purpose is not solely about enforcemerst. It
involved in the development dfusiness procedures in cooperation with the user departmémts
bolster defences and minimise fraud risks. also provides training and advice, identifies
improvement opportunitesand résl2 Yy R4 G2 AYRAQGARdZ £t 4aQ 02y OSNY:

The inherent weakness of internal sanctions is their limited scope: the strongest sanction usually
available for all behavioural issues is dismissal. However, only dismissing an employee for fraud
risks sending out the message that it is no more serious thaar performance.5 9 CQa
management uses three additional sanction tools to differentiate occupational fraud: it seeks
financial restitution through final salary payments, it pursues litigation for high value frauds and it
reports all detected offenders téhe police. The companyneedsthe support of the criminal

justice system todifferentiate fraudulent behaviour, ttach the criminal labeland apply
meaningful, proportionate sanctions. Many companies eschew prosecutions to avoid negative
publicity and because they fear the discovery of evidence that would implicate senior
management(Gill and Hart1997) LG A& | YSF adz2NB 2F 59CQa SOKA
actively seeks the assistance of the police, irrespective o$thteis of the accused empleg. As

an eager, professional victim DEF would appear to be an ideal hunting ground for the police. It is
0KSNBF2NBE dzy F2Nldzyl 6S GKIFIG 59CQa AydiS3aNFGSR
unresponsiveness criminal justice system which effegtivéédcriminalises all but the most
heinous frauds, undermines normative values dhdreby lends weight t@ T FSY RSNE Q V'

rationalisations (Benson, 1985

Ly AYLERNIIFYyG FaLSOd in2smaniifigd A 35 Fd yIg2IY S yAIxQ 2
rationalisations for excusing those employees perceived as valuable to the business. It also
argues against the HR inclination to acce expediency of resignations. Too often the absence

of an adequate specific deterrencaccompanied bya neutral employment reference and
inadequate personnel records launches the undetectable fraud torpedo onto new emplyers

risks the unexpected corrupt boomeranphe support of the leadership as an ethical anchor in
deconstructing theseationalisations is seen by the Security and Compliance Department as
SaaSYyGAlf o -MIKEMAKF (IAKS (WRY Q RSO0l GSazx gKAOK |
line management, may be a source of frustration for the team, they are probably a healthy
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feature. Such tensions serve to ensure that the climate of the organisation does not shift too far
in one direction, that is, either towards an unethical malaise, a normlassegulatedanomie
(Durkheim 197), or in the direction of an overbearing internablicing structure like the Ford

Motor Company nurtured in the 1920s and 1930s (Weiss, 1987).

I ONRGAOIFE FOGGNAROdzIS 2F 59CQa SGKAOFE LINRIAN
management (Gee, Button and Cook, 20IM)e information flow s crucial in maintaining the
attention and support of the leadership (Coleman, 1995). directors set the ethical values and
demand employee engagement at all levels. In return, the SCD team engages the directors by
providing them with regular securitynd inventory reports which are both qualitative and
gquantitative. The reports expose the type and nature of the fraud risks, and allow knowledge
based adjustments to policy and strategy. Crucially they quantify the financial value of the

02 YLI yeé Qatinityeéhia prog@mme.

It would be an error to laud DEF Group as an entirely ethical organisation as the research focused
on one area of the business. However through the effective engagement of the leadership and
the employees it not only strivesotensure legal and procedural compliance, its values
orientation brings meaning to its ethical code.this way both leaders and employees learn an
excess of definitions favourable to upholding the law over definitions favourable to violating the
law (Suberland, Cressey and Luckenbill, 1947, p88).
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Chapter 9

R&T Industries The Window Dressing Corporation

Introduction

Public and private organisations are increasingly expected to operate in socially acceptable ways
(Weaver, Trevino and Cochran, 1999). How organisations seek legitimacy by conforming to these
expectations varies and depend to a great extent on the natun@ strength of regulatory and

social pressures (Oliver, 1991). Business ethics scholars differentiate between two types of
organisational approaches: compliance orientated controls that rely on coercion and restraint
and values orientated cultures that aifar employee commitment to organisational goals and
values (Trevino and Weaver, 2003). Similarly, in her discussion of the relationships between
organisations and wider society, Swanson (1995) differentiates between the deontological and
utilitarian appraches to corporate social responsibility. The daligned perspective places
greater emphasis on values, duties, obligations and positive efforts of corporate enterprise to
help others; the utilitarian perspective focuses on the overriding social beru#fithe
O2NL1R2 N} A2y Qa SO2y2YAO Lz2N1}R2AS |yR AdGa AyON
d20AS0Ff y2N¥a 2N NB3IdzA | GA2ya {élyazzy omdpdhpv
CKNESQ O2YYSYi(iSR 2y Si®BRQRAMMEY ab RD KT A yilo g O X hfdz!
AYGSNERSOGA2Y 2F Y2NlfAGe yR OFLAGIEAAY YR

Utilitarianism can also lead to expediency in the application of internal controls. At a Home
Affairs Committee inquiry into police stardis Sir Hugh Orde, the President of Association of
Chief Police Officers in the UK, was asked by Lorraine Fullbrook MP whether officers accused of
misconduct were allowed to resign or take early retirement rathban face immediate
suspensionand a properinvestigation (ldme Affairs Committee2013). He agreed without

hesitation:

LG 62df R 6S || OSNE SELSyaArAdsS 2LIA2y o L
remove them from the police service and if the likely outcome of a disciplinary priscess
a lower sanction or a very drawn out, complex legal process, because these things are, |

would rather lose the individual. The problem is keeping track of the individual. There
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needs to be a national register of those who have left under such circucesan make
adzNBE GKSe R2 y28G 02YS 6101 Ayld2 GKS &SNDA

It is striking that the Committee accepted this utilitarian rationalisation without further
challenge. The passiveness of the police to internal wrongdoing seems incauragnwith the

nature of their public office. It is also concerning that skertn pragmatism and inadequate
personnel records leads to the boomerang problem identified at DEF Group in Chapter 8. Sir
| dzZ2K hNRSQ&a LISNRALISOGADS than/valke® brierBasion (Weale? ¥nidif A |
Trevino, 1999 doing the least necessary to maintain the public perception of the police as an

ethically disciplined organisation.

Organisations are more likely to conform to social expectations when those expestatien
buttressed by government regulations and reinforced by high levels of external scrutiny (Oliver,
1991). Conversely weaker levels of enforcement encourages organisations to develop
concealment strategies that promote the appearance of regulatory campd (Oliver, 1991).

This adaptive response to external restraif@eening and Gray1994) allows organisations to
decouple illegitimate activities from their conforming structures and use impression
management techniques to focus attention on their igdly normative achievementéElsbach

and Sutton MppH 0 @ { dzOK RS O2dzLX SR dapering &@adisatiohblBoa & A y
vigorously pursue some ethical themes whilst disregarding others (Weaver, Trevino and Cochran,
199%0 @ ¢ KS 9 dzNER LIS Ing list ot coMvigakies Air2d/ @ Zondpifing in proeng
cartels EGEC HnamMp0 AffdzaliN}IGSa K2g KAIK LINRPFAES O:

from practice.

The strongest determinant in ensuring that organisations enact what they espouseutvithoh
window dressing concealment is the ethical commitment of their leaders (Jones, 1995; Paine,
1996) and their influence oA Y RA A Rdzl f SYLX 228SSaQ LISNOSLIIA?Z2
locus of control within the management structures (Trevind986). Trevino and Youngblood
(1990) found that locus of control exhibits a stronger influence on ethical decision making than
cognitive moral development, and the greater the internality, the stronger the ethical outcomes.
Followers with an external locus @bntrol look to their leaders to decide what constitutes
appropriate behaviour (Forte, 2005). By providing higher levels of management support, the
values orientated organisation overcomes any inhibitions associated with an internal locus of
contro, reduSad aY2NIf YdziSySaaé¢ |yR IAA@Sa @2A0S G2
Trevino, 1999). This is borne out by the observations in Chapter 7 where DEF Group benefited

150



FNRY | KA3IK ydzYoSNJ 2F GélF 6OKSNEE NBLRNIAY3
OKIFIyyStaod ¢KS NrtS 2F fSIFIRSNBR Aa y20G 2dzad AY
an ethical climate, thi© K | LJ&thodgkaghic case study will show that it is crucial in supporting
employees as they make specific ethical decisions. ity £xamines the circumstances around

the type of contract bribery fraud defined in Chapter 4. It involved a contract employee of a large
manufacturing corporation, R&T Industries, and one of its engineering suppliers, Northwick
Projects. The opportunitio observe the events came about through my role as the manager of a
O2YLISGAG2NI 2F Db2NIKgAO]l FYR Yeé Ay@2ft @dSYSyli
Firstly, however, a brief description of the contractor market is required to contextualise the

contract staff market in terms of its susceptibility to fraud and corruption.

Contract staff

Professional project engineers are only valuable when an organisation has projects underway, at
other times they are an expensive drain. In the engineering madufacturing sectors a very
common solution to the variable demand patterns is to maintain a skeleton crew of permanent
engineers and engage individual contractors to accommodate the peak loads. Companies usually
source engineers through specialist comticr agencies. There are a variety of agency types,
depending on the services and range of contractual relationships that they offer. A key influence
2y (0KS NBfFGA2yaKALA Aa (GKS AGaAYUGSNINYSRAINRSaA
purpose ofthe legislation is to counter tax avoidance by preventing companies from engaging
individuals as contractors through intermediary agencies when the relationship between the
individual and the company is really one of employment (HMRC, 2014). Withoutdstation

companies and contractors would pay less tax.

Furthermore, ly defining the individual as an employee or suimtractor of the intermediary
agency, the organisation avoids the responsibilities and liabilities of an employer defined in a
welter of legislation: Naira (2008, pxxxii) lists 64 relevant statutes, 85 statutory instruments and
20 European Directiwe The most obvious benefits are cost and flexibility: the company does not
pay Employers National Insurance, there is no holiday pay, sigkapd other benefits. Most
importantly, it can dismiss the contractor at any time without redundancy. This chapter will show
that organisations ought to consider these advantages against the insecurity of the agency
SYLX 28SSQa NRftS ¢ KdaQpkessifed motivaiibidior @rgaging ifFcbrylpt or

fraudulent behaviour (Cressey, 1953).
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The IR35 legislation does not oblige individuals to incorporate limited companies, sole trader
status is perfectly acceptable, nevertheless limited company sthfissbecome de rigueur in

order to reinforce the perception of the cliesupplier relationship. The contractor is then a
director, shareholder and employee of his own company. The structure results in three
contractual relationships that distance the wok&® & FA Yl yOAL f | NN} y3aSYS$S
2yS 0S0G6SSYy (KS AYRAQGARAZ f YR KAada 2y O2YLJ
and the agency, and the third between the agency and the client compgamg.seHemployed
engineering contractor, Maftexplained how contractors invariably engage accountants to

legitimise their tax arrangements and use the tax savings to cope with idle periods and illness:

28 Ittt KFEGS F002dzyidlyida FyR fS8Si (GKSY &2
@ 2 dzZQOSNERIIYWISNI 6S KIFI @S (2 Lizi Y2ySeé | aiARSs
2f RSN [lFad @SFNI L ¢la 2dzi 6A0K GKS ol O
J2Ay3 G2 arexr w 2YS o001 Ay | Y2yiK 2NJ ¢

whSy LQY y20 ¢2N]Ay3aoé

It appears that the rules continue to be abused by corporations. Westco International introduced
in Chapter 6 has continuously employed individuals for decades using these structures, including
engineers and, most surprisingly, buyeR&T has also retained engineers for many years on this
basis. Before 2000 the companies engaged the contractors directly with no intermediary. After
the introduction of IR35 all contractors were required to sign up with agencies nominated by the
companies. The contractors are effectively permanent employees but the company pretends and
rationalises the legitimacy of the arrangements by pointing at the contractual remoteness of the
individual. These permanent contractors rationalise their involvement i@ fhetence, by
defence of necessity (Minor, 1981), due to their dependence on the relationship. The
O2y 4N OU2NEQ aSyasS (KFdG GKS& IINB t201SR Ayi:
internalised strains and antagonism towards the emplsyérhe words oflames, jusbne of

many permanentagency staff workindor Westco reflect the condemnation of the condeara

neutralization techniqug¢Sykes and Matzd957):

GLQBS 62N] SR GKSNB F2NJ 20SNJ vp enfybdlfbur I Yy R
weeks in total. But you always know that next week may be the last. They have got rid of
contractors before. Richard West was there for 35 years. They had a round of

redundancy a few years ago and a purge on contractors to reduce costs andne w

They got more volunteerddr redundancy than they needed, but sacked half a dozen
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O2y (NI OG2NR lyeésgleodXodd, 2dzQNBemploNddH Yobwork RA F 1
f2y3ISN) K2dzNBX ¢SS{SyRazI KI @S (2 (dznde Ay

or away on some corporate bonding charabanc. And you have to put in the hours

0SOlFdzaS &2dz R2y Qi 3ASG &aA0] LI & 2NJ K2f ARI &
O2y (N OO StaSsegKSNBE a2 6S R2yQil f 22Hngf A1 S
iKSe ¢g2yQi tSiG dAa 323 a2YSUGKAYy3 A3 OMXNESY
0S50l dzaS Al sl a I+ O2YLISGAG2NE a2 Ad ySOSNI

In Chapter 8 we saw how individuals dismissed for fraud can, with their relevant qualifications
and experience for a particular industry, turn into torpedoes to further their felonious careers
elsewhere. Worse still as experienced at DEF Group and observed by Sir Hugh Orde, torpedoes
can turn into boomerangs. These individuals are launched onto the gmeliot market probably

with a neutral reference, bearing a grievance, armed with fraud skills and under financial
pressure. The risks to subsequent employers are significant. Should these individuals enter the
contracting marketdescribed herg which by nature is insecure and rich with rationalisation
formulae, the risks are amplified. The risks are further intensifidgbre contractois workin
finance related departmenstsuch as purchasing or accounts, or with access to intellectual
property assets. The intipation is that vetting processes for contractors ought to be at least as
thorough as for permanent staff. Unfortunately, as the Chartered Institute of Personnel and
Development report, temporary and stdontract staff are rarely vetted to the same degrage

permanent staff either by the employer or the agency (CIPD, 2012, p26).

The company

R&T Industries is a large mut@tional corporation that has been established for over 200 years.
The parent company remains close to its origins in northern Eurtipeas operations in 80
countries and employs over 50,000 people. It is a technology based manufacturer of popular
consumer products. From the early ®@entury the UK subsidiary operated as a substantial
independent corporation until recently acquirednd rebranded by R&T. Symbols of the
O2YLI yeQa KSNARGFAS ANBSG SyLX2eSSa FyR QA&A
leads to the local corporate offices of the UK subsidiary. High quality hardback books depict pride
Ay (KS 02 Y Llisyise @ém hintblé behighdeds to dominance in its sectors. Obsolete
OFLad ANRBY YIOKAYSNE LINBaSYydSR Fa FNIg2Nya 7

origins in the early 20century whilst boasting aesthetic sentiment&holesome poster image
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of happy employeeproclaim company values and ambitions in respect of citizenship and the

planet.

The corporate website repeats the ambitions, focusing on human values, the importance of its
employees and extolling the value of teamwotkowever behindthe glossy public facade
symptoms of underinvestment and diminished pride is abundant in the production areas: acres
of hardstanding betray evidence of numerous demolished buildings, corroded structures, aged
equipment is spotted with pigeon droppings darflaking paintwork suggest a disregard for
employees. The overwhelming impression is of an unloved factory with an insecure future, an

aged casfcow with assets driven hard to maximise shtatm profits.

Like DEF Group in Chapter 7, R&T is a signatahetUN Global Compact, an ethical framework
covering human rights, labour, the environment and amiruption (United Nations, undated).
Lia SalLl2dzaSR LINAYOALI fa INB Ffaz2 aArAYAflN G2
regulations, thus refleting both the normative values and compliance orientations (Trevino and
Weaver, 2003):

Safety

Integrity

Sustainability

Customer focused
Deliver on commitments

Passion for excellence

= =4 4 A4 A - -

Teamwork

To have meaning and credibility ethical polices have to be clear and detailed (Schnatterly, 2003).

| 26 SOSNJ wa et Qa gNAGGSY O2RS 2F O2yRdzO0 A& kY
as compliance with the laws of the countries in which it @pes. It prohibits bribery in the form

of offering money but allows gifts of a limited value without specifying the limit. Facilitation
payments are prohibited only in countries where they are unlawful, elsewhere payments are
permissible but need to be recded. Fraud is defined as the theft, falsification or omission of
data, money or goods, the deliberate provision of incorrect information and breaches of the
employment contract. The policy goes on to define the three principal responsibilities of
employ§§d &4 LINRPGSOGAY3 GKS O2YLI yeQa AYF3ASIT LIN
the disclosure of inside information which may result in illegal insider share deals. It explicitly
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stipulates that any suspected or detected fraud must be reported tocal line manager who in

turn reports it to the Group Audit department.

The definitions of corruption and fraud convey an ambiguous, mixed message. They reflect a
compliance orientation (Weaver and Trevino, 1999) but one with sufficient utilitaleaibflity to
accommodate commercial priorities, regional laws and local cultures. In other words they are
contingent on circumstances and not on unified values. The language suggests a particular focus
on dishonest information which may relate to expewes of dishonest management reports or,
considering the technological nature of the business, falsified research data. Insider trading
appears to be a sensitive issue and may be because directors of the original UK company were

accused of insider dealing felation to its acquisition by R&T.

The parent company has a Compliance Committee led by a Compliance Director based in its
European headquarters. The Committee manages a computer based ethics training package,
examines serious misconduct cases, ensuwrempliance with share dealing rules and provides a
hotline for employees. It also produces four ethical key performance indicators (KPI): in 2013 it
investigated 22 cases of serious misconduct, 98 employees (0.2% of workforce) were dismissed
across the wrld for code violations, intranet ethics training had reached 96% of the workforce
and 100% of the executives complied with share dealing statements. The last KPI is unusual, but
LISNKF LA F3IFAy NBTFfSOGa GKS SE NQdmgationrs.0a aSyaa

At the local level, R&T actively engages with suppliers, especially engineering businesses, on the
regulated health and safety and environmental issues. Work risk assessments are produced
almost daily, compliance monitoring is continuousiaany breaches are dealt with immediately.

The engineering contract firms working on site are well aware that any infringements can be very
costly: at the very least work is delayed and on occasions firms have been expelled from site and
the reasons shark with the remaining contractors. The company encourages contractors to air
their safety and environmental concerns and invites complaints. A positive feature is the pre
printed pads it issues to contractos® they note down observation3hey can also besed to

report concerns anonymously. However there is no engagement at all in respeotraption.

The written codes and reporting procedures are directed solely at employess are virtually
unaware of their existenceThere is no prescribed routerfguppliers or other third partieto

raise their concerns.Corruption is an invisible, deoupled ethical theméWeaver, Trevino and
Cochran199%).
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Engineering operations

The Engineering Department occupied a large oplam office, but, reflectinghe general lack of
infrastructure investment, two long rows of uninhabited desks indicated a decline in innovation
and capital investment. Nevertheless the remaining team of four engineers remained under
pressure to introduce a complex array of process difications to accommodate new
environmental regulations. Without the new processes the plant would have closed down. The
Projects Manager, Ethan, aged about 30, led the small team. He was under significant pressure to
understand, test and develop the tesblogies behind the plant upgrades and to deliver the

projects speedily at the lowest cost.

Ethan had joined the company just two years earlier and was keen to build a reputation to
further his career. Unfortunately he received little support from his iediate boss, Conrad, the
Engineering Manager. The Engineering Director, Gordon, was an invisible figure based in the local
corporate offices. Ethan spoke to Conrad about once per week at a scheduled progress meeting.

He saw the Director once a month.

a &ee Conrad once a week for project progress. His only interest is plan attainment, not

iKS LINPofSYad ¢KSy ¢S F2 (238SGKSNJ (2 (KS

Seeking out deviations and mistakes is a discernible characteristic of active management by
exception, a transactional leadership stfgassm py p 0 @ 9 G Kl yQa LINRAY OA LJ €
AdzZFFAOASYG ai1AtftSR Sy3aAiySSNH dble proettQiemande byd O &
engaging individual contractors when required. Unfortunately Ethan received no support from
HR, purchasing or anyone else in sourcing an appropriate contractor. He was obliged to use the
one agency approved by the company despite itedequacy of the candidates it offered. The
culture of the organisation demanded full accountability from its young, impressionable
managers, that they should stand or fall on their own resourcefulness, yet the rules limited their
powers. In such circurisk y OS & GKS YIylFr3aSNna f20dza 2F 02y
strongly internal to confront or defy senior management. Other peer level managers, their
confidence bolstered by several years in the business, did not hide their antipathy to the
compa/ € Q& YIyl3SYSyido ¢KS flLad NBYFAYAy3d Fl OA
worked at the site since a teenager. He tried to encourage Ethan to stand up to his line managers.

His comments suggested an exploitative authority management stylet(Li0&7):
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a1'S tSha GKSY odzZ & KAY &Philiplb&dyaMard@iellst & I &
KAYXZ o6dzi AG 2dzald R2SayQi aSSy G2 6S Ay KA

90KIYy KFER LISRIFIffSR GKS NBONHAGYSyld OeodftS as¢
had tried afew individuals with no success. Bernie was the last one he engaged, the final throw
of the die. He is an inconspicuous middlass, over 50, married homeowner who describes
KAYaSEtT a + LINRP2SO0 SyaAySSNW® DGKIY gl & ONR

1 Sda y2id ONRIKG FyR KSUa 3IASSY YS LINRO
SYyaAaAySSNX® . dxiinceft prevdous \erginedrfl heye® knew where he was,
where he'd got to on projects, so I'd get it in the neck from Conrad weekly andoGord
every month. At least with Bernie you can tell him what to do and you know what he's
doing, what you've told him. | was never sure wifmcent Great engineer, but a loose
OLyy2y® L KIFI@Syudld o06SSy |otS (2 FAYR Fyezy

C2ft26Ay3d KA& SELISNASYOS 6AGK (GKS dzy LINBRA O
noticeably and quickly. In a process of direct social learning (Bandur@), 1/ developed the
transactional (Bass, 1985) and exploitative (Likert, 1967) chaisiits of his senior role models.

He began to thrust the entire responsibility of delivering the projects onto each member of his
small team, now numbered five, and he retreated from any responsibility himself. Previously, for
example, he had been centréo the selection of suppliers, now he was set on avoiding any
Ay@2t @SYSy Gz AyOfdzRAY3I . SNYyASQa LINRP2SOGad Li

G, 2dz ySSR (2 RSItf gAGK SIFIOK 2F GKSY AYRA
selectthesupp ASNE® LG O2dzZ R 6S @2dz 2NJ I y2 (i KSNJ (
them. Vincenti 221 GKS OFy F2NJ G6KS RSflreéa Ay GK
680 dzaS 2F GKIG® LQY y2d 32Ay3 GKNRIAK |
involvedA y G KS RSGIFAT ®¢

Emergent suspicions

The first encounter with Bernie was an invitation to quote for one of the technology interface

projects. He revealed an unusually aggressive style. Amongst his first words were:
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GL R2y Qi 1y2¢ ¢ KOISIT 22NSdzO020%0 R2 yRS2 yKOBINSE £ 2 &
GENRIF GA2yad [ 2dz gAfft y24 3ISG SFINAFGA2Y A
never work for me again. You will get a complete specification so there will be no
GENRI GA2yads, 2d00B0 EONEA Y 9UKIY &FAR &2dz

LY RA&OdzaadaAy3d (GKS a02LS YR &aLISOATAOlIGAZ2YA 3
GASsa 2F . SNYyASQa ftAYAGSR SyaaAySSNARAy3I alAff
made himuneasyd f SR (2 (KS RSFTFSyaAdS YIyuaNlyY &, 2dx
He soon announced that he had brought in another contract engineering company, Northwick
Projects, to provide a competitive alternative. It is unusual that a contract emplgya@ived to
AYGNRRdAzOS ySg adzldlX ASNESX SaLISOAFffte FFGEGSNI ac
desire to shift all accountability onto his team members. Natural queries about any previous
working relationship with Northwick were flatly déhRY &L 2dzaid ¢l yd G2 0N
G2 1SSL) SOSNEBO2ReQa LISyOAfa aKlNLIPE ¢KS ySg
worth about £250,000 in as many weeks; the last one, Horizon Ill, was regarded as business
critical in creating complianceith the revised regulations and was worth £150,000. Any one of
these observations would not stimulate suspicion on its own, but the conflation of a new,
incompetent contract employee, a new supplier and sequential contract awards, including a

critical prgect, signalled that other forces might have been at work.

5A30dz2NDSR o0& b2NIKgAO]l Qa &adz00Saaz GKS 3JF2aahi
engineering suppliers with a virtually permanent presence on site, including my company,
became anxiousbout their future prospects. Accusing fingers pointed inevitablBernieand
possible manipulation of the tender procesBwo engineeringcomparnes, Orbit Projectsand

Foster Engineeringhad a permanent presencat R&T, basedexternal portacabis. Orbii Q &
Contract ManagerSeancontactedthe authort2 RA 8 Odziaa | & & Snfedtiigwad S Y
arranged withSean and Douglas, the Contract Manager for Foate©Orbit@ portacabin. They

were bothconvinced of a corrupt relationship between Northwarkd Bernie Searbelieved that
CSNYAS sFa& YEYALzZ FGAYy3 GKS GSYRSNI LINEOSaa o
it could be done. Sean had access totR&a A Y i N} ySG FNRY KAa LR2NII
he was able to access the system to view and edit supplier quotations. He even brought up on his
screen a quotation submittecby the author It spurred the author into a background
investigation of Notwick and Bernielt revealedthat Northwick Projects hacé few weeks

earier been formed out of the ashes of a previous company with a very similar name, Northwick

Engineering. Northwick Engineering had entered administratgrortly after submitting
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quotations to R&T andust two weeks prior to winning thefirst contracts. Its assets were
I Olj dzA NBR Ay -LI ORdz0 A Ni¥d yEAISINB y (i (2 ftedK & Srgditoks i K

and, crucially, with the impetus of substantial orders from R&T Quspicions hatened that

N

Northwick were bribindernieto ensure their survival.

The dilemma

Ly &dzOK OANDdzraidlyoSa G(GKS O2YYSNOAFE |yR Sil
are profound. They require a cold assessment of whether the relationship andsguiated
revenue stream is likely to be damaged more by speaking up than by acquiescing to the
AdzALISOGSR O2NNMHzJiA2YY (KS ¢KAaadfSof2sSNDa T
Concern at Work, 2013). Would the new contractor continue to Wirtemders? Is it paranoia

YR 0AGGSNYySaa RNAGAYI (KS &AdzZALIAOAZ2YyaK 2Kz
OF NBK aA3dKi GKSNB 0S | yS3IrdAaAg@dS NBIFIOGAZ2YK ¢
they become responsible for inviting atdnal damage to their businesses, possibly leading to
innocent employees losing their jobs. The predicament provides an enticing rationale for doing

nothing.

The key issue in these circumstances is less in the evidential merits of the allegation but in
LINBRAOGAY3 GKS NBIOGA2Y 2F GKS Odzad2YSNDa Y
LJdzo f AAKSR LRfAOASE g2dz R LINBPOARS I OfdsSo ! :
website provided encouraging signals. However, less encouragingly, ftotesthat the written

codes and reporting procedures are directed solely at employees. There is no engagement with
suppliers through the glossy brochures, nor a prescribed route for third party ethical complaints.
Perhaps most disturbingly, an examinatwinpublished judgments revealed characteristics of the
classic rogue corporation (Sutherland, 1940): the company is a repeat offender having been
caught and fined by European and American authorities for cartel and bribery offences on seven
separate occdens between 2000 and 2010he authordebated these issues witbolleagues

Sean and Douglaandcame to the conclusion summarised bpuglayf &2 S OFy aA i K
aKFFGSR 2NJ 6S Oy R2 a2YSOKAyYy3 | 02 dalollektite | y R

sense of injustice angroup reinforced indignatiorfuelledthe courage to approach Ethan.
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Case chronology

Ameetingwas arrangedvith Ethan to aithe suspicionsEthan was askedthether hewas aware
2F b2 NI K g ATO4: teedllowkdBariie2tddigdup Northwick with the knowledge of their
recent demise and phoenix rebirth betrayed a naive mentality towards ethical and commercial

risk management:

d. SNYyAS NBO12YySR S ySSR FTNBaK adzZJJ A SNA
wedNRPdzZaKi GKSY Ayod ¢KS&@ RAR | 322R LAGOK
a0FNISR dzZLJ F3AFAY 6AGK GKS adzZll2 NI 2F yS
IKSe Q@S 3IAPSY dza 3IF22R Sy2dza3K I aadaN»yoSao
againandthe Q@S 02YS Ay OKSI L) 60S0OFdzaS GKSe& g1y
dzax ¢S &l @S az2vy$S yvYzySe o¢

Seanvoicedhis suspicions that Bernie was exploitinggecure access to the server interfere
with quotations in favour of Northwick. Ethanaintained a defnce and denial posturénsising

the server was secure and demanded evidence to support the suspicions.

b2 2yS OFly 4SS GKSY GKSNB:X (KSeuNB &aS0Odz
evidence have you got? You can't go accusing people without @®i@e X L OF y U i

. SNYAS Aa O2NNMzZLIi = S¢Sy 320G G(KS ON}Aya 3

Seanlogged on t09 { K Iteynfidl and demonstrated how easily he could gain unauthorised

I 00S&aa (2 aSyaAridAagdS O2YYSNODALFE FFNBFa 2F GKS
Ethanimmediately shifted his stance antiegan toverbally dissociate himself from Berniéle

had recently considered dismissing Bernie, detided to givehim the opportunity to prove

himself:

a L G Rob B&REngingering Directpbefore | went awaydn holiday that we might
have to let Bernie go. | gave him once last chance, to do the things on the list | gave him

while | was away. He did theso | kept him o €

At this juncture the contract had not yet been placed with Northwick for Horizon llEtisan
promised toreconsider the allegation and review the tender quotations. The following day, and
Of SINX¥ & Fd 90KIyQa NBIdzSads . SNYyAS G(StSLK2y
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the Horizon Il project to explain that the provisional dem award to Northwick was under
review due to the importance of the project. Considering the corruption allegation against him,
this was a markedly odd and unexpected event. With compounding strangeness, the next day
Bernie called again to announce thesuodt of the swift review, that the contract would indeed be
placed with NorthwickWithin aweek, Ethan meSean, Douglas arithe author separatelyto

explain his reasoning. Hdefended the integrity of the tender proces3o emphasise his
convictonandi 2 LINR @S GKIF G b2NIKgAO] Qa dihezics. It wdsa G |
£150,000.

It was evident that Ethan had not reported the allegation to anyone, not to his boss nor to the
Compliance Director. It was painfully clear that Ethan needed dnadbsupport from people with

the skills and experience to deal with the allegations. He had simply compared the tender
submissions to evaluate the cost justification for awarding the contract to Northwick and had
even involved Bernit that review. The ahor showed Ethara copy ofhis quotation, valued at
£140,000. Unfortunateljt had beensubmitted on an editable word processor documeBthan
showed me his copyLINR Y i SR ¥ NRB Y ThevgriceChad bae® M LStA) upwards to
£155,000. Ethamwvas clealy disturbed, could not explain it, suggestdte author had made a

mistake andorushed the information away:

S O2y (NI Ol y26z &
Oy al & ®é

w»
<
(0p))
(0p))
P

G2SU@gS gl NRSR (K
y20KAYy3 StasS L

The dismissive response to tla@parent manipulatiorintensifiedi K S I dadighatibidsad
encouraged further investigations. Fortuitously, due to its recent insolvency, the administrators
of Northwick Engineering had published management accounts including a schedule of creditors.
The authorexamined the creditor list for any clues as to a possible relationship with Bernie. A
check of Companies House records revealed that the Bernie and his wife were the directors and
owners of one of the listed creditors. Bernie was in the pay atiivack. Emboldened with the

new evidence a further meetingwas arrangedwith Ethan who, ewildered by the unfolding
events and probably conscious of possible repercussions, turned ashen and visibly nervous. After
lengthy, silent deliberation he decidethat he had to report it to Conrad, his line neyer.
Conrad swiftly ducked the issue and directenh to the Engineering Director who in turn passed

him onto the Human Resources department. Herein lies the nebulous ambiguity in the definition
ofthe contt OG2NNa NRBfSY A& KS | &dzLJJX ASNJ dzy RSNJ @ |

employee with oversight from HR? Two weeks later Ethan arranged a meetexplain the
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O2YLJ yé Qa LJ2 &A i theadthor thaiiEthanLiadSbeedBeRearsed but tleeafted

company narrative was quickly replaced by -gadtification

Glw O2yadzZ G6SR fS3altf FyR (KSe& KI @S O2yaArR:
matter but they say you don't have sufficient evidence to justiigmissingNorthwick

and Benie in the middle of the projedt ®ly've basically left it to me to decide what to

do. So this is what we're going to do. We have agreed that once Horizon 11l is finished
we'll let him go and we won't use Northwick again, but we've got to finish iteifeato

Lldza K ol 01 RStAGSNE F3FLAysS LUff f2a8 Y& 22

This was a very unsatisfactory outcomie.was importantto determine whether Ethan had
discovered for himself whether Bernie had been dishonest in denying a previous relationship
g AGK b2 NI Kadsgdhs@len@dristkatedfat he and R&T were prepared to tolerate

. S NJ/disi®geéty andorruption:

L Fa1SR .SNYAS F3aFAY AT KSQR og2sbkE F2N
Eddie Northwick supervisdrand lasked him whether he'd workedithh Bernie before

YR aGNIAIKG dzLJ KS &aFART W, Sasx AdQa 2 dzNJ
y20iKAYy3a L OFy R2®¢

It was apparent that in their utilitarian pursuit (Swanson, 1995) the senior management had
abandoned Ethan, leaving him tedde on the outcome of the amateur investigation and with
GKS AYLINBaaAiAz2y GKIFIG KAa 2206 RSLISYRSR 2y GKS
had been dishonest appeared to have been a convincing discovery for Ethan. Nevertheless,
clearly urromfortable with the burden of the ethical conflict, he rationalised that he had to
acquiesce to the corruption out of personal necessity (Minor, 1981). He placed the blame on
senior managers who had the power and, in his perception, the inclination ntistishim. In the
absence of ethical support (Weaver and Trevino, 1999) and with insufficient internal locus of
control (Rotter, 1966) he succumbed to the pressures of the work situation (Trevino, 1986).
Ethan suppressed notions of any discussions witHdbal company directors. Using a rehearsed
LIKN} aS> KS YIFIRS Al LIXIFAYy GKIFIG GKS@& g2dAZ R 0S5
€2dzNJ FaaAradlryOoS Ay GKAa YIFGUGSNWeE ¢KS RSaiANB

whether the Europea head office had been informed:
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Gb2r AdQa t20Fftd LQBS o y 3 dzlodISK mat@er 2 dzN.

SS
YR R2Say Qi O2yOSNY GKSY®E

Clearly the directors of the UK business had steered the trajectory of this particular moral issue
Their pronouncements in respect of integrity, bribery and frauds proved to be insincere window

dressingWeaver, Trevino and Cochran, 1999

A few weeks later, after the completion of the project, Ethan dismissed Bernie. Though the
physical engineertp had been completed successfully, the technical and commercial
documentation was in disarray. Ethan faced the daunting prospect of disentangling dishonesty
from incompetency in order to justify very large cost variation claims from Northwick that
doubledthe original contract value to £300,000. Far more relaxed than he had been for a good

while, Ethan told me:

GLYBS {AO01SR KAY 2dzi FAYlLIffte IyR KS g2y Ui
was a mess. He only went and agreed £150,000 of vamgtiath Northwick. I'm now

having to negotiate with them to reduce it. Some of it may be justified, particularly with

the way Bernie worked, but no way is it double the original contract. But I'm on the back
foot and realistically there's no way round litguess we'll probably just have to pay up
YR Y2@S 2y dé

Ethan did not confront Bernie with the allegations, indeed as an independent contractor, he had

no legal obligation to do so:

G2 KFG F2NK ¢KSNB gFa y2 LAY aatsdhimieRy d i
ga y2 Y2NB 62N] F2NIKAYD CKIy|TFdAf & KSU3

However that was not the end of the case, it had one final twist. Three months later Bernie called
the author. Hehad secured a permanent position as the Engineeringhddar of Wallace
Ingredients,a medium sizedlood manufacturing companyandwas seeking quote for a project

It would be a competitive tender and would inclutlerthwick.A site meeting was arranged for

the following week.In a bizarre turn of events, the Finance Director of the compaisiera,

called on the day prior to the meeting to postpone it becads#he tender documentations
incomplete. It was an unusual conversation becauB@éance Directors do not keep the dés of

Engineering Managers. Two weeks lakglera called again to explain that Bge had been
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dismissed She only required a little pressing to disclose was RdzS G2 |y daXod
NBfIFGA2YAKALI 6A0GK b2NIKgAO] ¢ YyRUGSBLIRGYRE R
habitual offender. Though the company had failed in its initial recruitment due diligence, perhaps
RSt dZRSR o0& (KS wg¢ ONIYR 2y . SNYyASQa OdzNNR
detected and unlike R&Tpromptly dedt with. Whither the torpedo now?

Conclusions

Comparing the two case study organisations, DEF Group afmdriRi€istries, both companies are

large subsidiaries of international corporations that project sincerity in their ethical values
through carefully considered and crafted principles and policies. The principles proclaimed by
both companies, which describéiding human values and adherence to the legal framework,
are typical of large corporations (Van Lee, Fabish and McGaw, 2002). However there is clear
water between the companies in the how they respond to allegations of fraud and corruption.
DEF pursues labations with enthusiasm, encourages employees to speak up and proactively
seeks out fraudulent behaviouit uses a situational crime prevention (Clarke, 1980) and rational
choice strategy (Clarke and Cornish, 1985) to minimisecoompliance and to suppt its ethical
valuest KSaS IINB [ftASy O2yO0@mit®aiANBwrlePaSYREl RS
utilitarian calculus (Swanson, 1995). Ethan was reluctant to report the corruption allegation to his
managers because he was afraid he would benkeld for delaying a business critical programme.

The climate of fear at R&T does not encourage responsible, ethical behaviour (Ashkanasy and

Nicholson, 2003).

¢KS LINPINBaa 2F (GKS OrasS RAR y2i AYLNRGS
management. The did not take charge, engage an investigator, escalate the matter to the
Compliance Director or even meet with the complainant. They chose the opposite course,
maintained a silence, avoided their responsibilities and abandoned the inexperienced manager to
deal with a very significant, emotionally charged dilemma by himself. Their purpose in doing so
was wrapped up in a higher loyalty rationalisation, but the heart of the issue for them was
probably the same as for Ethan, avoiding any personal repercugsio’s9 CQ& Y I y I 3SY ¢
G2 RAAYIYGES NIGA2YIfA&AFGA2YAa F2NJ G2f SNY GAY
agency (Bandura, 2004) and locus of control (Rotter, 1966) was insufficient to defy unsupportive
senior managers, Ethan rationalisdthat the necessary outcome for him would be to postpone
dismissing the project engineer and the engineering contractor until a convenient commercial

juncture. Assigning responsibility for the outcome to the senior management further neutralised

164



any selfblame. The diffusion and displacement of responsibility allowed the entire management

collective to obscure their personal moral agency (Bandura, 2004).

At no point did the harm caused to the honest suppliers, the loss of a valuable contract, appear
to regster in their deliberations. Equally at no point did any of the managers consider that the
maintenance of ethical standards is a valuable end in itself and of long term financial benefit
(Weaver, Tevino and Cochran, 18R9The irony is that the companysélf was damaged by
funding crime andexcessive contractual overrun claims. This outcome was an almost inevitable
consequence of twepecific2 NBF YA Al GA2y L+t FFAfdNBEad® CANRGE &
understanding of the raised fraud and corrigi risks associated at the intersection of-uetted

agency contractors and financially strained suppliers; secondly, its failure to comply with the
2NHIyAalGA2yQa O2RS&a |yR LINPOSRdA2NBaAd ¢KAa
convergence of a raote, ethically weak, exploitative management team (Likert, 1967) with a

misguided utilitarian pursuit of commercial goals (Swanson, 1995).

It would bewrongto define R&T as an entirely unethical company. It is sincere, for example, in its
safety and ewironmental principles. However its ethical programme in respect of corruption in
the supply chain is decoupled from these other ethical practices (Weaver, Trevino and Cochran,
199%), rendering it mere window dressing, much like the symbolic artefacts wedcome
visitors but camouflage the dilapidatduinterland The use of the contract staff agency as a
concealment strategy (Oliver, 1991) in an adaptive response (Greening and Gray, 1994) to the tax
regulations demonstrates a willingness to evade tax andunwarranted lack of respect for the

individuals concerned: they are good enough to work there but not good enough to join.

Perhaps the most telling, publicly visible characteristic of the company, one that | chose to
ignore, is symbolic of the compa@ya &4St SOGAGS G2t SNIyOS G2
management, who responded positively to a cartel conviction and introduced a robust culture
OKIFy3S LINRINFYYSE wscecQa YIyF3asSySyid KIgs 02
ambiguous corruption policydefiance of regulatory interventions and a tolerance of tax evasion
signal an asocial, criminogenic window dressing orientation that is indifferent to internal

corruption that harms itself and others.

The methods used to gain an insight into DEF GroupR&T Industries are different. DEF was
viewed through the perspective of its countBaud team. R&T was observed closer to the

ground as events unfolded. One has to acknowledge the challenge to the internal validity of
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comparing the two organisations. Agthnographic observation of a branch of DEF, for example,
YIe NBGSIFE aAYAEIFIN £f20Ft OANDdzvradlyoSa G2 Gl
audit department mayhave painted a more positive picture of the company. Howeuhis is
doubtful because the most senior people in the UK group were made aware ddlligations

and chose to duck the issuEurthermorefrom the research ethics perspective, the probable
harm caused to Ethan and possibly others would have been unpalafdidepossibity remains,
therefore, that the ethical climags at other sites are different, and, @hapter 11 will shoysub-

cultural variations within the same organisation can be substantial.
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Chapter 10

Differential Rationalisation

G. PR YSY YyS8R y20KAy3 Y2NB (2 O2YLIl aa GKSAN
Y2UKAYyIdé W2KYy {dGdza NI aAffs mycT®

Introduction

Rationalisation theory has emerged as a pivotal principle in the explanation of abnormal
behaviour within psychologyJones,1908; World Health Organisation, 1992), criminology
(Cressey, 1953; Sykes and Matza, 1957; Benson 1985), dissonance theory (Murray, Wood and
Lilienfeld, 2012) and identity theory (Turner, 2013). Cressey (1953) asserted that occupational
fraudstersmust apply rationalisations to neutralise internal, psychology conflicts between their
FOlAzya YR a20ASieQa y2N¥YIFGAGS aidl yRINRa®
errant behaviour is perceived as a social horm within a@uture, mord conflicts do not arise

and there is no need to construct bridging rationalisations. Even if the group recognises the
values of the wider society, differential association theory asserts that individual members
reference the behavioural standards of thabsculture and learn the rationalisations through
close contact with the group (Sutherland, Cressey and Luckenbill, 1947, p88). It explains how

neophytes are eased into their nefarious ways (Braithwaite, 1989).

Ethical role identity is an important concept to business ethics scholars (Weaver and Trevino,
1999): the stronger and more widespread the identity is held by employees, the more ethical the
organisation. Identity theory is also an interactionist theordlds that people develop multiple
identities or internal selflesignations and legitimacy based on their positions within social
structures (Turner, 2013, p33355). Although the two strands of identity theory are closely
related doctrines, social idemy theory emphasises the more maesocial structural sources of
identity, whilst role identity theory focuses on internal, cognitive identity processes (Stryker and
Burke, 2000). Social identity is concerned with the perception of the self through thaings,
expectations and values derived from membership of identifiable social categories;¢hevips,

and the attendant differentiation from others in the ogroups (Tajfel, 1982). Role identity is

concerned with the internalised meanings and perfonoa expectations associated with the
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many roles an individual occupies within any social context (Stets and Burke, 2000). The two
analytical perspectives meet at behaviour that is an external expression of identities in
interaction with other people: theipurpose is to determine why, given membership of multiple
social networks and multiple role expectations, people choose one particular course of action
(Stryker and Burke, 2000). The theory states that individuals are motivated by situations which
activaie and reinforce identities, especially the most salient core identities; conversely emotional
stress ensues from situations which challenge salient identities (Turner, 2013, p347). One range
of responses to such situations is the adaptations and defemeekeéd for the maintenance of
selfperception, for example, withdrawal from social contexts that do not support important
identities, switching role identities, diminishing the salience of identities and rationalisations such

as denial of responsibility drblaming others (Turner, 2013, p3338).

The inference that can be drawn from theory is that countering rationalisations should be an
effective component of crime reduction strategies (Nettler, 1974; Cressey, 1986). Sellers and
Akers (2006) disagree, ggesting such an approach would have little practical value because
offenders would innovate new creative excuses. It is an oddly fatalistic argument. It may hold for
those with sociopathic personalities or those so pressed by powerful motivations thatattee
determined to ignore countervailing narratives and values. It may also be an impractical national
crime prevention strategy. However, as demonstrated by DEF Group in Chapter 7, it offers
opportunities within the controlled environment of organisat®where ordinary people respond

to cultural values and working conditions, and both of these characteristics are susceptible to
management influence and direction. There are two possible approaches. The first is the
development of normative group valuesn lthis regard Klenavski (2012) suggests that
organisations introduce workshops that focus on the consequences of ‘abiiter crime and
GKAOK GSIFOK aO02dzyiSNI Ay3IdzAiadAO LIKNIaSag (2 2
address the overt chacteristics of the organisation which could provide some justification to
the rationalisations, for example by ensuring that staff are fairly treated and remunerated Gill

and Goldstrawwhite (2012, p24).

Hitherto research has focused mainly on the offentle explain the aetiology of fraud. Indeed
the focus of differential association is the biographies of offenders and not the role of the victim
(Sutherland, Cressey and Luckenbill, 1994). There is an absence of cogent research into how
organisations,or more precisely responsible persons in organisations, conclude that ceunter
fraud efforts are unimportant or irrelevant, both in relation to planned governance strategies

(Johnston and Shearing, 2003) and in their response to detected fraud eventschabier
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SELX 2NB& G(GKS LI NIGAOALI YyGEAQ yINNIGASBSE dzaAy3
FNIYSH2N)] (2 aK2g K26 YIFYylF3ISNBEQ | @2AREFYyG NI
mirror the crime engagement rationalisations verbalised d&ffenders.Just as some offenders
resolve their internal conflicts by formulating rationalisations, there is a similar tendency
amongst managers and employees to rationalise their motives for avoiding, ignoring or devaluing
fraud, both strategically anéh response to specific eventsThe theoretical implications both
ddzLILI2 NI FYyR R@FyOS {dzi KSNI I YyRQ&  #SBtheNayid, f R
Cressey and Luckenbill, 1947)

Reputation

Corporate reputation

The one avoidant rationalisation that does frequently arise in the criminological literature is the
sanctity of corporate reputation (Braithwaite and Fisse, 1987; Button and Gee, 2013, p28;
Ramamoorti, Morrison, Koletar, and Pope, 2013, p9). Levi (1993ef#s to the stigma involved
when people supposedly skilled in looking after their money are defrauded. Touby (1994)
describes the Judas Effect, whereby embarrassed employers fear the negative commercial
repercussions in the public exposure of poor agtong practices, poor controls and inadequate
selection procedures. Holtfreter (2005) suggests employers are unlikely to involve the police for
fear of disrupting relationships, undermining productivity and garnering bad publicity. These
views are foundedon an a priori presumption that occupationdfaud actually causes
reputational and financial damage, yet there is no supporting empirical evidence. Indeed Levi and
Sherwin (1989) found that there was no impact. Clearly research is required to addressthe
variables: whether there is any impact and whether corporate managers believe there is any
impact. The following two examples provide an insight into the risks perceived by two business

leaders and the circumstances which give rise to those risks.

Terry is the Managing Director of HIJ Tubeline, a small business that provides specialist
engineering services to hospitals. His belief in the reputational risk is based on three perceptions
relating to trust and management responsibility. Firstly, Terg tigpical small company director

in his reliance on trust rather than robust operating procedures. Terry dismissed the need for
AVOSNYFE LREAOASA FYyR LINPOSRANBA NBfFGAY3I (s
KSNBE ®¢ { S O2 ysRtaenanaget M Fespan§idleAfdd HeéSbehaviour of employees
and must share the blame for their fraudulent behaviour, a denial of victimhood rationalisation
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(Sykes and Matza, 1957). Thirdly, he believes that customers and regulators Wwypwdfault,

hold management responsible for internal criminality:

GCKSNB A& | O2NLRN}GS NBalLRyaroraftAde | a
audited the expenses properly or we haven't made checks to make sure that was
reasonable expenditure on behaldf the company. | don't think anything is ever black
and white and you can completely blame one party. When something like that goes
wrong, there is shared blame and if you invite the regulatory authorities in to do their
work properly, that shared blamewf t 6S02YS S@OARSYy( ®¢

¢SNNEQa @ASga | NBE diyemidad éa8ie finghis dayedr ivkes feGvdRan 6 &
Operations Directorat Cardwell FM, where he was blamed for allowing an employee in his
department to defraud the company of £1 milliohheparticular circumstances which heighten

¢ SNNEQa O2y OSNya | NB wiheéaldmmdllclistoned basiB¥dausdHI) & dza A
dependent on one large customer, the NH®rryis afraid that his business would be destroyed
should the NHS become awaséoccupational fraud withithe compang ¢ SNNE Q& | Y EA
reputation are further fuelled because he is trying to reduce this dependeskyy expanding

the number of customerst KA a YSIFya RdzS RAftAISYyOS |jdzSaidaz

ethical practices:

a!'tvy2aid SOSNE LINBljdz2 t ATAOLIGAZ2Y 2F |ye& ¥F:
declaration as to whether we have had such issues. Therefore you have to assume that if
we had invited a regulatory authority to get involved in one of theseiés we would

have had to declare that at some stage and it would have counted against us for
O2y (i N OGAY 3 LIzNLIZ 3 S3a v¢

Vendor appraisals are a requirement of the Quality (ISO9001), Health and Safety (1ISO18001) and
Environmental (1ISO14001) management systeMore recently, in response to the introduction

of the Public Contracts Regulations 2006 and the Bribery Act 2010, these appraisal exercises have
0SSy adzlJ SYSYUGSR 6AGK O2NNUzLIGA2Y AyljdzAi NASA
ignore minor payoll fraud incidents, such as falsified sickness and overtime claims, and created a
determination never to involve the police or civil lawyers. The legislation enacted to combat
corruption has ironically encouraged the suppression of events, dishonestythat
commencement of business relationships and above all the utilitarian determination to avoid the

authorities.
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These concerns are not limited to small companies. Robert is the Managing Director of a large
food manufacturing companyETSProduce, which mploys about 1,000 people. Like HIJ the
Oz2YLIl ye& NBftASA 2y (GKS aYlff ydzyoSNI 2F YI 22NJ
occupational frauds limited to a few minor incidents of expense and payroll fraud. He is unsure
how these incidents are handled but assumes they are dealt with by Human Resources. Asked
how he would deal with a more substantial occupational fraud, Robertadasnanthe would

not involve the police or other external agencies. He illustratéezireasoning by recounting a

profound experience involving manufacturing standards:

428 NP |dRAGSR lyydzatte o6& GKS YI22N &
finance, environmerdl, but also pest control because you don't want little creatures in
your flour. We try to maintain very good, exemplary, health and safety, quality and pest
control systems. One day an employee thought he'd spotted a little furry creature run
across the ar park and reported it, as he should. We got a team together and diligently
followed the procedures: checked all sensors and traps and found no evidence of pests.
We recorded the incident properly in the log, but had nothing to say really. We decided
to follow up two weeks later with a second check and when we did that, found nothing
again. Then Retailco arrived for an audit. They got three quarters of the way through the
audit when they came across the pest report. They immediately stopped the audit and
ayy2dzy OSR GKFG wSGFAftO2 ¢2ddZ R AYYSRAIFGSTE @
NAal +Fye LiSada Ay 2dz2NJ oNBIFIR®Q ¢KIFG gl a A
demand, but we were able to fill it from elsewhere fortunately otherwisewould have

been in severe difficulty. It caused us problems. After that we were less diligent in
reporting and recording incidents. It compromised our standards and caused conflsion
had one senior quality controller, who was very good, declared ong tilat he just
O2dz RyQl R2 AlG lye t2y3aISNIIFIYR ftSFidod | SUR
KS O2dz Rydd O2YS (G2 GSN¥ya oAGK Adode

w20SNIQa &dG2NER akKz2ga Kz2¢ GNIyaLlk NByoOe |yR I
relationships. Becaus2 ¢ { Q&4 YI N} SG Aa R2YAYylFGiSR o6& | 02 dz
not risk losing another customer. Consequently he suppressed reporting of hygiene incidients.

NBINBia GKS SNRaAzy 2F (KS O2YLI} yeé Qa itutt dzS a

feels he had noption.
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In both of these cases the complexity of the pressures on the two participants activated their
utilitarian leadership role identities with greater salience than their ethical role identities
(Weaver and Trevino, 1999)n the ETScase a quality controller was unable to reconcile the
misalignment between his role identity and the adjusted ethical group identity. It caused such

internal dissonance that he felt his only stidun was to leave the businegsurner, 2013, p338).

Personal reputation

Dependency on a small number of customers provides a powerful motivation and an externalised
higher loyalty rationalisation for managers to suppress events which could threaten key
relationships. Companies with thousands of customersg;h as DEF Group, and government
bodies do not have such survival dependencies. The reputational impetus in the public sector is,
according to investigator Imogen, less related to the corporate identity and more personal:
managers fear reports of fraudnd other employee illegalities in their department will reflect
poorly on them and threaten their prospects (Friedrichs, 2010, p243). This was the type of
situation confronting Ethan at R&T Industries in Chapter 9, one which fomented an internally
focuseddefence of necessity rationalisations (Minor, 1981).

¢ SNNEQa O2NLRNIGS NBLzil GA2Yy I 02y OSNya YS
reputational fears. Terrywas an Operation®irector at Cadwell FM a substantialfacilities
management andconstructon company. AProjects Buyemwithin his department embezzled
£1million over a four year period, using neristent ghost companies and falsified transaction
documents. The fraud was detected by chance at a random internal audibulleeimmediately
followed the money to Africa. Criticisms of lack of control levelled agdiesty blighted his
prospects within the company so that he subsequently resigned. RReLJr NI YSyY G Q&
Accountantwas also accused of incompetency and resigned. The lack of sufmpoboth
individuals fractured their group identities and led to withdrawal (Turner, 2013, p338). The
experience induced a shift ih S NJwke @éntity, reducing the salience of ethics and inducing
defensive behaviourlt convinced him to deal with angletected frauds quietly unless they are
GXoA3d Sy2dAKI 20@0A2dzaxs G2 02YS G2 GKS FdaGSyd

One consequence of this defensive behaviour, whether learned directly or vicariously, is that
lawyers are sometimes frustrated by uncooperatiiree Imanagers because, as barrisiazim

20aSNISRY a¢cKSe OFly 0SS a2YSoKIG NBGAAAZ2YAA
strategies can cause managers to abandon, at least temporarily, their corporate role identities so
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that even their roles awitnesses are compromised. Solicitor Barry described the consequences
when a manager, duped by an employee who was feeding a gambling habit, strove unnecessarily

to protect his position by lying to the investigators:

G2S aLlsSyd |t 204G @arking aul whi hethe/rRanaged wiag telling ligs. &
All the time we had to test what he was telling us to work out, when he was in the
witness box, what the result would be. So we were spending more time testing what we
RAR y23G 0StAS@S (G2 0S 0 NHzS ¢

Proof rachet

{2YSGAYSE | YIylF3aSNDa FTANRG (K2dAKG 6KSY NB
must have an ulterior motive, that the complaint is a proxy for some other form of grievance. The
group identity activates and triggers defensive behaviespecially when the complainant is an
external party, a member of the owroup (Tajfel, 1982). Defensive suspicions are further
heightened when the complainant is a supplier alleging a contract bribery fraud. Paul is a building

society countesfraud manaer. His firstreactioh & (G2 06S &dza LA OA2dza 2F

LG Aa ljdAaGS | 02ftR LISNER2Y K2 R2Sa GKI O
odzi 0KS FANRG OGOKAY3I LUR ©0S GKAY(lAy3de Aax
there's obviously something gone wrong here. Has he or sheployee of building

societf LA &daSR KAY 2FFKQE

This appears to be a common reaction. Even the codingerd team at DEF Group, which thrives

2y GKA&AGf Sof 26 SN NB LR Mially>hechubtlRheylvg lbsii 4 tohtfacd and | N
a2zySo2Re StasS KkFa 320 A0 a2 UGKSBUNB | oA
O2N1JR2 N} GS az2fdzirAz2zy A& G2 RSYFYyR S@OARSYyOS G2
reactiontoall@dl GA2ya 2F O2yGNI OG ONROSNER Fd wse¢yY &
@2dz I20GK ,2dz OFydd 3IF2 | 00dzaAy3a LIS2LX S HAGK
supporting evidence and very convenient when reputational concerns are in mind. In the R&
case, Ethan only treated the allegations seriously when he was presented with compelling

evidence.

The Westco International quantitative data in Chapter 6 was provided by Jeremyaside

Manging Directorof a company that purchase@& small engineerip business,Banbury
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Engineeringas part of its growth strategy. Banbury supplied engineering servicégeticq an
international manufacturingcorporation which boasts of its ethical values at every turn: on its
website, in its literature, on office wall even in the internal telephone directory. Shortly after

the acquisition Jeremy was approached West@ Qa SYLJX 2&8SSa |alAay3
continue participating in contract bribery fraud schemes. Jeremy faced a complex dilemma.
CANRGE @ . lessoatiad®msalesdrdafidstyo but contracts appeared contingent on
corruption. Secondly any claims under the tort of deceit, the civil version of fraud (McGrath,
2008, pl11), against the previous owners of Banbury relied on proving the corruption within
Westca Jeremy assumed thatVesO2 Q& Y Iy 3ASYSyid ¢2dAd R ¢St 02
eradicate internal fraud and would auperate in developing the evidence for his litigation, so he
reported the corrupt requests ttWWestO2 Q& € 2 OF f Y I y I 3 S YsSghdret the K S
allegations. With sales demand falling away, Jeremy became desperate and com&zs€d2 Q a
owners in the USA. They instructed the local Purchasing Manager, Granger, to meet Jeremy.
Eager to assidVestco, Jeremy prepared some evidence which showad suffereda fraud loss

of about £50,000Wes02 Qa SYL)X 28S5SSa KIFIR FIf&aAFTASR LIzZNOK
as gardening equipment, sheds, power tools, cameras, computers, a conservatory analnateri
for an extension. He expected the evidence to stimuldlesco into a thorough investigation
aXiG2 NAR GKS 2NHFIyAaldAz2y 2F GKS OFyOSNEo® |

evidence was insufficient to instigate a formal inquiry:

GL NBK2de®KG AG 61 a Syz2daAkK (G2 3ISG GKSY 32
gl yGiSR G2 KIFIYR Al 20SN) G2 (GKSY a2 (KSe& (
o2dzi AGd 2KIFIG L RARYQO IyGAaAOALI OGS o1t a
Iy 0 dadtButds and invoices were intact so we were able to produce evidence of
what was going on. | produced a report which identified employees, how it worked and
d42YS R20dzySyid OGNXrAfao .dzi AdG 6l & adGAtt
proofandyalz R2y QU KI @S Ado®Q . & GKAa GAYS L &I
AGNRY3As G GKS OSNBE fSHad G2 6FNNFyGd LINEL

Jeremy investigated further. His evidence was rebutted several times befdestO2 Q&
management accepted that thevidence justified an investigation. The new evidence identified a
fraud loss of £2.6million through Banbury over aiyear period. A short internal inquiry by
WesD2Qa 9Y3IAYSSNAYy3I 5ANBOG2N &dmikdgeNand Rumane (i |
Resourcesled to the dismissal of three employees for minor fraud infractioiéestO 2 Q &

management subsequently issued a comparnge briefing to remind employees of their
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O2y (i NY Oldzr f 206ftA3FGA2yad LG NBFSNNBR g G§KS
the wider infectiont YR G KS 02 YLI y & Qdereryscgmpléifed tole¥i®2 @R
management thaby only addressinthe tip of the iceberg, they were undermining his civil claim
F3FAyad . 1Fyod2NEQa LINBOAZ2dza 2 ¢y S NBiminalitySwasl f a 2
continuing. Nevertheless they refused to expand the investigation or entertain external
investigators:

G¢KS hLSNI GA2ya 5ANBGIMNINGI 2R HNIZYWS WSS

of accountants and innocent people being quegtiS R®¢ | S alF AR 6S RA

LINE2F YR GKS@& 41 yiSR Y2NB® L RARYyQG dzyR
S S G2 OFNB® ¢KSe& RARYQ:G OFNB GKIG AG ¢
SOFdzaS 6SQR 0 2 dz3 K (ig enough de@ Hiligéhéedand @ was K2 fdzit R :
SOlIdzAS 6S KIFIRyQl F2dzyR Sy2dzakK ySg Odzal2
gKIFIG GKSe 1SLXi R2Ay3aY SGSNE GAYS 46S 2FFSN
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In frustration Jeremy called the policedhanded over the evidence. It was sufficient to convict

five individuals, the two former directors of Banbury and three foréesico employees. The
involvement of the police wok&VestO2 Q& Y I yIF 3SYSyid G2 GKS NBLz
found acquiescig to internal criminality. They dismissed over twenty employees for gross
misconduct. Two of the employees were dismissed after they became witnesses for the

prosecution.

The proof ratchet phenomenon is a rationalisation mechanism for the avoidanceestigating

and sanctioning occupational frauds. The supporting motivation could be the higher loyalty
desire to protect corporate reputation, to defend group identity. HoweveWasO 2 Qa O &S
management knew that corruption was endemic in the orgaiosa One of the dismissed
witnesses,/  NE2Y X &F AR AYy AYUSNIBASGI G¢KS akKz2O0]
A2YSOKAY3A 62dzi AGo LG KIFR 08 S$héc2Bmiliofdeteded T2 N
level of lossesthrough one department, in e location, using just one supplier is the
consequence of normalising corruption and is likely to be a gross underestimate of the true level

of losses.

Nolan, the Managing Director of another engineering suppliefMestto was pressed by the
PurchasindManager, Granger, to reveal what he knew about corruption within the company and

who was involved:
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GPPPKS alFARI WLT @&2dz R2y U IWsSBABSH YISA Wb Y SEK
annoyed me.....ThefWesto junior buyertame over about somethg else but he asked

me about Granger's demand anyway. He knew about it. He asked me if | was going to
lyasSNI Ao L G2fR KAY L KIFER 2yS$S yIYSo
WesOD2 Qa | { 8 R 22 KBA OGSy 2.7He [GlangR calfed tn&k D N.
A0N}I AIKG 61L& FYR &FARS W52y Qi 020KSNE L

Jeremy faced an uphill struggieS O dza S 2 SaG02Qa YI ylF3aASYSyid &SN
normalisedcorruption within the companyWesO2 Q& Y I yIF 3SYSy i igoupSy i d
identities (Tajfel, 1982) and deliberately diminished their ethical role identitisafer and
Trevino, 1999). Their aimas to avoid the curiosity of external investigators for fear of what else
they may have discovered (Bucy, Formby, RaspantRowhey, 2008). They utilised the proof

N} §OKSG (2 RSyeée GKS 200dzLd GA2yIlf FNI dzRa F 3 ;
to hide personal culpability. How was Jeremy to know who was involved and whom to trust? The
denial of crime rationalisatioinherent in the proof ratchet tactic is effective in defending a

window dressing ethical culture by wearing down all but the most persistent accusers.

Cost calculus

Whilst every justification for not dealing with internal fraud can trace ultimately to a cost benefit
calculus, the rational manager role identity is directly relevant to two decisions: the strategic
decision to implement a fraud prevention strategy ane tlactical response to a fraud event. As
explicated in Chapter 5, the common perception that fraud in general and occupational fraud in
particular is an insignificant problem leads inevitably to the conclusion that there is little or no
value in implementig counterfraud systems. Jackson, tliermer Managing Director oflloy

z

Group, typifiesthedoubtt L ¥ A G O2ada Y2NB (2 O2y iNBE Ad G
al yI 3SNAQ LISNDSLIIA2ya dekdtett wihiNtheizRrgahidatiod nvay beli S NJR
due to their ignorance and, as described in Chapter 5, inadequate quantitative research, but
sometimes it is wilful blindness. Tony, a court®ud specialist in a local authority, expressed his
frustration that colleagues are in denial of thence:

aL KSINJGKFG F f2dr w28 KI@gSydd 3I24 | FNI
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The consequence of the confluence between ignorance or denial of crime with the utilitarian
perspective (Swanson, 1995) is the failure to implement prewantiontrols. It is unsurprising
that one large law firm struggles to sell its counteaud and antbribery services until

organisations have directly experienced the risks:

a¢ckKSe aS8SS8 GKIFIG FTNXdzR f2aasa FINB 1T Stksz
2dzA GATFTAOLIGA2Y (23SGKSNJ (12 &LISYR (KS Y2ySe
I YFraaAroSte KFENR aStftod /2YLIyYyASa 2dzad | NE

The emphasis on cost also frequently dictates the response to detected frauds. The consistent
sentimentexpressed by lawyers, consultants and business managers participating in the research
is that the most expedient, cosffective assertive response is through rapid disciplinary
processes and dismissal. Although criminal investigations are ostensiblyfftest to the victim
organisation, the demands on management time and the direction of cases are outside
YIyl3SYSyiQa O2yiNRf>X 020K FyFrGKSYIFIGAO G2
Management may have more control over civil litigation, but its udpebility in terms of

effort, cost and outcome means that it is invariably too costly for losses under £20,000. A forensic

accountant observed:

a! t20 2F GKS Y20AQFGA2y A& 02adG k o0SyST.
expenses, it isa@ng to cost more than £1,000 of management time to investigate it.
2 KFdYa GKS LRAY(GZ 2dzad R2 I RAAOALI Ayl NE

These commercial arguments not only quash investigations and broader inquiries, which could
benefit from external, professional scrutiny, they also suppress valuable opportunities for
strengthening fraud resilience (Button and Gee, 2013, p51) and reducing waste. The irony is that
the apparently rational choice exercised by loyal managers concernedid &asting money in

the present risks long term financial damage, especially that caused by high frequency

sociopathic offenders.
Denial of responsibility

The utilitarian perspective (Swanson, 1995) running through this analysis can, if uncontrolled,
lead managers into completely excusing detected fraudulent behaviour. In Chapter 7 we saw how

the security team of DEF Group challenges the rationalisations formulated by line managers to
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ensure that those internal fraudsters perceived as valuable to thepamy are investigated and

F LILINB LINAF GStfe alyOiAz2ySR® / 2y@SNESte (KS NBa
of the contract bribery frauds by an agency employee was to deny the crime and conceal it from
the corporate executives in order to maaih the necessary momentum on a critical engineering
project. The utility of their decision was justified by rationalisations which mirror the defence of
necessity (Minor, 1981) and higher loyalty, group identity neutralisations (Sykes and Matza,
1957). Caveniently their rationalisations also preserved their personal reputations within the
company. The young manager, Ethan, was reluctantly coerced in to continuing the employment
of the corrupt individual for fear of losing his own job, an understandabferd® of necessity.

¢KS &SYA2N) YIyYyIlI3ISYSyld RAFTFdZASR GKSANI NBaELRYy
decision. In turn Ethafurther diffused his responsibility by blaming his senior management. His
ethical role identity \WVeaver and Trevinol999)was perverted by the narrative of his senior
management and, unable to reconcile the discrepancy to the group identity defined by the senior
management, he resigned shortly thereafter (Turner, 2013, p338). By ignoring the standing
instructions from the crporate head office that all frauds must be reported to them, the
managers decoupled themselves from their corporate role identities in order to focus on more

parochial and personal performance objectives.

Such diffusion is a relative form of denial esponsibility and is an easy response when policies
and expectations are poorly defined and weakly enacted: it allows employees to hide behind
their ignorance and deliberately keep themselves uninformed (Kaptein, 2008). It is a problem

that Kevin a counte-fraud specialist, sees more frequently in the public sector:

LYy UGKS LlzfAO0 aSO0@2NI2&2deyIT® RENE NIVYEKI
gets spread, controls are over there, systems are over here, that's a bit of IT. It dissipates
asdoesi KS o0fl YS® 2KSNBFa Ay (GKS LINAGlIGS &aSCcC
ySOlia 2y GKS o0f201® {2 LUftf 3ISG Ad a2NISF
0KS LINAGEF(GS aSO0G2N) &82dz FAYLR @Scae8iSNipubliRS | { 7
sector frauds that were known about and gone on for months and months and months,

SPSYy FTNRY (KS LRAYy(Gd 2F RAaOt2ada2NBT AGQa

Ffy2aidz WwW2S R2y QG 1ljdzAGS 1 Y 2 got ah KnbedtigatioBs R 2
0SFY®Q LG O2dA R 32 (2 FdzRAGE A O2dzA R 32
2F GKS 0dzRISG>E AdUa y2iKAy3IZ AdGUa y20KAY:
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Malign influence of the budget

Button (2011) asserts that the rign influence of KPI (key performance indicators) enables
police officers to rationalise not taking on fraud cases. One of the most important KPIs in any
2NHIFYA&alLGA2Y A& GKS FAYFYOALFf LISNF2NXI YOS NE
to control their departments and frequently involve bonus incentives, even irprofit public

bodies (CIPD, 2010). The denial of victim rationalisation, Wweaefinrefers to above, is that fraud

is not a problem if it does not cause overall spendingxoeed the budget. Fraud consultant,
Steve, goes further in his observation that the problem is dealing with detected frauds not the

frauds themselves:

GCKSNB A& FTFENI Y2NB AyiSNBaid 6KSNB SEGSNY
the like, butnot internal expenditure. Managers are set budgets, meet their targets,
where's the problem? If you introduce fraud detection, they then have a problem they
RARYU(OG KIFI@S 0ST2NB FyR (KSe2Uy@gsS y2g 320 432

Very often budgetary control involves thiensactional management technique of management

by exception Bass and Steidlmeier, 19980 that departmental expenditure is only scrutinised if

it exceeds the target set in the previous financial year. This means that low level frauds are
unlikely to tigger budget inquiries. The corollary is that fraud losses are unwittingly budgeted
into superficially prepared incremental budgets (ICSA, 2005, p210). Police dfinara
described such an instance in the MoD. It concerned a civil servant whose job was to manage the
FNYeQa FfSSG 2F O20SNI OF NaRY

G1'S NBIdzZ | NI &8 LIZNOKIF aSR OFNB FT2N KAYasSt ¥
he just bought another car. He never boaghcar or any petrol for 10 yeafssing his

own moneyp | S S@PSYy KIFIR LINAGFGS ydzYoSNI LI I G S
0KS2UNB R2AYy3I LINPOARSR (KS SYLX 28S8S Aa 3¢

A peculiarity of the traditional annually fixed budgeting process is that surpluses cannot be
O NNASR F2NBENR FyR INB WolalSRQ dzyt Saa &Lis,
2005, p210). The motive for spending to the limit is reinforedebre management accountants
impose the incremental budgeting process as any urgend automatically decrements
subsequent budgets (ICSA, 2005, p210). In the worst cases the denial of victim rationalisation

(Sykes and Matza, 1957) alloys with this budgetection motive and shifts management from
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acquiescence to the positive encouragement of fraud. Performance to budget is of greater
altftASyOS G2 GKS YlFylF3aSNRa NRtS ARSyGADae (KI
Project Manager, Oliver,f&v2 ¢2NJ a F2NJ I OAGe o062NRdzZAK RSaoN

normalises occupational fraud in order to protect budget allocations.

428 KI @S G2 YI1S adNB 2dz2NJ TS84 T2NJ LINR2$S
and it's signed off when we gehe job. But it makes no difference if we do better
because we spend the money anyway, not like the contractors. And it makes no
difference because we have to spend it. If we don't spend it, we won't get the money
budgeted next year so guys are told o ©1 dzLJ G KS 2@SNIAYS | Fi
o 01 +d ¢SS{USyRao® 2SS R2ydd ySSR GKSY 0dzi

Empathy

The difficult circumstances of offenders are principal motivations (Cressey, 1953) and defence of
necessity rationalisations (Sykesdavatza, 1957). They can also induce empathetic responses in
those representing victim organisatiorisicole the fraud investigatorat Midton District Council,

sympathised with a benefits fraudster who was also a council employee and a single mother:

aYes, it's awful really. We're not out here to hang people. There's a human being at the
end of all this. And you do have to take all that into conteXilt's the children as well.

L 2dz 1y26zX aKS KIFa 328 KSNASEF Ayd2 | LAO]
NeverhelessNicoledid not waver from her role identity and eschew her responsibilittesthe

council She pursued a full set of parallel sanctions: dismissal from the council, a successful
criminal prosecution and compensation through an attachment of egsiarder. For others,
whose ethical role identity is secondary to their social identity, empathy can induce a tolerance
to in-group fraudsters.Paul] a building society countdraud manager conceptually divides
criminals into two groups. The ogtroup conprises malingering street criminals who deserve

punishment and public humiliation:

G2 KFEd ¢S NBFHfte ¢glydz FyR fSGUa 0SS K2ySa
stocks, like they used to back outside of the Old Bailey when it was Newgate Bason,
the public can go there and jeer at them. That was their entertainment in those days.
CKFGUda gKIG 6S oyl y26 AF SUNB (NHzS ¢
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On the other handPaulhas a default defence for offenders who come from his own socio
economic ingroup based on uncharactstic mistake and force of circumstance. Social identity
theory suggests that the ultimate purpose of these rationalisations is the defendeaol a

perception of himself:

G¢KSe N5 OSNE RSOSyYyid LIS2LX S 6K2 | MBe y2i
is blighted now because they were convicted for dvilnkving and | dare say if they were
having a fag at the same time, they might as well be hung, drawn and quartered. What
I'm saying is that the punishment for that type of crime is blighting theng

LIS2 L) SXPdd! yR (KS LISNE2Y 6K2 ¢g2N)la Ay | F,
falls by the wayside because her teenage son needs a pair of designer trainers and she
thinks she will do the teeming and lading. We know the story and some getarut of

the spiral, some do and some don't get caught. We are not that clever that we get all of
them. But when we do catch them we want to hang them out to dry so | think we've lost
a2YS O2YLI aaA2yXX2KSNB R2 @&2dz RmhdogfrauKS €
happens, not because | work round here, | know because | was a police officer and from
conversations with other people and that's what happens. People are kidding themselves

if they think you've got people that are morally trained, so morélg y & OA 2 dza (i
O2dztf Rydid Llaarofe R2 (KFIiZ 2K y2¢0Q ¢KS& F
fSTO adl yRAYy3AKE

' VAdZNLINR Ay 3If e (KS o0dzif RAYy3I az20AS0eQa yI NN
frauds means it rarely, if ever, deal#hvemployee and supplier frauds. Its management excuses
GKA& FlLAfdz2NS o0& RSLX2@Ay3 GKS alyYS RSTFSyOoS 2
by the fraudsters. Similar empathetic responses is also apparent in the engineering sector at the
supplier interface. Alec, an agency employee working on large projects for a construction
O2YLIl yes RSAONARGSR K2g G(KS O2YLIyeQa SYLX 2¢

frauds:

G¢KSe aSS AGX GKS a2NIl 27F 3 @Rgieeting sufplief). & A
With contractors beaten up on prices, they reckon it's helping them get the right price
and getting a bit of reward for helping them... To some extent there's truth in it,

contractors are not paid enough, so when someone makeskhi@ Ki 2 FFSNE & 2 ¢
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Keegan is a contracts managara firm of constructionconsultants.He sees the same kind of

practice:

GL y26 62N] F2N {eyO02 LdzidAy3a (GdK2asS GSyR
the client from any risk laying difie risk to the contractors by littering the packages with
disclaimers about the design and specs....... The client hides behind our indemnity and
stacks of paperwork, we hide behind the disclaimers, the main contractors know how to
run the jobs but they dn't know how to do them and they shove the risks stramito

the M and E contractorarjechanical and electridalthe QSgquantity surveyorsbully

the M and Es who know how to do the job but get the lowest pay. They're bound to
fudge the costs andariations to cover the risks and make it up anyway they can. They
have to do deals with the QSs and project managers to get the variations approved. Then
the QS fudges the cost and the main contractor fudges the cost and the client, who

hasntgotaclueSyY Ra dzLJ LI @8Ay3a F2NI AGHP ¢KIGUaA K25

The absence of formally specified ethical responsibilities in the governance structures supervising
Alec and Keegan diminishes their ethical role identitM&gver and Trevino, 1999t allows

them to maintain the role of passive, sympathetic withnesses of contract bribery fraud,
rationalising that it is an inevitable consequence of unfair practice. The insiders know the rules of
0KS 3FYSI NYz S&a GKIFG NBFESOUG al MBSy cdmingity o O
within the construction sector as a means of ensuring an equitable profit distribution through the

supply chain.

Social bonds

W2KyYy 1 dAKSaz | O02ttSFr3dz2S 2F ! .{ NRB3IdzS NI R
management that Adeole repeatedly exceeded his financial trading limits: because "l went to a
a0K22f GKSNB LIS2LX S RARYyUlG 3INIaaszh 6. ./ 3% H
Ot AYIGS FFIAEtSR (2 RSJS tVeehder arkTrieviha, QOPSftickerithOd NI
overcome rules of group membership acquired in childhood. Only the intervention of prosecutors

caused Hughes to adjust his role from one of passive observer to active witness.

Hamishis a formerProject Managerat BanburyEngineering. He observed the operation of the
corrupt conspiracy betweeWestcdQd S Y L)X 2Batb8® a I FRNX SNJ RANBOG 2
years.He became a witness for the prosecution. For him corruption wag\geday business
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practice he had grown up witht was a means to ensure those in his charge kept their, jabs
higher loyalty rationalisation (Benson, 1988Jis close relationship with thé&/esico employees

normalised the corruption and prevented him from snitching on his friends:

GLGUYAa g Kallihe ingyltiwas2the way business was always done with them. It
was the same when | worked for Renchest. Everybody knew abotUhdty were the
customers and we got work out of them and it kept the boys in a job, that's what |
wanted.| worked with trem every day. You knew they were customers, but they weren't
just that but, yes, friends, good guys. | played golf with them, went to A€arysongot
tickets for the rugby, curry once a month, that sort of thing. Yeah, if they're a scummy
bastard, | mighreport them, but when it's someone you've worked with for a long time,
380 2y SAGKY (GKFGUa RAFFSNBY(IXI KI NRDE

Kyle described the weflaid General Manager, Ellis, at his local private sports club as
professionally competent, very amicable but a comp@siva 2 I €t G SNJ aAGie&é¢ A
about the most mundane things. Ellis was dismissed for a fraud scheme perpetrated over many
€SFNRY KS dzaSR (GKS OfdzoQa FIOAfAGASAzT adl F7F
private locations. His acities had been the subject of gossip amongst members for years, but
AJYy2NBR o0& GKS OfdzoQa UGNHaAGSSa FyR O2YYAdd
appointed. Kyle explained that trustees and committee members are volunteers appointed from

0 KS @nerdzérship on fixed two year terms and no one wanted to burden their period in

office by confronting Ellis and upsetting the social atmosphere of the club.

Brian is a financial auditor, working for a large audit fithe. spoke of a particular taboo the
AYRdzA GNBE OF f f SwherdblyXublitgrs falsify thieik t€stsA y 3 €

GLF KSU&a (SatdSR mpn Ay@2A0Sa FyR wmny I NB
days and those 2 errors bigger than the template allows, what would you do? You can
reale AYIF3IAYS ad2YS LIS2LX S I2Ay3IAS WLUY TF2AY:
phantom ticking for us. It definitely, definitely happens, I'm afiaitt, 2 dz 32 Ay (i 2
files to get an idea of what work was done before and try and agree tadityau just see

that it got too complicated so they just didn't bother doinXibh y OS @& 2 dzu @S & &

you've seen it a hundred times.
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It is an interesting definitionatonundrum.The auditor isbreaking the rules andeceiving his
employer, an occuptonal fraud but only if there is a loss or risk of loste is also deceivirthe

Ot ASyliz 6KAOK O02dzZ R 06S I O2NLIR2N}GS FNI dzR A
negligence if they did notMost seriously, he is deceiving investors, custoremd suppliers
whichrely on the quality of audited annual financial statemertievertheless Brian would not

d ay A OKeéagud gaught pfamom ticking.

LYY y204 3A2Ay3a (2 3INIrAa Ye YIGSa dzJ o dzi

phantomi A Ol Ay 3z L ¢2dzAZ R 2dzald a1l GKSYXZ WwW2Ke
EGA? Why are you happy that you have ticked this? Perhaps you've made a bit of an
2OSNEAIKIPQ hNI gKIG L YAIKG R2 Aa GKAYy1l 0

The ¢rength of social bonds is most evident in family businesses. Greig and Lauren, owners of a
{2 al Nyl SlGAy3az NBLSIGSRt& SEOdZASR (KSANI az2yQ
finance an excessive lifestyl@druman was eventually dismissed whenira the Marketing
Director, and the Finance Director exhausted their patience and threatened to resign. la

explained:

GDNBAI KIFIR 6FNYSR KAY FYR 6FNYSR KAYSE 6 dz
got close to sacking him, Lauren would takerBals side and persuade Greig to give him

I y23KSNJ OKFyOSXaS FyR [/ 2KSy GKNBFGSYSR (z
al @SR dza mmpnIZnnn | &SI NWE

In both of the above cases external interventiohecame necessario countervail the social
bonds of colleagues, friends and family, which allowed offenders to sustain kinewn
criminaity. DEFs countefraud manager, Mark, frequently finds that colleagues and managers
need to be confronted with the hard evidence amkaning of fraudulent behaviour in order to

breakthosebonds:

G, 2dz 32 GKNRAAK (KIFIG GeLAOLIE YAESR SY2GA;
of what they saw as one of their team, whether it was a colleague or the manager being
veryLINR G SOGAGS 2F 2yS 2F KAa GSFHYY Wl Sga |
¢KSNBE OFydid o6S IyedKAY3d gNRYy3d gAGK KAYSD |
of doing the investigation and getting the facts and show the information to the

YIEYyF3aSNE FYR GKSy AdGU4ay WL glyld G2 1Atf F
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Conclusions

Two overriding themes emerge from the observations and accounts of the research participants.
The first is the broad perception that there is little value in developing cotfnéeid systems as

it is an insignificant problem. Robust quantitative research would address this perception. The
second and far more complex theme is that managers and employees fear the consequences of
dealing with frauds. For some managers these fears arise from expengnich has taught them

that exposing fraud or similar compliance issues can be painful. For others it may be a general
fear of the unknown. Thdeared consequences can bbroadly divided into two interacting
categories, consequences to the employing oigations and consequences to the individuals,
which reflect the two strands of identity theory, social identity and role identity (Stryker and
Burke, 2000). The result of weak ethical identities is that the organisation develops a passive
tolerance to itsvictimhood. The ineffectiveness of the criminal justice system discussed in

Chapter 8 ddoxifies the fraud label and makes the passive rationalisations more palatable.

The organisational concerns are altruistic, higher loyalty considerations (Sykesatral 1B57),
GKAOK adzLIL2 NI AYRAGARZ faQ 3INRBdAzZLI YR FARAzOA |
how the unknown benefits to the organisation might weigh up against the unquantifiable costs:
the cost of investigating and pursuing a caseotlyh the courts, the cost of losing a valued
employee, the cost of destabilising a key objective and the cost of a damaged organisational

reputation.

The personal concerns are equally complex. They include the offending manager who fears
detection and themanager who fears charges of incompetency with the attendant reputational
and career damage. Perhaps the most unpredictable and powerful personal influence, which can
cause managers and colleagues to look the other way is the strength of social bondddeshbe

in those social relationships that they see as superior in the hierarchy of identities.

Conceptualised here as a weaker social bond, empathy operates through social identity to permit
the construction of avoidance rationalisation. The contracts manag the engineering sector
justified contract bribery frauds between managers and suppliers as a means of ensuring just
entittlements (Mars, 1973). The building society coustaud manager condemned those of a
lower socieeconomic group but sympathetilta identified with the middle class drirtkivers

and whitecollar fraudsters. His perception that punishments unfairly ruin their lives was based
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on a cocktail of rationalisations that they are no threat to society, their errant behaviour is a

product offinancial pressures (Cressey, 1953) and, in any case, everybody commits minor frauds.

The potential danger associated with attitude of managers and employees which justifies
O2fttSI3dz2SaQ FTNIdzRa A& GKIFG AG Otyyorough kaRe, fir2z A i
example, the unintended result of incremental budgeting was a flurry of activity to spend money
08 TFNIdzRdzZf Sy i YSIya Ay 2NRSN) (2 LINRGSOG (K:
identity had decoupled from his corporate role id#gy and his attention was focused on
personal concerns, the protection of his own interests as a budget holder rather than the
interests of his employer. Superficially prepared budgets hide the cost of fraud and the tyranny of
the budget KPI allows manaig to call upon denial of injury rationalisations to justify their

avoidant strategies.

Whether the reasons for not dealing with fraud inside organisations are called excuses,
justifications, apologies (Benson, 1985), motivations (Coleman, 1992) anakdiations (Cressey,
1953) is immaterial. The germane point is that managers and employees use the same
rationalisations as occupational offenders, at times mixed into an aggregated cocktiiiftorce

their justifications.

Sutherland advises us thaeople become criminals because of their exposure to acsiiore
wherein the definitions favourable to the violation of law are in excess of the definitions
unfavourable to the violation of the lagButherland, Cressey and Luckenbill, 1847){ dzii K S NX I
teaching is constructed from the perspective of nascent offenders and their relative association
in subcultures with practising criminals who teach the methods and the justifications. In the
employment context we can supplement the differential assooratiheory by placing greater
emphasis on the role of the victim organisation and its members: employees are more likely to
0502YS 200dzLd GAZ2YlFt FNI dZRAGSNE sKSYy GKS 2NH
fré +FNB Ay SEOSA areasofs fdi Krforcig Nl laivA Byl chrmecyh@ e
acquiescent rationalisations of the victim organisation with the motivations of the fraudster, the

differential rationalisation theory posited here states:
Employees are more likely to become occupatiohdid dzRa i SNB 6KSyYy (K¢
i K

NI GA2yFfAarFdA2ya F2N y2id SyTF2NDAy3 S f

favourable to fraud.
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The more that the victim organisation rationalises excusing fraud in both frequency and type, the
more fraudgenic the climate and the lower the need for fraudsters to rationalise their criminality.
The organisation has done it for them. Such a culture is an invitation for the occasional offenders
described in Chapter 6 to supplement their earnings and iseaapportunity for sociopaths to

3SG NAOK® ¢KAA RAFTFSNBYUGALIT NI GAZ2Y Il tAalFGA2)
/| NBaasSeqQa SYoSTTEtSNI FyR NBO23IyrasSa (GKS AyT
acquiescence to crime. In a more general con@®$ YA 3IKG GKSy arevy a.
Y2NB G2 O2YLI) aa GKSANI SyRaszs GKIy GKFG 322R Y

/| NBaasSe omepyc0d NBFSNAER G2 {dzZiKSNXFyR Ay adzA:
management fraud will decline only as neutralizing verbalizations supporting these crimes are
GKSYaSt @Sa ySdziNl f AT SRPE ¢ KS RAMeE BBy usihatf  NJ
2NBFYAalrGA2yaQ aSOdaNRGe 3F20SNYlFyOS aidNr G§S3A
successful if they first concentrate on the avoidant rationalisations of managers and employees,
rationalisations that are twin reflections off KS 2FFSYRSNEQ NI GAZ2YI f
organisations promote the salience of group identity and the meanings of an ethical role identity,
one that is intolerant of fraud irrespective of any relationship with the offender or the context of

the offence.
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Chapter 11

Organisation Ethical Development

Introduction

The themes introduced in the previous chapters elucidated some of the conceptual and practical
challenges of dealing with occupational fraud and identified some of the characteristics which
differentiate the more fraud resilient organisations from the leapable. The aim of this chapter

is to organise these characteristics thematically into a typological structure which addresses the
core research question: what is it about some organisations that inhibits countering internal
fraud whilst others are farks reticent? The analysis uses the insights derived from the primary
and secondary research data to expand the window dressing, compliance and values orientated
typology set out byTrevino andWeavero H nno 0 @ L RN} ga 2y VY2KfI
developrment (CMD) model to arrange the typology into a progressive organisation ethical
development (OED) model. The differential rationalisation concept introduced in Chapter 10 is
mapped onto the OED model to illustrate the primary role of regressive diffetentia
rationalisation in the institutionalisation of fraud in the work place, and conversely the power of

progressive differential rationalisation in developing ethical coufitend cultures.

Y2KE0SNHQa AYUSNI OlA2yAad O kKéagohidy deveopsOiNdughS &
three levels suldivided into six stages (Kohlberg and Hersh, 1977) as illustrated in Figure 11.1.
Sequential, irreversible progression through the stages is spurred by exposure to new situations
of moral conflict which demand me and more complex reasoning. Positive interaction with
others by way of education and guidance supports the development, particularly when
individuals are confronted by difficult dilemmas (Kohlberg and Hersh, 1977). Because the
capacity for the expansioof empathy and feelings of guilt is at the centre of CMD (Kohlberg and
Hersh, 1977), its scope is limited to individuals who have the capacity for socialisation and

specifically excludes individuals with higher levels of psychopathic traits (Kohlbergy, 1968

The developmental approach to understanding moral reasoning is concerned with the form and
process of reaching moral decisions, not whether principled reasoning inevitably translates into
moral action (Kohlberg and Hersh, 1977). The theory does natn dlaat CMD is the sole

determinant of moral behaviour, only that moral choices are more consistent with the higher
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stages (Kohlberg, 2000, p602). The influence of other factors, such as pressures, motives,
Sy2dAaz2ya yR aS32 aid NDysaliioral beravioyran spedfic sitdatiodsy f A
Ad GSYLRNINREE af2aloftSéeé 2N NEOSNARAOE S 6Y?2
SELISOG O023yAGA@S RA&azYylIyOS (G2 0SS IchRegwioBR 6
moral identity (Feshger and Carlsmithil959; Murray, Wood and Liliegiti, 2012). According to
dissonance theory and neutralisation theory, the individual must then seek to eliminate or
reduce the dissonance (Festinger and Carlsmith, 1959; Lowell, 2012;) in order to hoirg ab
correspondence between self and behaviour (Fastinger and Carlsmith, 1959) through self

justification and rationalisation (Lowell, 2012; Sykes and Matza, 1957; Cressey, 1953).

In the organisational context, where the individual is subjected to gro@ssures, dissonance
Oy 200dzNJ 6KSy (GKS AYRAQGARdAZ t Qa 2g¢y O23YyAGA
step with the corporate groupthink (Toft and Reynolds, 2005, p6) and resulting normative
behaviour. There are a number of ways to ameliotthie dissonance. One solution, according to
identity theory, is to remove oneself from the situation (Turner, 2013, p500), that is transfer or
resign. Another is to seek organisational change, but this requires a degree of moral agency
(Lowell, 2012) and amrganisation that is receptive to change. Perhaps the most common
solution for those with a more externally orientated locus of control (Rotter, 1966; Trevino and
,2dzy 36t 22RX mMppnd A& G2 NBFfAIYy 2ySQa 24y (
(Turner, 2013, p500; Janis, 1973) using rationalisation techniques such as attributing
responsibility to others and acting under instruction (Lowell 2012) in order to conform-to in

group expectations (Turner, 2013, p344).

This process of socialisation c&l S | RSt SGSNRA2dza SFFSOL 2y
ambitious managers, as it orientates them to the norms and narrow performance objectives of
the organisation. In this way organisations can become a malign influence which creates immoral
managers out of previously moral individuals (Lowell, 2012). The managers become
institutionalised into the negative ethical climate (Lowell, 2012) and, in turn, add weight to the

inertial ballast which resists ethical development.

The purpose of this chapter i®ot to force fit the metaphor of the organisation as a person
(McDonald, 1987) onto the Kohlbergian model. Others have tried to do so, for example Logsdon
and Yuthas (1997) and Snell (2000), but they have failed to address adequately the fundamental
problem that the organisation is not a cognitive human being with a unique conscience, but is a

seething flux of individuals bound temporarily by a common membership and group identity.
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Rather the ainof this chapteris to reflect on the common aspects and tingportant differences
between individual moral development and organisational ethical development, with a particular
emphasis on the influence of leadership and how the differential rationalisation concept

introduced in Chapter 10 maps onto each organdsal type.

CAIdz2NE mmodmMY Y2KEoSNEHQaA O23yAGADS Y2NIf RSQC

Preconventional level

Stage 1Punishment and obedience Act to receive rewards and avgidinishment.

Stage 2Instrumentalrelativist ' OG0 G2 TFdzNIKSN) aStFArakte al dAaa-
occasionally others.

Conventional level

Stage 3interpersonal concordance Recognise self as member of a wider society with normative
values, conform to per expectations and seek approval.

Stage 4Law and order Recognise duties and obligations, respect authority and seek
to maintain the social order through the existing rules.

Postconventional level

Stage 5: &cial contract, legalistic Recognisehe prior rights of others, seek consensus on
conflicting issues for the greater good.

Stage 6Universal ethical principles Right is defined by personal and social values which go beyond
written laws and rules, universal principles of rights, justice,
equality and human rights apply to all individuals.

Organisational ethical development framework

The analysis proposes an idealised organisational ethical development (OED) framework based
on the work ofTrevino andWVeaver (2003) and the data from the present research (Figur& 11.
Figure 113). The typology should not be regarded as sharply delitkaegories, but as a
series of irregular, amorgus fields. The organisational types introduced in the following
sections are illustrated by the anonymised examples encountered in the primary research and a
few high profile cases found through searchésh® media and regulatory websites. It is notable

that whilst the searches produce many examples of corrupt organisations, convincing examples
of ethical organisations are far more elusive. The membership pages of Transparency
International UK @ndated and the Institute of Business Ethicsinflated websites were
examined for examples of ethical organisations but both lists inclugmerous financial and
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other organisationghat have been roundly condemned by regulators. The validity of the lists as
ethicd benchmarks for present purposes is further undermined as they also include three

companies criticised by participants for weakntrols and corrupt behaviour

The list of organisational characteristics in Figure 14 derived from the present resedr@and,

as such, is not complete. The characteristics are arranged into two domains, attributes and fraud
risk. It cannot be claimed that the attributes are certain determinants or precursors of fraud
levels, only that the lowest levels of fraud are corestwith the most positive attributes, which

in turn are consistent witlTrevino andwWeavef €003) concept of a values orientated ethical
climate. It is notable that most of these attributes are techniques of situational crime prevention
(Clarke, 1980; @ton and Gee, 2013, p85). It implies that situational crime prevention is a

necessary component of a progressive ethical climate.

Delinquent organisations

Delinquent organisations are led by managers who deliberately or negligently ignore laws, rules
and social norms relating to ethical corporate practices and employee behaviour. They do not
attempt to profess compliance through their published policies andes of conduct (Gruys,
Stewart, Goodstein, Bing and Wicks, 2008). The groupthink and organisational culture at this level
of ethical development are characterised above all by an instrumentalist orientation similar to
Y2 Kf 0 S NBhGeationaNeRBel: x AKG FF OGA2y A& GKIG gKAOK &t
needs and is regulated only by useful transactional reciprocity or the intervention of external
authorities. The delinquent category covers a broad spectrum from naive companies to criminal
enterprises, such as boiler room and long firm fraudsters (Levi, 2008). The range reflects a
compass of intent, from a criminahens reato negligence, recklessness and ignorance. In all
these cases the result is the same regressive differential rationalisafidd:S 2 NHI y A & |
NI GA2yFfAaFdGA2ya F2NJ y2id SyF2NOAy3 fls6a | NB

to fraud.

Small organisations

The management of naive companies lack knowledge and awareness of regulatory and ethical
issues, and tesh to rely on trust as the principal ethical control mechanism. The naive label is
typically associated with small starp companies. In 2014 at least 344,340 new companies were

formed with up to 19 employees (BIS, 2013; BIS, 2014). Founders may wethée aith the
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appropriate trade skills, but probably have no training in how to govern companies, possess
limited knowledge of the regulatory environment and rarely consider the threat of employee
FNI dZR® ¢KS T2dzy RSNDA 2 JS NBINHRA thied leanZhAt@@ripdfitioh & =
is not fair: of the 26 participants from SMEs, 19 complained of corruption in their markets and 5
admitted to colluding in contract bribery demanded by customers. In all cases the source of the
corruption was junior omiddle managers in largeustomerorganisations, people with access to

substantial funds and the means to hide the schemes.

lain, the Marketing Directorand minority shareholder of SW Marketing, a small £3million
turnover family business typifies the SMEector. He perceives his company as honest, ethical

and caring. He complains about corruption in his target market, the sports industry, but he had
no idea that his routine habit of agreeing pricing structures with competitors is a fraud offence
under the Enterprise Act 2002 until a neighbour who happened to be a former director of the
Office of Fair Trading told hireo at a dinner party. Also typical of small businesses, the
O2YLI yéeQa AYGSNYyIlf O2yiNPftBumanNE sod 6 theSfdundery (i N
fraudulently abused the company credit card with losses running into £10,000s. The
management tolerated the frauds for several years untih land a cedirector threatened to

resign.

14U Computers is another example of a small, delinquenggnisation that was both a fraud
offender and victim. The company was a £6mn turnover company that supplied hardware,
software and support services to schools. It was acquired by a facilities management company,
Midland FM, and a new Managing Directdune M, was appointed. Unfortunately it stumbled
under her stewardship, so within 18 months she was dismissed and replaced by a Midland
RANBOGZ2NE b2NXIYysS (2 axX1A0]1 GKS YIylF3asySyd
GF NBS(a®dé

Norman deliberatelydistanced himself from the daily running of the subsidiary and relied on
monthly reports from the small management team. He knew that corruption was endemic in the
industry sector and believed that 14U had to play along by offering computer equipment and
software as inducements to school governors, hésathers and IT managers to win contracts.

To support his rationalisation Norman named five competitors he believed were corrupt. A
subsequent web search corroborated his assertion: one of the companiesdeadfined £2.4mn

for copyright abuse of Microsoft licences (Kunert, 2010) and a second had been involved in a VAT

carousel fraud Kunert 2011). Nevertheless Norman allowed the bribery to continue provided
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the costs were added to the contract values,ypital contract bribery fraud scheme. Norman
hoped that by disassociating himself from the minutiae of the business he could dissociate

himself from corruption:

GL g2dAd R Ffgreéea GdNYy | o6ftAyR S$&8 (2 GKI
how they've operated. As long as the costs were covered in the gross profit, | was happy
for them to do that as long as | wasn't aware of it, personally. | was implicated in it

because | was aware of it, but | wanted some plausible deniability and that was my
LI | dzZaAo6fS RSYAIFIOAfAGR DE

Norman also knew the company habitually defrauded its bank through abuse of its invoice
discounting bank finance. The facility is similar to a variable overdraft; it allows businesses to
borrow money against invoices faompletedcontracts and the higher the level of sales, the
more that can be borrowed. The abuse arose from the manipulation of the incremental
budgeting process typical of public bodies (Chapter 10). In order to protect their budgets the
a0K22ft aQ | yiyiaihvblved deryianding supplier iNoices for work scheduled for the
following summer break. Presenting these invoices prematurely to the bank to increase

borrowings was an accounting fraud.

Unbeknownst to Norman, the Sales Manager, having learnt hodet®ive the bank, extended

the fraudulent scheme to raise £350,000 worth of wholly falsified sales invoices. The Sales
al yI3SNRa Y2U0A@lrGA2y o6+ a Go2F2tRY AlG | OOStES
fraud, and it falsely increased his salesnbs, an occupational fraud. Inevitably the scheme
unravelled when the bank became suspicious, investigated the company and forced its closure.
The matters were reported to the police but they decided not to prosecute because 14U was the
author of its owndownfall, the banks recovered most of their losses and the head teachers of the

schools refused to coperate with the investigations.

The 14U case contains features previously encountered: how the rules of incremental budgeting
trigger deceitful innovatins by budget holders to overcome its strictures, a financially stressed
business, a corrupt market that normalised corrupt behaviour as legitimate business tools, the
use of contract bribery fraud to generate sales, rationalising fraud as borrowing,dpuastols

and a dysfunctional, transactional leadership. It is not surprising that the criminogenic culture

was exploited by at least one junior manager. Norman invoked the classic denial of crime, denial
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of fault and borrowing rationalisations to excuses mole in the affair (Sykes and Matza, 1957;
Cressey, 1953):

d. SAy3 AAy2NIyid G2 FNIXrdzRZ y2 L RARyUG (K
had to be manipulated to make it work but | didn't know it was fraud. We had every
intention of payingt back. | trusted people. | have a different perception now, but at that
GAYS GKS&asS ¢gSNB Y& aidlFF IyR L GNHzBGSR Y&

Large organisations

A tiny fraction of small companies develop into large corporations that wield emasnpower

and influence. There are 5,243,135 businesses in the UK but just 6,745 (0.1%) are defined as large
by employing more than 250 people; they employ 40% of the private sector workforce and earn
53% of the total turnover (BIS, 2014). The risk is,thata small business grows into a large
corporation, the absence of correspondent ethical development permits small company

mentalities to amplify into archetypal whiteollar crime corporation (Sutherland, 1940).

Erwin was until recently a senior managef CA Technologies (CA), a listed $4bn software
business headquartered in New York. Erwin explained that he was hired by its interim Chairman,
Bill McCracken, to assist with the restructuring of the business following catastrophic failures of
governanceThe company and its executives had been subject to several high profile legal claims
for theft of intellectual property, bribery, breach of duty and false accounting in the 1990s and
2000s. The false accounting scheme was an occupational fraud and theeniosis offence. It

led to the prosecution of eight executives and a deferred prosecution agreement (DPA) against
the company (USA v CA Technologies 2004). The DPA required the company to establish a
Compliance Committee, compliance programmes and imgoae independent examiner to
monitor regulatory compliance. The company appointed a former examiner of the Securities and

Exchange Commission to the board.

To support the sanitising programme, McCracken set up a special committee of the board to
investigde the frauds and to learn from the experience (McCracken and Zambonini, 2007). The
core of the fraud scheme bore close resemblance to that at 14U, the overstatement of sales
NEGSydzSad 1 26SOSNI Ay /! Qa OFasS GKS ciekand SY
BEYOR2YAYAS HanTs LMOo® ¢KS SESOdzZiAGSAaQ LINA YL N

in bonuses, one of the largest known occupational frauds ever detected. The company never
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outgrew the startup mentality and had been run by the ChiefeEutive, Charles Wang, as if
GX2dzi 2F KA& 3IAFNFIASE 06aO/ NI O1SY FYR % Yo2YA
ONBIFIGSR I G2EAO IiY2aLKSNBE 6KAOK SYGSRRSR TI
culture since its inception and those whidid not acquiesce were fired (McCracken and
Zambonini, 2007, p5, p17)

Erwin described the new culture at CA in terms of regulatory compliance rather than a broader
SGKAOIE O2YLX AlIYyOS 2NRASyYydGlFridA2yY a!ltt GKS ai
O2YLX Al yOSX®dodzi GKS 9dzNRPLISFY 2LISNI A2y Aa N
dzaS 2F t2¢6 (Gl ESadé LY Hnmn GKS O2YLIl yeée LI AR
The Vaud canton where CA is registered boasts of its liberaloetio controls and special low

GFE NI} GSa F2NIAYIESNYFGA2y Il O2YLI yASa AyOf dzR
New York headquarters is also remote from its registered address in Wilmington, Delaware,
where regulatory control is so purpogel ¢S {1 GKIFIG aX O2YLIk ye Yyl
R2 ¢KIFG (KS@& ¢lyid i GKS SELISyasS 2F 20KSNJ &
2LISYAy3dI (GKS O2NLIRNIGS 6AyR2g (2 (GKS AyaLlSol
garage mentality andpsirred the development of its culture, but only to a utilitarian legal

compliance orientation based on the most expedient regulations.

The window dressing organisation

The window dressing organisation exhibits the same behavioural characteristics as the
delinquent organisation except that its management profess compliance with regulations and
normative values through its policies and pronouncements (Weaver, Trevino and Cochran, 1999).
[ A1S GKS gK2ftte& RStAYIldzSyld 2 Na&iony a@dupedicayand (0 K
its typical response to deviance is loaded with rationalisations to justify dysfunctional behaviour.
al yIr3asySyidQa ¢l NBySaa 2F Aida az20Alf SY @A NZ
developed to the extent that it sees éhreputational advantages of portraying the organisation

as a lawabiding citizen, though its ethical structures are a constructed pretence that hides
regressive differential rationalisations for tolerating delinquent behaviour. We saw in Chapters 9
and 10how both R&T andNestco fit this category. Despite their ethical proclamations, the
management of both companies readily rationalise employee fraud and are repeat corporate
fraudsters with multiple successful actions taken against them by European and North American
authorities for cartel offences between 2000 and 2010. Inzco is a similarly sizedbitialti

dollar Japanese manufacturer with a significant presence in the UK. Despite published policies
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that proclaim anticorruption values,Peter, the younglhzco sales represéative, described
without any hesitation or hint of embarrassment how thempanysecures high value contracts

from large corporate and public sector clients:

G2S FTAYR 2dzi 6KIFG KAA 6AFS glyday OFNE Kz
stick his cost on the job, what we can, but it depends what we can get away with, what
his budget is like. It's just doing what you need to. A bit under the table, you know. It's
not really wrong, not like it's a crime, it just helps everyone along to get tlaé diene.

It's part of the package you put together, isn't it?......Yesi[Qa O2 YY 2y LJ]I OS

at [company A and Bl worked for them before, it was just the same. The product has to

be right, the price needs to be good and the client shouldsgebething out of it so the

whole package is right. Why? Do you have a problem with it? You'll go nowhere if you
R2y Ui dé

Having been apprenticed into the corporate groupthink view of corruption, Peter rationalises
that inducing clients into occupational2 NNXzLJG A2y A& y24 |  ONRYS?
management and is a normal, necessary survival practice within the market sector. Without
some form of external regulatory intervention or a change of leadershigehberrupt practices

will continue uncheked.

Nigel is a partner in Farewell Consultants. He audits the ethical practices of large corporations
mainly those with extensive overseas operations or suppliets finds that some business
leaders are sincere in their attitudes to ethics, but others are only interested in image, reputation
and avoiding bad publicity. The ethical leaders want to know what is right and wrong about their
companies. The image consgs leadersare less interested in whether unethical practices occur

in their organisations, they are momncerned that the practices may come to the attention of
the authorities or the mediaThese leaders engage Nigel and his colleagues for defensive
purposes. Should allegations of maltreatment of employees, poor health and safety conditions or
bribery arise, the leadersim todistance themselves and their companfesm the allegations by

citing their engagement of Farewell as evidence of their comitt to ethical practices.

The windows compliance organisation is possibly the highest risk type as its ethical proclamations
I NE FNJ}dzRa Ay GKSYaSt@gsSa GKFEG YAANBLINBaSyY
scrutiny. The deregulation of the Sags and Loan market in the USA in the 1980sleman,

1995)led to industrial scale occupational frauds and the conviction of 1,000 managers (Pontell,
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Black and Geis, 2014). The 2008 financial meltdown exposed the corrupt activities of long
established, wll-respected banks, yet too often they are still unable or reluctant to excise the
habit. Barclays, for example, was condemned by the Financial Conduct Authority (2015) for its
repeated failure to remedy its ineffective management controls and flawed $enoliure despite
multiple regulatory interventions. The UBS bank is a particularly apposite example of a
dysfunctional leadership that espoused compliance but secretly rationalised the utility of
corporate fraud (The Telegraph, 201#)e bankinevitablyfell victim to a £1.3bn occupational
fraudster, Kweku Adoboli (Warner, 2011), and the machinations of trader Tom Hayes, who was
motivated by greed and huge bonuses to manipulate LIBOR interest rates whilst at UBS and
subsequently at Citigroup (BBC, 208ay 26, BBC, 2015, May 28b

FIFA (Fédération Internationale de Football Association) is fongirofit organisation based in
{6A0G1T SNIFTYR® LGA YAaarzy Aa (2 aXRS@St2L) F2
through its inspiring tournamehd ' yR G2 odzZAf R | 0S4 GSNI Fdzi dzN2
(FIFAdzy Rl §SRo® Lia fSFRSNBREKALI OflAYya GKIFG AL
AYOSNYFGA2YFE &LRNIAY3I FSRSNIGA2ya Ay GKS |
Conduct proclens zero tolerance to corruption (FIFA, 2@)%2its Code of Ethics prohibits
anything other than trivial gifts (FIFA, 2@)2 It earns on average $1.4bn per year, spends
$1.3bn, has $1.5bn in cash reserves and employees 474 people with an average reionradrat
$243,000 (FIFA, 2015). However its executives were greedy for more and abused their positions
to plunder well over $150mn from the organisation and its associates @p&ritnent of Justice,

2015). It is not surprising that the President of FIFA,pSBiatter, presents psychopathic
characteristics such as power hungry, ruthlessness, Machiavellian, manipulative and a sense of
impunity (BBC, 2015May 28& > | YR GKFG KS € SFENyadG KA&a ONI
Havelange, himself accused of corruptidby the Swiss authorities (Kiernan, Jelmayer and

Magalhaes, 2015).

Compliance organisations

Weaver and Trevino (1999) refer to ethical control programmes that emphasise rule compliance,
coercion and punishment as compliance orientated. The complianganigation has evolved
ethical and security mentalities (Johnston and shearing, 2003, p29) that orientate it towards a
law-t 6 A RAY 3 OAGAT SYy&aKAL) Odzf GdzZNB (KI G NBaSvyof S
NEO23ayAirasSa GKS 2 NHntheiwidér comgyhi®yzandltid sustdinateyvalué bl K 7

alignment with an external regulatory environment that protects it fromJafathe-jungle chaos.
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G GKA& fS@St 0KS 2NAFYyAalFdA2yQa AYyIGISNYI f
punishment mechnisms exercised by the regulators: the threat of a sanction response is its
primary control mechanism. The research suggests two types of compliance orientated
organisations. Both types set out to comply with the rules, but the contingent compliance
variants adopt a utilitarian perspective and rationalise the relaxation of the enforcement of the
rules depending on the context and circumstances. On the other hand the unconditional

compliance organisations are far more likely to enforce rules irrespectitreeafircumstances.

Contingent compliance

The response of contingent compliance organisations to rule breaking is dependent on
YIEYyF3aSYSyidQa dziAftAGFINAIY |aaSaaySyid 27F 6K?2
consequences to the organisation and whet there is external regulatory oversight. A
contingency switch wired into a utilitarian perspective and lubricated by regressive
rationalisations allows the organisation to oscillate between window dressing and compliance
orientations. The Midhouse Bulldy 3 { 2 OA S-fraud deamOBrdakamPlel expends
substantial energy on regulatory compliance and external mortgage frauds perpetrated by
customers, but it pays little attention to employee fraud because, according to cotnaieal
manager Paul, it isommon, low value and the perpetrators are not real criminals. Lawrence, the
corporate Finance Director introduced in Chapter 6, described his frustration with the groupthink
(Janis, 1973) of the executives at Hurn Group that led them to overlook ther neimant

behaviour of subsidiary Managing Directors because of their perceived value contribution:

Gt NPGARAY 3 GKS adzoaARALF NE Ahe paedtyconphng dzi A
executivepwould rather not know. Because they don't see it as a majomgrand it's

just a cost of operating a business, provided it doesn't get out of hand. Dealing with it is a
great distraction from what they are there for and they've got enough to contend with.

At least for the small fiddles. And people don't like a sesiconfrontation, when it's
YAY2N) GKAYy3Iad 2KSy AlG YFGSNRAFEE& AYLI OG04

All the lawyers and countdraud specialists participating in the research suggested that
reputational concerns tend to inhibit the response of orgations to crimes of dishonesty. Fear

of corporate reputational damage or career repercussions can cause managers to ignore
fraudulent activity, to displace management responsibility to others or to inhibibperation

with investigations. The Managingréctors of HIJ Tubeline arelTSProduce (Chapter 10), are
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reluctant to pursue internal fraudsters because they fear having to disclose the frauds to
prospective clients through their vendor due diligence systems. Ewan, the Cedtmaigd
Manager at facilies management company BBR Services, is wary of the potentially corrosive
relationships between managers and subordinates that can result from these situations:
GwSIlfAAaGAOF f e Yepoktdd todh2 yomfliantetfuhdtighécause a lot of
theiAYS GKSANI aAGS YIFylF3aSySyids sAaff LINROL
aKz2dzZ RyQli KI@S R2yS GKFGX L aK2dzZ R 0SS NEB
O2YSa R2py (GKSNBX &2dz y2¢ 26S YS &2dzNJ f 228

The Serious Fraud Office and the Attorr2y8 Y SNI f Q&4 hFTFFAOS RA&LX | &8
OKI N OGSNradGAoOa oKSy (KSe | O0ljdzaSa0OSR G2 Ydzf
recruitment processes, circumvention of the purchasing systems, abuse of expenses, serious
breaches of civil seise termination payment rules by its senior management which cost
£870,000 and dishonesty in subsequent investigations (Allan, 2011). The Attorney General
decided not to pursue the miscreants (Attorney General, 2013) despite the collective breach of
fiduciary duty. Similarly the Sir Hugh Orde, the President of Association of Chief Police Officers
LNEFSNE Ffft26Ay3 2FFAOSNE (2 NBarday 2N G118
face immediate suspension and a proper investigatioonfel Affars Committee,2013). These
attitudes are perhaps not surprising as the contingency mentality lies at the heart of the criminal
justice system: decisions to prosecute offenders are contingent on a multitude of factors
including the seriousness of the ofiem the level of culpability of the offender and the harm

caused (Crown Prosecution Service, 2013).

Unconditional compliance

The unconditional compliance organisation always enforces the rules irrespective of the context
and circumstances of detected ews. The ethical identity of the organisation as a social citizen
and the ethical role identities of its managers as protectors of the group identity dominate the
response to fraud and corruption. The collateral fallout of confronting fraud is subsidiahet
YIEYlF3ISYSyiQa 2@SNNARAYy3A 2dzaiAiA0S Y20A0Ss 022y
avoiding punishing offenders. The uncompromising response of Mibistrict Council to the
housing benefit fraud perpetrated by one of its employees wescdbed in Chaptet0. Despite
sympathising with the stressed financial circumstances of the single mother, the council pursued

criminal prosecution, recovered the losses and dismissed her. That the council has a -counter
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fraud department with the resolvand clout (Braithwaite and Fisse, 1987) to enforce the rules

undoubtedlybuttressests resolute stance.

Lawrence contrasted his disquiet with Hurn Group, described above, with his experiences as a
Finance Director aa subsidiary of Qintekndustries. In this example, the company focused its
opprobrium on the act of ruldreaking behaviouby a director, not the value of the expense

fraud or the august position of the offender:

G/ SNIFAY O2YLI yASa I NBE 2t Sodisonest behaviolB.NJ O
One of my calirectors atQintekhad been visiting subsidiaries in the USA and he had his
flights booked by head office. On two occasions when he was returning from the USA the
flights were full and people were invited to be bumpefl the flight in return for cash.

He agreed and took the cash. The company took a very dim view and sacked him,
summary dismissal, even though it hadn't actually cost them, other than his late return to
iKS 2FFTAOS ¢

9¢ly G .. w 0StAKOSHBEIKSINBYERPE A¥Y aKIF i ¢S
the SFO (Allan, 2011), BBR is intolerant of order splitting, a common practice in many

organisations for avoiding the higher level authorisations required for higher value purchases.

Ewan categorisesktS LINJI OGAOS gAGK FNIXrdzZR 0SOFdzasS AdG O
2OSNEAIKG Ay 2NRSN) G2 ax3SG GKSANI FNASYRQa
dismissal. Just like Mark at DEF Group in a similar role, Ewan believes thaitt witheupport of

GKS O2YLIyeQa fSFERSNEKALE GKAA& NRoOodza (G | LILINE
adzZLILI2 NI FNRBY a2YS02Reé gAGK | 20 2F Of2dzi 21

By casting the definition of fraud beyond a narrow legalistic inteagifeh and by setting no
minimum loss valueQintek and BBR ensure that all species of fraud are covered by the
2NEFyA&alFGA2yQa O2YLI Al yOS O2yiNRfaszs SaLISOALI
its leaders. They are examples of progressivemntial rationalisation cultures which seek to

excise any hint of passive tolerance to fraudulent behaviour.
Values orientated organisations

The values orientated organisation has developed its collective groupthink beyond the rule

punishment ethicatontrol of the compliance organisation (Weaver and Trevino, 1999). Led by
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transformational leaders who are fully engaged in steering the ethical climate of their
organisations (Trevino, Brown and Hartman, 2003), the values orientated organisation
emphasies support and shared values. However this does not mean that compliance controls
are abandoned. By aiming for both values and compliance, the organisation internalises within its
SYLX 28SSaQ @2t dzydl NB | RKSNBYyOS (0 2rang199@dz8he | y F
key distinguishing feature of values orientation is manifest in the level of ethical engagement of
employees. Compliance orientated organisations rely almost entirely on the instrumental
effectiveness of their structured management systetasdetect and control norconforming
behaviour, though they may receive the occasional anonymous whistleblowing report. In values
2NASYGFGSR 2NAFIyAaldAzya SyYLX2eS5SaQ SGKAOIf
voluntarily and continuouslyatch out for and report signs of dysfunctional behaviour through

normal reporting channels (Weaver and Trevino, 1999).

The organisation most closely aligned to the values orientation encountered in the research is
DEF Group. Its management do not hideedéed fraud, excuse and rationalise it away, rather

they endeavour to expose it, measure it and learn from every detected event. Consequently its
counterfraud team have developed an expert knowledge of the subject and a professional
capacity to pursue hljustice routes available to it, disciplinary, loss recovery and criminal
LINPaSOdziA2yad . dzi Yzad 2F |ttt AbGa SyLxXzesS
willingness to speak up and report aberrant behaviour. This is the characteristic albovigich
distinguishes DEF from the compliance orientated subjects. The results, detailed in Chapter 7, are

significantly reduced levels of fraud of all types: corporate, customer and occupational.

Organisation ethical development

A key difference b&t SSy |ye& (1AYR 2F h95 Y2RSt YR / a5
cognitive moral development is spurred when individuals confront, consider and resolve moral
dilemmas (Kohlberg and Hersh, 1977). Too often the management of even very mature
delinquent orgaisations only reflect on their ethical responsibilities when prompted by a
sufficiently powerful external intervention. Westco and R&T illustrate how some management
teams remain defiant when the intervenor is a mere whistleblower. The power of the
whistleblower is simply inadequate to penetrate the shield erected by its groupthink (Janis, 1973)
and its collective regressive differential rationalisation mentality. Such organisations require the

power of regulators.
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Figure 112: Organisational ethical dei@ment model

Ethical orientation

victim

. . Window Contingent Unconditional Values
Characteristics Delinquent . . . . .
dressing compliance compliance orientation
Leadership type Dysfunct.lonal Dysfunctllonal Transactional Transactional | Transformational
transactional | transactional
Knowledge Nave @ @ ————————————--_— > Expert
Controls Trust @~ —————-—————_—————— > Contllnu.ous
monitoring
, Reflective learning Low @ -> High
% Reports from Occasional Occasional Continuous
o None None . - - .
‘S | employees whistleblowing | whistleblowing speakup
< | Differential . . . . .
. L Regressive Regressive Regressive Progressive Progressive
rationalisation
Counterfraud policy None Pretence Selecyvely Con3|§tently Con3|§tently
applied applied applied
Counterfraud team No No Focus on Internal & Internal &
external frauds | external fraud external fraud
Sanction routes None Disciplinary Disciplinary I?llsupl.lna.\ry, D|SC|p!|n§1ry, civil,
civil, criminal criminal
Corporate fraud; High ~ ———————————— - Low
perpetrator
=
E’—:’ External fraud victim Hgh @ ———r——------"—-"————— —> Low
Occupational fraud High @ ————————————— - Low

Figure 113: Organisations located onto OED model

Ethical orientation
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> Siemens
> DEF
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FIFA NatBS Midton
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It took the intervention of external regulators in Germaaynd the USA, the exposure of
institutional corruption and record fines of $1.3bn to trigger ethical development at Siemens. The
O2YLI yeé y2¢ FdzyRa | mMmanYy LyGSaNaide LyAGAL
fighting corruption and fraud thraB K  O2f t SOGA DS | OGA2y > SRdzO
2009). In some cases leaders, whose personal immorality is a determinant factor in organisational
failings, have to be excised as a prerequisite to ethical development, otherwise they would
stubbomly remain at the delinquent level. Both Siemens and CA Technologies purged the
delinquent individuals from their management team& Department of Justice, 2008;
McCracken and Zambonini, 2007

{AYATINI & 59CQa SGKAOITf 2&dMkb dThekRhtiygey ad, 2 O
F OO02NRAY3I AdGa {SOdzNARGe alylF3aISNE I ddaSOSNB ¢
Commission on itparent company, Eurocorfor cartel offences. Its response went beyond just
adjusting the behaviour of its markaty team. It invested in a transformational ethical
programme which disseminated normative values throughout its worldwide operations. It
introduced situational crime prevention techniques (Button and Gee, 2013, p86juited
compliance staff, created tming programmes and distributed revised policies, detailed
procedures and reporting systems. The two features which clearly distinguish the comEany
0KS fSIFRSNEKALIQa LINPAINBaaA@BS RAFFSNBYGAFE NI
of its staff in supporting the programme. The leadership refuses to accept any excuses for
tolerating fraud or corruption of any type and reporting aberrant behaviour is perceived as a

normal duty rather than uncomfortable snitching.

The Property Services Aggy (PSA) was an example of a public sector body that was forced to
develop its ethical climate following an inquiry into corrupt practices between employees and
suppliers in the 1980s (Doig, 139 The agency was subsequently rebranded and split into
sevaal parts, some of which were privatised. BBR was one of the private sector partners that
inherited a portion of the PSA structure. According to Ewan, their Codfinerd Manager, it took

time, resilience and considerable effort to incrementally changerherited culture:

G{2 GKS adkNI dRFT OWAX S dANP UM ay Qi ol RZ 0 dzi
history | think in the PSA days dishonesty was rife in some areas and of course we
inherited some PSA staff so some of those would have been diffwudet into the
O2NNBOG Odzf GdzNB o6dzi oAl o0& o6Ad0 6S YIyl 3SF
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Ursula is aCompliance Manageand Luke is a Project Managat one of the public sector
successors to the PSAhe RTA inherited elements of the PSA and iliesponsible for the
construction ad maintenance of government assets. One of its principal roles is managing
contractors including BBRIrsulais adamantthat the organisation is now free of occupational
corruption due to the deterrence effect of stringent financial controls and randomtsiuand a
strong, ceoperative countetfraud relationship betweerthe RTA and its contractors. However
she expressed deep concerns that the present direction of the orgamisatay lead to ethical

reversal as discussed below.

Organisation ethical regreson

Kohlberg asserts that the cognitive moral development of humans is irreversible, an idea that
resonates with the immutable core personal identity postulated by identity theory (Kohlberg and
Hersh, 1977; Turner, 2013, p347). However the ethical developrokr@n organisation can
regress: its membership changes, new leaders are recruited, they take new directions and
reinvent themselves. Every examplearfjanisationakthicaldevelopmenin Figure 113 displays

a common characteristic gfrogressionthat they do not lose the core features of earlier stages,
rather each level adds an ethical layer. The values orientated organisation has the instrumental
purpose of the delinquent organisation, the compliance proclamations of the window dressing
orientation beome true and the rule enforcement structures of the compliance organisation
remain. Regressioroccurs when commitment and investment to an ethical stage wanes, an
ethical layer is cast off and the organisation reverts to a lower stage. Barclays and B are
g2 2F Yirye SEIFYLXS&E Ay (GKS oblylAy3d aSOiG2N i
work and ethical investment ahe RTA is now being undoneThe RTA has recently changed its
leadership and its executive team has been contracted ioatuding the CEO, to a private sector
consortium. Their mission is to save money. The couinterd team has been reduced from a
staff of sixteen to one. BBR has been replaced by a lower cost contractor which has halved its

counterfraud team and Ursule singularly unimpressed with their operational methods:

G¢NBYyiliz2y KARS SOSNRBGKAY3IAI ¢NByilz2y s2yQi
first option would be to lie about something rather be open and honest and I'm not used

to that with BBR.'in not saying they were perfect, bdrentonare absolutely appalling.
tKSe gAff GStf e2dz a2YSUKAY3I |yR &2dz {y2¢
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Ethical decoupling and lag

Weaver, Trevino and Cochran (189%0te how some organisations focus their programmes on
certain ethical themes whilst others are ignored or decoupled. The categorisation of the subject
organisations in Figure 13.is based solely on their orientations in respect of fraud and
corruption. One cannot draw conclusions about other ethical themitkin the organisations.

R&T andWesto, for example, have very active and strictly enforced health and safety and
environmental programmes. Similarly one cannot draw conclusions about all operational
locations of an organisation from the examination ofeo The climate ithe RTAQ & 2 LIS NI { 7
based in the UK appears to be unconditional compliance orientated. Unfortunately the cultural
evolution failed to gain traction ithe RTAQa DS NX | Yy Usswa@didpaietl the EKdwith

Germany:

aLGQa wWrk-didemdwSnudh de& have improved in the UK with it becahseRTA

is also abroad as well, not just England and the UK. In Germany we have a huge fraud and
O2NNHzZLJGA2Y LINRPoftSYZ AG ¢ & (K@s aCedpted. daRE >
1y26 6KSy ¢S dzyO20SNBR Al Al 61 & YIHaarogs

Her perceptions are based on a secondment to the German office, which is predominantly
a0 TFSR o0& DSNXIY ylIGA2ylfta IyR gKSNB (KSNB
corruption inwlves white goods, motorcycles, kickbacks from local contractors, -fixiog

cartels and paying millions of Euros to pexistent shell companies. It was at such a level that it
warranted police raids at fourTRAsites and eight German suppliers. Thesaffers included both
DSNXYIY FYR 'Y yIGA2yLFfad ! NadAZ  Qa SOARSyd 7
discovered evidence of fraud and referred it to the line management in Germany who did
Y2UKAY3IAY a{26RAKPIRA ¢ X At wrdditEhatdhe bodaldeéuntéfraud
iSIY 6SNBE Ay@2ft OSR® | NEdzZ I RSAONAOGSR GKSY | ¢
three key lessons here. Firstly, the perceived ethical climate in one organisational location is not a
reliable predictorof the climate elsewhere. Secondly, the perceived climate associated with one
theme is not an indicator of the climate associated with other themes. Thirdly, due to the
complexities of organisational structures and local cultural norms, particularlyspece of multi
nationals, one cannot assume that the rate of ethical development is uniform across locations,

divisions, departments and themes.
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Conclusions

Although the organisation ethical development model elucidated here resembles the Kohlbergian
QMDD concept, it is not the same. The OED model represents an idealised typology of ethical
stages that organisations can attain depending on a multitude of influences including history,
normative expectations of the operating sector, external regulationgrventions of external
regulators and leadership. The experiences of DEF GroupThith Bhe UK and CA Technologies

in the USA show that ethical climates can develop to reduce the levels of occupational fraud, but
it demands hard work and a commensuratemmitment to resources from the leadership.
Ethical energy is required to shift the climate from the instrumental orientation of the delinquent
organisation towards the values orientation level. It is no coincidence that ethical
development of DEF RTA and CA Technologies has been supported by the introduction of
compliance structures andituational crime preventiormentalities The OED model does not
mean that values orientated organisations never stray, never have internal ethical failures and
are never victims of occupational crime. It does mean that ethical conduct is more consistent

with the higher stages, that fraud is less likely.

SOl dzaS NBINBaAaAaADBS RAFFSNBYGAFE NIGAZ2YLFEAALl
occupational and @rporate fraud to become institutionalised in organisations such as 14U, SW
Marketing, R&T, Westto and previously at CA Technologies, progressive differential
rationalisation has to be a primary focus of ethical programmes. The programmes must de
rationalise corporate fraudto set a credible values reference otherwise the individual and
collective dissonance created by rationalising the utilitg@afporate fraudwould undermine any
progressive differential rationalisation programmes in respeabadfupational fraud Put simply,

dishonesty must not be allowed to breed dishonesty.

The OED model suggests that ethical energy has to be maintained to avoid ethical reversal. The
pull of the instrumental orientation that defines the functional purpose of trganisation is a
powerful, continuous force somewhat like a tension spring that, if not resisted, draws the
organisation down to the lowest ethical energy level, promotes regressive differential
rationalisation and leads back to delinquency. A primarfiom of the counteffraud team is to
sustain the ethical climate by maintaining a progressive differential rationalisation mentality. The
role of the leadership is to provide the team with the necessary clout (Braithwaite and Fisse,

1987) and the anchordm which it can resist the tensile forces of the instrumental orientation.
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Counterfraud teams should have a prominent role in the planning of significant organisational
changes, restructuring, mergers and acquisitions to deal with inevitable cultusaligniments,
conflicts and anomie. The ethical energy at these pivotal moments should be enhanced, not
diminished. It is unfortunate that the structural changes withifARind its supply chain have
resulted in a drastic reduction in counteaud investmen. If its ethical energy levels are not
supplemented by some other means then the model predicts ethical delayering and regression

a windows dressing culture or worse. Should this happen, it is virtually certain that there will be
an increase in corpora, third party and occupational fraudVhilst this outcome may not be
intentional, it results from their inability to tune into the collective memory of the bad old days of
the PSA and more recent experiences in Germ#ng. probably inevitable thathe salience of
profound experiences anthe associated, absorbe@somorphic learningToft and Reynolds,
2005) will diminish or disappear entirely when an entire management team is replaced.
Corporate managers should be alive to these risks when conteimglatructural changes,
acquisitions and mergers. Politicians and senior civil servants should be especially tuned into
these riskswhen overseeing privatisations or transforming the governance of public bodies to

governmentowned, contractor operated (®CQ organisatios.
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SECTION 4

Conclusions
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Chapter 12

Conclusions

Introduction

The limited enthusiasm for occupational fraud since the ground breaking work of Sutherland
(1940) and Cressey (1953) is puzzling. It has a stunning capaciyde harm, manifests the
audacious criminal ingenuity of apparently respectable people and has an ancient pedigree. The
unbridled greed and wilful negligence of his senior managers allowed Nick Leeson to play
Monopoly, accumulate fraudulent losses of £8&iillion and destroy Barings Bank (Stein, 2000).
History was repeated with the £1.4bn of unsupervised fraudulent trading by Kweku Adoboli at
UBS (R v Kweku Adoboli [2012]). Sometimes a herd mentality in an entire sector produces
devastating consequencesotell and Calavita (1992) characterise the savings and loan scandal
as collective embezzlement. It involved 543 sales and loan compeesedted in 839 convictions
(Calavita and Pontell, 1994nd cost the American taxpayer $1 trillion (Pontell anda@i,

1992) In AD 193 the Praetorian Guard committed probably the most audacious occupational

fraud on record when it sold the Roman Empire to Senator Didius Julianus (Gibbon, 2001, p137).

These are extreme examplesf occupational fraud Usually, a Chater 5 demonstrated
occupational fraud involves low value inciderttse undetected dark matter§hapiro, 198pbthat

rarely triggers management intereshever mind theattention of the media historiansor
academics Even when it is discovered, organieas often avoid thorough investigations and

rarely pursuejudicial remedies. The frney Generafailed to properly investigate the abuse of

trust and the dishonesty of the senior management at the SFO (Hurdle, 2012). It clearly caused a
dealofangstay 3aid (GKS {ChQa SYL{2&8SSa gKAOK f SR
three executives to the tune of £870,000 and enraged the Public Accounts Committee (2013) but
no one was held to account and the wound was not repaired. ditiythe SFO not prewe this

abuse in the first pace and why did it not respond effectively to the comglaint

Thisresearch was stimulated by personal experience which prompked primary research
question: whatis it about some organisations that they do not tackle occupational fraud and
sometimes seem to intentionally avoid dealing TRe natural corollary is to ask wiother

organisationsare robust in confronting the problentn the absence of directly relevant previous
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research, this inquiry has utilised a mixture of methods and has drawn upon a range of
sociological theories to explore the control structures, social influences and cultural
characteristics of organisations wh lead either to active prevention goassive tolerance
Chapters 3 to 5 examined the nature of the occupational fraud threat and the nature of the
challenge it poses to organisations. Chapters 6 to 11 then examined the attributes and cultural
dynamics & organisations which lead either to@iminogenic fraud toleranbrientation or an
ethical fraud intolerant orientation. This final chapter follows a similar structure in summarising
the research findings. It concludes with a discussion of the limitatminthe research and the
opportunities for further research, including potential application of the findings in other

sociological fields.

The nature of the occupational fraud threat

The difficulties in addressing the occupational fraud problem begim g definition. Chapted
described how ambiguitieln the objective and subjectiveneaning of fraud create difficulties

for organisationdrying to prevent it and for researchers seeking to understandhé objective
meaning is defined by the formajeneralisedegaldescription of the type of behaviour that can

be properly labelledcasfraud. It is an abstract conceph reference standard for measuring real,
observable behaviour. The subjective meaning arises when an observer, a manager or eplleagu
encountersreal behaviour or specifievidence and assesses whether it meets the reference

criteria.

The problems continue with the lawThe role of the legislators is to provide a clear,
understandableobjective RS FAY A GA 2y X (2 QiéwSof Wiatds righSahdwfdhg & 2 C
and to give meaning to wrongful behaviour by setting proportionate sanctions. The criminal
justice systenthen has a social learning purpode reinforce that meaning by enforcing the law
(Bandura, 198, p121) However the state systems falls short in all three respects. The statute
book contains numerous deceit offences which are context dependent, carry wildly varying levels
of sanctions and target either the individual or the organisation, rarely both. Tdrusimilar
behaviour, the meaning of fraud depends on the immediate circumstances of the offence,
whether the offender is a real person or an organisataod on the profession of the human
offender. However the most salient problem described in Chaptisrthe distinct lack of interest

and weak performance of the law enforcers and prosecutors. Their indifference signals to both
offenders and victims that only the most audacious fraud is a crime. It dissolves the immorality of

the act and effectively deriminalises lower value offencé€Buffield and Grabosky, 2001As an
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alternative the civil regime offers little prospect of justiceidtpoorly designed for low value
frauds and as for substantial claims, one experienced fraud barrister charactersedubts as
no better thana betting shop. The overall message broadcast by the state apparatus is that fraud
is not a real crime and employers need to find their own waydath preventing it and

responding to incidents.

Although the analysis of occupanal fraud inChapter 4set out to provide a clear definition, it
failed, rather it amplified the difficulties in clearly defining fraud. The chapter introduced the
concept of the offence script as an analytical means of describing the chronology of exeht

the roles of actors that it may be properly understood and labelled. The method illustrated the
significant overlap between employee theft and employee fraud. It also showedlwile paid

in order to wina contractis a type of fraud because thmoneyfor the bribe issourced from the

client organisation by way od fraudulent addition to the contract valueThis is the most
frequent type of fraud | have seen in business and to emphasise its dual nature, | have named it
G022y i N Ol o NgifrauB typie illdstatesiRW tite clbdf delineation between corporate
and occupational fraud suggested 6¥inard and Quimey (1973, p188js often not possible and
depends on the unit of analysis: the supplier is the briber committing a corporate offénee,
bribee is an employer of the customer committing an occupational offence. To add to the
confusion, Chapter4 also showed how occupational fraud, unlike most other crimes, is
contingent on local organisational rules. Behaviour prohibited by contraetrahgements in

one organisation is perfectly acceptable in another. The fraud is not intrinsic to the actions but
arises from the breach of contract. This may explain why the police, and indeed employers, are

prone to regard employee fraud as civil diggaior disciplinary matterdyut not crimes.

Other acquisitive crimes do not suffer from the same level of subjective interpretation, it is
peculiar to fraud. Consequdgtemployers are unsure how to distinguish between fraud, error
and negligence and tlmefore whether to respond to events with assistance, training, systems
improvement, disciplinary measures or prosecution. Even organisations OiKE Group
introduced in Chapter struggle to distinguish between fraud and error. The fundamental issue is
that the difficulties inproducing an objectivelefinition of fraud are as nothing compared to the
difficulties in subjectivelydefining observed behaviour as fraudulerithe organisations an
environment wherein deliberately false interpretations of fragdn readily be lost amongst
genuine misunderstandings. It is an ideal context for both offenders and employers to construct
GY-ANRANER ay 2 NI fatiodafisktiond (Bendok.8s5).
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typological intersections creates problems in clearly identifying the unit of analysis: the broad
offence genus, a particular type of offence, the employee, the organisational victim, individual
events or schemes. The diffldes in defining the unit of analysis is reflected in the wiutdlar
literature where the organisation, the employee and reork related offending are often mixed
together. Although clear and consistent delineation of the unit of measure is diffi€uipt
impossible, it is important that researchers apply more rigour in scoping and describing their
work programmes to ensure their conclusions are more precisely related to the environments

and phenomena in question.

The purpose of Chaptés was to deelop an understanding of the extent of the occupational
fraud threat. If the threat is small then there is little need for preventative measures but if the
threat is large, organisations need to know whether the challenge is many employeestiogm
many low value offencesor a small number ohigh valueoffenders. Many offenders would
emphasise the role of the organisation aindicate a systematic failuref its culture and controls
which leads tonormalisng deviantbehaviour(Kaptein, 2008)Rare, higtvalue offending would
emphasise the role of the offender and the need to identify, control or excise these individuals.
The chapter is a metanalysis of the best available secondary data and primary data collected
from research participants; it uniquetyuantifies the value and frequency of the offence and of
the offender. The chapter arrives at a number of important conclusions. Firstly, that measuring is
a hard task, not least because it is difficult to identify, detect and define with confidence.
Secoully, with annual losses in the UK at £14.5bn, larger than the aggregate losses of all physical
acquisitive crimes, occupational fraud poses a significant threat to organisations. Following the
work of Hollinger and Clark (1983and Karstedt and Farrelld@6, 2007), the indications are that
occupational fraud is a normal activity and in any 12 month period, at least one third of
employees will commit at least one offence. This amounts to 10 million adults in the UK. The
implication is that the problem camt be addressed by the law alone, it requires a significant
adjustment in normative structures. These statistics need to be viewed with caution because
they are not derived from a random, representative sample frame, nevertheless they are the best
availabk statistics for further hypothesis testing. The most interesting finding, however, is the
statistical distribution of frauds. By focusing on the event as the unit of analysis rather than the
aggregate scheme it becomes apparent that most fraudsters, @9%, are infrequent offenders
causing about on¢hird of the damage, whilst less than 10% are frequent offenders causing
about twothirds of the losses. Clearly the minority pose the major financial threat. The data

supports the analysis of arrest histosidy Weisburd, Waring and Chayet (2001, p78) which
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showed that some whiteollar criminals are occasional offenders and others are habitual. The
data in the analysis correlated strongly with the Weibull distribution which is typically used by
engineers toanalyse equipment reliability. Further work is required to test this hypothesis, but it

implies that fraudulent behaviour may follow a standard statistical distribution. If this proved to

be the case, it could assist in the statistical modelling of not drdud, but also other

behavioural phenomena within criminology and wider sociological fields.

The final chapter in this section, Chap®r completes the picture of the occupational fraud
threat by examining the nature of the occupational offender. &halysis builds on the offender
typologies of Weisburd, Waring and Chayet (2001), Pogarsky (2002) and Wikstrom (2006) and
proposes that people can be described by a continuous ethical distribution. The two minorities at
either end of the distribution, thesaints and the psychopaths, are not susceptible to
management controls, normative values and deterrence strategies, but the behaviour of the
majority is contingent on these environmental influences. The implication for organisations is
that their counterfraud strategies need to recognise that the offending population is not
homogeneous and they need to be alive to the threat from ordinary, mundane people as well as
from those with higher levels of psychopathy. The majority of offenders are psychologically
normal. They are stimulated by crisis or by pure opportunity and their offences are more likely to
be occasional and lower in value. Because their moral sensibilities are rooted in socially
normative values, offenders in this group need to construct ralizations to maintain their
moral selfperceptions. The psychopathic fraudsters are in the minority but cause the greatest
harm through their greed and habitual offending. They care little about normative expectations,
so do not need to construct ratioriahtions. The implication is that countraud strategies
should include organisational ethical development programmes to reduce the number of
occasional offenders and robust controls to disable or remove the undeterrdiabitual
psychopaths. For crimitogists these observations also mean that the aetiology of occupational
fraud cannot be described by a single, universal theory: situational and cultural theories are the
most apposite for the majority of offenders whilst psychology theories appear tth&aemost

relevant springboard for thendividuals causing the greatest harm

Culture andcharacteristicof organisations

The case study dDEF Groupn Chapters/ and 8 provided an insight into the structures and
dynamics of an organisation which isfatiéntly proud of its countefraud culture to expose its

workings to a nosey researcher. The performancéBFsits in stark contrast to that dR&T
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Industriesdescribed in Chapted. At first sight both companies share similar characteristics. They
are both very large European corporations operating in similar sectors, inDé&gdlistributes

R&M& LINPRdzOGas GKSe KI@GS 020K 0SSy TFTAYSR
Commissiorfor cartel offences and thelgoth proclaim ethical corporate values. The differences
emerge in the gap between rhetoric and realiyEFresponded to regulatory intervention by
investing in its ethical culture. Trstudy identifiedfour key attributes wrgh distinguistDEF Its
counterfraud systems are fully integrated into ilmisiness systems angthical structures. Its
security team acts like andependent internal police force. The teahas the support of its
leadership and the consequent clouttogid G 2 NJ | YR NBaLRyR (2 ¥FNI dzR
refusal to rationalise excuses for fraudulent behaviour whatever the consequences or the station
2F (GKS 2FFSYRSNI RA&AUGNAROdzGESA | LIRGSNFdzxd SiGKAC
identities are actively engaged in watching out for ethical problems including fraud. It is this last
FSIGdNB gKAOK Yzad Of SINIe aSia GKS O2YLl ye
(2003) idealiseddescription of a values orientated organisation the other handR&T sits
squarely within the definition of the window dressing organisation, one which does not practice
its espoused valued\(eaver, Trevino and Cochran, 18R&T & FNIF dzZRISYy A O Odz i
a high level in its multiple prosaetions for cartel and corporate bribery, and at a local level in its
indifference to tax evasion and internal bribery. The absence of ethical leadership and its
emphasis on utilitarian commercial objectives distorts the values of junior managers thus
creating psychological dissonance and the construction of rationalisations for tolerating corrupt
behaviour. FOR&® A& YI yIF3SYSyld FTNIdzZR Aa y20 (GKS LINROf
to commercial objectives and careers posed thg exposure of thecrime. For them the

consequences of exposure hold more sway than the damages and immorality of the crime.

The regulatory environment in which organisations of all types operate has evolved incrementally
by way of significant thematic steps. The extent angtteto which these regulations are
meaningfully implemented depends to a great extent on the intent and enforcement powers
afforded to the regulators@oleman, 1992 Four major ethical themes have emerged over the
past thirty years: employee welfare andj@lity, quality of products and services, health and
safety and the environment. Each are supervised by specialist regulators with significant powers
to intervene in the operations of organisations. The consequence is a library of British and
European Stadards and an army of consultants and employed regulatory officers advising
management teams how to comply with the regulations. Another manifestation is the vendor
appraisal system whereby mainly large organisations set out their ethical expectatioherid

the ethical practices of suppliers. Those companies which fail to comply or reform are excluded
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from approved supplier lists. In this way the law acts through the coercive agency of large
corporations to disseminate compliance through the supply mh@bnversations and debates
between employees and between organisations on theseticular issues is now a normal,

everydayoccurrence

The Bribery Act 2010 was introduced with a similar intent and is becoming a more regular feature
of vendor appraisapacks, but it is not yet a topic of conversation between businesses. The
difference is the absence of a clearly identifiable agency responsible for enforcement. Employee
fraud, including contract bribery fraud, suffers from the malaise of a weak regulatory
environment, an indifferent police service and an ineffective Serious Fraud Office. Consequently
the policing of employee fraud is essentially a private exercise that requires a robust security
mentality (Johnston and Shearing, 20a8)fill the regulatoy vacuum and prevent lawlessness.

| 26 SASNI 2NHIFIYyAalFlA2yaQ LINAGIGS LRoSNE | NB
contractual and above all disciplinary mechanisms. The perceived immorality attached to fraud,
as measured by the level of sanctids,thusdetoxified to the equivalence of a civil dispute or
weak job performance. Poor performance may be a dismissible circumstance but it is not a
sanctionalte offence. The failure of the limits the effective scope of sanctions policies and
stymies &cess to the general deterrence power of criminal sanctions required to dissuade the
lower morality opportunistic offenderdhose people who may develop into habitual offenders.
¢CKS 2LIRNIdzyAGe F2N ALISOATAO RSEBENBNOGARHEI
in the minds of deterrable individuals who see dismissal as a fresh opportunity to defraud a new
employer. Indeed ChapteB highlighted how these torpedoes can become boomerangs,

returning to the first employer to resume their nefans ways.

Chapter 10 6 N2 dz3K{d (23SGKSNJ I GKNBFR NizyyiAy3 (K
NI GA2yFfAaFdGA2ya F2N) y24d RSFEAYy3a GAGK FNI dzR
engaging in fraud. Some of their excuses are exactly the samiekaS 2 FFSY RSNE QY A
higher loyalty protection of corporate reputation, empathy and social bonds, defence of
ySOSaaride Ay LINRGSOGAY3I 2ySQa 220 2NJ LISNAZVY
it is normal and a form of deriaf injury in a utilitarian sense whereby the cost of dealing with
fraud is perceived as in excess of the losses associated with the offence. The differential
rationalisation theory set out in ChaptdO borrows from SutherlandSutherland, Cressey and
Luckenbill, 1947, p8Bbut places greater emphasis on the role of the organisation and its
members in the aetiology of occupational fraud. The theory postulates that employees are more
fA1Ste G2 o0S02YS 200dzLd GA2Yy L € T NehtidzR Hai BdNB =~ &
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type and frequency. It is an interactionist theory that identifies a key responsibility of leaders in
shaping the ethical climate and reinfamg positive normative values: it is to deconstruct the

rationalisations of managers and employees for excusing and tolerating occupational fraud.

Unethical organisations are characterised by regressive differential rationalisation. The increased
range oftypes and frequency of rationalisations for excusing fraud expressed by leaders,
managers and their subordinates normalises aberrant behaviour. These culturally borne
expressions are external agents in reducing the moral dissonance and inhibitionsniintife of
individual potential offenders. Ethical organisations are characterised by progressive differential
rationalisation: the range of type and frequency of tolerating rationalisations is reduced thus
placing greater emphasis on the agency, choicesratidnalisations of the individuals who are
contemplating fraud. Cresseyi986 teaches that crime can be reduced by deconstructing
2FTFSYRSNEQ b far exanfdlepréviingian eqyitable environment which does not
foment crime rationalisatios Gill and GoldstrawVhite, 2012, p2)t Differential rationalisation
suggests that organisations should first focus on dismantling the acquiescent rationalisations of
law-abiding managers and employees. Progressive differential rationalisation operatéson
group identity by shifting the ethical distribution of members to a higher level of morality thus
reducing the number of deterrable offenders. It reduces the risk ofdawling excusers slipping
silently into excusing their own emergent criminality.ensures that pathologically immoral
offenders are held accountable irrespective of their station, punished and excised from the
organisation. Differential rationalisation can be applied to any ethical concept involving
organisations and subultures, isues such as health and safety, environmental responsibility and
equality. A progressive differential rationalisation climate is more likely to promote isomorphic
learning from negative experiences and catastrophic evéhtdt and Reynolds, 2005, p6%)n

the other hand, rembers of a regressive differential rationalisation culture are more likely to
excuse the circumstances and those responsible for immoral, negligent or reckless behaviour and

therefore lose the valuable learning opportunities.

Inspired & Y 2 K f1863) MERSO G cognitive moral development (CMD), Chapiszontinued

the discussion of ethical climate to propose a five stage organisational ethical development (OED)
model. It is fundamentally incompatible with CMD. The two most importegartures are that

the ethical climate of organisations, especially large, complex organisations, are not
homogeneous. The cultural norms in one location, division or department can be profoundly

different to others. Secondly, Kohlberg holds that, bayrphysical or psychological damage, an
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can regress with changes in leadership, personnel, structures, ownership and external pressures.
Nevertheless the OEmDodel provides a typological framework for exploring how these variables
AYyFtdzSyOS |y 2NHIyAal A2y Qa LINPINBaZaABdS 2NJ
important influence, especially when they are enforced: regulatory intervention triggered th
development of DEF Group (Chapter 7), T@&hnologieand the PSA in the UK but it failed in
respect of R&T Industries (Chapter 9) and the German division dR3exgency Research is
required to isolate the variables and understand their relative powe influencing ethical

development.

The OED analysis proposes some of the identifiable organisational characteristics relevant to
occupational fraud at each level, one of which is differential rationalisation. As the list of
characteristics is based dhe exploratory research data it is far from completwever it does
suggest that situational crime prevention is a necessary compowoénprogressive ethical
climates.Further work is required to extend the lisf characteristicand correlate it witheach

stage of development. One of the correlates suggested by the research data is that criminogenic
cultures prone to perpetrating corporate fraud are more susceptible to occupational fraud. The
conclusion that corporate criminality breeds criminal cudisiwhich feed on the corporate body

is not new. It follows differential association theoigutherland, Cressey and Luckenbill, 1947,
p88) and the observations of early criminological research that wwitgrcriminal sukcultures

victimise their own commuities.

Limitations of research and further work

This research programme set out to explore how organisations deal with occupational fraud and
why some organisations avoid tackling the problem. The exploratory nature of the research using
mixed methods reans that the results need to be viewed with some caution. The data and ideas
generated need to be regarded as hypotheses for further testing. The variables identified do not
constitute a comprehensive list. Further research is required to identify thegriat and external

G NAI of Sa 6KAOK AyTf dzSyOS 2 NBfraydisiategies,hoivitRy RS C
develop their security mentalities and how they respond to detected incidents. In order to
minimise bias, these questions call for ethragic research by insiders or observers in the
tradition of Mars (973, 1974 and Ditton {977). A key issue is gaining access to organisations
and, when the door is open, gaining complete access. The present research has been constrained

by the limitatiors of time resource and the inaccessibility of organisations by ethical means.
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Consequently the observations of the participant organisations were restricted to a short time
period and a specific location. The experiencettaed R in Chapterll illustrate that the
researcher cannot assume that observations in one location or country are representative of

other locations.

Quantitative research is required to develop the ideas so that they may prove to have
generalised application. There is a desperate needndertake robust research into the extent

of the fraud problem on order to convince Chief Executives and policy makers of the significance
of the threat and the need for investment in prevention strategies. Conducting fraud loss
measurement exercises {Bon and Gee, 2013, pJ¥lalongside qualitative assessments of the
characteristics and ethical cultures of participant organisations would expose causal attributes
GKAOK I FFSOG FTNIdzR NBAAfASYOSod 9EI YA yeksyald 2 NH
triggers which has led them to their current level of ethical development. The fraud distribution
data suggests that occupational fraud is a normal activity but the minority of offenders cause
most of the damage. Further representative testing égjuired to prove the hypothesis. The
thesis induces that the minority of offenders display higher levels of psychopathic traits. However
in order to substantiate the hypothesis a psychological research programme is required that
diagnoses the personalityharacteristics of employees and correlates these traits with offending
frequency. From the sociological perspective, the most interesting research is possibly also the
least difficult to undertake, to test the differential rationalisation theory using synand
interview methods. It would also be fascinating to apply the research to other ethical themes

such as health and safety, environment and patient care in the NHS.
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