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Abstract

This study aims tanvestigate empirically, the motivation, mode of operation and emerging
trends of cybercrimeusingNigeriaas a case studfhe academic discussion of cybercrime is
relatively new and thereis limited amountof literature that focuseon indepth holistic
research inte@wybercrime in the context of an individual countmhis study addressthese
issues by exploring the subject area throutpe perceptios of stakeholders. It was conducted
usingkey criminolaical conceptdo examire theunique social conditions of Nigeria and their

contribution to cybercrime.

A review of the current general literature on cybercrims fivat conducted The qualitative
method was adopted in this research because it integftgesvely with the phenomenology
philosophy preferred in the research. With the selected method, this study adopted three
methods: documentary analysis, focus groups and interviews. The documentary analysis
explored the evolution, contributing factorsjbsculture and government intervention in
cybercrime. Overall, twentgight participants from Nigeria were involved in this research
with three participating in the focus group and twefintg in the interviews. In the focus group,

key current cybercrimeharacteristics were retrieved. The findings from the focus group and

interviews were discussed with the literature to present a holistic view

Overall, this research identified five core contribusitmknowledge in the area of motivation
and mode of ogation. They include; i) new motionswhichare emerging outside financial
gain including altruism, creativity, revenge and political principlesmgdus operandi of
cybercrime is becoming much less predictallg the organisation of cybercrime is
decentralised without any contial rigid structure; ivyurakurban migration contributes to the
complexity andnumber of crimesn developing countriesand v) a sociotechnical and
multidisciplinary approach to cybercrime is key for effective regulatibmese findings

demonstrate the present situation of cybercrime in numerous countries.

The findings highlighted core emerging trends in the conduct of cybercrime worldwide. These
trends includei) cybercrime in some developing countries can domittagevorld; ii) the
development and strengtheningof a transnational economythrough uncontrolled
collaborations among cybercriminals; iii) rise professionalisation of cybercrimand
cybercrimeasa-service and iv)becoming accepteand legitimisedas a way of life in some
countries The growth of these trends will differ among countries. The difference will be

subject to the strength of cybersecurity and regulation in individual countries.



There are core implications for criminolpgheories from these findings. The implications
include i) no theory can adequately explain cybercrimegribninologists are trying to fit the
theories to the crime; and iii) the future of cybercrime further provides significant concern for
the theoris. Thus, it is important to develop new theories or amend previous theories to reflect

the technological realities of cybercrime.

In conclusion, this research propssemore social approach to combating cybercrime rather
than the currentriminal and tebnical approach. Thisicrucial becausemotivations reflect

the result of challenging social conditions on young citizEngther, there ishe need for an
integrated approach that focusas cybercrime prevention rather than investigatidhis
researcthas contributed to the body of knowledge in this subject area by presentiegtin
knowledge of the evolution, current state, and the expected tfeagbercrimefrom the
Nigerian case study.
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Key Terms
Key Terms Meaning
Blacklisting The process where the internet address is added to the list of ma

and unacceptable sources of request or electronic communicat

the web.

Cartel A group of perpetrators that controls an industry, market or sectg

Corruption Perception Inde The index, which ranks 180 countries and territories by their perc
(CPI) levels of public sector corruption according to experts

businesspeople

Craigslist An American advertisement website where sections are classifie
different sectionsnicluding community services, housing for sale

others.

Cyberbullying The use of electronic communication thre internet for bullying

another individual through threatening and intimidation message

Cybercafé A location or cafe where internet accéesprovided to the public.
Cybercriminal Any individual that perpetrates criminal activities on the internet.
Cyberfraud Cyber fraud is any criminal activity involving computers and netw

of deliberate deception for unfair or unlawful gain thaturs online
(Singleton and Singleton, 2010)

DDOS Acronym for Distributed Denial of Service. A type of cyberatt
where multiple computer systems are used to target a part

internet server/service so legitimate users would not be able to 4

Dumps Examination dumps are topics and questions that were released

by individuals that have taken the examination.

EFCC The Economic and Financial Crimes Commission (EFCC)
Nigerian law enforcement agency that investigates financial cri

including money laundering and advance fee fraud.




Vi

FBI An acronym for the Federal Bureau of Investigation, the dom
security and intelligent service for the United States.
FUT Minna It is the Federal University of Technology in Minna, Niger Statg

Nigeria. It was the first Nigerian University to conduct a degree cd

on cybersecurity.

Galaxy Backbone

Galaxy Backbone is the information technology and shared sel

provider of the Federal Government of Nigeria.

Gang An organised group of criminals.

GRQS It is an acronym of the Get Rich Quick Syndrome. It invol
individuals wishing and aggressively looking for money either legd
or illegally.

IC3 IC3 represents the Internet Crime Complaint Centre at the Fg
Bureau of Investigation at the United States of America. It ac(
online Internet crime complaints from either the actual victim or f
a third party to the complainant

Industry The entire practice of cybercrime in Nigeria.

Maga It is a colloquial mme given to cyber fraud victims

MMM Mavrodi Mondial Moneyboxwhich is an online Ponzi scheme tk
was conducted in Nigeria.

MoJ It is the Federal Ministry of Justice representing the legal arm o
Nigerian Government. They bring cases that are initiated by
government before the Judiciary.

M-Pesa 't meamanefym in Swahili and i g
Mobile Money service. It is s a mobile money service that origin
from Kenya

MTN MTN is one of the leading telecommunication service provider

Nigeria and other African countries.




vii

NASS

An acronym for the National Assembly of Nigeria. It consists of
House of Representatisand House of Senate.

NCC

The Nigerian Communications Commission is the indepen

regulatory authority for the telecommunications industry in Nigeri

NITDA

National Information Technology Development Agency (NITD
implements the Nigerian Information Technology Policy

coordinates general IT development in the country.

NPF

It is the acronym for the Nigerian Police Force

NSCDC

The Nigeria Security and Civil Defence Corps (NSCDC) is a-p
military institution ofthe Federal Republic of Niger@mmissioned
to providemeasures against threat and any form of attack or dig
against the nation and its citizenry.

Phishing

The fraudulent practice of sending emails purporting to be 1
reputable companies to inducedividuals to reveal person

information, such as passwords and credit card numbers.

SARS

Acronym for Special AntRobbery Squad of the Nigerian Poli

Force.

Sextortion

It is the process of extortion (financial or other favours) from som
by threatening to disclose information or content of their se

activity.

Stuxnet

A family of cleverly written malware worms that primarily targ
SCADA (Supervisory Control and Data Acquisition) control syst¢

for large infrastructures such as industrial poplants.

Transparency International

Is a norprofit organisation that measures corruption in diffef

countries around the world.

TSA

Treasury Single Account (TSA) is a Policy in which every income
expenditure of the Nigerian governmenmanaged using one accou

This is used by many countries around the world.
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West Africa The part of Africa that lies to the north of the Gulf of Guinea.
Yahoo Boys They are the fraudsters that commit fraud online.
Yahoo Yahoo A colloquial term descring Nigerians that commit cybercrime. Sof

often use the term in place of Advanced Fee Fraud

Yahooism The act of committing financial fraud online. It is a subculture wi

the Nigerian society.
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Chapter 1: Introduction

Thisthesisinvestigats the motivation, mode of operatioand emerging cybercrime trends by
considering disciplines such as law, psychology, technology, and social jptalisgsNigeria

as a case study (see: Section 1.3) because theimited amount of researdiat focuse on
cybercrime in the context of an individual country. Nigeria is an appropriate environment

because it:

i) provides a viable context for a betterderstanding of how cybercrime is evolving
and

i) allows the researcher to expose the links between crime and social problems by
drawing on knowledge from several disciplines. This criminological investigation
has three core areas of enquiry: motivation (whyode of operations (how) and

emerging trends (what), as explained in Figure 1:

/__"'“"--(Crime Organisation
T Ty
\[ T Technology Deployment
/ i

ode of Operatlon

] (7 .
| Criminological Theories \ How? J\ﬁ\Types of Crlm%

I Reasons for Cybercrlme — \ Subculture
Devel t
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Hlstorlcal Analy5|s
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“* Recommendatlons

I Socioeconomic Analysis |\ / \ Emerg‘:\:lr?azzends M
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Figurel: Summary of Research Scope, using Nigeria as a case study
Thedisciplineof criminology continues to evolve by expanding criminal behaviour knowledge
(Brantingham& Brantingham 2015). HenceCriminologist$ have always been interested in
understanding the reason KW behindcriminal activities. Criminological understanding of

cybercrime requires iepth insights into theoretical and operational motivations that give rise

to this type of crimeMotivation demonstratethe interconnecedness of different cesses

I Criminologists are individuals that study both sociological and biological cacsesequences of crime and
criminal behaviour



and rules that influence the decisions and process of comntiti@sgcrimes.Also, it is a
continuous and evolving concept. It can change at any time, thereby changing the landscape of
crimes. Its understanding provides a viable insight into the current state of cybercrime. Thus,
researching motivation is fundamentalihe knowledge of cybercrime.

Understanding motivation is not sufficient, but the influence on the actual crime is vital. The
mode of operation reflects motivation in the areas such as typology of the crime, crime
organisation and technology deploymenhie mode of operation influences the way and nature
of criminal behaviour (Burt & Simons, 2013). It is critical to understand the way (How) crimes

are committed, by showcasing the nexus between motivation and the actual committed crime.

The evolution othe theoretical disciplines (e.g. law, sociology) associated with criminology

often impact its conceptualisation. For example, the foundational classical perspective of crime
described by Beccaria and Bentham in the eighteenth century has changed dugrdovth

in research, knowledge, and reality (Wincup, 2017). Technology evolution in freeatLiry

is more rapid and is changing the process of
from the traditional physical crime into cyberspace (Ricli80Technology is transforming

both motivation and mode of operation, thereby necessitating the constant study of criminal
behaviour (Lazarus, 2018). These changes make it vital to investigate the emerging trends

(What) of cybercrime towards determinirigetpotential growth area.

1.1 Research Aim and Objectives

This research aims to investigate changing motivations, modes of operations, and emerging
trends of cybercrime, using Nigeria as a case study. The country is experiencing continual
social, economic, antéchnological evolution (see: Section 1.3). The empirical findings will
enrich the understanding oybercrimein core areas as defined in the following objectives:

1 To investigate the motivations driving cybercrime
1 To discover the modes of cybercrime gems

1 To derive potential cybercrime trends

1.2 Research Questions
Defining suitable research questidmages onfamiliarity with the subjectKarrugia et al.,
2010. In-depth knowledgef the research topican result in numerous questioAsiswes to

these questions often deepen the knowledge in the subjedinatea.light, specific questions



have emergedithin the scope of this research towards filling khnewledgegap that hitherto

existsin the sulect area.

Why are people currently engaging in cybercrime?
What are the social, economic, and technical characteristics of cybercrime, including
government responses?

1 How will cybercrime develop in the future?

1.3 Why Nigeria as a case study?

Cybercrime in Nyeria issimilar to that whichs obtainable in other developing countries such

as Ukraine, Brazil, India, Cameroon, Russia, and South Africa. Both motivation and the mood
of crime are core areas of similarities. However, the country is an exemplardetangue
fundamental soci@conomic, regulatory, and cultural factors. Six core factors make the
country a viable exemplary case study for this research.

1.3.1 Potential Cybercrime Dominance

Cybercrime has developed in western countries despiteffinetive Criminal Justice System
(CJS), but its future is likely to be dominated by countries where digital penetration is greatest.
This will be countries like Nigeria, Brazil, India, China, etc. Nigeria Ysii7 Internet
penetration with over 100 mitin Internet users (see: Section 3.1.5). There is technology in the
hand of millions of Nigeria that can be deployed for either positive or harmful use. However,
evidence showed that the country thrives in the criminal use of the Internet. Cybercrime has

evolved into the national social consciousness with increasing volume and sophistication.

For decades, the country has been one of the leading cybercrime countries. BBA (2015) ranked
Nigeria among the top 10 cybercrime sosiioghe world. The country rerires the third source

of cybercrime globally (Internet Crime Complaint Center, IC3, 2013; Danbatta, 2017).
However, the country is gradually growing into a more potent part of the global cybercrime
ecosystemNigeria can become the capital of cybercrimdlasico is to narcotics. The rising
penetration of technology, burgeoning populatiang weak Criminal Justice System (CJS)
provide a viable platform for uncontrolled cybercrime grow@tybercriminals from the
country can take away potency from developaahdries such as the United Kingdom and the
USA and replicate it with limited hindrance locally. They can become a significant force that
cannot be controlled by local law enforcement. Hence, the need to understand its evolution,

motivation, and mode of @pation becomes vital to provide relative insight into other West



African countries (such as Ghana, Cameroon, Ivory Coast and Benin Republic) and other

developing countries worldwide.
1.3.2 Failure of basic industry

Nigeria is also an example of a country weheasic industries have declinedth the economy
dependent owil as thebasic expor{see: Section 3.1Many other countries in this situation

are performing better thaNigeria Unlike other developing countries, the Nigerian case is
terrible, with noglobally competitive industry. The agriculture sector performs poorly avith
annual food import bill of $10b (about £8.8billion) (International Trade Administration, 2020).
Agriculture in Nigeria does not measure up to what is obtainable in other piegetountries

such as Brazil, which is the fourthrgest producer of food in the world (WeForest, 2019).
Other West African countries like Ivory Coast, Benin and Cameroon are now sources of food

imports.

Also, there is limited opportunity for technologgxperts to excel and contribute to the
economy. Unlike India, whose Information Technology (IT) outsourcing industry is
$150billion Sachitanand2017), the country does not have a viable IT industry that could
positively employ skilled personnel (seec8en 3.1.5). The manufacturing industry remains
abysmal when compared to other countries. Manufacturing in Nigeria contributed 12 per cent
of Gross Domestic Product (GDP) in 2019 but still below 20 per cent recorded in the mid
1980s (Pilling, 2020). The amufacturing sector performs poorly than South Africa, whose
contribution to GDP is 26 per cent (Plecher, 2020a). The failure of industries directly makes

Nigeria an exemplar even among developing countries.
1.3.3 Economic Condition

Nigeriats youngand educated population is repeated all over the world. Its government has
proved inadequatén the task of finding them employmenthus, they areemploying
themselves using the cheapest form of technology such as smartphones and moving into
cybercrimeWith 34 per cent youth unemployment, cybercrime is regarded as the only ladder
for gainful employment (see: Section 3.1.1). Nigeria graduates 300, 000 thousand young people
from higher education annually but can only employ a few (Edeh, 2017). The crimess rob

making the country a viable case study to understand cybercrime.

The economic condition of the country is dire when compared with other West African
countries. With unemployment raten Ghana (4 per cent), Cameroon (3 per cent), and Niger

(below 1 pe cent) better than Nigeria (Plecher, 2020ading Economics2020), the



economic motivation of tens of million makes the country an exemplar situation. The country
remains an island of poor economic condition amid economically upward countries. Thus,

providing a socieeconomic outlier for investigating cybercrime.
1.3.4 Failure of government response

The inability of Nigerian governments appropriately respond to cybercrime is also common
globally: laws are running behind criminals: there is little intdoval cooperation: law
enforcement agencies are not skilled in digital interventidiso, the Nigerian situation is
further enhanced by other factors that make law enforcement inefficient. Some of them include
corruption, excessive support for cybercrjrmadpoor regulatory infrastructure (see: Section

3.5 and 3.6)

The government has not invested sufficiently or focused on cybercrime significantly. While
other countries continue to strive for increased intervention to mitigate these crimes, Nigeria
struggles for an adequate response. For example, the USA hasFdueral Bureau of
Investigation(FBI), the UK set ugsovernment Communications Headquar{@&€HQ), but
Nigeria has not set up a dedicated institution for cybercrime (Section 3.5). China a@fested
000 in one month as part of their effort to mitigate cybercrivsbar& Caixiong 2019). The

Nigerian response has been weak and ineffective (see: Section 3.5 and 3.6).

On the other hand, the government might not be totally at fault for the weaksesg he
country has a lot of problemith traditional crimes, making cybercrime to be a secondary
problem. Some security problems include terrorism, kidnapping, banditry, smuggling, oil
bunkering, and other contact crisnénternal security of the countis beyond the ability of

the Police necessitating the deployment of the military. The Nigerian army is conducting
security operationin 32 of the 36 states of the country (Oyedele, 2017). The focus of the
country is to ensure internal security, therpbymitting cybercriminals to operate with relative

freedom. Thus, cybercrime in Nigeria can progress into becoming dangerous and uncontrolled.
1.3.5 High level of inequality

Nigeria hagremendousnequalilyy, and many other countries are also moving that wagre

is high level of inequality worldwide as the wealth of a few overshadows those of the entire
masses. The wealthiest 1 per cent of the world has more than twice the wealth of 6.9 billion
people (Oxfa, 2020). This inequality is present in every country and society, putting extreme

pressure on the less privilege.



The exemplarity in the Nigerian situation is the narrowing of the middle class, ineffective
strategy to bridge the gap, increasing influeat¢éhe wealthy, and widespread abuse of the
poor. The pervasiveness of poverty remains a contrast despite the country being the biggest
economy and having the richest man in Africa. Warld Bank has projected that 100 million
Nigerians will be impoveristd by 2022 (Munshi, 2020). The inequality is tremendous and has

been stimulating criminogenic behaviour.

Money is the only measure of responsibility, influence, and recognition in the country
irrespective of source. Thus, the adoption of cybercisn® satisfy the Get Rich Quick
Syndrome (GRQS) that is pervasive in the codnBgth the government and the affluent have

not been able to lift numerous poor from poverty. The country provides a viable case study for
which poverty, inequality and government apathy can be explored within the cybercrime

context.
1.3.6 Failure of criminological theories

Criminological theaes within the cybercrime contetitve lagged behind the crim&he field

of criminology has not responded theoretically to the evolution of crimes on the Internet.
Researchers have applied tradition theories such asneoltitivity Theory (RAT), Strain
Theory (ST), Rational Choice Theory (RCT) and others to investigating cybercrime (see:
Section 2.4). Despite some level of suitability, the evolution of the crimes continues to
emphasise the inadequacies of already eskedalitheories.

No singular theory has captured different elements and understanding of these crimes. Areas
such as motivation and mode of operation remain subjective with weak theoretical framnework
The failure to have a concise definition and classificadf these crimes further highligithe

failure of the theories. This research provides further insight using a viable case study in
establishinga theoretical understanding of cybercrime. The new knowledge will contribute to
developing theories that Ivifurther stimulate the criminological body of knowledge

concerning these crimes.
1.4 Thesis Organisation

The thesis ign six otherchapters ChapterTwo is the literature review that contains a

theoretical discussion about cybercrime definitions, classifins and characteristics,

2 GRQS is the support of the society for insatiable urge to make money in irrespective of througlorcri
legitimate means.



economic impacts and different types of motivation, and the discussion of five relevant
criminological theories as they apply to cybercrime. Chapheee discusses the application

of the existing theoretical framework t©ybercrime in Nigeria within the reality of the
criminology theories that are earlier explainedhie previous chapter

Chapter Four presents the methodology of this research. The sections include research
philosophy, research design, research process, aédliecton and analysis, and ethical
considerations. iRenomenologyis the preferredohilosophywith the use ofinterpretative
experience of participant§he qualitative methor preferredn agreement wittthe preferred

philosophy. The processe for data collection include interviews, focus groups and
documentary analysis.

ChapterfFive is in two parts. The first part presents the analysis of the collected primary data.
It stars with demographic analgs of theresearch participantEive core themeare derived,
including inancialmativation, behavioural motivationmode of cring, organised crimeand
government interventionThe second part places the primary research findings within the
current body of knovedge.

ChapterSix presents the theoretical implications of the findings. It discusses the overall
contribution of the findings to the various criminological theories. Ch&ewezn presents the
concluding discussion of this research. It discusses tharobseecommendations and
contribution of the findings to the body of knowledge.



Chapter 2: Literature Review

This chapter ansiders the available literature on Cybercrime. The first discussion focuses on
distinguishing the two paradigms that characeetigese crimes. It is followed by discussing
the problem of definition and classification of Cybercrime. The chapter discusses
criminological theories, including how they might apply in Nigeria and ends with discussing
cybercrime motivations and modesopieration

2.1  Understanding Cybercrime

Therearetwo conflicting paradigms in understanding Cybercrifoeming two philosophical
schools of thought concerning its nature and scope. Overall, they influence different aspects of

crimes on the Internet, suchitsdefinition Section 2.1andclassification (Section 2.2)

The first paradigm claims that @bercrimeis a traditional crime conducted using new
methodgGrabosky2007). Cybercrime is not new, and only the use of the Internet is its unique
feature: itresults fromhuman emotiosithat inspire realife corruption asseen previouslyn
traditional crimes. Tis paradigm is supported by Yar (200@ho argued that thinternetis

the core feature of any cybercrimihe argument suggests a broad sosjtk the use of the

Internet in any crime qualifies it as Cybercrime.

What could be gleaned from Graboskyods (2001)
framework forCybercrime. Attaching a prefix to any crime where it involvesltiternet or
electronic processing is sufficieetg.the use of prefigss u ¢ h-6gs Afienf or mat i ono,

Acomputero, Ainternetodo or Acybe¢2008). as i dentif

On the other handhe second paradignsays that €bercrimehasintroduced a new realm of

crime thatis quite different from traditional crim&cholars such as Leukfeld et al. (2013) and
Lusthaus and Varese (2017) argue that significant aspeCtdefcrimearenew even though
consisting of di ginaarimepThe inredsingumbers of caselichot r ad i
as hacking, computer network disruption, zday attacks, malware anBansomware
undermineGr aboskyés (2001) argument . shdh@imesncr eas
point 1o alevel of sophisticatiorthat @amot ke associated witlraditional crimes before the

arrival of thelnternet. Thénternet has introduced new threatglmodels of crime (Lusthaus

& Varese, 2017; Wall, 20@y. It is a platform forcrimes that amot be placed within the

traditional construct of criminology.



Thelnternet changed crime from the claimatitisi ol d wi ne ©OTheadeentofbot t |

technologies such &G, big data, virtual reality and robotibss provided a new frontier for
criminal behaviour.n this light, an understanding Glybercrime should bderivedfrom the
new paradigm. Luekfeldt and Yar (2016) conclddieat cybercrimesre transforming the
conventional elements of criminolodyy introdwcing new characteristics. Indeednternet
crime has becoméighly technical, borderless, intensad technically complefsee Section
2.4).The crimesarediverse in typology, victim distributigivictimisation speed, amdifferent

from whatis experienedin contact crimes.

Also, thereis less regard for the incidence of crime in the Grabosky (2001) paradigm. Where
the crime took place remaessentialn developing a definition. When a crineecommitted

in a humanphysical and social spacé& shout be regarded as contact crime irrespective of
the involvement ofnternet. Cybercrime howeveshould be presented as the incidence of
crime that occursnthe Internet. Incorporating criminal behaviour where lilternetis used

for legitimate purposess inappropriate. lticontinues taincrease the difficulty in finding a

definition for Cybercrimebased on the expanding scope.

2.2 Definition of Cybercrime

Thedefinition of Cybercrime remains challenging becassleolardhavetried to accommodate
elements obothoverarching paradigms# furtherfactor that challenged previous attempts at
defining these crimess theheterogeneityf the crimegEuropol, 203). It is reflected in the
malleability and evechanging nature of criminal behaviour on theernet. Indeed, he

evolution ofCybercrimehasresulted inthe need foa continuous reassessmenitefneaning.

A further contributing factor is the rising complexif cybercriminal activity. Ibekwe (2015)
discovered that offenders are highkilled, which enabled them to widen tlseope of the
criminal enterpriseThe subjective approadbr definingthese crimes challenged the earlier
consensus around its origimgefinition. Over time definitionshavereflected different contexts

such as personal, professigralregulatoryperspectives.

All these factors contributed to frequent changes in the definition of Cybercrime. Thus, a time
series approach to cybercrirefinition is adopted in this section. One of the early definitions
is from Thomas and Load&00Q p. 3);icomputermediated activities which are either illegal

or considered illicit by certain parties and which can be conducted through global electroni

€
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network® This definition identified thaCCybercrime is conducted on thénternet It also

includes any activity that isonsideredo beillegal.

The definition is broad by recognising certain unspecified elements. Any activity that is
conducted candregarded as a crime from subjective point of view. This feature gives great
latitude to different agencies in specifying what they considered illicit. It allows criminal
activity to vary and could be dependent on the terrain or location. Thus, the ghaadiscope

of Cybercrime become highly unpredictable.

Also, Thomas and LoadgfP000 fail to recognise crimes by other devices that are not
computetrelated (such as P§RFID Scannefsand mobile phones). Advances in technology
such as robotics, quamm computing and big data were not significant considerations in this
definition. For example, Internet of Things (I0T) increases the number of intamneécted
devices and enhances the risk of them being used for drimeadvanceof technology hve

increased the number of devices that either be used or attacked by cybercriminals.

Some years after Thomas and Loaderds definit
a more precise scope and boundar Cybercrime. Yar (2005, p. 409) presetiCybercrime

t osigriify a range of illicit activities whose common denominator is the central role played by
networks of information and communication technology (GT)their commissiod This
definition | eaned tparadigm abst strésseal the solk of 8CI. 1 d2d0 0 1)

elaboratenthe characteristics @ybercrime to involve human agents using a machine.

Yet, one critical issue is the failure to remove the subjective definition of these types of crime.
Thus, illicit actvities were not clearly defined. It allows every individual, business
government to specify what theybjectivelypreferto be criminal behaviour. There is freedom

to input any crime or behaviour under illicit activitiéiserebypromotinginconsisteny in the

scope ofCybercrime.

On the other hand, it is believed that simplifying the definition would further reduce or
eliminate any confusion concerning its scope. In this light, Wall (2007a, p. 11) defined
Cy b e r c rciimagwhiahsare inediated bgtworked technology However, this definition

is unsuitable because it fails to recognise that not all networked technology is part of the

3 Point of Sales
4 Technology used to track goods using bar codes in stores and other logistic companies.
5|CT are technologies that involve internet and other communication technologies such as telephones.
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Internet. Crimes can be committed using a local area network (&M Bluetooth device

which does not make it jpnarily a cybercrime concerning this definition.

Four years aftethe Walls (2007a)definition, it emerged that motivation and the result of the
crime could provide a means for establishing a generally accepted definition. Based on this
belief, AbdulhamidHaruna, and Abubakar (2011, p. 47) defiiddb e r c r allmemesa s
performed or resorted to by abuse of computer network or Internet to influence the functioning
of the computer system and also for financial gains e defirtitionhighlight financial @ins

and abuse of computer networkdlaes coreelements oCybercrime.

However, there are critical points that weaken the suitability and acceptability of this definition.
The identification of computer system functioning and financial gain as coree®asunot
totally appropriate. An overreliance on financial gain proved to be a significant drawback. Not
every crime is focused on financial gain. But this definition neglected othefirantial
crimes such as cyberbullying and cyberstalking. The idigatiion of financial gain within the

definition made it inadequate within the broader scope of cybercrime scholarship.

There are other outcomes of Cybercrime that provided a basis from which criticism emerged
concerning this definition. Although cyberces such as Ransomware and distributed denial

of service (DDoS) directly affect the functioning of the computer system, others such as
cyberespionage and identity theft affect fmmmputer targets. The malfunctioning of a
computer system is a significafotus of the crime. A further feature relates to state sponsored
attacks where purposes are diverse and do not necessarily focus on a specific outcome.

Another definition emerged from other scholars. Leukfeldt, Veenstra and Stol (2013a) defined
Cybercrimeas any illegal activity conducted over the Internet. Their position provides
flexibility and broad coverage for different online crimes by not giving specific examples. It
implies that Cybercrime can be any alleged, or agreed, crime.

However, it did notcapture crimes where online actions (though not illegal) contributed to
offline crime. Furthermore, human beings may orchestrate this crime. In this light, the concept
of Cybercrime relates to every form of criminal activity emanating from using the ébtern
computer networks.

8 LAN implies Local ara Network. It is anetwork that links together computers and peripheral equipment within
a limited area, such as a building or a group of buildings

"DDoS is Distributed Denial of Service. It is a type of attack where many systems attack a networklisidsn
traffic to make it unavailable for legitimate users.
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One fundamental impact of this inconsistency is that notable organisations suchAfaisaine
Union Convention, the Council of Europe Cybercrime Convention an@ythercrimedAct of
Nigeria 2015 refused to define these crimékeir approach emphasises the meaning of
Cybercrime through the type of crime rather than through definition.

However, there remains a need to create a definition for the future understandingdygiethis

of crime. The definitions can be made much shaapérconcise. The researcher believes that
Cybercri me s houlaldcrinbese pempetrdted noe fhcilitated using internet
connectio. This definition focuses on capturing the subjective aspect of crime definition and

the interface of cybercrimes with environmental crimes.

2.3 The Classification of Cybercrime

Categorising Cybercrime into different types or groups is a challenge becauselifetting
perspectives and criteria identified by various stakeholders. Over time, criminological research
has significantly expanded our knowledge of these crimes. The absence of a consensus around
a definition has resulted in continuous conceptualsgivi among scholars (Holt & Bossler,

2014). The lack of standardised contextual scope and definition (see: Section 2.1) of

Cybercrime means classifications are undertaken using different lenses and approaches.
2.3.1 Classification by Target

Cybercrime is clasBed based on the target of the crime. Three types of targets were identified:
property, morals, and person (Wall, 2001; Ya8&inmetz2019). The first category is cyber
trespass. These are crimes that cross boundaries, do damage by way of viraces)eéf

and hacking. The damage relies on gaining unauthorised access to computer systems, network,

devices, and services using the Internet.

The second category is cybdgception. These are crimes that involve the theft of property and
money, such asi®ations of intellectual property and credit card fraud. The third category is
cyberviolence covering any crime that causes psychological or physical harm. This type of
crime exhibits the violation of laws concerning the protection of people, suchkasgstand

hate speech. Cyb@ornography can be situated within cyv@lence context. It involves a

breach of decency and obscenity laws.

The target for the first two categories is property, while that for the third category is people.
However, the expaling nature of targets creates the need for an additional category. Yar and

Steinmetz(2019) added crimes against the state as another category. They are activities that
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violate lawswhich protect the integrity of the nation and the infrastructure (egpionage,
terrorism, and official secrets disclosure). This approach to classification is flexible and

expands as the crimes evolve.

Despite the extensive and straightforward nature of the categories, there are notable flaws that
make itdifficult to accept them. It primarily focuses on crimes that target individuals rather
than businesses and governments. The absence of categories that primarily address crime
against the business sector proves to be a significant weakness despitedsmigt¢argeting

from cybercriminals. Théyhave been victims of espionage, DDoS to their technology
infrastructure, website defacement and Ransomware. Thus, there is need for classification that

caters for businesses.

Yar and Steinmetz (2019) arguestitiassification also left only limited room to cafter new
crimes. The increasing evolution Gfbercrime implis a continuous introduction of new
categories e.g. Cybercrime againstthe environment, intellectuaproperty, national
infrastructure, opublic health. Thus, this approach to classification remains significantly

incomplete.
2.3.2 Classification by Machine and Targets

In addition to the target approach, this classification introduces the role of nsesiadactor.
It identifies the target as core metric and consideration for the different types of Cybercrime.
It can be derived from this perspective that Cybercrime is in four categories concerning

machines and the targets of the crime.

The first category is crimes with the compifters a taget (Wall, 2015). These are crimes that

focus on illegal access to the system for malicious purposes. Fafinski et al. (2010) and
Jahankhani et al. (2014) | abelled this categ
intellectual property theft, légally gained electronic files for blackmail and marketing
information theft. Some of the crimes include Ransomware, malware attacks and website
defacement. They are crimes that disrupt services and technology infrastructure, such as servers

and networks.

The second category is crimes involving the use of computer as an instrument of crime.

Jahankhani et al. (2014) cite examples to include credit card fraud, telecommunications fraud,

8 Businesses of different sizes
9 Machines include different devices such as computer systems, switches, mobile phones, servers, and others.
10 Other target can be broader such as computer networks, servers, databases, and other devices.
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fraudulent accounts, ATMfrauds, and computer transactions (billing, saléstock transfer).
They are crimes committed using a machine, computer networks and infrastructure for criminal

activities (Wall, 2015). The role of technology is to facilitate crime by the cybercriminal.

In the third category, the computer is inciddrib other crimes. These crimes involve using
ICT and computer networks to complement or complete other crimes (Wall, 2015). They
involve the use of technology sibg-side with traditional criminal activity. The crimes in this

category included bookmarlg, illegal banking transactions, and money laundering.

The fourth categorys crimes that focus onthe lives of every idividual and organisation.
Jahankhani et al. (201dixe example®f this category to includsoftware piracy, technological
equipmentheft, counterfeit equipment and blagtarket programs or equipmeihese crimes

directly reflect profound effesibon the victims, which can be individuals or organisations.

However, the classification possesses gaps that allow future classificatiosily, Ehe
classification does not adapt to crimes that target entities that are not necessarily online. An
example of this type of crimé fake news that focuses on misinformation. Also, the
government was not identified in the fourth category as attargese gaps are significamtd
affected the efficacy of this approach.

2.3.3 Classification by Generation

Cybercrimas also divided into three generations (Wall, 2017). These generatoregarded
as distinct and consisted of different concepts of cr@mpportunity. It providea foundation

to discuss the typef these crimesThe crimesareclassified into three generations.

The first generation consists of crimes involving information destruction or financial gain and
those supportingraditional crime (Wall, 2007a). The crimes include support for previous

conventional crimgthrough the manipulation and exploitation of computers. They are crimes
that migrated from offline into the realm of the Internet to affect the functioning of the

computer.

The second generation consists of crimes that involve the use of networks (Wall, 2017). This
category highlights traditional crimes that use the Internet, such as using social media to locate
a kidnap victim or internet use for personal slavetians. The Silk Road website for
auctioning narcotics is another example. It is the generation where traditional crimes are used
to facilitate the conduct of conventional crime. The Internet perfacosplementary role for

traditional crimes.
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The third generation involves criminal activities that occur solely on the Internet. The
disappearance of the Internet would make this crime impossible (Wall, 2007a). Every crime
(such as hacking, denial of services, the spread of viruses or spamming) whoseenaidgn
occurs on the Internet belongs to this generation.

On the other hand, this classification fails to acknowledge core elements of the crimes. The
absence of motivation (see: Section 2.6) meant that every action deemed illegal is adopted in
the crimesThe last two generations did not reference motivation, leaving a gap in establishing
criminal liability of the crimes. In the era of intelligent and complex computing, this

classification will struggle to establish typologies of crimes for unknown niathg

Also, modern cybercrimes demonstrateoverlapping of the generations. With financial gain
and Internetdependent crime becoming integrated into crimes such as Ransomware, the
classification becomes less distinct and inseparable. Overall, thétyiabthe separation

becomes less viable.

Also, this classification is not entirely corretly not consideringthe incidence in the
classification. The need to include crimes that are conducted offlin@gsificantdrawback
to this approach. As scussed earlier, only crimes that occur online should be regarded as
Cybercrime. Actions thadre not illegaj) but used with offline crimeshould notbe classified

asCybercrime.
2.3.4 Classification using Dual Paradigm

Cybercrime is divided into cybetependenand cybetenabled crime. Cybatependent crime

is those offences that can only be committed using computer networks, computers, and other
types of ICT (McGuire & Dowling, 2013). Examples include hacking, the spread of viruses,
DDoS attacks and RansomwarkEhey are exclusive crimes whose conduct requine

Internet. When technology is unavailable, this type of crime cannot occur.

Cyberenabled crimes arteaditional crimes tha#re escalated in their scale, speed and reach
using thelnternet.They reprsent the transformation of tradition and physical crime to the
electronic processing and internet platform. Identified examples include fraud, theft,
paedophilia, identity theft, and bullying. They occur both offline and online. Wall (2015) noted
that crimes such as Pyramid schemes and Ponzi frauds use Internet for their perpetration but
are not conducted on the web. Without the Internet, this type of crime would still occur but

within a localised context. The Internet increases the coverage and scop@eiétration.



One critical aspect of this classification is the failure to identify crimes that combine both
categories. In situations where viruses are used for fraud or identity theft, the two categories
have been integrated, thereby blurring theeddhce. This approach appeared basic and
disregarded the integration and combination of numerous acts involved in a crime. For
example, the Sony movies case in 2014 involved hacking and theft of intellectual property

(Sullivan, 2016). This categorisatios hot appropriate because of the combination of actions

in perpetrating any of these crimes.

However, another dual approach was formulated by Jahankhani et al. (2014). Cybercrimes are
classified as eitheactive or passivecomputer crimes. Active crimepeesents computers for

criminal activity (e.g., hacking), while passive computer crime occurred when illegal activity

is supported or advanced using a ¢

The reliance on Cybercrime as computer crime remains a significant drawback in the

classificat o n . | t ref

scoping challenges for these crimes. When devices that are targeted are not computer systems,
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omputer.

| ect s Thomas and Loader 6s

this classification becomes irrelevant.

Tablel: Cybercime Classification S

Authors ‘ Classification

ummary

Grabosky (2001) Old Crime in a new form

Yar (2005) New crime

Wall (2001) and Yar (2005) Cybertrespass
Cyberdeceptions and thefts
Cyberpornography

Cyberviolence

Wall (2007a)

The firstgeneration (involving traditional crime
The secondjeneration (use of networks)
The third generation (sole use of the Internet)

Jahankhani et al. (2014)

Active or Passive computer crime

Fafinski et al. (2010)
Jahankhani et al. (2014)

Wall (2015) Technologyenabled
McGuire and Dowling (2013) Technologydependent
Wall (2017) Computer as a target

Computer as the instrument of crime
The computer is incidental to other crimes
Computer prevalent crimes

(:
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Another critical point is the simplistic approach to the definition. This approach to
classification widens the scope using categories that support seemingly endless scope. This
classification is simplistic but fails to create a broad scope for each type of Qylgerc

Based on the different perspectivess gvident that multiple cybercriminal activitiesuld be
categorised differently. Hence, the evolution astypes of crime necessitateahincreasing
means of classification. Table fgrovides a detaillecsummary of the variation in the
categorisatioof Cybercrime.

2.4  The nature and characteristics ofCybercrime

As the Internet expands human interaction boundaries, criminal usage continues to mutate and
become more sophisticated. Cybercrime in its evolution, demonstrates distinct features that
were not existing in previous traditional crimesdvances irtechnolgy change the nature of

the crimes (Microsoft, 2017; Mi tchell, 2016
2015). This section discusses the characteristics of Cybercrime.

2.4.1 Technical Skills Oriented

Cybercrime can require highly skilled individualsand organisations. Attacks such as
WannaCry ransomware, Zeus, Spy Eye, Stuxnet, Red Octdbareand others demonstrate
the advanced skill level required for cybercrime activities (Armin et al.,[2XKrombholz et
al., 2015; Naidu& Sireesha, 2017; Walk Williams, 2013). Because these crimae
technologybased, theskills required ardnigher than for other conventional crimes (Kshetri,
2010a). Clough (2015) noted that technical skais required for illegal intrusions into
computer networks to impheent denial of service (DDoS) attacks omrgaout website

defacementParticipation in crimes oftenvolvesthe mastery of one technologyiented skill.

Technology skills have a significant influence on criminal behaviours on the Internet.
Hargreaves ahPrince (2013) identified two waysirsty, it enhancethe communication and
behaviour of criminals with potential victimgrldwide Secondy, it reducsthe entry barrier
for criminogenic activity (Hargreaves Prince, 2Q3). These two areas (espelgidhe second

area) emphasise that high technological skills increase the potency of criminal behaviour.

However, the variations in cybercrime activity also prove the limited relevance of technical

skills. Offline crimes that are conducted through infdiora on the Internet are not
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techrological. For example, &idnapper using an application such as Facebook, Twitter, or
WhatsApp to retrieve the picture tiie victim does not use any exceptional skills. The

overemphasis on the technical characteristio®isthereforgotally sustainable.

As discussed earlier (Section 2.2), many cydreabled crimes require nechnical knowledge

In numerous instances, cybercrimes often involve offline perpetratitihat technological
knowledge or expertise does nedirface. The Anajemba casevolved Internet use for
communication as part oflaoader 419 schemd-fank & Odunayp2013). In the SillRoad
case,the conviction was achieved by the claim that a website provided a platform for the
assassin to meet the auster(Garcia, 2017)It camot beentirelyaccepted that technological

skill remained a fundamental feature@fbercrime.

Despite the argument over technical proficiency, what cannot be ignored Gytteatrime
requires a basic knowledge of ttmternet to use it. Kshetri (20&80indicates that Cybercrime

is structurally unique because of technology and-skiéinsiveness. Manky (2013) also mote
that offender profiles i€ybercrime demonstrated that highly skilled individuals are involved
in acheving their goals. Perpetrators must mastéernet technology to be actively engaged
in Cybercrime.

2.4.2 Transnational in Nature

The borderless nature of theternet also extends tybercrime.Unlike traditional crime,

where jurisdictions could be mappdmbth perpetratr and victim could span acrosations or

even continents (Chambebdsnes, 2013).For example, th&VannaCry ransomware attack
victims were found in many countries, whi |l e
residel in multiple countres (McAlaney, Thackray& Taylor 2016; Vigliarolo, 2017).
Cybercriminals have taken advantagfeborderless internet characteristics to make crimes

transnationallt remains a complex crime that can simultaneously involve multiple countries.

There is no pysical barrier or demarcation on thdernet. It allovg cybercriminals to target
victims from any part of the world without geographical hindrances (lbra®@h6b). This

characteristiés fundamental in increasing the riskaofemote attack. Cybercrimats are not

limited by spacgthereby making their enterprise transnational.

A further dimension of this characterisiiE the introduction of a transnational network of
attacks. Considering the concept of distributed computing, perpetrators acrosgesaantr
collaborate and attack any target (Leukfeldt, 2017). Every attack dnt#reetis nowlocal

because of the virtual elimination of space and time.
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However, this characteristic is never limitedcidercrime. Crimes such as child trafficking,
drugs, tax evasion and money laundering are conducted across basiédguyen 2020;
Stambgl, 2019yan der Lan, 2017): and criminals such as Al Pacino and Pablo EScobar
perpetrated international crimes without the Internet. The only difference betwserctimes

andcybercrime is the use of the Internet.

Also, countries can regulate and monitor Internet traffic within their country. The borderless
characteristics might be overstated as various countries have technologies to prevent unwanted
traffic within their country. For example, Saudi Arabia blocks websites that are considered
contrary to their values from being accessed in their country. Even when criminals use
technologies to hide their identity or location, sophisticated investigation canestifidal to

identify the source otybercrime. Hence, the transnational nature of crimes can still be

restricted or criminal activities.
2.4.3 Automation

Another characteristic alybercrimeis increasing automation. Offendeictim engagemeris
automated using aficious programs, software, and sp&hiEnoch et al., 2020 0Offendingis

no more a function of human interactjomith theuseof tools, programmed to function in a
certain way and at a specific time. Criminal behaviour onltibernetis automsed using
computes, and programactwithout human intervention (Kraeméftbula et al., 2013)it is a
malicious use of the automation element lo¢ tnternetthat has been acknowledged by
governments worldwideThe Australian House of Representadiy2010) acknowledgeshe
Internet as an active medium for automated systems deployment, thus enabling the automation
of online criminal activities. Regmising that thénternet is not regulated,igeasier to deploy

these tools towards an intended target. Technological knowledge and facilities enable a high
level of automation and action at a distarteedch et al., 202M0leufeld, 2010). Thus, remote

attacks @anbe programmed and initiatedingautomaion.

Automated exploitation of vulnerabilities on threernetcontinue tancrease the intensity and
impact ofcybercrime. It rekson improwed accessibility toobustsystems and fast connection

for automatingsophisticated attacks. The deployed tools enable more applications to attack and
exploit more vulnerabilities thais possible with a manual method (Imperva, 2012). Because

they are computer programs, therpetration rate and scope are beyonatwlumanscan

11 Prominent drug dealer from Colombia.
21rrelevantor unsolicited messages sent over the Internet, typically to a large number of users
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manually achieve. It increasethe ruthlessness and power @fbercrime because of the
enhanced abilities that this introduced (Nurse, 2018). Autom&tioexampleensures a rapid

incidenceof malicious attacks.

One implication of automann is both an expanding typology and mutation of crimes over the
Internet. Automation enhances réiahe fusion of programs to form cyberattacks with diverse
effect. Kharouni (2012) noted that automatic transfer systems (AT&) combined with
Zeus*and SpyEy#° (both malware) to develop Weblnject fitéthat automate online banking

fraud. Sood, Bansal and Enbody (2013) stated the possibility of combining automated malware
framework with general distribution techniques for cyberattacks such asedghilownload

attack. Combination attacks are evident and demonstrate the growing sophistication of these

crimes.

Irrespective of the form or approach, crimes on the Internet continue to demonstrate significant
automation characteristics. According to Hoa and Mock (2020), cybercriminals are
adopting rudimentary automation tools for conducting crimes on the Internet. Some of the tools
include botnet, exploit kits and cryptojackiigoftware. Every advancement recorded in
technology has stimulated corresponding sophistication in criminal behaviour (Nurse, 2018).
There isapossibility in the near future that Cybercrime will adopt Highel technologies such

as Atrtificial Intelligen@, quantum computing, distributed computing, and augmented reality.

The use of automation has been growing for some time. As of 2013, the use of exploit kits for
cybercrime automation was the fourth evolving threat landscape of the Internet (ENISA, 2013).
These tools also increase the efficient use of resources and exparadries for evading
security defences (Imperva, 2012). In some cases, perpetrators use compromised servers as a
platform for attacks. The tools function smoothly on these servers for optimised targeting of
specific systems on thaternet. Agana and Inyza (2015) noted that automated attack tools

often overwhelm the defence and monitoring systems of various networks. It can change the

13 Automatic transferystems are programmes or devices that dynamically propagate traffic on the Internet.

14 Zeus is a trojan malware. It is a form of malicious software that targets Microsoft Windows and is often used
to steal financial data.

15 SpyEyea malware prograrthat attacks users running Opera, Microsoft Windows operating systems, Firefox,
Google Chrome, and Internet Explorkticrosoft Windows operating systems.

16 Webinjects are modules or packages used in financial malware that typically inject HTML or Jatvesslei

into content before it's rendered on a web browser.

7 Cryptojacking is the unauthorised deployment of computer, devices, mobile phone, tablets and connected home
devices for mining cryptocurrency by cybercriminals
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IP addres$ or HTTP UserAgent headéf to bypass security systems or split the attack among

different hosts to eliminatelacklisting.

Despite the potency and evidence of this crime, one fundamental and critical point is that
automation is overly expensive. The cost of implementing automation is significantly higher
because of the required infrastructure. For example,rtheegsing power for the automation
forced groups I i ke anonymousd to solicit
worldwide. Significant investment continues to be a requirement to run large scale automated

cyberattacks.

This characteristic does nptovide equal opportunity and, as a result, it may influence the
location of a cybercriminal who wishes to use automation. The cost involved is always a turnoff
for cybercriminals in developing countries. Cybercriminals in countries that struggle with
electrical power, a high cost of living, or economic challenges will find it exceedingly difficult

to implement automation.

Another critical point is the level of skills required to run an automated and potent cybercrime.
These skills ar@ot readily availake in every country, making its deployment to be selective
and not general worldwide. The purchase of automation tools is also relatively costly, thereby
making it difficult in developing countries. Overall, required skill level is a drawback for this

chamacteristic.
2.4.4 Cybercrime as a Service

The different demands afybercrime encourage individuals to become more professional.
Within the cybercrime contextVall and Williams (2013) identified professionalism as the
presence of specialists that conduct ssiptated and compleaperationsattached to human
users and computer systefsery online crime needs a different kind of expertise and skillset.
Panda Security (2014) found that the FBI has identified ten dedicated professions within any
cybercrime groupThere are different types of professionals that provide specific services. For
example, malware writers were contacted by criminals to develop malware and sell this on to
criminals that were deployed across the Internet (Sood et al., 2013). The rotssergal

within the life cycle of the crime, making each participant a specialist where they function
(Rege, 2009; Whitty, 2015). Individuals are skilful in technical areas (such as programming,

networking, and data analysis) and #iechnical areas (sbcs language translation, money

18 Unigue address for every devioa the internet.
¥ nformation sent with a web page on the internet.
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laundering, and document faking). These highly competent individuals and groups of people

act professionally within the cybercrime industry.

There are globally identified markets for buying and selling géanis servicesderived from
cybercriminal activitiesin some cases, the markétsy. Darknet, Deep Web and Web forums)

are online forums strictly directed at criminals (Leukfeldt, Dome&i&tol, 2010; Odinot et

al., 2016). Transactions in the market demonstratedbedination and professional level at
which cybercrime is conducted. Leukfeld (2017) hdiscoveredthat cybercrime markets
provide distinctive services such as stolen data, cybercriminal tools, services such as escrow
(money laundering across countrigsyvices, and illegal trade. Thesarkets offedifferent

skills of dedicated experts.

Feedback on the servicsslso provided to ensure that the marketplace understands the quality
of the goods and servicem offer (Dupont et al., 2016; Holt and Smova, 2014). The
feedback is usually in terms of service satisfaction rating. Hence, service professionals often

realise the need to offer quality to sustain a good reputation in the various cybercrime markets.

On the other hand rpfessionalisnis notunique tocybercrime as serviceoriented criminal

activities have existed for a long tim@ver time,roles such as drug mule, money launderer

and assassin ave previously offered as specialised services long beforénteenet. Thus,
cybercrime may havedaptedagelong mods of operation thaareused in traditional crinmse

It further reflected the reality thatthoughcybercrime is a new phenomenarstill retainsthe
characteristics of older establishedcimei n t andem wi t h Gonalheo sky 6 s
only differenceis the impactof this characteristic on criminal behaviour in its entirety.

professionalisntiberalises cybercrime in a unprecedented way

Liberalisation through service provision has reduced or eliminated the need for personal skills
for criminal masterminds. Tabansky (2012) stated that the recent trecybeéncrime is
outsourcing research and development, which reduces the skill set neededome a
cybercriminal. Any individual or group could purchase tools or services for any-aitbek
without havingany personal input in the developmenhe technical knowledge barrier to
participation is irrelevant to the use of a loast servicdbased modelHuang, Siegel&
Madnick, 2017 Manky, 2013). Because of the availability of skilled service providers, the

competence needed for developing cyber tools is no longer needed.

Cybercrimeasaservice (CaaS) has emerged from the increasing peooin of
professional i sm adviceoyh eerncdreidmiampalrso.a cThhbe i a
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to groupbased criminal behaviour. Europol (2014) discovered cyberasaeservice to be
responsi ble for oOotraditi oadatyBerceme.iTheicrnnanbls gr ou p
use Dark Web markets, resulting in the acquisition of criminal services such as spam networks

and botnets in launching DoS attacks against specific targets. This approach further enhances
the development of customised maleéor willing buyers (Nurse & Bada, 2019). This access

to the tools and services has transformed our entire understandoypestrime and its

conduct. The acquisition of tools and servicesreduced the need for cybercriminals not to

have technologicdnowledge.

Despite the declining requirement of skills (as argued in Section 2.4.1), some technical
knowledge remained fundamental for cybercrime activity. The suppliers of tools and
specialised services continue to be highly skilled individuals. Interimeé requires qualified
individuals and highlquality deployed tools (Wall & Williams, 2018{uanget al, 2017. The
serviceoriented characteristic has continued to mean that cybercrime activity still relies on

highly competent professionals.

2.5 Criminolo gical Theories applied to Cybercrime

The applicatio of criminological theoriesadds a different perspective to the study of
Cybercrime.The efficacy of previous criminological theories in understanding or identifying
cybercrime patternss fundamental(Leukfeldt & Yar, 2016). It directly influences the
knowledge of these crimesAdapting criminological theories to the technological nature of

cybercrime remainsreeffectiveapproach because of the limitaditabletheoretical principles.

The characterigts and parameters ofbercrime continue to changeut the nature othese
crimesdirectly reflectthetheoretical explanation. These theotietp understand the crimes
terms of motivation and mode of operation (Hong et al., 2&if&tton et al., 206). The
different characteristics afbercrimehave influencedhe way the crimeare understood and

analysed.

The theoretical exploration further illuminatéhe sociocultural dimension alybercrime.
Okeshola and Adetg2013) noted that theoriese an integral aspect of sociological research
because thegtategeneral principles that predict and explain events, observation, and facts.
The sociological analysis conceptieslprimarily on the existence and discussiomliffierent
theories.Adesina (2017) noted that the social characteristics of developing courmiuies c
encourag cybercrime. The choice of Nigeria as a case study provides the basis for applying



24

criminological theoretical frameworkNigeria demonstrateeatureghat make it an exemplar

case for cybercrimésee: Section B).

Discussingcybercrime in Nigeria within its social characteristics Bétpnarrow the scope of
this study. Criminological theory and its utility in studyitydercrimearenot appicable in the
absence of a technological context. The technical position of the country (see: $écfon
has contributed to the evolution ofbercrime in society. For example, Kraerhipula et al.
(2013) pointed to technological penetration and coemet two significant elements that
fostercybercrime in developing countries. This argument highlights the-$ecimical nature

of cybercrime.

As society developghe landscape of crimehanges, whiclthallenges the applicability of
criminological theries. Like every other societyjgeriawill evolve in a way that criminology
theories cannot predicthis growth can be explained from the theoretical perspectivbid

section, a discussion of five theories (see Figure 3) exploring different ahglederstanding

cybercrime will be discussed.

Routine Activity Theory

660000
o

Strain Theory (ST)
00

Social Learning

Theory (SLT Theoretical ®
® ‘ ® Approach

Rational Choice Theory
(RCT)
00 ®

Techniques of

Neutralisation ®

Figure2: Criminology Theories Adopted for this Research.
2.5.1 Routine Activity Theory (RAT)

RAT emphasises victim and target exposure to potential attackeyhdrcrime, proximityis
a tool for offenders and not a modus operandi. Iftiernet eliminated the importance of
location as the distance between offendansl cyber actionareal most Azer oo (se
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24.2). Targes require no temporal interaction with the offenttebecome victimsKigerl
(2012) elaborate that the RAfMakesunderstandingybercrime at a macro level easier because
the three elements (aotivated criminal, a suitable victirand the absence of capable
guardianare relevant to the virtual world of thaternet

Online behaviours by a target (or victim) can enhance the suitability of the victim. This
behaviour includes ristaking, timespent on online forums, time spent purchasing goods, time
using social media, time purchasing online alongngagement with online banking (Choi,
2018; Pratt et al., 2010; van Wilsem, 2013). The Internet also increases the possibility of online
harassmet victimisation through increased exposure to offenders and infected files (Bossler
& Holt, 2009). The vulnerability of Internet users contributes to their risk of becoming targets

of cybercriminals.

However, RAT has not adapted to the unique charadtsristcybercrime. Broadhurst et al.

(2014) highlight the level of offender resources as a fundamental aspect that can ascertain the
execution of crime on the web. Resources such as hacking tools, social engineering skills,
money laundering competenciesdaigentity theft skills are required faybercrime (see

Section 2.4.1 and 2.4.4). The tools and resources that can be deployed are a significant element
in the conduct oéybercrime (Broadhurst & Choo, 2011; Kigerl, 2012). For example, when an
offender paesesses access to famernet and a sophisticated hacking tool, the convergence can
result in a potentially high level of criminal activity. When a cybercriminal has just the motive

but lacks the required skills, their ability to commit crime is limifHte absence of this factor

weakens the overall suitability of RAT theory within the cybercrime context.

On the other hand, the basis for any victimisation reflects the ability of potential victims to
exercise choice. The assertion that victims haveo&elof not becoming a victim (Felson &
Clarke, 1998) remains, in fact, a controversial topicyipercrime. The theory presumed that
more time spent online would increase the likelihood of victimisation (Kalia & Aleem, 2017).
Evidence of data theft and fdang hacks suggest that victimisation does not rely on routine
activity online. Bossler and Holt (2009) noted that malware infection or distribution is not
subject to online presence. Risk does not relate to the time spentiatethet. Some targets

are not active on social media but hameverthelessseen their account hacked. In this light,

the choice remains with the cybercriminal and not the victim.

Another critical angle to RAT adaptation to Cybercrime is the role of other factors in criminal
adivity. Some other parameters and factors influence offending, which RAT did not identify
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(Pratt et al., 2010). For example, political, sociocultural, and economic factors could affect
criminal behaviour (Leukfeldt & Yar, 2016). These elements are edséetiause they
determine the involvement of individuals and recidivism. Thus, the application of RAT to
cybercrime is not entirely appropriate.

Nigeria is a burgeoning location for cybercriminals. Therefibeperpetratoelement oRAT

is evident. Buthe absence of guidance and presence of viatard to be discussed

Firstly, the infrastructure and laws that uphold the safety of internet users are both weak and
inadequate in Nigeria. As detailed 8ection 3.4.1there has been a struggle to establis
effectivelaw enforcemenand security for citizens using theernet. Tis absence of effective
regulation either by government, regulators or service provider has itself encouraged criminal
behaviour. Without proper national guidance and securitieglyainternet users are vulnerable

to different types of security risk.

However,many other developing countries struggle to provide guidance and protection on the
Internet. Muller (2015) establist that weak cybersecurity implementation in developing
countries is fundamental to sustaining criminal behaviour online. Dennis et al. (2014) cited
Jamaica abaving noformal national cybesecurity policy.

Victims exist bothin and out of the countriNigerianbusinesses, government and individuals
aretargeted by cybercriminaénd in 2018Nigerian banks log#15billion (about £30nillion)
(Adesoji, 2019). Pawlak (2014) note that citizesso are targets ofcybercrime. The
government has itself been at the receiving end of significant criminal behésee Section

3.3.1 for more details)

The Nigerian situatioshows severalveaknesses of RATIts failure to identify the role of
technological penetration is reflectetthin cybercrime inNigeria. Technological penetration
exposs users to higHevel dtacks The quality and nature of the infrastructure, software and
hardware enhance the targetability of victinWgith Nigeria having a high number ofternet

users demonstrat¢he role of technology in increasing crimes.

Another critical point in Nigea is the lack of choice for potential victims. Kugler (2009)
highlighted that weaktechnological infrastructureontributes to possible attacks on the
information flow in developing countrieshe government must have its processes on various
internet patform as a necessity. Thus, the choice of becoming a victim is not suitable to the

experience of the country. For example, conducting businesses online does not mean that the
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government will be a victim of cyber warfare. Only the criminals will deterrthiee choice

of victims.

2.5.2 Strain Theory (ST)

The conduct otybercrime can be affected by different types of strain. Cybercrime perpetration
is a response to the poor economic situation of the perpetrators (Anyanwu & Obiyo, 2012).
Economic hardship has adws been associated with crime: e.g. the United N&u(i@005)
attributed arms trafficking and other crimes to strain from the alarmingly high economic
problem of the West Africaregion. For example, strain is linked with unemployment and
poverty, forcingoffenders into a life of crime (Ajimotokin et al., 2015; Cohen & Felson, 1979;
Lageson & Uggen, 2013; Verbruggen et al., 2015; Virta, 2013; Warner, 2011). The strain
experienced by deprived residents in developing countries may explain the populaatdof f

and other financially induced crirne

The type of experienced strain can influence the nature of criminal behaviour. Unemployment
has become a significant reasehy cybercrime is increasing. In Brazil, unemployment and
low social mobility were iderfiied as being responsible for the prominenceydfercrime.
(McAfee?® Centre for Strategic and International Studies, 2014a). In Eastern Europe, the
economic downturn resulted in jobledsut skilful, individuals leading to high levels of
cybercrime (Lusthus & Varese, 2017). hB prevalence of povertyand poor social
infrastructure hainfluenced economifocusedcybercrimeactivity (Okunade &hehu, 203).

Also, other strains can promote cybercriminal behaviour: e.g. poor academic performance can
result in peer isolation, and detachment is a strain that can encourage malicious behaviour
online (Udris, 2017). This theory has provided evidence for explairefigqiient behaviour

on theinternet.

However, strain from a failure to fulfil the economic and educational aspirations is not entirely
appropriate as an explanation for cybercriminal activity. Poverty is not necessarily the only
reason for financial gainrven crime. In some cases, individuals with a job and not
experiencing any hardship engagecyercrime. It could be a choice (see: Section 2.5.4) or
the result of social relationships (see: Section 2.5.3): e.g. unemployment was found not to be

the onlyreason for criminal behavioudgnko& Popli, 2015 Kleemans & de Poot, 2008; Van

20 A prominent antivirus company.
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der GeestBijleveld & Blokland, 201}). The relationship between economic hardship and

Cybercrime remains, therefore inconclusive.

Furthermorecybercrime undertaken by pdepof higher social, financial, and educational
status is a significant gap area that this theory could not fill. In some identified cases,
individuals with legitimate business interests and an unhindered path to fulfilling their goals
are involved ircybercrime. For example, Colibasanu (2008) reported that Porsche complained
against Volkswagen for spying on its Chief Executive Officer (Wendelin Wiedeking).

Evidence of insider trading within companies does not reflect economic strain.

Also, Strain Theory pts everycybercrime into one group in which economic gain is the only
motivation (see: Section 2.6.2 for further explanation). It did not cater to its heterogeneous
nature. Different crimes exhibit different characteristics and contexts that could not be
explained solely by strain theory: e.g. cyber warfapetween governments is not compatible
with any strain. Professional criminogenic behaviours (such as website defacement,
cyberstalking and DDoS) are not concerned with the failure to achieve peaspirations.

Many cybercriminals are neither deprived nor inhibited in ambitions to achieve their goals.

Nigeria shows characteristics of ST tae economic conditigrand the low level of career
opportunities in Nigeriao stimulatecybercrime: e.g. thcore motivation for AFF is financial

gain. The core motivation for AFF économiagain. The migration of the AFF to the web has
given Nigerian cyberspace a reputation for breeding cyber fraudsters. Adesina (2017) noted
thatcybercrime in Nigeria is for @momic gainand victims wergrimariy located in foreign
countries. The termd419 is generally perceived to be the templateydfercrime in Nigeria
despite unverified evidence tifese crimes coming frothe country (Byrne, 2013). Nigerian

scams primaly target individuals and organisations in developed countries.

Despite the evidence that Nigerian economy is experiencinguimigimployment and poverty
levels (see Section1.3.]), severalcybecriminals are not poorThe involvement of both
professiona and gainfully employed citizens attest that strain theory canraggieable in
Nigeria. For example pank managers have themselves been discovered to be members of
cybercrime networks. The involvement of both professionals and gainfully employem<gitiz

attest that strain theory cannot be applicable in Nigeria.

21 Cyberwarfare is the deployment of technology to attack a nation in a similar way to warfare.
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2.5.3 Social Learning Theory (SLT)

The increasing application of SLT to cyber deviant behaviour reflects a recognition of its
perceived relevance. SLT theory is increasingly prominent ansghgrcrime researchers
(Heirman & Walrave, 2012; Ross & Weaver, 2012; Van Ouytsel et al., 2Q0T&b). For
example, Ross and Weaver (2012) discovered that observational learning was responsible for
harmful behaviour in online games. Peer learning iptimeary way that cybercriminals learn

ways to target and attack internet users. Cybercrime adaptation of SLT demonstrates that peers
who actively approve such criminal behaviour encourdmge crimes,especially for the
engagement of adolescents (Van Oelyet al., 2017a). SLT is therefore a theory that can

explain a range of criminal behaviours including both cyberbullying and sexting.

However, learning through social interaction is subjective and may not apply to everybody.
Yar and Steinmetz (2019) notethat numerous factorgsuch asattention, retention,
reproduction, and motivatiprmust align before social learning can be effective. As this
process is not uniform, its individual and personalised nature means that any degree of success

is difficult to measure.

Additionally, ascribingcybercrime to SLT placed too much reliance on the impact of peers.
Instances otybercrime where peers are not involved demonstrate its limited relevance: e.g.
Kane Gamble, a 1$earold, hackedhe computers of Ameriéa most powerful spy chiefs
(BBC, 2018). He did not learn frgror involve any of his peers in doing so. Social lesgy

could be secondary, as peer involvement is not always relevant.

Moreover, the impact of individual learning of technology must mean that the emphasis placed
on peer impact will be diluted. The advent of free technological courses online provided
individual pathways towards technical proficiency. Social learning becomes less critical and
perhaps irrelevant, as individuals can develop their competencies without relying on others. As

a result, SLT theory become questionable in terms of its overall reletacybercrime.

A further aspect of SLT is the prevalence of
of i nternet users, it i's evident that peer
(2015) stated that social media createavanue for virtual peers to collaborate and exchange
information. Meldrum and Clark (2013) noted that virtual peer relationships are unsupervised

and give unfettered means of communication that ultimately influence behaviour.
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This relationship can eithée strictly online but also develop into onlio#line relationships.

Warr (2002) presented young virtual peer groups where they can develop their sexuality,
speech, and norms of dress tastes. Virtual peers can be in the life of a person for a long time
and significantly influence the development of their attitudes and beliefs (Miller & Morris,
2014).

Virtual peers have a similar impact on traditional relationships. Holt (2009) established that
virtual peers could influence individuals developing hackielgaviour. Holt and Copes (2010)
discovered links between digital piracy and offline criminal behaviour from online
relationships and interactions. They include prostitution and sexual abuse (Holt et al., 2010).
Miller and Morris (2014) concluded that atval peer could be prominent in social learning

while also impacting criminal behaviour development.

The development of cybercriminal groups, gangs or networks reflects social learning theory.
Leukfeldt et al. (2017) investigated eighteen cybercrime owdsvand discovered that social
contacts were responsible for the growth of thirteen of them. SLT is an essential means of

criminal recruitment as gangs often focus on social relationship to attract potential targets.

The SLT theory assumes that everyrihesl new information does not necessarily result in
criminogenic behaviours irrespective of the platform on which the peers meet or interact. For
example, the hacktivist group members often learn about attacking infrastructures worldwide
(Macmanus et al2013). Cybercriminals often learn new skills to improve their enterprise.
Every observational skill is primarily concerned with cybercriminals becoming more potent
and enhancing their skills. Here the perpetratocyloércrime learned skills are not intsted

in any knowledge that adds no value to their criminal behaviour.

However, some cybercrime requires little or no skills. Social learning could not explain these
crimes as peer relationships did not form part of the criminogenic behaviour. In ¢hefcas
Cybercrimeasa-service (see: Section 2.1.3.4), the skills are not critical, making social learning
irrelevant. For example, managers of government cyberteams are usually politicians with no
skills fostered by social learning. Criminal mastermindsameed any observational learning

when it is possible to combine various professionals for a planned crime.

Also, SLT becomes less relevant to cybercrimes that are not technical. Cybercrime from within
an organisation requires no technical knowledgehlytthe misuse of access and information.
Thus, internal crime in organisations is difficult to relate to SLT because the perpetrators need
no peers or any technical knowledge (Omodunbi et al., 2016). They already have access, and
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their involvement doemot require any extensive technical knowledge. SLT theory has only

limited relevance within the context ofbercrime.

It is crucialto discuss SLTh the context ofhe role of theeybercafé, which dominated access
to theinternet in its early days in deria. Inthe mid1990s, the number of cybercafes grew
in different citiesin Nigeriaand strengthened the silos of cybercrime groups (Sodiq, 2012).
They contributed to both technology adoption and malicious use in Nilyetia. Ribaduthe
former chair d the EFCC from 2002007 noted thatcybercafesdominance of the early
Internet access in the counepabledhe transformation of offline based AFF to cyber mail
fraud (Ribadu, 2007)

However, the advent of GSM (se®ectionl1.5.5 technology in the @auntry since 2001 has
reduced the impact of cybercafes in the perpetratiaylsércrime.The demise of numerous
cybercafés was caused by a sharp drop in their patronage &Osthepoju, 2016). Individual
connections are now steadily growing with loastinternet and computer systems (Olguh
Babatope, 2011; Tierm& Nelly, 2016). Thus, cybercafes have lost their role and reputation

for communal and social gathering.

The social learning associated with cybercafes has also been adversely affected by the
increasing technolgical penetration.ndividual connection to thmternetimpliesthat social
learning in cybercafes is on the wanghich undermines the relevance of the theory.
Techndogy remains the core elementittaccess to th@ternet has changediminal conduct
dimensions, asybercriminals araot relying onpeer approvabr social relationshipshese

features demonstrate the progressive weakening of the SLT wythéncrime inNigerian.

2.5.4 Rational Choice Theory (RCT)

RCT theory demonstrates how value maximisation may influegbercrime. Crimes online
remain attractive when the benefits outweigh any perceived loss. According to Pittaro (2007),
a highvalue realisation by offenders makegercrime highly attractive. Elecinic crime
rewards can be enormous compared to the cost as it provides many potential victims. Leukfeldt
(2017) acknowledged that the likelihood of detection and punishment of internet crime is
minimal and probably much less likely than traditional crime.

From the perspective of cybercriminals, the benefits of this crime are much higher than the
cost. From a rational choice point of viegypercrime pays more than traditional crime and
involves lower risk (Boes & Leukfeldt, 2017; Holt, Smirnova, & Chudl& Hutchings &



32

Clayton, 2016). For example, warning banners as a deterrent to cybercriminals is not a costly

deterrence (Maimon et al., 2014). Deterring cybercriminals also remains highly inconsistent.

However, RCT theory does not adapt to the possitmli cybercrime using proxy activity or

that of a group. Higgins (2011) stated that not every crime on the web is rational as other factors
and situations might be responsible. A coordinated attack resulting from peer pressure can be
responsible for coordated internet attacks. The individualistic approach of this theory does
not recognise organised crime that occurs in coordinated attacks such as DDoS. Within
organised crime (see: Section 3.4), RCT cannot be a significant determigheafrime.

The growing possibilities on théenternet have served to attract traditional organised crime
groups because of its seemingly low risk and potentially high financial and material benefit

(Viano, 2017). Thus, rationalised thinking is replaced by loyalty to @eetshe group.

A further critical issue is that RCT does not account for the significance of anonymity by
internet users in understanding Cybercrime. The anonymity of the web influences the
perspective of the participants by highlighting the low levelisk attendant to committing
crimes online. For example, cyberstalkers regard their anonymity in evaluating their risks and
prospective rewards before committing the crime (Cornish, 2010). Thus, anonymity promotes

the belief of invisibility that reducefe associated cost in the eyes of cybercriminals.

Also, other factors are beyond the scope of RCT while discussing how cybercriminals arrive
at their decisions. These factors include speed of connection, cost of internet access, skill level
and internet learacteristics. Thinternet generates different issues beyond what was foreseen

in the development of RCT.

A further area in which RCT fails is apparent in terms of stptansoreatybercrime. State
sponsoredatybercrime is prominent, with offenders ubydeing shielded by their respective
nations(Blinderman & Din, 2017; Lotrionte, 2014Jhis type of crime does not offer a cost
benefit analysis and are in no way individualistic in nature. An attack in this category needs to

focus on a rationalisatioof the malicious intent of the states involved.

This theory falls short in identifying the role that knowledge and competency play in the
conduct ofcybercrime. When the tools available for the crime make a perpetrator almost
invisible, the rationality ofthese acts might be irrelevant. Tabansky (2012) noted the
development of tools for sale online as now being almost rampant. High tech cybercriminals
are not easily caught because their activities are sophisticated, which minimise the likelihood
of detectim or arrest.
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Rewards for their activities are evident for cybercriminals in Nigeria. Byrne (2013) reported
that financial gain is significant and has made crime omnnfeenet increasingly attractive. In
recent times, society has become more receptiggikercrime with an increasing appreciation

of proceeds from these offences. It is worth billions of naira in terms of financial gain. The
guest to live a spendthrift lifestyle and buy higdlue cars hasndoubtety encouraged many

youths intocybercrime(Adesina, 2017).

The perceived benefit of these crimes has disoriented the moral compass of many Nigerian
citizers. The earlier honoured African moral rectitude and culture of chastity have been
abandoned as materialism, selfishnessl greed have becommore dominant (Okunadg

Shitu, 2015).Young people seeybercrime as the core avenue for social mobility to attain

prominence within society.

A further aspect is that the cost of the crjm®explained by RCT ig this contextof limited

value TheNigerian state has failed to contoybercrime. e rate of criminal perpetration is
exceptionaly high and outstrips the rates of arrest and prosecutions. Corruption (see Section
3.6.3 and failure oflaw enforcemenfsee Section3.5.]) alsocontribute The elite in society
influences the criminal justice system (Adogame, 2007; Ibrahim, 2016b; Odumesi, 2015).

Weak law enforcement redgine perception of cost, making benefits more evident.

However, the weak cost of these crimes is not lichite Nigeria. Button et al. (2015)
investigate the views of victifison the sentencing of fraudsters and discovered that the
sentencing does not provide corresponding impact as the seriousness is challenging to measure
The inability to provide commensueapunitive measusaeduce the perception of cost while

strengthening the perception of cybercriminals.

2.5.5 Techniques of Neutralisation

It is also recognised that delinquents may use techniques that neutralise the social controls that
might limit or check the perpetration @fbercrime. Jantz and Morley (2017) note that
offenders can be committed to conventional norms but that they msedrdiese principles by
concluding they are unimportant, irrelevant, or inapplicable. The techniques of neutralisation
enabled offenders to evade blame from others (Froggio et al., 2009). It ensures offenders

22 The victims were in the United Kingdom and their respassmsed on the judgements and punishment given
to convicted cybercriminals.
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maintain their positive selfnage. These tediues are used to justify the act but are not

necessarily acceptable before the law or societal norms.

This theory proves to be limited in application as it fails to identify factors that directly
influence the way that humans think. Sociackground andnvironmentare essential in
determining deviant behaviours. It disregards factorsat@inportant in the thought process

and decision making of criminals. The factors include age, ethnic group, social class, and
gender. Hence, the theory of neutrdlmais limited because of the emphasis on the outcome.

It does not acknowledge those factors that are subjective to individual cybercriminals.

Cybercrime is a context where this theory has been explored. Aiken et al. (2016) note that
neutralisation theg@r provides a direct insight into explaining why adolescents might be
involved in hacking behaviour. For example, Bryan (2014) and Siponen et al. (2012) discover
that an appeal to higher loyalties and a rejection of critical opinions is the most compelling
justification in software piracy offending. Cybercriminals also often exhibit neutralisation by
denying inflicting any physical injury to their victims. Offenders will argue that victims are
Aworthyo, mainly when t he mb)oripoitecdl (sex:rSection r e v e
2.6.4). Cybercriminals may also blame victims who are gullible or attracted to financial reward
that may reflect evident greed. The attribution of greed to victims (see: Section 2.6.2) enables
cybercriminals to neutralise tinecrime. In the case of hackers, the neutralisation process is
strengthened by the belief that victims are unknown and not fatally affected (Morris, 2011).
The justification for hacking is usually subjective and does not reflect the norms in their

immedite society.

Despite the examples and discoveries generated by much resybercrime continues to
provide a significant challenge for this theory. The neutralisation can be applied before or after
the crime (Morris, 2011). Determining when the pegiens use neutralisation remains a
significant challenge. Its application after the crime presents the justification as a means of

rationalisation rather than the original basis for undertaking the crime.

Also, the techniques of neutralisation are not #alalp to Cybercrime because they failed to
consider its unigque elements. Some of these elements include internet access, borderless
communication, regulation, and communication speed, which remain very important to online
criminal behaviour. Failure to ammmodate these features suggest limitations in its adoption

for understanding internet crime.
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Overall societal acceptance of this criminal activity is also contributinthe growth of
cybercrime.In Nigeria, cybercrime has becone 6 s o c i dntthee Formrobsocrodultural
values transmitted to the younger generation, socialis&ionow being used by parents to
encourage their children to engage in crime (Meke, 2012).

Two areaghatdemonstrate this atbe fashiorand the entertainment (musicpumstry. Ekeji

(2013) noted that the fashion industryttantributed designs labelled Yahoo shinstdepict

a taste or style of young people with money and contribute to the expensive and lavish lifestyle
of cybercriminals The music scene ids® amajor contributing factor téhe neutralisation of

guilt among cybercriminals. Music has the power to transform society (Christopher, [2@t12)
Nigerian ®ciety has becomeeceptiveto its excesses. Cybercrime is encouraged through the
lyrics of songs releasl in Nigeria (Tade, n.d.). It has become a common occurrence for artists
to praise cybercriminals in their aloums. With the prevalence of nnediiwed support for

illicit cybercrime, young people continue to see it as a positive and acceptable way of lif

A critical point within the social acceptance argument and theory of neutralisation is the focus
on financial crimeBut motivation forcybercrime goes well beyond making money. The failure

to acknowledgether rewards creates a gap éominals nojust motivated by monetary gain.

In the situation where altruism is the motivation, the impact of fashion antisecindustry
cannot neutralise the feeling of guilt. Hence, thare significant limits tounderstanding

cybercrime in Nigeridy applyingthe theory of neutralisation.

2.6 Motivations for Cybercrime

Motivation is the reason for the behaviour of an individ@alay et & (2010, p. 712) define
motivation as fAthe attribute that maeomess us
from the basis that every human behaviour is driven by underlying behaviour. It is a

combination of closely related interests, values, perceptions, anfsbelie

Motivation has three implications faybercrime. Firstly, it influences the nature lbétcrime.
Motives affect crimes such as romance scam, phishiimeritance scam, fake news, cyber
espionage, and pharming. Making money is a core motive and leading cayberofime
(Bernik, 2014; Olowu, 2009). It contributes to crimes like sexdortivhere people are bullied

and threatened for monetary benefit. Kopecky (2017) sthtg child blackmail online is

23 Phishing isthe fraudulent practice of sending emails purporting to be from reputable companies to induce
individuals to reveal personal information, such as passwords attiti@casd numbers.
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driven by the ulterior motive of the criminal. Motivation determines the expected outcome and

the type of crime committed on thaernet

Secondly, motivation influences the targets of crime. Cybercriminals have used their motive to
select their targets. The situation of victims remains fundamental to the crime. Findings from
researching 106 countries by Hui et al. (2017) show that DDa&katin the banking, ICT and
telecommunication sector are driven by financial motivation. For example, the motivation to
retrieve valuable trade secrets or intellectual properties can influence cyber espionage by

competing companies.

Thirdly, motivationinfluences the process of crime. As Kaur (2013) explained, motivation
drives the action of humans and determines the way they apply themselves. All criminal
behaviour hinges on the reasons and justifications for the criminal act. A cybercriminal selects
the process of crimes based on such grounds (McGuire & Dowling, 2013). For example, a
cybercriminal driven by political considerations will use high technology tools to attack
government networks such as websites, services, and offices. The influencevafiorotin

Cybercrime is fundamental in its perpetration.

Based on these factors, it is essential to consider the various motives for engaging in
cybercrime. Putting every category of cybercriminals into a single homogenous level of
motivation is never apppriate (Holt, Freilich & Chermak, 2017). Andersen (2012) noted that
cybercrimes have numerous players that have vastly different kinds of motivation. In this
research, five applicable incentives have been selected based on their contextual relevance.

2.6.1 Altruism

Altruism as motivation is a subject of debate among scholars, as many cybercriminals have
argued this in their defence. Their drive is to perform social good and not for selfish or illicit
reasons. Some arrested criminals claimed their exploitafionassive data repositofyom

large organisations is to highlight the flaws amdecommend improvement (Broadhurst et al.,

2014). Hence, their gain is to use the skills to better humanity and not with criminal intent.

The personal belief of setkalisation can also influence this motivation. Some exceptionally
skilled cybercriminals continue to believe their activities benefit others and make the world a
better place. The case of Aaron Swartz pointed to the view that making information freely

availablecould be criminally interpreted despite evidence of altruism (Abelson et al., 2013).
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The motivation for hacking the JST&Rwvas to make the publicly funded research journal
articles free. Armin et al. (2015) stated that the provision of data or informatione could

be motivated by altruism. It could provide the rationale for hacktivism as suggested by the
perpetrators. Some cybercriminals have used the proceeds of crimes for social good and
developing their community. Hacking tools that do not endatigepublic but expose online

security risks have a motivational offshoot that is altruistic.

Society could see altruism as a factor driving cyberattacks as good practice. However, this
activity usually results in criminal behaviour. Improving the welfanel interest of others

through illegal behaviour on thaternet remains a criminal act. Any infringement of the law

on theinternet remained maliciously motivated (Balajanov, 2018). Altruism is never a viable
motivation forcybercrime. For example, Olomy e (1 2013) argued that
altruistic because they promoted chaos and terror. The impact of these acts is significant and

adverse on many victims that have not previously committed crime.

Despite social good being the perceived goalyiain cannot justify the criminal thought and
impact on victims: e.g. when government systems are hacked and confidential information

released, the innocent victims are not in government but have been wrongly affected.

2.6.2 Financial Gain

Financial gain is one of the most popular and generally agreed motivatioiseofrime. This
motivation remains as old as timernet. Fraud and financial reward are the reasons for crimes
such as identity theft and phishing. Fraud oveiititernet iof significant concern because of

the monetary gains (Lavorgna & Sergi, 2016). McGuire and Dowling (2013) note that crimes
are often aimed mostly at financial income or personal profit. For example, malware

deployment for accessing bank accounts are useatiidraw money illegally.
AFraud is the Daughter of Greedbo

The quotation attributed to John Grant has characterised the primary public perception of
cybercriminals. Scholars argue that greed provides financial motivation for these crimes (Agwu
et al.,2018; Balogun et al., 2010; Broadhurst et al., 2014). Recidivism by cybercriminals and
increasing perpetration by those who have gained from crime are they argue a result of greed.

24 JSTOR isa digital library containing digitized books and other primary sources as well as current issues of
journals.
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Even when perpetrators have attained economic sufficiency, they comncene to satisfy

their insatiable desire.

The emphasis on greed can be subjective or based on a moral perception rather than an
objective analysis. Some cybercriminals require continuous financial gain from their enterprise
because of their environmeat location (Mustard, 2010; Nicholson & Higgins, 2017). In
developing countries where every citizisrprovided with their basic needs such as shelter,
power, security, education and healthcare, the flow of financial income through crime may be
the reasoffior recidivism. In some instances, the cybercriminal caters to the needs of members
of the local community. Hence, the sense of responsibility and the environment can be a

significant driving force that is wrongly perceived as greed.

2.6.3 Psychosocial motivaibn

Psychosocial motivation is also evident within the cybercrime context. Cybercriminals can be
motivated by the need to exercise both emotional and mental punishment on victims. Ibrahim
(2016b) stated that crimes such as cyber rape, cyber harassmemybanstalking are
motivated by the desire to inflict psychological distress. Based on the binary classification of
motivation, noAfinancial motivations are psychosocial because they do not rely on monetary
gain. Berson (2003) noted that benefits retriefrom the sexual exploitation of internet users
could be psychosocial. Hence, the perpetrator is motivated by threatening the mental and
emotional health of the victim.

The benefits derived from this are psychological, which make it difficult to deteceasure.
Crimes that are driven by ndimancial motivation consist of intense emotional sensations and
elements (Ibrahim, 2016a). The psychological satisfaction of making the victim suffer directly
fuels the motivation of perpetrators (Li, 2017). Itashighly emotional crime, and the
perpetration often arises from a revenge motive (see Section 2.5.5). It is due to mental iliness

or child abuse experienced by the cybercriminal.

The effect on victims is highly significant because it directly victimisesr personality,
emotions, psychology, health, and relationships. Wolak et al. (2008) stated that significant
emotional sensations resulted in the use of violence and fatalities. For example, Gabrielle Green
committed suicide because of criminal behaviexperienced online from those who derive
psychosocial pleasure from their acts (Lynch, 2018). This motivation could escalate and go

beyond the intended intensity of the perpetrators.
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However, this motivation is not new tiybercrime either. It existedffline long before the
advent of thanternet as cybercriminals exploit human weaknesses. The online psyehology
based crime exhibited patterns that are similavtiatobtairableoffline. It is a potent reason

that made thenternet a dangerous place for psychologically and emotionally unstable users.

2.6.4 Political Motivation

Political motivation has always been driven by the need to taggternment in protest. It is

a complex movation to detect because the perpetrators and the intent can be elusive. For
example, neither the source nor the intent of the Estonian government hacking in 2007 (Button,
2013; Jackson, 2013) was discovered. This motivation is complex and can beceaplpiey
adopting a contextual perspective. A review of scholarly articles and discussion present two
aspects of this motivation.

The firstaspecis the activity of an individual who uses their online base to serve as an activist
against political arragements in the countryargeted attacks arising from this are often aimed

at conducting political sabotage and subversion (Burns, 2017). Individuals or a group of
individuals may be politically motivated, resulting in them either disclosing vital infasmat
campaigning against the government or even attacking government infrastructure. Arabo
(2015) cited the online hacker group AAnonynm
pattern. The primary focus of this motivation is to score politicaitpoi

The second type is stasponsored motivatedybercrime against other countries. Some
cybercriminals are encouraged into cyberattacks by the loyalty to their nation, thereby
sponsored to launch cyber warfare (Kshetri, 2013). This motivation involpescaption of
political supremacy among other countries. For example, Bernik (2014) noted that computer
systems in the United States and Asia were used to launch a cyberattack on the Estonian
government infrastructure in April 2006. Israel and Iran comtito engage in cyber warfare
(Melman, 2020). In some cases, there are criminal accusations made against intelligence
service officials for illegal activities against the economy and government infrastructures of
other nations. Theohary and Rollins (20I8)elled these actors as cyber terrorists motivated

by the support they received from the state.

Scholars have acknowledged the political motivationcidrercrime Dalla & Geeta, 2013;
Hill, 2018; Jackson, 2013; Schmidt, 2018& remains an underdeveleg research area in
criminology. The actions of individuals could be morally justified and usually argued as
induced by their status in posterity. However, this behaviour usually infringed the law, which



40

exposed them to severe criminal sanction. Actoraged in this, such as Bradley Manning,
Edward Snowden and Julian Assange, have demonstrated why politically induced motivation

remains highly problematic.

The engagement in cyberwarfare for political reasons is often reported but not substantiated by
any official acknowledgement. It is usually subject to speculation and affirmed by experts.
However, crimes induced by this motivation are generally officially denied. It creates a
significant problem in understanding the degree of influence that politicalahoh of

governments has on criminal behaviour onittiernet.

2.6.5 Revenge

Revenge is another motivation that is assuming greater importance in the criminological
understanding odybercrime.This motivationmanifess in different ways The firstis seekirg

revenge via child blackmaiKopecky et al. (2014) discover that online blackmail victims
confessed to having been part of the same crime, thereby sustaining the crime cycle. In most
cases, victims often turned into offenders. Revenge often stems feateghe of the child to

seek revenge based on previous experience or a desire to experience a similar feeling to that

experienced as a victim (Kopecky, 2017).

Another form of revenge motivation may be linked to economic frustration. Broadhurst et al.
(2014) cited an arrested cybercriminal who stated that the loss of jobs created the motive to
attack businesses. It is claimed that the most dangerous hackers are unemployed Russian cyber
specialists (Karatgozianni, 2010). It could represent the fulfiimeohefor more of the needs
identified earlier by Maslow (1954). A lack of esteem could result in negativity among
employees or society. These attacks serve as a means of earning respect in the hacking society

while enhancing their confidence simultaneously

Additionally, revenge passion is another form of this motivation. It remained prominent in
sexual crimes where an -&ver maliciously targets individuals through criminal activities
such as cyberstalking and revenge pornography. Leukfeldt et al. (@@bfijy passion as a
primary reason for committing these cybercrimes. Different people have weaponised the

internet in committing a passkaitiven vendetta against other individuals.

One of the most prominent areas in which revenge has become notorioergenge

pornography. Aston (2012) for example, reported a case of doyKend posting nude
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pictures of his former lover as revenge for jilting him. Many similar cases exist globally as

former partners and individuals continue to victimise people.

There are other facets that revenge motivation can taloybarcrime. Arora (2016) found
revenge from dissatisfied former employees using privileged information to commit crimes
against the company. Armin et al. (2015b) reported that countries could exenoenge
attacks against another using cybercrime. Revenge cannot be ignored in the discussion of

motivation as it reflects the different core areas of human lives.

2.7 Modes of Operation of Cybercrime

Cybercrime implementation combines both social and teahgualities. It issociatechnical
in the mode of operation and impa€the nethodof operation requirecritical analysis of the
two elements in th@rocessg of cybercriminals. Therarehuman actors in the cybercrime
ecosystems including promotersepenters, victims, and offendersidtcharacterised by the
sociotechnical interactions involveth the crimes. The crimes occur & cyberphysical
context thereby integrating the social and technological aspects of the human actors.

Despite the prominent acknowledgement of the stagbnical quality of the crimes, this is

not necessarily always true. Cylpendent crimes (see Section 2.3.4) often have limited or
no interaction with the physical space of humans: e.g. the -@ydsdz&re among states where

the target is only technical infrastructure without inducing any human casualty. Also, the
purported use of Stuxnet (a malware) to disrupt the nuclear program of Iran demonstrates the
lack of social impact o€ybercrime. The sophistition of the crimes potentially negates the

sociatechnical nature ofybercrime.

Another reality is the symbiotic relationship between the technology and social dimensions of
cybercrime. Both dimensionssaparably influence each eth For example, ungoioyment

a social phenomenohas been associated witfibercrime Adesina, 2017; Kshetri, 2013

Also, technology penetration may itself create a social impact. For example, the rangémware
attack on the BitionalHealthService (NHS® directly affectsthe public health service in the

UK. Pawlak (2014) noted that advances in cyber capa@tiundamental tdevelopingsocial,

political, and economic spheres. Timernet possesses massive potential for inclusive-socio

25 Ransomware is a type of malicious software designed to block access to a computer system until a sum of
money is pal.

26 National Health Service (NHS) refers to the Governafientied medical and health care services that everyone
living in the UK can use without being asked to pay the full cost of the service.
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economic development andogvth. Yet the social impact remains absoluteisk, as does

technological penetration introduced into society.

Crimes such as fraud, cyberbullyfigcyberstalking® have both a social and technical side to
their perpetration. Despitelknowledgingthese crimes, they continue to occur and remain an

integral part of the future of thaternet.
2.7.1 Technological Development and Dimensions

Technology remains fundamental ¢gbercrime but comes in different dimensions. Some
aspects of technology discussedieaiihclude the technological effect on classification (see:
Section 2.3), the role of technology in terms of definition (see: Section 2.2) and the skills for
implementation (see: Section 2.4.1). Technological penetration is the focus of this section. The
impact of technological penetration contributed to criminal behaviour in terms of perpetration

and victimisation.

Technological competencies have enhanced the propensity and commitrogbérofime.
Technological availability and new netwer&liant servtes provide numerous advantages for
society (Gercke, 2012). While the benefits of technology are evident in productivity, health
and environmental improvements, the negative impact remained prominent in expanding
cybercrime. Li (2017) noted that internetage expands and allows perpetrators to acquire
more skills in criminal behaviour. It provides various means for conducting crime that will only

advance as people and organisaicontinue to embrace technology.

Also, technology expands the risk and \arhbilities of every user on theternet. It has also

reduced the entry barrier for criminogenic activity (Hargreaves & Prince, 2013). The various
possibilities and activities online have opened a new risk platform for crime. For example, the
adoption ofelectronic processing exposed Adobe to hacking in 2013. The recent prominence
of video conferencing exposes numerous users to hacking and intrusion. Technological

penetration provides different dimensions of victimisation in an unprecedented manner.

Thereare different patterns of implementation. The mode of operation can be derived from the
dual classification by McGuire and Dowling (2013). Cykeabled crimes include phishing,
romance scam, business email compromise, identity theft, card fraud, anclioties that can

27 Cyberbullying is the use of electronic communication atlyba person, typically by sending messages of an
intimidating or threatening nature.

28 Cyberstalking is the repeated use of electronic communications to harass or frighten someone, for example by
sending threatening emails.
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be committed traditionally. Cybetependent crimes include hackifigdatabase intrusié?
DDoS, website defaceméht Ransomware, cyberespiondgeand others that depend on

internet technology.
2.7.2 Social Dimensions

There are many areasvblving social dimension afybercrime. Some were discussed earlier
and included economic hardship (see: Section 2.5.2), social learning (see: Sectipariti5.3)
motivation (see: Section 2.6). This section focuses on organised crime (OC) in the penpetrat

of cybercrime.

Organised groups are becoming prominent in the conducybmrcrime. Historically, OC
captured the attention of the press, television, movies, and media internationally (Pinotti, 2015).
For example, Italy has the Sicilian Mafia, Escdias the Colombia OC while Joaquin Guzman

(ElI Chapo) controlled the Sinaloa cartel in Mexico. The evolution of crime resulted in the
emergence of different organisations. OCs directly normalised criminogenic behaviour by
encouraging the subculture. McGu{2912) argued thatybercrime trends reflected the fourth
significant era of OC by combining both offline elements and digital tools. The OC migration

to cyberspace has however, continued to gain attention.

Defining OC is subjective and based on the perpe of the individuals or organisations
explaining its meaning. After extensive consultation and scholarly research, Varese (2010)
explain OC as the attempt to control and regulate the illegal production and distribution of an
illicit specific service o commodity. OC is about governance and the creation of hierarchical
authority of the criminal community. Criminal organisations operate using intimidation,
killings, and terror to obtain power and territorial control (Lusthaus, 2013; Varese, 2010). OC

creates an established illegal market for criminal behaviour, control and proceed.

Organised groups have been recorded in conduathleycrime. OC irtybercrime implies that

offline groups are operating online. Lusthaus (2013)sdite first Russian cyberiminal
trading forum (Carder Pl anet), having vari ou
such as the Col ombian cartels, Brazil dés PCC,
gangs have diversified into cybercrime (Choo & Grabosky, 26&hetri, 2010a, 2013).

29 Hacking is the gaining of wuthorised access to data in a system or computer.

30 Unauthorised and malicious access into a database

31 Website defacement is an attack transform the visual display of web pages or website.

32 Cyberespionage is the use of computer networks to gainalicitss to confidential information, typically that
held by a government or other organisation.
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Grabosky (2015) argsehat a significant number of notorious cybercriminals now work in a
group. Online trading forumarethe most documented and visible cybercrime organisational
formas. Lusthaus (2013) nadehat this forum usally demonstrates a clearly defined agenda
and hierarchy. They formed a claseitted social group for committing cybercrimes. McGuire
(2012) stated that the social threatcgbercrime hinged on the evolving engagement of OC.
The possibilities that abourah theinternet fuelled the argument of the organised nature of
many cybercrimes. In some cases, attacks omthenet can be initiated simultaneously from
different locations. The involvement of many participants indicates the engagement of OC,

especilly in big scale crimes.

But the concept of OC is also perhaps a convenient definition in law enforcement and
government representation of crime. OC is a catchphrase to enhance public anxieties about
illegal markets and their increasing impact on politiestitutions and legal economy (Hobbs,

2013; Lavogna & Sergi, 2016; Sergi, 2016). The rhetorlat@rnational and European public
discourse lacks evidence. There is limited evidence or statistical support for the prevalence of
OC among cybercrime perpetrators. The involvement of many individuals or groups of people
cannot be regarded automatically @€. It is a fundamental misrepresentation by law
enforcement around the world. Admittedly, a typical cybercrime combines considerable skills
and expertise. It is only friends and acquaintances that engage in criminal behaviour and not
an established cybeminal gang. Some of the OC characteristics include division of labour,
collation of financial investment, and commitment of the crime on a commercial scale (Choo
& Grabosky, 2015; Sergi, 2016). Most of the crimes do not demonstrate the scale where their
actions might be depicted by Lusthaus (2013
(Sicilian Mafia)’3,

Besides, there is insufficient agreement about OC within the cybercrime context. Lavorgna and
Sergi (2016) state that individuals could exploybercrime without necessarily requiring
groups for its perpetration. McGuire (2012) found that an average ofrtrearther group was
responsible for the core of numerous cyberattacks. Associating O@wighcrime fails to

attract empirical findings that clsigenerate any consensus among criminological researchers.
Lavorgna and Sergi (2016) note that inferences from previous studies are misleading as a
varying number of perpetrators are involved in various crimes. They cannot find substantial

evidence thatew cyberspace criminal actors created organised groups or whether traditional

33 Highly prominent Italian mafia
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OC groups now operate in cyberspace. Instead, Martin (2014) and Wall (2014) discovered that
cyberspace organisation is a lodtst and fluid network with no general functionadit. Thus,

OC within a cybercrime context remains mostly unproven. Scholars fail to reach a substantial
level of confidence that OC is presentcybercrime. Most groups at best remains a loosely

organised enterprise without strict internal rules or sthic
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Chapter 3: Understanding Cybercrime in Nigeria

As explained in Chapter 1, Nigeria is a viable case study (see: Section 1.3). The country is a
prominentcybercrime source and possesses ethnocultural, socioeconomic, law enforcement,
and technological characteristics, which influence cybercrime develdghehim, 2016).

Using available literature, this chapter first gives an overview of Nigeria and then discusses
cybercrime in the country using different criminological concepts.

3.1 Overview of Nigeria

Nigeria is a West African country of some 190 millipaople (World Bank, 2019), with

various languages and cultures. English remains the official language, although several
hundred other | anguages are spoken. Ni ger i ac

people, religion, and cultures:

i T h e erdslokthis (the Nigerian) value system include respect for elders, honesty and
accountability, cooperation, industry, discipline,selbo nf i dence and mor a
(Nigerian National Planning Commission, 2005)

Nigeria hasadopted democracyn 1999 wih a presidential government system. It has six
geopolitical zones, each consisting of six states. It has three arms of government: Executive,

Legislature and Judiciary.
3.1.1 Economic Situation

The Nigerian economy is currently struggling. The traditionahmek on Agriculture has
declined in recent years. The nature and status of some aspects of the economy provide an

insight into its potential influence on cybercriminal activities.

Human Development

The economy is characterised by dire conditions, inamdnemployment, poverty, and a high
inequality level (Oburota & Olaniyan, 202M.2018, the Human Development Index (HDI)
scoreof the countrywas 0.534 (UNDP, 2019). This score me#me country is in the low
human development category with 158 otil89 countries and territorie8Vith 75 million
illiterate adults and 10 million out of school children (Vecchiarelli, 2018), the country is

struggling for productivity. Health care is also poor, with infant mortality rate of 74 out of 1000

34 The HDI is an average measure of basic human development achievements in a Aoeasnof interest
include inequality in inome, inequality in education and inequality in life expectancy at birth.
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births (Pleche 2020). In the country, 17 per cent of hospitals have no access to any water

source, while 45 per cent do not have basic water supply services (NBS, 2019d).

Poverty and unemployment are two core economic challenges of the country. At the second
guarterof 2020, unemployment was 7 per cent and youth unemployment 34 per cent (NBS,
2019b). It was reported thd0 percent of the entire population (out 83 million) live below
thecount ryds p dNt37,430 gbouk £200) eper gefar (NBS, 2019c)The Wold
Poverty Clock report that over 105 million Nigersq51 per cenf experience extreme poverty

by living below $1.90 (about £1.50) per day (World Data Lab, 2020)

Fiscal Economy

Because oil is essential to the economy, it generates over 75 per gemeniment revenue
(Nweze & Edame, 2016). Any fall in the crude oil price hgsofound economic effect. In

2016 there was a 25 per cent revenue loss because of the drop in global oil prices (Ahmed,
2019). It results in government not meeting its oblayadior invest in critical infrastructure.
Moreover, successive governments, despite the abundance of oil reserves, have not invested in
refining capacity. So much so that Nigeria is the largest importer of petrol and diesel. It is
evident in the fall inie value of the Naifd, which in turn feeds into inflatiors currently at

12 per cent (Central Bank of Nigeria, 2020) and expected to rise.

The basic needs of people are becoming more expensive: the price of Kerageogular
household cooking engy source- continues to increase, making life hard for the average
family (Uche, 2020). Food inflation remains high, thereby weakening the purchasing power of
the citizens. A yeaon-year food price resulted @6 percent increase for tomato,dr cent

for eggs, 79 per cent for rice, and 29 per cent for yams (NBSaR(2@ average fare paid by
commuters for bus journey within igs increased by 6®er centyearon-year.Also, 24 per

cent increase is recorded fater-city bus journeysandair travelers experience a0 percent
increasgNBS, 2020b)

3.1.2 Agriculture

Agriculture in Nigeria is struggling despite having mélion acres of arable land (Nwajiuba,
2013) Initially, agriculturewasa significantemployer amssall of Nigeria(Ogen, 2007)At
independence, the countmas the seconthrgestexporter of cocoa and palm oil. Cotton, hides

and skins, rubber and groundsutere alsosignificantexports. Agriculture was responsible

%Ni geriadés |l ocal currency
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for 55per cenbf GDP and employed 4ter cenof the adult workbrce The sector was labour

intensive, andinemployment was miniméhlkali, 1997)

However, thecoming of oilmadeagricultureless important, agricultural production dwindled,
resulting in the need to import food. The gth rate of theagricultural sector remains low
(Nwajiuba, 2013 About 80per centof farms are used for subsistence farmiAgantoye et

al., 2011 Ebhuoma, 20200mona& Agoi, 2007). There are some recent government action

improvements, but much remains to be dondis sector.
3.1.3 Rural-Urban Migration

Like other developing countries, Nigeria has seen massive urban population growth at the rural
settlement expense. In 1974, 75 per cent of Nigerians living in rural areas (Sulaimon, 2014).
However, the urban population greo 51 per cent by 2011 (Nwajiuba, 2013). Figure 2
identifies the factors responsible. This migration has fuelled the rise in urban poverty and crime
because of few job opportunities. Migrants find it challenging to find city jobs as theth&ack
requiral skills (Abbass, 2012; Pam, 2014). The failure to access job opportunities has given

rise to insecurity by theft, armed robbery, and housebreaking.
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Figure3: Factors for ruralrban Migration in Nigeria (Ajaer& Onokala, 2013; Aworemi et
al., 2011; Jamila et al., 2009; Nwajiuba, 2013)

Even when the migrants are employed, they are usually in low skilled paying jobs. Those

employed often engage in criminal activities to afford the high cost of living in urban areas.
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Most of the employed have numerous dependants requiring them to l@skréomcome from

criminal activities to take care of their responsibilities.
3.1.4 Social Stratification

Nigerian society reveals inequalities that cut across religious, economic, political, and social
spheres. Stratification divides people into differenttiedasocial categories: rich and poor;
literate and illiterate; commoners and aristocrats; and peasantry and industrialists (Nayebi &
Abdollahyan, 2006). The social strata difference influences quality of life, standard of living,

and influence in society.

The country inherited the colonial system of capitalism that hinges on individualism, as
reflected among the ruling class, who have failed to create commeaith for people
(Imhonopi & Urim, 2013; lorkongoso, 2014). The economic system has utilised a
swoerstructure that always favours the few economically unproductive bourgeoisies. For
example, the salary and allowances of an average Senator in Nigeria outweigh the American
President. The five top wealthiest Nigerians are now worth $29.9billion (abdbillEh) and
collectively could end extreme national poverty, yet 5 million people face hunger (Oxfam

International, 2017).
3.1.5 Technology in Nigeria

Nigerians have embraced technology irrespective of their socioeconomic conditions.
Technology in Nigeria cabe examined in five areas.

Internet penetration

The country is experiencing significant growth since introducing the Global System of Mobile
Communication (GSM) (see Appendix E for more detail). The country is rarkénl the
number of internet usersitiv around 46 per cent penetration (Internet Live Stats, 2019).
Penetration is 52 per cent for those ageeB28/ears and 21 per cent for those over 35.
(Poushter, 2016). As of the third quarter of 2019, there &@0emillionlines with 41 million

active subscribers (Nigerian Communication Commission, [NCC], 2020) and 97 per cent of

internet connections through mobile devices.

Despite the poverty level in Nigeria, the communal nature of society and strong family bonds
make communication imperative. Itgmpts the use of mobile phones. Phone calls in the
country are equivalent to visiting and physical socialisgimith, 2006). This has resulted in

the widespread use of GSM and th&ernet for social media and communication.
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Despite the high number of currenternet subscriptions, some parts of Nigeria are struggling
with insecurity. Residents in this area have no GShhtrnet access, implying that internet
access is still elusive for some Nigerians. Residents in trassaeemostly internally displaced
persons (IDPs) who are poor and could not afford these technologies.

Access to devices

Devices such asmartphones, laptops and computer systeme hacomemore accessible

The prominence o€heap Chinese mobile phonegans the use of smartphones is almost
universal (Ahaiwe et al., 2015). TedAbas established an assembly plant in Nigeria, making
affordable Android smartphones. Also, the cost of fast internet connection has reduced because
of high competition among sgce providers. Nigerians are usimgternet both on mobile

phones and on their multiple devices.

Local software markst

The Nigerian technology entrepreneurship ecosystem has evolved considerably. Technology
companies in the country have attracted oviEO$nillion (about £89m) between 2012 and
2015 (Otori, 2018). There is increasing use of local technology solutions to service the
agricultural sector (World Bank Data, 2019) and the financial sector. A suburb of Lagos (Yaba)

has been namebeyhef 68Ni gecoba. ¥Val
Global Brands

Foreign Brands that previously neglected Nigeria are increasing their pretescbdy
enriching its technology space. Brands such as PaglPay, Amazon, Uber, Fabeok and
Twitter have opened operations. Recently, Metiktendedits services tahe country The
country has become a significant market in the global technology ecosystem, although

currently, this is concentrated in the urban environment, especially Lagos.

Capacity Building

The final area of technology iNigeria is the increasing avenue for capacity building and
learning various aspects of technologies. Notably, someugtadnd entrepreneurs are focused
on developing capacity in the country. For example, Andela has received over $80 million

(Over £76milion) in investment towards training software developers in Africa, among which

36 A Chinese telephone manufacturer.
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Nigeria is a significant market (IFC, 2018). Other companies investing in Nigeria are Co
creation Hub Aptech, and NIIT.

3.2 Characteristics of Cybercrime in Nigerian
The daracteristics ofybercrime in Nigeria include sutulture evolution, crime exportation,

practitioners, and the prominence of banking services.
3.2.1. Sub-culture evolution

AYahooi smo has dcalture thad ipflaetices the tlifestyla and avérathdoct

of the perpetrators. Members can be identified easily &y lifestyle They usually brag, are
extravagant, loud, and drive expensive cars (Aransiola et al., 2011). They possess unique ways
of dressing and lavish money on material things, includight partiesUsually, they move

in groups and use colloquitdrms to communicate. Amorgy ber cr i mi nal s, t he

or AMuguno r,alioh litegariymeanséd € b b ms .

AYahooisno is an offshoot of AFF (se&ection3.2.5 andachievel prominercein the early
1990s.1t represents defrauding of victimssing the Internefigba et al., 2018)Different
perpetration methodsclude password sniffing, Logic Bombs, Spam, Phishing, Hacking,

Malware, Drug, and Software Piracy.

Individuals inwlved inYahooism are popularly known &gahoo Yalo o 6 ahoo biy¥.
They are cyber deviants that specialise in diffeiatérnetcrimes (Aransita et al., 2011)The
name originated from emalkeploymento dupe victims (Adesina, 2017; Saulasv@bubakar,
2014).Members of this subultureare usually youngand ofteneducated Nlay et al, 201Q
Adeniran 2008). Theirstudentshipof Universities, Polytechnics and Colleges of education
often provide an avenue for them to collaborate and improve thist skiso, their education

enables them to communicate with victims convincingly.

This subculture is primarily ascribed to financially motivated criminals (see: Section 2.6.2).
However, there are members with high technical skills driven by @ingoses, such as
altruism and revenge. Membexe very skilful in deploying technolodgr criminal purposge

(Igba et al., 2018)They crave for where to demonstrate and deploy their skills. Thus,

membership has transcended the AFF perpetrators intaexpdifferent cybercrimes.
3.2.2. Diverse Cybercrime Practitioners

There are numerous ragl@nd responsibilies within cybercrime in Nigeria. Some skilled

professionals provide services for cybercriminals. Hee are servicegatronised by
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cybercriminalsincluding trading, language, and document forgékplon, Libicki & Golay,
2014). Such individuals provide intricate or acquired skills needed for advanced attacks or

crimes on thénternet.

Anothertype of practitionerare the investorswho are often regaetl as ring leaderd-or
example, the case of Arokkemonstrated an investor in prison but still controlling criminal
activities (Adepegba, 201950me of these investors are highly influential individuals in
society Forinstane, the EFCC arrested Maurileekwe (a member of the National House of
Representativ® for hiscyberrelated crime involvemer{Kshetri, 2013).These investors are

the head of the entire criminal enterprise and often remain above the law.

There are also individuals primarily conged with financial aspects af/bercrime. ldowu
(2016) noted that tlse are specialists whmosty conduct money laundering servictor
criminals. They often haveralationshipwith officials in the banking sectar play roles such

as investorsorgani®ers, team leaders or managers.

There are protectors that deal with the manipulationhef driminal justice system. The
protectors are influential individuals who ensure that arrested perpetrators are freed and not
prosecutedSome cybercriminal syndiag useheir influence to sabotage the criminal justice
system(Chukwuemekak Egbegj 2019). They might be professionals such as police officers
(see Section3.5.1), lawyersor financial consultants. In some cases, they exploit corruption in

the system = Section3.6.3 to ensure the failure of the process.

Furthermore, some professionals are involved in the marketing and distribution of goods and
services. Someybercrime markets involve the trade of services such as tools, stolen data, and
escrow servicefleukfield, 2017). They use different platforms, both online and offline, in

conducting this aspect of the crimes.
3.2.3 Crime Exportation

Nigerians are weltraveled peoplawvith up to17 million citizensliving outside of the country
(Fidelis, 2@.7). It leads toan outfow of potential cybercriminals: e.gAyodele Salisu
committed$500,00Ccybercrimen the USA(IC3, 2012).This migration is evident in countries
that bordemigeria For examplegybercrime in the Benin republic originated from Nigerian
immigrants in the mi2000s(Affougnon, 2012) These countries continue to provide a fertile

ground for Nigerian cybercriminals.
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Migration has further madé&/est Afiica notorious for crimes including black money, crude aill,
immigration, education, credit card theft, employment, inheritance, reshipment,
religious/spiritual, internet dating, transfer of funds, property sale, transfer of funds and
contract scams (Levi edl. 2015; Ogunlere, 2013; Oludayo, 2018)crackdown on cyber
fraudsters in Nigeridby the EFCCresulted in migration to other West African countries
(Ribady 2007).This migration create the West African Syndicatiof:ree movement in th
region encouages the export of criminals. The syndication in West Africa exHibltgerian
connection (Akuta et al., 2011; ANMT, 2010; WadaOdulaja, 2012)Ghana, Nigeria, Sierra
Leone, and Togo are higisk countries for sending moné&ym Australia Levi et al, 2015)
Cybercrimnals from Nigeria are successfully using other African countries as a hub for

growth.
3.2.4 The Prominence of Banking Servicge

Another vital factor isthe proximity of cybercrime to the banking industry. The financial
proceeds fronthese crimesnust pass through the banking sector. Banking officials have
played an active part in the financial systencydfercrime in NigeriaAn investigation ofL80
participants in 10 bardof Idowu (2016) discovedthat educated youths, bank staff, customers
and norbank customers were the primary perpetrators of this crime. Nigerian cybercriminals
often usedomiciliary accounts, Western Union, and MoGegn?’ to launder their financial
gains(Okeshola& Adeta, 2013Peel2006 2010. The financial sector is key to the evolution

of Cybercrime in Nigeria.

Banking officials collaborate in criminogenic behaviour because of social and occupational
pressures Cybercriminals take maximum advage of the banking environment where
officials are unethical and fraudulefuronews, 2020Hassan et 312012). In their quest for
wealth, bankers often engage in activities thatratdevingthe proceeds of crime. In the
banking industry, forgery anflaud and money laundering have been recorded primarily in

international money transfers.
3.2.5. Advance Fee Fraud (AFF)

The dimensions of AFF are extensive. Some of the means of conducting AFF include romance
scam, inheritance scam, lottery scam, online datBusiness Email Counterfeit (BEC) and

social networking site€Common areemail solicitations based on a general theme of multi

37 They are international money transfer services.
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million compensation paymetu freeup a personal fortun€ybercriminals fronNigeria play
an integralpart in the fleecingf unwitting victims (Adesina, 2017). Many typesiofernet
scam and fraudire assumed to originate in Nigeria. Chamb&oses (2013) affirmed the

country is a hub for internet financial crime with a weak framework for combatting this

3.3 Emerging Trends

There is evidence of changing trends regarding technology, motivation, victims, and typology
of crime. Cybercrime in the counttifrivesas different technical skills continue to advance
(Wadaé& Odulaja, 2018). Technological progress and means of deployanemteveloping
much more rapidly than regulatory controls.

3.3.1 Increasing Local Targets

Cybercriminals are targeting domestic victims as part of the changing focus of their activities.
The growth in digital ventures, the penetration of global brands, enhantemthe digital
economy (Reed et al., 2014) has increased local victimisation.fadterise of mobile
communications, deployment of smart technology in government, the drive towards a cashless
economy has extended the cybercrime risk within Nigerialf(\Wack, 2013). Moreover,

cybercrime is increasingnd becoming morgophisticated

Although the overall narrativis that victims are foreigrNigerian companies atscoming
more concerned about thetybercrime risk level(Tahiru, 2013).Industries such as- e
commerce, telecommunicati@and education are alsgbercrime victimgOmodunbi et al.,

2016) The number and type of victim are expanding at an alarming rate.

Nigerian banks and other organisations continue to conceal informatioNafibaal Deposit
Insurance Corporation (NDI€reported cyberelated fraud losses in the banking industry to
be N10billion (about £33million) in 2007 and N6.2 billion (about £20.7million) in 2014
(Ahmed, 2008; Udo, 2015However, aKenyan IT group esmated that Nigeria lost $649
million (about£698million) to cybercrime in 2017 (Kshetri, 2019Jhe volume of actual loss

to the economys much larger than admitted.

Nigerian organisations aseisceptible to different types of crime. The Nigerian bankeagor

is exposed as aybercrime victimthrough scams, internet frauds and financial fraudsters

38 NDIC is an independent agency of the Federal Government of Nigeria to protect depositors and guarantee
payment of insured funds in the event of failure of insured institutions. It is used to safeguard depositors fund.
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(Ojeka& lkpefan, 2011). Omodunbi et al. (2016) noted that cybercrimamaiductfraudulent
activities against local banks to access user details or trémséisrillegally. There is evidence

of previous attacks against the reputation and services of banks through DDoS (Raghavana
Parthiban, 2014). Even phishing has been targeted at local customers by collecting their bank

details for fraudulent purposes.

Also, cybercrime in Nigeria targets digital services and produlttellectual propest
(domestic and foreign) ipirated and distributed (Omodunbi et al., 2016). Digital piracy is
threatening thgrowth of the Nigerian music industiyespitebeing one othe fastesgrowing
globally (Tade& Akinleye, 2012). The telecommunications sector has also been a victim of a
different cybercrime penetration. For example, cybercriminalsiciseat codasto illegally

gain unlimited mobile telephone airtim@modunib et al., 2016). The digital economy in
Nigeria is directly affected by this targeting.

There are anincreasing number of attacks on government wehsiéspecially their
technological infrastructure. (Oni et al., 2019he defacement of the Nigerian &leral
Commission website on the morning of the 2015 election is an example of this (Abimboye,
2015). Different government technological infrastructure has been adversely attacked and
maliciously targeted. Oni et al. (2019) discovered that cybercrimésnmagacteddigital

government i mplementation across Nigeriabs

On the contrary, the attacks on the government infrastructure might not originate from the
country. There have been cases where other foreign attackers have claimed respéosibility
these attacks. For example, Anonymdugaimed responsibility for hacking the Nigerian

Police Website (Guardian, 2020). Thus, attributing Nigerians to local crime is disputable.

Also, isolating government infrastructure from other entities that have been attacked is too
subjective. Every entiton theinternet is at risk. Businesses and individuals have also been
attacked in a significant manner. The local targets are indiscriminate and demonstrate change
in the perception of cybercriminals. They are now attaching significant value to viatimrs w

the country with the confidence of recording success with limited restriction (demonstrating
the deployment of RCT in Section 2.5.4).

39 A distributed hacking team that are not known to have Nigerian members.
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3.3.2 Changing Motivations

Cybercrime in Nigeria is moving towards differagpesof motivation (see Section%). The
changing profile of online crimé¢ogether with its targetss an emerging trend. Olumide et al.
(2015) noted that cybdrarassment against local targets wastivated by threats, sexual
solicitation, and relationshipreakdows. Arimoro (2015) identified revenge as an important
motivation in recorded cases of revenge pornography in Nigeria. On the other hand,
motivations related taltruismhave emerged through the absence of legitimate opportunities

for skilled individuals.

Another crimetype that demonstrage changing motivationis sexual crime especially
cyberstalking, cyberbullying, pornography, revenge pornography, and paedophilia (Arimoro,
2015; Ahmed, 2019)These crimes are prominemtith cyberspace becongra platform for
threatening victims (Mbanaso et al., 2015). The crimes sustain the patriarchal characteristics
of Nigeriansociety a further motivation that fuels cybercrint@enderbased violence against
women is prominent omternetenabled platformgUN Broadband Commission for Digital
Development, 2015)Sexualrewards remain a primary motivation that deviates from the

predominant financiadspect®of cybercrime.

Nigerians are also experienciimgernetfacilitated offline crime where it isused tofacilitate
physical crimes. Victims oftraditional physical crime such as murder, kidnapping,
manslaughter, rape, and robbery have been contacted or monitored usmertiet (Ibekwe,
2017). The change in the mode of operation has been influenceotivations that transcend

money.
3.3.3 High Technology Cybercrime

Another emerging trend is the shift towards highly technical implementation. These
technologies are used to develop malware @rdplexcyberattacks. Nigeria and Romania
are currently producinghe higrest number of Blacklat Hacker®, who violate computer
security for personal gain or maliciousness. (Wilhelm, 200®ura (2013) states that the
collaborative exploration of technology has increased the success rate of hacking in Nigeria.

Cybercrminal behaviour in Nigeria is maturing into a sophisticated and advancetasdet

sector. Mbanaso et al. (2015) stated dyaercrime in Nigeria has developed coordinated and

40 Black Hat hackers are criminals who break into computer networks with malicious intent.
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organised hacking attacks. Ahmed (2019) noted the rampant nature ofeaytésnt! with

the effectiveuse of advanced technologies. Hawes (2015) reported that a Nigerian graduate
was prosecugd for hacking to the tune of $340 million (abo®@68 million). Recently, the
crimes inNigerian cyberspadaclude infrastructure hacking, transatlantic website defacement
and other sophisticated cybattacks (Wilhelm, 2012). Palo Alto Networks (2014) identified
Nigerian actors as organising attacks against their customers in South Korea and Taiwan.
Cuthberten (2014) testified that Nigerian scammers had transcended general malware

campaigns using sophisticated espionage and criminal groups.

The thriving mobile application markepensanother frontier of cylrerime opportunity after
years of slow growth (Agwé& Carter, 2014; GSM Alliance, 2014). Yakub et al. (2013) stated
that close to 100 mobile money services exist in Nigeria, highlighting the growing appreciation
of the mobile application market. Cybercrime on mobile telephone platforms and devices is

becaning a significant part of these activities.

Despite the strength in AFEybercrime in the country is expanding witlhe emergence of

more criminal groups. There are now many hacking groups with a Nigerian identity. One of
the groups i srt Ke wifchirengaesanoaymous lpubckaims responsibility

for the INEC website case (Ebuzor, 2015). The growing organisation among perpetrators is a

trend that provides insight into the future.

Furthermore, Nigeria is only at the dawn of more sophisticayerattacks. The tepvel
Nigerianinternet Service ProvidertSP9*2 containsmanysophisticated cybercrimes (Moura,
2013). Kshetri (2019) identified Nigeria as one of the African countries where sophisticated
cyberattacks are generated. The rapidaase in skill sets, availability of cyberattack resources
online, increased speed and affordability of theernet, and a change in motivation is
germinatingshift in the Cybercrime inthe Nigeria market. Jack and Ene (2016) identified the
use of virus,worms and Trojans as part of current Nigerian crime. Various indigenous

developers that can switch their skill set into criminal activities are emerging.

41 Cyberterrorism is the politically motivated use of computers and information technolocguse severe
disruption or widespread fear in society.
421SPs are companies that provide internet access for users.
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3.4 Organised Crime (OC) and Cybercrime in Nigeria

Another aspect afybercrime in Nigeria is its org&ed nature. There are different dimensions
to the OC implementation ofybercrime in the country. One of the dimensions is the
organisation for financial reward throutjfte sale of products from a scarnithe proceeslare
sentto cybercriminals in the cotny. For example, IC3 (2012) reported a Nevada case where
a payment scam for online goods was conducted on Craigslisthe suspect acted as a courier
by shipping the goods to Nigeria. iSOC implementation ofybercrimeis transnational and

creating avalue chain for crime optimisation

Another dimension is that Nigerian criminal organisations and networks are unique in both
diversity and ubiquityThey are active in every country that possesses crime opportunities.
They use a hierarchical and struetirgang pattern in committingybercrime Williams,

2014). Nigerians constitute one of the most notorious cyber gangs in the United States. AFF
by Nigerians has been globally claimed to involve expatriates with cells across theBNisrid.
(2016)stated hat Nigerian AFF cells are present in Japan, United States, Hong Kong, Canada,
Europe, and other African countries. The AFF is perceived to have permeated into every level
of government in Nigeria and other s8hhara African countriel.adapts to any efronment

to ensure its survival and connection to other cells.

OC remains aignificantcrime pattern that has grown from offline crime to cyberspace within
Cybercrime irNigerian. Ellis (2016) identifiedybercrime as one of thezitical areas in which

the Nigerian OC is active. The arrival of tireernet has provided an opportunity for various
criminal organisatios The arrest of 320 Nigerians by Spanish Police in 2@0®erningan
Internet fraud scheme demonstrated the cylased fatures ofthis characteristi€Williams,
2014). The successes recorded by law enforcement rdmated in terms of OC impact

because identity theft and numeranternet fraud continu® expand.

However, previougheoretical and empirical discussion lfaited to explain the organisational
structure ofcybercrime in Nigeria. Nomacknowledgement of this aspect remains a gap in
criminological research. Cybercringéoballyis a full business enterprise with viable vocations
(Anderson et al2012; Merritt,2009; Veenstra et al., 2015). Cybercrime in Nigeria has grown

to now being a viable part of the national economy with fillgged characteristics.

Every cybercriminal has a certain level of independence in their aclibesperpetration is
lessstrucured and hierarchical. Evidence shows that cybercrime perpetration in Nigeria is

uncoordinated. Anybody is free to participate without allegiance to any superior body, group
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or individual. Losthaus (2018) discovered tlegbercrime in Nigeria is witnessinglafia
infiltration in different roles such as a protector, guiding hand, investor, and service provider.
The criminal conduct of Nigerians in South Africa, for example, has continued to suggest a
loose OC organisation. They operate in small cells of diveix individuals, each working
independently but networked (Losthaus, 2018; Snyman, 2001). The members of each group

have unique skills. Each group controls a distinct operational geographical area.

3.5 Regqulationof Cybercrime in Nigeria

However, Nigeria s adopted three core approackas:enforcement, cyber surveillance, and

strategyas obtainable in other countries
3.5.1 Law Enforcement of Cybercrime

Law enforcement in Nigeria within the context of this research involves the Nigeria Police
Force(NPF), the Nigeria Security and Civil Defence Corps (NSCDC) and the Commission of

the Economic and Financial crime (EFCC).

The NPF has constitutional responsibility for crime prevention and detection, offender
apprehension and prosecution, the protectiolifeoand properties of citizens, together with

enforcing and maintaining law and order (Inyang and Brown, 2011).

Cybercrime typology is becoming more advanced, resulting in increasing sense of insecurity
in public. A rethink of the internal security $gm leads to creating the NSCDC (Invang &

Brown, 2013; Otto & Ukpere, 2012), which is tasked with providing measures that combat any
form of threat, disaster and attack against the country and its citizens. They usually offer

intelligence and investigatiasf cybercriminals.

The EFCC was established and empowered to fight financial crime in 2004. It is responsible
for investigating, arresting, and prosecuting any form of economic and financial crime
(Ethelbert, 2016). Some of the EFCC jurisdiction crimeslutle advance fee fraud,

counterfeiting, futures market fraud, money laundering, negotiable instruments fraudulent

encashment, contract scam, computer fraud and credit card fraud.

The law enforcement agencies have developed particular ways of dealirggimighFirsty,
they use theprofiling of young Nigerians for intelligence gathering, arrest and prosecution
(Ekhoma, 2018). The approach hinges on the identified features associatedatwib

subculture features (see: Section 3.2ehardingdress andehaviour. Any individual that
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dresses or behaves in a certain way is automatically regarded as a potential Nosqalgt.
the Special AntRobbery Squad (SARS, a special NPF task force) uses profiling in arresting

cybercrime suspects.

This approach geeratedwidespread outrag&he public accused these officerseatortion,
extrajudicial killings, and indiscriminate arrest (Ekhoma, 2018; Odunsi, 2018; Punch, 2018).
In recent times, officers have been punished for unprofessional activities. In De@&hber

a social media campaign using the hashtag #ENDSARS was started to show dissatisfaction
with the action of the Police (Oloyede & Elega, 2020). The technology industry complained
about excessive police brutality, especially when they see professigtialaptops or other
devices (Kazeem, 2019n February 2020, SARS arits satellites were disbanded after the
killing of Tiamiyu Kazeem in Sagamu (Erezi, 202@¥ofiling has been ineffective in law

enforcement irtybercrime.

Secondly, the NPF adoped international partnerships because it has struggled to combat
cybercrime on its ownTraditionally, w enforcement is based on localisealjtinebased
practices by mappingrime within clear geographical areas. However, the #bander nature

of cybercrime transfor@dthe nature of investigations (Breg&Bregant, 2014). It supported

the position adopted by Wall (2011) that faice should acknowledge being a smallt pdr

the security networks in cyberspace. Wall further suggssablishingnew relationships with
other stakeholders in the netwoiius there is a need for increased integration and synergy
across countries twombatcybercrime.

There are partnershipgith different enforcement agencies such as the FBI*i#hd other

law enforcement agenciasorldwide The relationship is based on the effectiveness and
advanced cybersecurity regulation of these countries. Law enforcement agencies such as FBI,
GCHQ,and MI5 continually demonstrate increased success and curtailing of the activities of
cybercriminals. For example, the arrest@fNigerians who are members of a cybercrime ring
demonstrate a huge way of curtailing criminal activities (Premium Times).2Bffctive law

enforcement adversely affects the growth of cybercrime in some countries.

The relationshipelieson cases and investigation. The approach has resulted in significant

success in many instancdsor example, the EFCC partnered with the E8larrest 28

43 MI5 is also known as Military Intelligence, Section 5. It is domestic cotintelligence and security agency
in the United Kingdom.
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cybercrime suspects in Nigeria (Nwafor, 2018he partnership focuses on solving individual

cases and not based on mutual intelligent sharing.

However, collaboration has only happédnfor fic a s e = criwds have already been
committed. There remainlimited integration and synergy between international law
enforcement partners for proactive and preveraijeercrimesThis reactive approach means
that prevention is not the focus but investigation where victims have been exploited. This
remains inefficient as the relationship is based on the discretion of the investigating law
enforcement and not a standard integrative process.

The International Criminal Police Organization (INTERPOL) has focusedybercrime to
oversee the overall collatation of Police among 194 member countries. Its approach is still
extending the caseriented paradigm. It€ybercrime Collaborative Platforiin Operations
(CCPi Operation)and Cybercrime Knowledge Exchange (CK&rvices remain restricted

and ineffective The overall operation is not based on risk analysis but gathering information
from voluntary participants. Thus, it remains ineffective and does not contribute much to global

cybersecurity.

This problem is not limited toybercrime. Many fugitives andiminals have been aided and
protected by member countries. Calcara (2020) note the organisation is vulnerable to abuse,
with some states exploiting its tool for political oppression. Hence, the willingness to
collaborate and trust among nations has beedeel. In its current state, it cannot be an
effective vehicle for global cybercrime law enforcement.

Another critical point is the independent and inefficient investigation of-trarder crimes.

In some cases, cybercriminals being investigated in othartries often escape to Nigeria to
evade arrestFor example, the FBI has announced six wanted cybercriminals residing in
Nigeria and were not arrested by EF@&BC, 2020) Despite international collaboration, law
enforcement agents are regularly nébrmed because thare independent and dot involve

input from Nigeria. This problem means that international partnerships are inefficient as

investigationsvorldwideremain in silos rather than encouraging irdgency collaboratian

The recorded suess cannot hide theefficiency of thecaseby-caserelative to the proactive
intelligence sharing approacibDespite the increasing recognition of law enforcement
collaboration againstybercrime, there are fundamental problems that limit this efficiency.

Bregant and Bregant 1l (2014) acknowledged these factors: underreporting, incompatible laws
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and jurisdictional difficulties. Solving these problems and developing a free flow of

intelligence is vital fotocal and global cybersecurity strategies.
3.5.2 Cyber-surveillance in Nigeria

Nigeria is exploring cybesurveillance. Criminal justice agencies continue to advocate
measures to lower internet privacy using surveillance and user activity monitoring (Yar, 2013).
Developed countries such as the UK, U&Agnce, Germany, and Canada have corresponding

cybersurveillance systems and laws.

There is increasingpolitical will in deploying cybeisurveillance. Every successive
government wants social media to be monitored and censored §D&alfida, 2014; Jimaa)
2019).From the government perspectivepmitoring internet usagwill ensure thaliscovey
of cybercriminals who can disguise their activities and protect themselves from detection.

There is clear evidence suggesting surveillance of Nigerians. 1120018, the publication of

the records of Hacking Team (an Italian cyberveillance company) displayed the preecthf
cybersurveillance by various tiers of tidigerian government (Ogala, 20159jhe Bayelsa

state government (Sououth Nigeria) was Blacking Team clienfor surveillance services
(Taiwo, 2015). The media further noted that the mobile phones distributed by the state
government contained surveillance malware. The office of the Nigerian Security Adviser
(NSA) and the Akwa Ibom State (SotSbouth Nigeria) were accused of actively engaging the
Hacking Team in the acquisition of surveillance technology (Sesan, 2015).

Despite the emphasis on the merit of this approach, there are critical points that impact its
feasibility and suitability. Cybesurveillance and its implementation are likely to become

highly problematic and abused in Nigeria. Rystthe country lacks the technological
infrastructure to conduct effective surveil!/l
systems and ci@al information infrastructure (Adelola, Dawsdh Batmaz, 2015). The
government relies on third party companies for surveillance (lorliam, 2019). For example, the
award of a $40million (about £36 million) surveillance contract to an Israeli firm (Elbit
Integrated Systems) for monitoring internet communication within Nigeria (Johnson, 2013).

This move was in response to the role of social media in the January 2013 oils subsidy removal
protest (#occupyNigeria) and the subsequent social activism (#BringBe@k{3), which

demanded the release of over 200 young girls kidnapped by the terrorist group Boko Haram.

Secontly, there is no lawfor either controlling or guidinggovernment action in terms of
surveillance. The country has no data protection law @&l iggmework todeter aggression
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and abuse (Dada & Tafida, 201&esan (2013) stated that the governmeulkddeploy these
technologies to suppress freedom onittternet as there is no legal framework for restraint in
its pervasive usé&Vith cyberspac@&ow subjeanhg government to global scrutingurveillance
might be a means of silencing criticAlso, the recorded impunity and failure to respect the
rule of law by successive Nigerian governmehtsve further strengthenethe public

scepticism of thaurveillance without infringing on tirerights.
3.5.3 The Nigerian Cyber Security Strategy

Governments acknowledge the cyberspace risk profile of their respective countries in
developing their cybersecurity plan. Different perspectives and philosophiesdeavadopted

to respond to regulation and combatmglicious use of thénternet by variougovernmerg
(Flowers, Zeadally& Murray, 2013; Redford, 2011). The naturecgbercrime in a country
often influence the type of strategy that is adopted. Henle,variation in the philosophy of

cybersecurity around the world.

The Canadian strategy focuses on critical infrastructure protection. The three core pillars are
helping Canadians stay secure online, partnering to secure all vital cyber systems aitside th
Federal Government, arabtairing government systems (Department of Public Safety and
Emergency Preparedness, 2018). The strategy suggests an ultimate focus on state sponsored
military activities, cyber terrorisntybercrime, and cyber espionage. Japdopted the same
approach as the government view large scale cyberattacks as presenting the highest risk.

On the other hand,tHé K 6 s s t r a t fecgsesoon gp@asand ecamamic value through
resilient, secureand vibrant cyberspace. The Cyber SdguBitrategy of 2011 consists of
objectives that concern robustness, economic resilience, and overall safety from different
threats. Thegoak include shaping safe cyberspace that supports an open society; increased
strengthto cyberattacks and being betparsitioned to protect national interests in cyberspace;
building essential knowledge capability and skills to cater for all its cybersecurity objectives
and tacklingcybercrime to make the UK one of the most secure parts of the world to conduct
business relating to cyberspace (Cabinet Office, 2011). It is an inclusive approach where the
safety of every aspect of British cyberspace must be protected.

The strategy in Kenya acknowledges the infant position of their cybersecurity infrastructure
despte increasing sophistication in crime (QuarsBieMartin-Odoom, 2012). It is more
citizenoriented withanemphasis on protecting national cyberspace interactions against threats

that are unavoidable. The Frengbvernment ismore interested in National formation
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Infrastructure protection while the Netherlands moved from an awareness focused strategy to
capability through intensifying actions to combat crime (French Network and Information
Security Agency, 2011; National Coordinator for Security and @otertorism, 2014). The
reality of the risk and vulnerability, risks and the nature of experieytoercrime continue to

influence thestrategy design type

Nigeria responded to its cybercrime risk and vulnerabiltigsievelopinga National Cyber
Securiy Policy and The National Cybersecurity Strategy (NCSS) in 2014. The country wants
to be active in the Global Cyber Security Agenda, together with securing its cyberspace. The
strategy focustton addressing the current and future cyber risks for the ndii@nthreats are

taken seriously in Nigeria to allow citizetesoptimise the benefits afformation technology

The purpose of the NCSS is to confront threats, support and uphold cyberspace openness. The
strategy focuses on achieving a balabhe&veen security with fundamentals and respect for
privacy. Nigerian policy focuses on the channels and sources used to perpetuate cybercrimes
(Olayemi, 2014)It aligns with the national objectives, vision, principles, doctrines, and goals
depicted inNational Cybercrime Vision (2014)t identifies core risks to includ@ybercrime,

cyber terrorism, cyber espionage, and hacktivism (GhOnoja, 2015). These areas are

paramount and form the focal points for the development of the policy and the strategy.

However, the strategy implementation is experiencing significant critical challenges. Firstly,
funding for various aspects of the strategy has been linkitedling has limited the creation

of forensic laboratories, personnel training and the acquisifi@gepment infrastructure
development and public awarenes$he countryis currently struggling economically and
socially concerning income and finance (Blanch&artiusted, 2019)which has affected the

strategy implementation

The second critical poirof the strategy is limitedublic and law enforcement awarenabsut

NCSS Despite the increasing adoption and usage ofrtegnet, the level ofybersecurity
knowledgeor the NCSS remains extremely lovithin Nigerian societyThereis low level of
cybersecurity awareness, mass llliteracy, and the inabilityinbérnet users to take
precautionary measures (Adelola et al., 2015). Hence, the increasing likelihood of victimisation

and the vulnerability of Nigerian cyberspace.

Thirdly, there isanargumat that sufficient awareness does exist, but that implementation has
been weakThere is lowenforcemenif both the strategy and the laws (Adeniran, 2020;
Boniface, Michael& Victor, 2015). Almost every member of society understands ttiet
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malicious useof the Internet is a crime. However, adopting the best mexctio reduce risk

remains extremely limited.

Moreover many government agencies are developiegr cybersecurity systesoutside the
national strategy. The Central Bank of Nigeria is develgppa riskbased cybersecurity
framework for financial institutions (Kshetri, 2019)he current situatiorreplicatesthe
homeland securitgxperiencen the USA pred/11, where agencies worked independently

without information sharing or collaboration wibthers.

Another issue is the administrative flaws that undermine the impact of the strategy. Olayemi
(2014) noted that organisations involved in implementing the strategyofaicistitutional

memory where trained personnel are held in positions novamtieto their skill level.
Bureaucracy and internal management often result in restructuring where tasks are assigned to

staff without consideng their skills and competency.

Within the cybercrime strategy, the Cybercrime Act 2015 was a significant component. The
Act consists of provisions to prosecute any arrested cybercrime perpetrator. Oke (2015) stated
the Act containgondiions and laws concerning the use and misuserapater or electronic
devices.lts impactis yet to be seen because some cases are still being prosecuted using the
previous laws. Mohammed et al. (2019) noted thatAbiss not significant,with nolandmark
prosecution recotdThere are no resources dedicated support for law enforcement or

prosecutorial process. Thukete have been arrests but feresecutions.

The overall strategy by Nigeria has further highlighted the weakness of various International
conventions. Notably, the country has failedratify or Sign the Budapest treétywhich

remains voluntary and creatacogent framework for local deployment. This treaty remains
ineffective because it is not a global standard, the operational modaléiest defined, and
involvement of differeh stakeholders were not clearly defined. For example, the role of
research, private businesses and law enforcement is not adequately presented. In addition, the
treaty was defined in 200andchanges in the cybercrime and technology redutgydate to

the entire provision.

44 The Convention is the first international treaty on crimes committed via the Internet and other computer
networks. Its main objective, set out in the preamble, is to pursue a common criminal policy aimed at the protection
of society against cybercrime, esmdly by adopting appropriate legislation and fostering international co

operation.
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3.6 Challenges of Combating Cybercrime in Nigeria

The fight againstybercrime in Nigerias subjecto some challenges. The challenges reflected
the unique contextual characteristics thfe country. This sectiodiscusges some of the

problems.
3.6.1 Issues of Expertise

An area of critical challenge is the shortage of expertise and competence required to solve most
cybercrime cases. Mohammed, Mohammed and Solanke (2019) stated that Nigeria has not
been able to have a landmark cybercrime caseegpution using the 2015 Act because the
criminal justice system lacks anffextive prosecution expertis@he evident inefficiency of

law enforcement cannot be associated with corruption (see: S8di@ralone but reflects

the lack of competence arskills to combatcybercrime. The Nigerian Police Force lack
appropriate training to prevent, investigate, and degksttronic crimes (Eze et al., 2016;
Olayemi, 2014).

A lack of trained personnel and technology exgierhot limited to Nigerian law éarcement
but a challenge to law enforcemerdridwide Harkin et al. (2018) identified insufficient skills
and training, a slow increase in resourcing and expanding worklodalvasnforcement
challengesin Australia Research in South Korea, Taiwan, Ghiand Netherlands have
confirmed limited training and skills as a significant prob(&hang, 2013; Lepanen, Kiravuo
& Kajantie 2018 _eukfield et al., 2013; Nalla, Yonfjae& SeungYeop, 2016).

Also, criminals are usually far more advanced and skilled than law enforcement agents. In
addition to computer literacy, the Poliofficer must have explicit knowledge oybercriminal
capability (Boniface et al., 2015)The advance in technology puts lamforcement aga
comparative disadvantage with criminals. Cybercriminals qaickly develop their skills
based on their social and professional networks &aation 25.3) while Officers will have to

wait for training programmes orgrants
3.6.2 MeasurementChallenges

The extensive impact adybercrime ischallengingto determine as no record exists as to the
full facts of each incident. Criminologistdaw enforcement and regulatostruggke to
understand different characteristics aétbcrimes because ominimal and reliable empirical

data (Jang Lim, 2013). There is excessive reliance on estimation and prediction
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The classification (se&ection 23) of cybercrime remains challenging to achieve because of
different perspectives and operational consitlens. Some of the relevant factors include
diversity in definition and differences in the scope of the crimes (Leukfeldt et al., 2013b).
Cybercrime measurement remains a significant challenge in both global and national
understanding of its evolutionin Nigerian,crime data is not up-date anddoes not count

cybercrimeseparately

Within a regulation and law enforcement context in Nigeria, the failure to measure cybercrime
conviction and perpetration remains challenging. While EFCC publishes thbenurh
convictions, the Nigeria Prison Service does not categorise this type of crime (NBS, 2019).
Convicted perpetrators are often categorised under crime such as economic sabotage, white
collar crime, forgery and altering, and currency offences. Ogurtiade (2018) highlighted

that lack of data limginsightinto criminal activities in Nigeria. Without accurate information,

the reduction effonnustrely on speculationr general assumptien

There are fundamental areas of impact for the measurentailenges.Firsty, the
development of cybersecurity strategy, policy and capacity require reliable data (Babuta,
2017). It influences the development of management frameworks and mitigation of strategy in
a proactive manner (Agrafiotis et al., 20H8)d providesinsight into sources, consequences,

and the scale of the crime.

Another impact area is the limited understanding of the crime resulting in inefficient decision
making (Armin et al., 2015). Hyman (2013) statthe lack of a standard mechanism for
accounting for losses and failure to report is a challenge for analysing the seriousness of these
crimes. The importance of accurate measurement and information is demonstrated by countries

such as the USA, Germany, India, ahd UK thatpublish upto-date annual crime statistics.

Also, itsimpad is in the area of criminal justice. The punishment of convicted cybercriminal
remains lenient and not commensurate with the crime. For example, the recent conviction of
Kolade Balogun, whavas sentenced tpay N50,000 (about £10@x a threemonth traffic
control(EFCC, 2020). It is generally believed that convicted cybercriminals often enjoy lenient
or no punishment. It is worthy to note that lenient punitive measure is not limited to only
Nigeria. Thee was aimilar case in the UK when victims express their dissatisfaction with the
sentences based on the impact of the crime (Button et al., 2013). The failure to understand the

primary and secondary effects will remain a significant chgédor cybercrime mitigation.
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3.6.3 Corruption in the Nigerian Criminal Justice System

Corruption is widespread in Nigeria and has pEatad through the social fabric, ssit way
of life for many individuals within both the public and private sector (Agh@@d.3). Wealth
is asignificantbarometer for power and influenclligeria is a country where the source of
wealth is inconsequential and not scrutinisedukwuemeka and Egbegi (2019) highlighted
that corruption and highmegard for money in the Nigenavalue system contributetd

cybercrime.

Nigeria is a highly corrupt countryl ransparency Internatior@alCorruption Perception Index
(CPIY® reports regularly place Nigeria among the highly corrupt nations in their global index.
In 2017 Nigeria ranked the 148th most corrupt country out of 177 countries while ranking 144
out of 180 in 2018 (Transparency International, 2019). Corruption remaigsificant reality

in Nigerian society.
3.6.3.1Corruption in the Judiciary

The Judiciary is required to uphold the rule of law in resolving any dispute and dealing with
any transgresses (Salil&u Gholami, 2018). The failure to fulfil their role has increased
criminality while reducing deterrence. There is a general belief that the Nigerian Judiciary is

not adequately fightingybercrime

Firstly, many corrupt practices, including bribery, financial compensation, extortion, and file
misplacement, are rampant ki the system. The recent arrest and dismissal of some justices
exposed illegal and corrupt practices prevalent within the judicial system & &dukoya,
2014; Salihu& Gholami, 2018)Even senior lawyers are known to be part of the corruption.
For exanple,a Senior Advocate of Nigeria (the equivalend@C in the UK) confirmed to
having given a presiding Judge N225 000 (abdQOgfor the Funeral of his Father (Ezeamalu,
2016).

Secondly, accusation and prosecution of judicial administrative saffs become a frequent
occurrence. It is public knowledge that judicial officials are inatmraion with Judges in
corrupt pracses. Gafar and Odukoya (2014) note that the Judges in their corruptgr aste
proxies such as court clerks, prosecutars] registrars. The case of Mr Nwobike (a lawyer)
showed that lawyers often bribe court clerks for their cases to be referred to compliant judges
(Premium Times, 2018).

45 CPI is a metric used to rate corruption in countries by Transparency International.
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Thirdly, it isacommonplace that justice has been perverted or stalled throughtworinghe
Judiciary. Despite the legal frameworks for criminal prosecstitiee law empowers the
Judiciary to interfere in the operations of investigating institutions (such as the Police Force,
the NSCDC, and the EFCC). Ugochukwu (2011) statedcats exercised their power in

many cases to restrict the arrest, investigation, and detention of some of the accused. The
exercise of this power has resulted in many inconclusive cases or judgements that are not

generally acceptable.

Also, many Nigerian Jiges belong to an elite group with evidence of unexplained wealth.
JohnSalakov (2011) reported that Nigerian judges live luxurious and extravagant lives above
their regular incomdn a survey conducted by the NBS, the Judiciary was adjudged to be the
seond most corrupt institution in the country (Okakwu, 200#)e Nigerian Judiciary is
currently weak and ineffective in the face of severe corruplibe.punishment of judges by

the Nigerian Judicial Council (NJC) is influenced by sqmiditical interfeence (Akinkugbe,

2020). Thus, corruption and favouritism affect the effectiveness of the Judiciary.
3.6.3.2Corruption in the Nigerian Police Force

The Nigerian Police Force (NPF) is a core institution responsible for crime prevention, life and
property protectionlaw and order enforcement, regulation, aedce and order maintenance
Clear evidence of corruption in Nigerian society is evidenced in the activiti€s aificers

Many individuals regard the Police as the initiator and practitionssrofiption (Enweremadu,
2019; Uhakeme, 2009).

The activities and motives afianymembers of the force showcase corruption resulting in the
entire criminal justice system lacking integri(@wen, 2014). The Independent Corrupt
Practices and Other Relatedféhces Commission (ICPC, 2008tatethe Nigerian Police has
always hada culture of lack of accountability and transparency, brutality, incivility, and
impunity that has now grown into fedicale corruption. Inyang and Abraham (2013) noted that
bribery had become @olice force cultug, encouraging criminal actiyit The widespread

corruption is prominent and widely publicised in the media.

The Policealso aid the perpetration otybercrime One example is the influence on
prosecutions by superior offie Social exchanges often result in superior officers ordering
their juniors to drop an investigation and release suspects (Ad&ngbraham, 2017). The

influence makes juor officers less efficient anencouragefuture corrupt practes.
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Corruption inthe NPFoften involves bribes and other tangible incentiveimgexchanged for
favours and unethical practices. Members of the public compromise Police through gifts during
the investigation of a specific case (Co&kRice, 2006; Enweremadu, 2019). Inns®
instances, Police demand specific fees for bail or to quash an investigation (Oluwaniyi, 2011).
This social exchange between the Police and members of the pnbcmineshe purpose

of creating he force.

Although eports from other countrieshow ®me Police corruption is present everywhere,
NPF corruption is unprecedented asfdorimary public concern. The process of prosecuting
cybercrime and other criminal cases is undermingd\NPF corrupt practies (Bakare&
Aderinola, 2019). One core charaddéc of Police involvementsi collecting private gifts and
bribes, leading tonicreasing lawlessness, armed robbery, political assassination, and a high
level of social unrest across the caoyrfEnweremadu, 2019Rolitical influence on th@olice

also ncreasesthereby making politicians limit investigations and slow down prosecutions
(Saidu et al., 2019).

Another aspect is the failure to transform the culture of the NPF. Since its inception, policing
in Nigeria has been a panailitary system charactesed by limited public accountability. Tée
decades of military rule inhibited policing developmenbia professional service (Owen,
2014). Thereis a lack of training and overall strategic intervention to improve the
organisational culture€l'he publigperceives the current syste®s being corrupt, unethical, and

ineffective
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Chapter 4: Research Methodology

Methodologyspecifiesthe activities and process involved in reseafdie process starts from
research initiation, continuglroughoutthe researchand ends withthe production of the
findings.Criminological researchsuallyimpliesthe types of dattb be collectegthe methods
adopted in the collection and the process involved in the analysi{y/ 2017). Empirical
research is a rigous and systematic process of investigating a phenomandeveloping

explanatory theories and concepts. Thus, it is vital to define a specific methodolog

In social sciences, the adopted methodologyerftesthe entire research paradigm. Numerous
schobrs have argued that no singular research methodolisgthe best for criminological
research{Davis & Francis, 2018ellows& Liu, 2015;Gelsthorpe& Sharpe, 2005; Jennings

& Reingle, 2019)Eachavailable methodologpossesseasnique underlining philoganies and
paradigms thainfluence their suitability to research.is left to the researcher to select the
paradigm that will providénhe bestapproach to study the focused topdeihn (1970) descrilze
6paradigmbé as t he f owugbawhictoresaarch and dewelodmentin u a |
a study fieldare situated. Thus, the need #&ocritical review ofvariousphilosophies before

selecting thsemostsuitable.

Conducting critical analysis and selecting a methodology is not sufficient. The @recass
must be explained, especially when it is qualitatei@vitti & Piran, 2003). Whedescribing

the inquiry processit is essentialto demonstrate: (a) what the research explored; (b) the
searched literature; (c) The developed research guestion(da the number of involved
participants (Cutcliffe, 2000; Lincol& Guba, 1985; Stern, 1985).

Besidesgexplaining the research methodology remairiscal towardsshowcamg the rigour
involved in every stage. As discussed earliegrd is no single wagf conducting research.
Even whema qualitative approach is preferred, there are multiple vedysplementing the
methods Chiovitti & Piran, 2003 Whittemore et al., 2001t ensures clear explanation of the
role played by researctee and participants together with measures of protecting
confidentiality. The diversechoices of implementing research necessitate the need for

descripion demonstrating the quality of the process.

Another reason for the explanation is to enhahdere researchby ensuimg effective
duplication or repetition in otheontextsA clear and concise methodology chapter contributes
to possible replication of the study (Fellows & Liu, 2015). The chapter explains how
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philosophy influences the choices of researathod, data collection, and data analysis. It

concluded with the discussion of research ethics.
4.1 Research Philosophy

Research philosophig vital to the waydata about a phenomenon is gathered and analysed
(Robson & McCartan, 2016 he selection of suitable philosoplsycrucial inachievinga

quality outcomeThis research focuses on meanings that emphasise the collation and analysis
of various subjective participant responses. There are differing opicomterning cybercrime

in Nigeria, and it is imperative to adopt a paradipat will illuminate these perspectives in a

scholarly discussion. Hence, the usefulnesstetpretivism for the research.

Phenomenology was preferred to deal with the diffemspects of the study. It describes reality
through diverse information concerning the subject area (Saunders et al., 2016). It enabled the
derivation of indepth information and supported the investigation of the individual
perspectives through the ailon of assumptions and patterns of perception (Seth, 2015). It
enabled the accurate subjective perception of participants by providing a layer of enhanced

understanding of previously derived details in a theoretical analysis.

Phenomenology was preferrédcause it allowed the emergence of new knowledge and
meanings from the different subjective information provided by participants. As this research
area had limited focus, the methodology enabledique insight and understanding based on
the experiencef various participants (Robson & McCartan, 2016). Thus, it directly supported

Interpretivism as the preferred model of conducting the research.

Reality should emerge from the perception of the participants. Hence, the subjective and
variant understandg of truth should arise from the collected information (Willis, 2007).
Phenomenology is a type afterpretivism that was preferred in this research. It derives
knowledge through the interpretations given to the recollections of the experiences by
participants (Saunders et al., 2016). It focuses less on recollection but more on the insights and
meanings associated with the phenomena. In this research, the methodology derived its quality
from the characteristics ahterpretivism (Robson & McCartan, 2016)hd& underpinning
assumptions stress that humans create meanings and thereby differed from physical

phenomena.

Phenomenology was also suitable for the research because it supports exploring previous

experiences of research participants (Aspers, 2009). Adpgiie methodology ensured that
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findings rely on understanding and the interpretation of occurrences. It enabled the extraction
of meanings that reflect the truth concerning the research phenomenon. It allowed the research
to base finding on the individisainvolved in the study on the subjective perspectives given

by the individuals involved. Its deployment enhanced the creation of new and richer

understandings that rely on the interpretations of social contexts and worlds.

The inductive nature of phenonm@ogy was critical in discovering new motivations and modes

of operation concerning cybercrime in Nigeria. It enables the movement from generalised to
specific ideas. (Robson & McCartan, 2016his characteristic allowed participants
contribute infornation to determine the themes and concepts of the research. It supported fresh
insights newer than previously obtained in the subject area. Its adaptation to this research
resulted in the derivation oew knowledge in areasich as cybercrime motivatiampact of
technology penetration, modes of operation, emerging trend§amnment intervention.

The choice of phenomenology was strengthened by the lack of reliable data in the research
area. Statistical data about cybercrime in Nigeria is limitegtetly making the exploratory
characteristics of the qualitative method more suitable. Prior data to giMpih inferential
meaning were not available, and it was necessary to rely on the interpretive explanation of the

different participants.
4.2 Research ®sign

This research was designed in two stages: the literature review, already covered in Chapter 2
(concepts and background) and Chapter 3 (a deeper understanding of cybercrime in the context
of Nigeria.) These chapters have explored cybercrime by pmovibtailed information on the

background of the empirical research.

The second stage is the primary research. It focuses on cybercrime in Nigeria as a case study
of the more general investigation. The methods adopted for this research included documentary

analysis, focus groups and interviews.

The stakeholders involved were current actors of cybercrime in Nigeria (Section 4.4). The
collected data in this research is unique and netwgminderstanding cybercrime within the
Nigerian context. The collectathta from convicted criminals (Section 4.6pt9videda new

insight and perception never presented before: data from other stakeholders give new

perspectives about different aspects of cybercrime.
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4.3 Qualitative Method

The qualitative methodiasselected dr this research based dweefactors. Firstly, thestudy
explores an undaesearched area where new insight is essential for advanced knowledge.
There was no substantive background information that has captured the scope and depth of the
relevant infomation. The research focuses on learning about one of the most potent cybercrime
countries in the world. Qualitative research supports the collection of information that provides
new definitions in a research ardeyfe-Green 2018). Thus, the preferred thed should

support rich and contextual meaning where every possible strand of knowledge can be gleaned

without any restriction.

Secondly, there was a need to collatelépth contextual information concerning the subject
area. It supported the involventesf stakeholders through the collection of their subjective
ideas. Combining the experiences and corresponding meanings requires a method to collect
detailed information from different perspectives (Saunders et al., 2020). The qualitative method
provideda means for which experiences can be shared using focus groups while individual
experiences can be shared using interviews. The diverse subjective perspective helped

determine the changes and potential emerging trends of cybercrime in Nigeria.

This researh sought to unravel opinions from hdodreach areas such as the Judiciary,
convicted criminals and various paramilitary organisations. Collected information need not be
restricted by allowing free expression and information provision. Robson and Mt (201%)
identified rich contextual information retrieval as a significant strength of the qualitative
method. Hence, the adoption of the qualitative approach provided sufficient information that

substantiated the findings.

Thirdly, qualitative method alned with the adopted phenomenology approach. Using this
method enabled this research to collect and analyse data that demonstrate the preferred research
philosophy. The method became suitable for effective reflection of the operational

implementation of penomenology.

4.4 Access

In this research, access was critical as a fundamental component of data collection. Because of
the need to collect hatt-reach data from convicted criminals, members of the National

Assembly and the Judiciary, it became essentiahdhieve access to develop trust and
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confidence. In the explanation by the European Commission (2018), when research focuses on
organisations or stakeholder groups, access is about achieving the necessary approvals and then
gaining the trust of participé Gatekeepers were used for the different stakeholder groups
because they belong to organisations that play sensitive cybercrime roles in Nigeria. The
gatekeepers were senior officials that could grant permission to subordinates to take part in

interviews.

The core challenge in access was the bureaucracy involved in getting approval. Researching a
Nigerian organisation is often challenged by the consent of the management (Chukwu et al.,
2016). The applications were applied early, while the gatekeepees reeruited through
academic and professional recommendations. Initially, five gatekeepers were recruited for the
stakeholder groups comprising the EFCC, Nigerian Police Force, Judiciary, NSCDC, and
legislature. The first gatekeeper was at EFCC, who recommended others in the remaining

stakeholder groups.

The gatekeepers facilitated the application process and ensured the timely recruitment of
participants. The approvals were verbal for these fiveektaller groups as the gatekeepers
were involved in the data collection. They

premises for recruitment and data collection.

However, the Nigerian Prison Service (now Nigerian Correctional Service) involved a formal
request letter to be approved by the Osun State Commandant. The gatekeeper facilitated a
personal audience with the officer, where the purpose of the researchseassdd. This
meeting enhanced the approval process as the constituted authority became familiar and
convinced with the investigation. The approval was given, and access was granted to interview

the convicted criminals at the llesa Prisons.

From the onsethe criminology researcher group and the Ministry of Justice were not part of
the stakeholder group. However, advice and suggestions from other gatekeepers made their
involvement significant. Contacts of gatekeepers for the two were provided by one of th
participants. Personal communication and eventually recruitment were achieved. For the
Ministry of Justice, the gatekeeper was the only participant, thereby making access easier. At
the Federal University of Technology in Minna, the gatekeeper enhanceskdo researchers

in the Cyber Security Science (CSS) departmedterall, the stakeholder groups identified

for this research are outlined in Figure 4.
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Figure4. Crime Stakeholders in Nigeria

The agreement of gatekeepers in each stakeholder group enhanced the credibility and
acceptance of the research by subordinates. Gatekeepers also provided anonymity and privacy
by protecting the interest of research participants (Crowhurst & Kenmeatyoy, 2013).

Table 2 details the gatekeeper and their role for each stakeholder group.
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Table2: Gatekeepers Details

Participant | Number of Role Played

Group Gatekeepers

EFCC 1 Provided the permission and link to the other participant
the Ministry of Justice Participant

Nigeria Police 1 Gatekeeper did not participate in this research. Howe
provided the link to the most senior Polifficer that
participated.

Nigeria 1 Provided the entry point into contacting potential participg
Legislators Ensured that communication aretruitment were achieved.
Researcher 1 Gatekeeper did not participate in this research. Provide

link to the top academics thatnabéd access to othe

participants.

NSCDC 1 It provided access by gaining verbal approval from the s¢

command to research the state headquarters.

Nigeria Prison 1 Provided the overall guidance on the process of seg
Service approval to interview convicted criminaldt assisted in

securing thepproval letter.

Judiciary 1 Provided access to Judges that eedlthe conduct of the
research. Assisted in getting approval for conducting

research.

Follow-up communication with the gatekeepers was carried out after ethical approval from the
department. After the initial contact of the samples, permission was sought (verbally or in
writing) from the gatekeepers. Invitation letters were sent to each potential participant for the
interview (Appendix B) and Focus Group (Appendix C). Both emalltatephone were used

to communicate with the initial samples.

4.5 Sampling

Sampling was adopted in this research because of the members of each stakeholder group. The
research population of the study was vast because each stakeholder group, apart from the
research group, was extensive. Sampling was imperative to allow participants to reflect the
opinion and position of the broader research population (Kuada, 2012). The stakeholders had

direct dealings and relationship with cybercrime in Nigeria. (Table 3).
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Table 3: Participant Breakdown

Number Details

NSCDC Officers 7 These are officers that deal with different aspects of ¢
investigation in the command. Areas such as fraud, intellige

research, and tHegal department prowviidlg the participants

Nigerian Police Force |5 The participants span the different areas of Police work.
participants were low ranked officers (Investigating Po
Officers), one was the head of a state cybercrime investig
unit, one was in &tate IntelligenceUnit, one is theHead of
communication team of the Federal Crimihalestigatiornit.

EFCC 2 One is a deputy director of the legal department focuse

cybercrime. One is the head of tgbercrimelnvestigatiornit.

Nigerian Judiciary 2 Two are Judges that have dealt with criminal prosecution
cybercrime

Ministry of Justice 1 Director in charge of cybercrime

National Assembly 2 Two Legislators at the Federal House of Representative

Convicted Criminals 6 Convicted cybercrime criminals that are serving jail terms

Criminology 3 They are lecturers at the only Univitysthat is rendering i

Researchers CybercrimeDegreeCourse in Nigeria.

Snowball sampling was adopted as the primary recruitment strategy. It enabled the reliance of
the study on finding participants through the suggestions of other participants. (Saualders et
2016; Robson & McCartan, 2016). This approach was effective, considering that the

stakeholder category of this research belongs to a concealed population and sensitive agencies.

Two reasons were responsible for this sampling approach. Firstly, dheabegling was
adopted because it provided practical advantages for this research, which is descriptive,
explorative, and qualitative (Handcock & Gile, 2011). Because this research is exploratory,
this sampling approach provided an efficient means ofsagug and recruiting informed
participants. Its suitability was evident in its support for individualisedgepth, and quality

results.
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Secondly, it supported the collation of information within a network of highly informed and
qualified participants. lallowed participant selection and recruitment to reflect atliaking

model that used the advantage of the networks of subjects (Emerson, 2015). Snowballing was
advantageous by enabling the use of the networks of subjects to develop quality participant

distribution.

The gatekeepers (Table 2) were selected based on two factors. The first was their experience
evident in their organisational posit®rHigh ranking officials were preferred to enhance the
participant recruitment approval process and proadealid link to credible lowelevel

officials. The second was the organisation where the officials work. These factors were critical

in ensuring that the initially selected participants could facilitate snowballing sampling.

There were eight initial saples, representing one for each stakeholder group (Bxblhe
gatekeepers were the starting point at each of the stakeholder agencies except the Judiciary.
They were consulted and asked to suggest possible participants within their organisation or
stakénolder group. The stelpy-step consultation with potential participants continued until
enough participants had been reached. In total, this research involved 28 participants after

contacting 83 potential participants (TaB)e

4.6 Data Collection

Theadoption of qualitative method influenced the technique for collecting Dagavailable
techniques for data collection included interviearfpcus grouppbservational methods and
document analysisn this research, focus groups and interviews weeetsel for the empirical

data. Both were chosen collectively after critical analysis of their strengths and suitability to

the research method.

Firstly, they allowed the collection of -tlepth information and underlining reasons for the
opinions held by articipants. The adoption was based on the research problem and the research
questions (Cresswell & Cresswell, 2017). Since this research was delving into a niche context
of cybercrime, it was essential to access the subjective information that prowdetsights.

Both techniquenable the retrieval of indepth information concerning the experience of
participantgButton et al, 2015 Gibbs, 2018 Participants were able to present their opinion
without any restriction. Thus, the research could mlevan indepth understanding of
cybercrime motivation, changes in the crime, mode of operation, societal factors, and

regulation.



80

Also, both techniquesllowed the researeinsto explore new areaheylet the collection of
information that provided freshsight concerning the way that cybercrime in Nigeria operates.
They integrated with the phenomenology and qualitative method in enriching the contextual
knowledge that was thesearchocus.

A focus group was selected because of its support for deividgpth meanings and new

ideas based on the discussion and exchange of ideas by participants. Nyumba et al. (2018)
explained thait enablel a means for which discussions between participants boterio the
emergence of new ideas and information hitherto negldegaticipants and the researcher had
close contacts, which enhanced the exploration of emergent issues (see: Chapter 5)isThe foc
group involved three participants, andnsideing that thg were from paramilitary
organisatios, the focus group enabled them tcdffecied by sharing their experiences through
interaction with colleaguesnitially, three focus groups were schedutedparticipants in the
NSCDC, Police and the EFCC staff. However, the geographical distance and other logistical

challenges reduced the deployment to one session for NSCDC participants (see: Section 4.6.2).

The two methodsincluding interviews and focugroup, complemergd one another in
answering the muldimensional questions presented in this rese&toluever, priority was

given to interviews, as these turned out to be highly flexible, able to be conducted by telephone,
faceto-face, audio calls ovideo calls, which enhanced the data collection process. Carr and
Worth (2001) and Faroog (2015) affirmed the efficiency of the telephone interview.
Considering the size of Nigeria and the need to engage critical stakeholders, the telephone

interview enaldd many geographical areas to be covered.

Secondly, the support for incremental changes of questions through the data collection process
was a significant factor. Interviegquestionouldbe shaped teeflect the unique experiences

of different participats Cresswell & Cresswell, 20).1t enabled incremental development of
research findings through the modification of questions ¢(Byrieen, 2018). There were
different stakeholder groups (Section 4.4) in this research with different cybercrime industry

experiences.
4.6.1 Data Collection Process

Semitstructured interviewing was adopted to reduce the risttesfation from the research
scope In agreement with Saunders e6af2020) position, as demonstrated Marshall and

Rossman (2014)it ensured that ietviews, irrespective of the type, stayed within scope.
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Outlining the questions before the research enhanced the concise nature of findings and reduced

irrelevant information.

The findings from the theoretical analysis were used for defining questiorieefaeny
structured interview. The questions (Appendix E) were designed to exploit the knowledge gaps
found in the literature review. They were fineed and structured to reflect the reality of each
participant type. The emphases in the interviews varedtécting the strength and context of

each participant: e.g. questions for convicted criminals focused more on the actual perpetration
and the mode of operation, whereas those to the Police Force focused on law enforcement.
These differences enabled tbellation of contextual and interpretatidased information

from a different perspective.

In this research, some participants opted out of recordings, giving them more confidence to
discuss and explain their experience. In the case of convicted crinth@lsligerian Prison
Service policy (now Nigerian Correctional Service) was that no interviewed inmate could be

recorded. Interviewing and jotting down findings wtrereforeused.

The data were collected between February 21 and March 29, 2017. Paidieipeked in five

cities (Abuja, Minna, Lagos, Osogbo and llesha). Figure 3 shows the stages in the data
collection, with the concluding stage being the focus group. Three of the participants, from the
NPF, EFCC and MOJ were members of the Federal Gowsn@ybercrime Advisory
Committee and provided telpvel policy formulation and implementation advice. All three

were involved in facto-face interviews.

Conduct

‘ interview
Conduct (Judiciary and
‘ interview Convicted
Conduct (Legislature and  Criminals)
‘ interview Nigerian Police
Conduct (Researchers) Force).
‘ interview (EFCC
Conduct focus and Ministry of

group and Justice).
Recruiting interview at the
research NSCDC.
participants

Figure5: Data Collection Stages

The first stage was the collection of data from the NSCDC participants at Osun state
headquarters in Osogbo. Data was first collected from the focus group with three of the
participants in NSCDC. After completing the focus group, the findings were revisstere

proceeding with the five interviews of the participants from the same stakeholder groups.
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The second stage of the data collection involved officials of the EFCC and the Ministry of
Justice. As the participants from these two groups are locatdduja, it was feasible to
conduct the data collection. The two participants from the EFCC were interviewed at the
national headquarters because they werelgogl managers within the legal and the
CybercrimelnvestigatiorDepartment. For the MOJ, it wasazeto-face interview at the office

of the participant.

The third stage of data collection involved cybercrime researchers, who were nominated to
have current and objective information about cybercrime trends. They are lecturers at the only
University (Federal University of Technology, Minna) delivering cybercrime to Nigeria.-Face

to-face interviews were conducted in their respective offices.

The fourth stage is the legislature and the NPF. Three Police officers were interviewed face
to-face and two on #htelephone. Three of the five Pol©O#icers are directly involved in the
street level investigation of cybercriminals; one is a technological investigator of cybercrime,
while the last is the Director of Communication in a Federal division. The twsldegis
interviewed are members of the National House of Representatives. Theo-face
interviews took place at their respective offices in the National Assembly building in Abuja.

The last stage is the interview of Judiciary members and convictemha&ismrwo interviews

were conducted for the Judges over the telephone, as Judges preferred this approach based on
the increasing focus and investigation into the Judiciary during the data collection period (Azu,
2017; BBC, 2016). The interviews were cotled without recording but jotting of the key
findings from the responses to the questions. Finally, attention moved to convicted criminals,

a hardto-reach and challenging but core stakeholder group. Chakraborti and Garland (2017)
noted the difficulties bcollecting data from hartb-access communities.

The data collection was carried out individually and feetace for the six convicts that agreed

to participate. The convicted criminals were interviewed at the Nigerian Prison Service, llesa.
llesa B one of the most critical prisons in the country, hosting a substantial collection of
convicted cybercrime offenders. The electronic recording was not allowed for this group, but
notes and jottings were used. A dedicated roothemprison was used for ¢hinterviews.

In summary, twenteight (28) participants were involved in the data collection. Most were
faceto-face and were recorded and transcribed. Four interviews were done via telephone.
Exceptions to the recording included a Polfécer, convcted prisoners, the two Judges and
NSCDCOfficers.
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4.6.2Research Constraints

Several different types of constraints were experienced during the data collection., although
they are not unique to Nigeria. The security architecture (see: Section 3.2.11) means that senior
and junior staff work in different places. Most senior manaigdise agencies researched work

in HQ in Abuja while junior staff work elsewhere. Although previous research in Africa has
focused on junior officers (Beek, 2012; Faull, 2018; Sowatey & Tankebe, 2018), it was felt
that, for this research, it was vital taterview senior officers. This enabled the researcher to
achieve the methodological insights derived fr&obert Reinds (1991) study of chief

constables in England and Wales.
4.6.2.1Participant Reluctance

Previous researchers Bblice and other paramilitaryrganisations reported low response rate
and poor cooperation as a core constraint (Alemika, 2009; Nix et al., 2019; Perkins, 2018;
Skogan, 2015). This could be associated with some factors. Firstly, many potential participants
refused due to the fear ofylalty to their herarchical organisational structure. Sollund (2005)
stated that hierarchical structure often maRe8ce Officers (and other law enforcement
personnel) weary of research involvement. Officers do not want to offend their superiors or
colleagues by stating unwanted trsitirheir participation might be seen as betraying police

culture or as revealing sensitive information.

Also, trust between thd’olice and outsiders (researchers) often affects openness and
willingness to participate. Skogaf2015) noted that police (and other law enforcement
agencies) are clodanit and distrustful of outsiders, resulting in their reluctance to participate

in empirical research. This belief hinged on the general assertion that police research has
always beemegatively accepted (Cordner & White, 2010) because it often showcases flaws
that the senior hierarchy does not want to kbépublicarena(Aas, 2019). Thus, recruitment

of participants in such research is often challenging and sometimes impossible.

The reluctance in participation could result from the wide gap between research and practice
within the criminal justice system. Police worldwide accept research findings differently.
While the UK and the US have gone through fatice research stagéReiner, 2010), other
countries still find limited usef academic researchNumerous African countries suffer from

low research culture as the various crime control institutions are not receptive to research
outsider study (Alemika, 2009; Faull, 2018; Thamm2017). The absence of research culture

often deters participation. In some cases, the necessibfahing formal approval from police
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supervisors often compousithe reluctance. Thus, the level of refusal and reluctance was

significant.

An exampe in this research was from the Judiciary, where many contacted Judges were
unwilling to participate because of the perceived risk. The reluctance of the potential
participants influenced the entire data collection process (Archibald & Munce, 2015). It was
also apparent in the focus group that some potential participants believed that others could

identify them and their opinions during the discussion.
4.6.2.2Security

Physical safety is a fundamental challenge in the conduct of qualitative reseanaghdn
andUttley (2017) acknowledged that researchers are faced with many daugéras injury,
emotional distress, violence, illnesnd death during data collectioAn examplewas the
death ofa Caribbean criminologisKen Prycé, whose body was washed up on a beach after
mysteriously disappearing while studying criminality in Jamaica (Bloor et al., 2003).
challengingto ensure that researchers are entirely free from ewayrisy risk. However,
reasonablesteps must be taketo avoid these risks and enhance the physical safety
researchers (Williamso& Burns, 2014). Thus, the neéar attention to such dangers while

collecting data for this research.

The high level of insecurity and risks associated with travelling legtwhee cities was another
factor. Nigeria struggles with internal security, with an increased number of armed robbery and
kidnapping cases on main roads (Badiora, 2015; Nnam, 2020). In the same year of collecting
data, ten geology researchers were kidndppehenorthern part of the country (Africanews,
2017). Eight lecturers were also kidnapped at Esa Oke, a few kilometres from llesa (the venue
for collecting convicted criminal data) (Vanguard, 2018). Because data were collected in five
cities across bbtthenorthern andsouthern part of Nigeria, the researcher needed to travel at
odd hours, itself a safety risk. During one night journey from Abuja to llesa, the researcher

encountered armed robbers, resulting in emotional distress.
4.6.2.3Infrastructure

Researh risks are associated with the environment, topic, and participants under study.
Conducting fieldwork indeveloping countries provideunique challengesompared to
developed countries (Amerso& Strang, 2015). Many of these countries have weak
infrastricture to promotethe safety of researcherqlgoumenidis & Zyga, 2011). The

infrastructure challenge directly increases the danger and risks for researchers.
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Accessing and collecting data from the various participants in this research attracted significant
ri sk on both personal and physical l evel s.
increased the risk @naccident and other physical dangers. The researcher travelled over 6000
miles on roads within the period of data collection. The thanelattracted risks that

endangered both the physical and emotional wellbeing of the researcher.
4.6.2.4Diseases and Sickness

On the other hand, Amerson and Strang (2015) stated that researchers in developing countries
have high risk of disease and infectiorckBlesses such as Malaria, Cholera and Typhoid are
part of the health risks that characterise-Sabaran Africa. Travelling to these countries for
research can make researchers experience deadly diseasesdysemi@syBulled, Singe&
Dillingham, 2014. Thus, care must be taken towards maintaining optimum wellbeing during
and after data collection.

These risks directly reflected on the entire research process as the safety of the researcher
remained paramounBfoughamé& Uttley, 2017). Theresearchr had to lodge in different
accommodation and was exposed to various health risks during the data collection. The
experience resulted in a bout of malaria two weeks into the data collection. He also took two

weeks to recover from stress and geheemakness after returning to the UK.
4.6.2.5Interviewing Convicted Criminals

Conducting qualitative prison research remains a controversial core area of criminology
worldwide. There are numerous challenges, but three were relevant to the experience in this
study. Researchers have continually emphasised aasene of thecore challengs. An
experienced qualitative prisons researcher, Liebling (268&4gribedmany barriers tentry

while researchingrisons. Thg are ofall types and levelandcanbe ethical, cultural, formal

or informal These barriers migthdreae seemingly insurmountable obstacles to standardised
research conducBeyens et al. (2015tated that the procedure of gaining access might be
time-consuming and often requio®nvincingnumerougyatekeepers about the legitimacy of

the research and the soundness obthdy. It alsorequiral constant negotiation.

Despite the general belief about access, it depends on the counpnysandresearch support
For example, Beyens et al. () noted that Belgium provided smooth access to prisoners
without any barrier. However, stBaharan African countries have high legélbarriers to
access for outsider researdithlangaGunda et al. (2020hoted that societal views on

incarceration thaimprisoned people are devalued citizens, and as punitive rather than
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restorative process compound the barriers to access. The ethical and cultural barriers are
enhanced by lack of focused oversight and international standards. lescdifficult to

acheve effective access for prison research in countries like Benin, Ghana, Ripeiblic,

and Nigeria.

Also, obtaining the required approval and permission was another major chalgaet al.
(2012) acknowledged that gaining approval from the Insbndl Review Board and the
Department of Corrections was a significant challenge while researgongew York State
maximumsecurity prisons. Fox et al. (2011) acknowledged this difficulty to the time it takes
to review protocols that involve vulneralgepulations such as prisonevgithin this research,

the challenge came from getting approval among gpoeips including administrative staff,

security staff, and inmates.

Access and approval do not necessarily imply successful prison research. Tédleletian
process relies on the facilities available at the prison. Apa et al. (2012) noted that prison
facilities vary in design and influence how the process is conducted. Lack of sufficient
conducive facility for ethically and standardised researcha isignificant constraint.
Considering the congestion recorded in most prisons worldvidergnza, 2014; Human
Rights Watch, 2020; McCarthy, 2018)aving a suitable facility for empirical research is a
universal challenge. This constraint was replicatethis research and made it impossible to

conduct a group data collection session (focus group) for the inmates.

4.7 Data Analysis

A thematic analysis was adopted for analysing the data. This approach enabled the coding and
presentation of findings in distinthemes that satisfy the research objectives (Braun & Clarke,
2013). The method supported the discussion of the findings that represent different knowledge

themes.

The thematic analysis enabled the identification of numerous-mzteences between the
collected data concerning the evolving themes. It allowed the analysis to rely on the research
for extracting information that relates to the variables and other situational evidence in the same
study (Alhojailan, 2012). It also supported the descriptiah identification ofexplicit and

implicit ideas by linking themes to the raw data (Namey et al., 2008).

Adopting the thematic approach made the discussion and findings easy to understand. The
derived themes from the collected data provided points thaheet the understanding of the
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research subjects (Vaismoradi & Snelgrove, 2019). The collected data was transcribed using

the tape recording of both the recorded interviews and the focus group.

The main themes were derived from the research questiors.approach was effective
because it addressed each focused research area. Extracts from the findings were used to

present different opinions and explanations to illustrate the research questions.

Subthemes were derived because they answered diffenpattasof the research questions.
Quotations were placed under each of these themes to illustrate each knowledge area. After
deriving the codes represented by the-thdmes, the analysis was conducted using quotes to
establish different strands of knowtgdl Both inferential and interpretive analysis was used to

present the different information and details derived from the findings.

4.8 Ethical Considerations

Achieving reliability and validity in the research was imperative in demonstrating the
authenticly and quality of the findings. There are five considerations, which demonstrate core
areasin which action was required to uphold the integrity that reflected the expected standard.

The first consideration was the achievement of necessary approval for primary data collection,
analysis and archiving. An ethical bundle consisting of 9 documents was submitted to the
Departmental Ethics Committee at the Institute of Criminal JusticeeStatihe University of
Portsmouth. The documents contained the research plan and the process for conducting the
primary research. The approval of the research ethics initiated the empirical research
undertaken. This process started in April 2016, ancagipgoval was secured in November

2016 (Appendix D). Various amendments were made to ensure that it conformed to the
standardised research practice. These amendments included access, data collection process and

analysis.

The second aspect of the researck W@ protection of the participants from any physical or
psychological harm (Bryman, 2016). Because the study did not involve anybody below
eighteen years (minor) or vulnerable participants, there was no need for parental or guardian
approval. The involvment of individual participants did not interfere with occupational or
legal responsibilities. The information sought was general, and personal meanings were

associated with their experience and not with any incriminating details of their job.

Another stp was through voluntary participation. Participants were also told they could
retrieve their information before the publication of the thesis. This decision further enhanced
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the confidence of the participants in the process. The three steps were achieugti t
informed consent (Appendix A). The participants signed the form to prove their understanding

of the research and its purpose and acknowledged they participated willingly.

The third aspect of the ethical consideration was the anonymity of partgipaintaining
the anonymity of participants was essential in achieving research reliability (Silverman, 2011).
There was no collection of personal information (e.g. name, address, telephone number,

organisation, gender or email). This also enhancedheticipation.

Also, communication was conducted in a way that anonymity was upheld. Every
communication with the participants was over personal channels (Appendix B and C for the
invitation letter). The personal communication insulated participants fogn official
recognition or identification that might threaten their participation. Wased electronic mail

or telephone numbers were ignored for the research. It was essential to eliminate any
consequence that could result from manageénexdcess tacorrespondence or collected
information. In upholding anonymity, each participant was coded in the data analysis. It

increased the discreet and anonymity of ethical consideration.

The fourth ethical aspect was confidentiality. Participant details or giWemmation would

not be disseminated outside the scope of the study without permission (Saunders et al., 2016).
All data involved in this research was strictly used for the stated purpose. Identifiable
information that could affect the participant is pogsented in the findings. Any information

or data not approved by the participants has not been released.

Confidentiality was achieved by directly giving every participant assurance in writing. Before
every interview, guarantees were made to particgpaithe findings of privacy. It was proven

that noparticipants will be traced or linked to any of their opinion in the rese@hih.was
important as some participants are in the paramilitary or police forces where their comments

could expose them tosk.

The last aspect of ethical consideration was data integrity. It was fundamental and essential for
data integrity to be upheld to ensure the validity and integrity of findings. One way of
enhancing integrity was through the prevention of unauthorisethia-party access to
information and data. It was achieved through careful storage of collected data and passwords

to protect electronic records stored in computer systems.
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Bias was avoided during data collection by allowing the participants to expesaselves
freely (Robson & McCartan, 2016). The researcher did not suggest any research direction or

make comments that could influence the discussion during the interviews or focus groups
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Chapter 5: Data Analysis

This chapter presestindings from the fieldwork conducted in Nigeria in the Spring of 2017.
The focus is to answer the question, "What is the current state of cybercrime in Nigeria?" The
other research questions were derived from this question to inquire about the stétereat
aspects of cybercrime from the country. Interviews and a focus group were the primary means

of collecting data for this research.

Overall, 28 participants were involved in the data collection. Acronyms were used to represent

the different stakedider groups of those interviewed (Table 4).

Table4: Research Stakeholder Group Acronym Details

Stakeholder Group Acronym

NSCDCOfficers NSCDC
Nigerian Police Force NPF
EFCC Staffs EFCC
Nigerian Judiciary JuD
Ministry of Justice MOJ
National Assembly NASS
Convicted Criminals CcC
Criminology Researchers FUT
NSDC Officers involved in Focus Groy FG

The chapter begins with a demographic analysis that shows the characteristics of the
participants. The demographic analysis provides the distribution of the participants across the
involved stakeholder organisations. It explores the gender distributiparo€ipants and

offers a sociocultural summary of participant distribution.

5.1 Demographic Analysis

Three types of data are used to explain the demographic details of the research participants.
The first data type is gender. As presented in Table 5, thetbrae female participants and

25 male participants (see: Appendix H for participant details). The distribution shows that
only the NSCDC and EFCC have female participants, while the remaining stakeholder groups

have only male participants. The findindsmonstrate the assertion by Evelyn and Adedayo
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(2014) that Nigerian society has been patriarchal from time immemorial. Despite growing
encouragement for gender equality, cybercrime governance and perpetration in Nigeria still

reflect a high gender biasagst femals.

Table5: Gender Distribution of Research Participants

Female

<
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®

Stakeholder Group
NSCDCOfficers
Nigerian Police Force

EFCC Staffs
Nigerian Judiciary

Ministry of Justice

NationalAssembly

Convicted Criminals
Criminology Researchers

WO N | NP o o1

OO O] O] Ok o N

Source: Interview Data

Table 6 presents the stakeholder group and the management level of the participants. Two
core law enforcement agencies (NSCDC and the Nigerian Police Force) have participants at
the three management levels. It suggests that information at the stratetioal tand
operational level can be retrieved. The distribution also shows that EFCC has two participants
at a senior management level. The data reflects the low number of officials (as reflected in the
number of participants in EFCC and Ministry of Justiparticipants) that deal with
cybercrime at National headquarters and the lack of official presence in every state of
Nigeriaf.

Table6: Participant Organisation Level Distribution

Stakeholder Group Senior Management Middle Management  Junior Staff

NSCDC Officers 3 2
Nigerian Police Force
EFCC Staffs

Nigerian Judiciary

Ministry of Justice

National Assembly

RN P O N -
N O Ol N O N
O O O O] O] NI N

Criminology Researchers

Source: Interview Data

46 As at the time of this research, the cybercrime unit in the EFCC is small sitedbwiit 10 personnel while
the Federal Ministry of Justice have only 2 personnel in the cybercrime department.
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Criminologyresearchers are academics that have majored in cybercrime and continue to shape
understanding in Nigefd The Ministry of Justice has only one participant. This number
reflected the small size of the cybercrime department in the Miffist@verall, the

management distribution demonstrates the size of the stakeholder group.

Table7: Research Participant Academic Qualification

‘ PhD MSc BSc/HND = Unknown

NSCDCOfficers 0 0 1 6 0
Nigerian Police Force 1 0 0 3 1
EFCC Staffs 0 0 2 0 0
Nigerian Judiciary 0 0 0 1 1
Ministry of Justice 1 0 0 0 0
National Assembly 0 0 0 2 0
Convicted Criminals 1 0 0 0 5
Criminology Researchers 0 3 0 0 0

Source: Interview Data

Table 7 contains the distribution of participaptalifications and convicted criminals. The
qualification with the highest number of participant is BSC/HN@ith 12 participants,
followed by SSCE (the equivalent of GCSE) with 7 participants. From the qualification
details, most participants are literate and have primary education. Because the participants
have basic education and literacy, communication waslucted in the English Language

while reading and signing the consent forms.

All the criminology researchers have completed their doctorate. One of the researchers studied

outside the country with firdtand knowledge of the perception of cybercrime igeKa;

fiWhile | was in Malaysia, the indigenes often think all Nigerians are Yahoo boys. Most times,
| have been addressed as a scammer because of the perception that some Nigerians in the
country have given them. (FUT2, I nter vioeMarchc20hrduct ed on

47 They are lecturers at the Federal University of Technology, Minna. The only Nigerian University offering a
degree course on cybercrime ashattime of data collection.

481t had only 3 officials as at the time of collecting data for this research.

49 An equivalent of University first degree
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5.2 Financial Motivation

Financial gain remains the initial motivation of cybercrime in Nigeria. From the early stage
of these crimes, financial incentive was the dominant and primary motivation. Since the
inception of public access to thiaternet in Nigeri&®, it became a primary source for
defrauding unsuspecting victims (Igba et al., 2018). One of the convicted criminals
acknowledge that young people are interested in cybercrime for monetary gain;

AWhen we started those days around 1B80s, the money we were making was the reason

why people wanted to be part of the crime. It was easy money, and people envied us.
(CC2, Interview conducted on the 19th of March 2017).

Some fundamental environmental factors have contributed to the nootiyattern that
ignited the growth of these crimes. Some of these factors are the justifications and underlining
reasons for the initiation and evolution of the crimes. Factors such as poverty, unemployment,
low living standards and corruption are potsetinulants to crime in society (Webster &
Kingston, 2014; Yaacob, 2015). Some of these factors are highlighted and explained by the

participants of the empirical research.

There are different levels of support for each underlining contributor to finanotatation.
Table 8 provides a summary of the numbers of participants that suggested or supported each
of the factors.

Table8: Factors that influence Financial Motivation

Participants Contributing Factor  Total

MOJ1, EFCCINPF 1, 2, 3, 4, 5; NSCDC1, 2, 3, 4,| Financial Gain 25
FUTL, 2, 3; CC1, 2, 3, 4, 5; FG1, 3; NASS1, 2; JU

MOJ1, NSCDC1, 2, 4, 5; CC1, 2, 3, 4; FG1, 2| Unemployment 20
JUD1, 2; FUT1, 2, 3; EFCC2; NPF1; NASS2;

EFCC1, NPF2,JUD1, 2; NASS 1, 2; CC1324, 5, 6;| Poverty 17
NPF 1, 3, 4, 5, NSCDC3

All Participants (Table 7) Standard of Living 28

50 Through cybercafes in the mid90s.
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5.2.1 Financial Gain

Financial gain regarding monetary reward remains a significant factor in the perpetuation of
this crime. It is intended to satisfy theterial tastes of cybercriminals. Culturally, Nigerians
exhibit a strong preference for materialism, leading to increased pressure to engage in any
vices (Okoli & Ugwu, 2017). For example, a common phenomenon is for Nigerians to have
multiple mobile phong and other digital devices. A member of the national cybercrime
governance team stated that;

fiThe motivation has always been how to get the money out. So, apart from one or two
politically motivated attacks on government websites and all, the crimimatseffave been

focused more on getting the morey.
(MOJ1, Interview conducted on th&'af March, 2017)

AThe other one we are experiencing is polit
in pushing forward a particular political interest are wived in it for the money. They are

paid to do it. So, for the cybercriminals, behind his mind is the money h& gets.
(EFCC1, Interview conducted on th& af March, 2017)

Financial reward remains a significant factor for cybercrime in Nigeria (Hasshn2012).

The cash inflow from victims in different parts of the world point to the expected outcome
among the perpetrators. Adesina (2017) noted that financial gain was the first notable
motivation since the inception of such crimes. About ninety pet aeparticipants agreed

that money or monetary gain is a significant motivation for the crime. As respondents

commented,;

AThe major reason for cybercrime, especiall\
(NSCDC1, Interview conducted on the 8th\irch, 2017).

iwhat was going on until 2006 é. what the fr

ti me, money was the deciding factor and not

anybody but to get money, to defraud and to obtain monies.
(EFCCL1, Interview conducted on th&f March, 2017)

filt is the money they will get from the people they defraud and other activities that continue
to make them commit the crime. They will continue until they get another person that will give

them money. O
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(FUT2, Interview conducted on the 21st of March, 2017).

One of the convicted criminals agreed that cybercrime involvement was to make money to

support the family after his father was suddenly sacked from government service in 2000.

fil became a Yahoo boydmise the government sacked my father. He is a teacher and cannot
provide any money for my education, and feeding the family becomes hard. The only reason

| started was to make money.
(CC5, Interview conducted on the 19th of March 2017).

Since theinception of cybercrime in Nigeria, financial gain is a primary motivation that has
driven the AFF! prominence. Participants agree that money remains the oxygen that has

driven criminal activities.
5.2.2 Unemployment

Unemployment is a socioeconomic factor aiis a strain on society and can affect the entire
dynamics of a country and its people. Idris (2016) noted that the increase in the unemployment
level could directly result in a rising crime rate. However, the findings point to conflicting
beliefs abouthe contribution of unemployment to crime.

Seventy (70) per cent of the participants believe that unemploYieemt the need to be

financially independent are why they engage in cybercrime.

fiThere is a lot of unemployment. A lot of graduates, a lot afugsaed youths are
unemployed, and so they are interested in whatever to do to get the buck, the fasi buck

(MOJ1, Interview conducted on th&»f March, 2017)

AA graduate, somebody who went to school who spent years in school, hopeful for a better

future. But after graduating, after youth service, he becomes astonished, no jobs, no nothing.

Even they go for a masterodos degree, they
unempl oyment. When you donét have em@d oy men
family; you want to marry. So people take ci

(NSCDC4, Interview conducted on the 8th of March, 2017).

51 Advanced Fee Fraud
52The Nigerian case is explained in Sectiof.1



96

Despite the unemployment emphasis among participants, the profile of some convicted
criminals points to the corary. For example, one of the convicted criminals admitted that the

family is not poorandhewas a university student.

fiWe are ok, financially. | was given everything as a student. | cannot say unemployment was

the reason for me being involved in thigyee 0
(CC3, Interview conducted on the 19th of March 2017).

Of the six convicted criminalsiterviewed, three of them are undergraduates being sponsored
by their families. Hence, this finding challenges the unemployment argument. Also, one of
theparticipants (an NSCDC staff) questions the unemployment argument by stating that even

the employed engage equally in cybercrime.

fiMost Nigerians, even i f they have jobs, the
want to cut corners and havetea income to live. And they feel that because of the nature of
online activities that if they are into online crime or cybercrime, it will be difficult for them to

be detected. o
(FG1, Interview conducted on the 8th of March, 2017).

Further substantiatingvidence is the involvement of gainfully employed individuals such as
bankers, law enforcement agents, and other professionals among the perpetrators. The
contrary evidence suggests unemployment is not necessarily a factor in cybercrime
perpetration. Twgarticipants from the Judiciary and the cybercrime researchers point to

greed.

AWhen you commit a crime, it hurts people, and you cannot say that economic conditions are

responsible. It is a choice that the criminals take and an easy way out of illicib gai
(JUD1, Interview conducted on the 27th of March, 2017)

fiGreed from the people that are involved in such thing (cybercrime). Though we have a lack

of employment, that should not push people to do what is not correct.
(FUTL1, Interview conducted on thdst of March, 2017)

Concerning the role of unemployment’, it may be logical to argue its influence on the conduct
of cybercrime. However, it does not explain the motivation for every cybercriminal. Some
individuals are from an affluent or middddass bacground yet still engage in crime. Greed

can be a significant reason rather than unemployment.
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5.2.3 Poverty

This subtheme is one of the most contentious in this research. Participants within the criminal
justice system continue to demonstrate different opinions and argument over the significance
of poverty. It is another justification generating the financiatination to commit the crime.
Webster and Kingston (2014) stated that poverty creates many causal chains for potential
criminogenic behaviour. Eleven of the participants identify poverty as a significant contributor
to motivation. The comment below by onéthe EFCC participant captures the poverty

argument;

AThere is an economic downturn; there i s pov
but it aggravates it. A man who is not predisposed would have committed crime. If he had

food to eat and add pay his bills, he may end up getting into crime because he cannot meet

his daily requirement. He cannot feed, accommodate himself and things like that.

(EFCC1, Interview conducted on th# af March, 2017).

Yet, some law enforcement participants (EFGIPF and NSCDC) state that poverty cannot
justify crime. Their argument is that crime was wrong irrespective of the cause. Summing up

this argument from 4 of the participants is NSCDC2;

fiThere is no justification. If it is justified, offline crime carsalbe justified. Economic

condition is not viable or a justificationo
(NSCDC2, Interview conducted on the 8th of March, 2017).

However, there is a contrary opinion. A member of the Nigerian Police Force highlights

poverty and lack of opportunities as c¢l@astifications for youths to engage in these crimes:

fAYes, the life of crime can be justified based on the economic situation of the country. There
is no employment, lack of employment is one of the causes. Secondly is the bad leadership we
have in thiscountryo

(NPF2, Interview conducted on the"26f March, 2017)

From his responses, this participant highlights that the economy is in recession, and people
find it difficult to cope. Engaging in cybercrime from this perspective is an economically
viable means to generate wealth. The example of the two Judicial participants demonstrates
the sharp differences between the two sides of the argument. One member of the Judiciary
statel that;
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fWhen you commit a crime, it hurts people, and you cannot say thabracc condition is

responsible. It is a choice that the criminals take and an easy way out of illicib gain.
(JUD1, Interview conducted on the 27th of March, 2017)
While the other stated that;
Yes, the economy is hard, and people have to find a wayvieesdir
(JUD2, Interview conducted on the 28th of March, 2017)

However, the difference in opinion seems to highlight the gap between the economic reality
of the Nigerian elite and the poor masses. There is a general belief that politicians in
government ar@rivileged and cannot feel the pain and difficulties of theeloslass. The

difference is evident when the opinion of convicted criminals and members of the National

Assembly are compared (NASS).

The two participants at the NationAlssembly agree thgioverty necessitated by harsh

economic conditions is not a sufficient justification for cybercrime;

fWe can say they (cybercriminals) are borne out of the economic problem we have in Nigeria.

But, that does not mean it is enough reasan
(NASS2, Interviewconducted on the 26th of March, 2017)

Three convicted criminals agree that poverty and severe economic conditions are a significant

contributor to their involvement.

Al have no job, no income and | need to make money to eat and do other things. Government
is not helping. | have no other option than to join boys in doing yahoo on the igternet

(CC1, Interview conducted on the 19th of March 2017).

fiWe are poor and have no access to money. This work (cybercrime) is the only way available
for boys tomake money 0

(CC6, Interview conducted on the 19th of March 2017).

Poverty remains a controversial topic among participants. Within law enforcement circles,
there remains an argument as to whether it is justified or not. From the discussion, it is agreed
that it is a contributing factor. It suggests the criminal justice system includes many

individuals who sympathise with the poor of the country in perpetrating this crime.
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Another finding is the difference in perception between Nigerian politicians andctamhv
criminals. This could be based on social class. The difference in class coincides with the
difference in views. While politicians at the top do not experience poverty, most of the masses

see poverty as a convincing reason for committing cybercrime.

5.2.4 Standard of Living

The growth of poverty and unemployment established in both the documentary analysis (see
Section 1.3.1) and empirical research (see Section 5.2.2 and Section 5.2.3) have lowered the
standard of living for most Nigerians. Many Nigeriatraiggle for decent accommaodation,
primary health care facilities, education, security and even food (Omoniyi, 2018). Some of
these individuals are educated and computer literate but without limited substantial work
opportunities. Cybercrime can act as tadder to an improved standard of living among
young people. This situation is seen as quite evident among the participants. The entire
participants agree that crime on the internet had provided an avenue for financial income that

improved their everydayuing.
One of the NSCDC participants stated that;

fEverybody likes money, there is nobody that does not like a good life. They (cybercriminals)
believe that maybe, there is no employment opportunity, they are not creative, and see that

the only way theyan have means of livelihood is to identify with Yahoo boys.
(NSCDC1, Interview conducted on the 8th of March, 2017)

It is a general phenomenon that cybercrime provides easy money that enables perpetrators to
achieve their desired financial goals. In fbeus group, one of the participants highlights

how online crime can improve living standards. She stated that:

fiThey are enjoying what they are doing due to what they want to become in their social life.
Maybe like flashy cars, different types of carsudes or even dressésaind some actions
concerning the financial aspect of their enterprise. So, they are enjoying the work they are

doingo

(FG2, Interview conducted on the 8th of March, 2017)

53 The cybercriminals buy flashy dresses and designers towards looking wealthy and acceptable in the society.
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Another argument is that an improved standard of living mayea@ persuasive argument.
Nine participants felt that flamboyance and excessive greed were driving forces for engaging

in this crime. For example, two of the participants stated that;

ASome of them see it as a me aarescaught (aredtead)mbi ng
even as young as they are, you see them riding big cars, having so many properties for

themselves and showing off as a big boy in saciety
(FUT1, Interview conducted on the 21st of March, 2017)

Three NPF participants state that exdriminals could justify their actions because the

economy of the country was tough, and they needed to improve their standard of living.

fiBecause, when there is no job, they see cybercrime in such a way of getting money easily
through cybercrime. A laif male youth engage in cybercrime. It ensures that cybercriminals

make ends meeto
(NPF2, Interview conducted on th& ®f March, 2017)

Some of the convicted criminals argue that improving their standard of living contributed to

financial motivation. Som of their opinions were that:

fil am poor, and where my family is living is not good. Our life was bad. So, | have to join the

Yahoo business to better our lives.
(CC1, Interview conducted on the 19th of March 2017).

fil lost my Sister (******5% to ordinay typhoid. Since that day, | have made up my mind to
make money through any means. Cybercrime provides a way to make thissmoney.

(CC6, Interview conducted on the 19th of March 2017).

AApproximately 45% of young people think cybercrimeigarease their chances in society.

It helps to take care of the familyd
(CC2, Interview conducted on the 19th of March 2017).

The argument on the standard of living reflects differences in opinion between working
Nigerians and the masses experiencingneooc hardship. However, one result of the
improved standard of living seibheme is the evolution of the Yahd@hoo subculture (it can

be called Yahoo, Yahoo plus). The Yahéahoo subculture is fundamental and synonymous

54 The name of the sister was withheld to uphold the anonymity requirement of the research.
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with cybercrime in Nigeria. Thengergence of wealthy young people because of criminal
proceeds directly created a niche trait used to identify crime participants. Ferrel (1998) stated
that many youths often carve out their personal or group identities after being excluded from

public invdvement.

Most cybercriminals are not respected in a society based on theindome family
background or class. Adeniran (2008) noted the subculture evolved as acceptance of Internet
technology by youths. The characteristics of the subculture incluidé lspending, partying,
extravagant dressing, and buying imported drinks. Omeire and Omeire (2017) noted that
perpetrators are also called AGuymeno who
opulence beyond their apparent means. This subculturelieatgbercrime perpetration with

a distinct outward appearance and adibat make them identifiable in public.

All the participants agree that cybercriminals, over time have developedaultuie that
differentiates them in society. Two factors chéggse this sutzulture viz use of the internet

to defraud victims and an extravagant lifestyle (Igba et al., 2018; Saulawa & Abubakar, 2014).
Participants attest to the two characteristics. A member of the National Assembly and the
NSCDC pointooYahtetdhe themmi nol ogy and its meani

Al am tal king about Yahoo. You know, we cal

means you are an online scammer . 0
(NSCDC4, Interview conducted on the 8th of March, 2017)

fiThere are some (young peogplkat are using it (technology) for the dubious process

regarding fraud, frauds of any type, especially the Yahoo Yaldoo
(NASS2, Interview conducted on the 26th of March, 2017)
On the other hand, participants establish a clear lifestyle in this sulegultur

AiThey build mansions, duplexes, flats. They are the ones visiting clubs when you visit clubs,

nightclubs and they drink the latest most expensive wines, and have beautifub ladies.
(NSCDC4, Interview conducted on the 8th of March, 2017).

Over time, tls subculture has been accepted in sotigtigereby increasing its prominence.
The Yahoo subculture is making young Nigerians financially empowered, thus making them

become respected among people. The prominent Nigerian entertainment industry dimrifies t

% The increasing acceptance of the cybercriminalsttie Nigerian public strengthens the belief of the
cybercriminals thereby enhancing the relevance of the Technique of neutralisation
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subculture in music and movies (Adebayo, 2017; Adesina, 2017). Decades of continuous
perpetration and apparent affluence is changing public perspective about it as a crime. Eight

participants acknowledge the increasing societal acceptance negathahstéted:

fiwell, some people are into cybercrime, they
Because they are well accepted within society, they are on the increase. So it seems as if

society is not ready to wage war against them. And thahysits occurrence is still rising.
(NSCDC2, Interview conducted on the 8th of March, 2017).

Five of the convicted criminals affirm both its increasing popularity and acceptance in society.
They state that the material nature of society, together witleased economic hardship,

create a view of the Yahoo lifestyle as a means of financial gain. They argue that:

fiWe are part of society. People want to join because they see that we make money. Parents
bring their children and encourage them to joincus.

(CC3, Interview conducted on the 19th of March 2017).

fiBecause of the money, we are accepted. Some of us own businesses, have chieftaincy titles,

are in politics and so an.
(CC4, Interview conducted on the 19th of March 2017).

One significant worry of thgovernment is the increasing acceptability of cybercriminals in

society. It is argued that:

fiThe perception issues, the values in the societgdbidsn to a level where nobody cares how
you make money. The man who suddenly became very rich is revered. He even has police
escorting him all over the place while the honest man that not rich get shoved off the way by
the police so that the criminal wpasso

(MOJ1, Interview conducted on th&'af March, 2017)

Despite the seeming popularity and social acceptance of the Yahoo subculture, two convicted
criminals state that the immediate family and surrounding society are not happy with the

lifestyle despite their increasing financial power.

fiFor me, | cannot say that society accepted my work. My parents detest my participation. My
Dad never collected any proceeds from the crime and was never supportive even when he was

struggling financially .

(CC6, Irterview conducted on the 19th of March 2017)
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Other participants identify the resentment to the perpetration of the crime.

fiCybercrime is directly or indirectly robbing an original owner of any property on the
computer or electronic media to access andedfpse people that own the original thing. So
society is not according to a positive impression of that.

(NASS2, Interview conducted on the 26th of March, 2017)

Improving the standard of living demonstrates a socioeconomic dimension to the financial
motivation of cybercrime. Most participants support and justify the financial gain rrfative
the cybercriminals. The acceptability of the Yahoo culture remains a point of substantive
argument. A shared culture exists among young perpetrators of crime. However, support from
society appears to be subjective. While participants, including cedvictminals, agree to
have been accepted by the participants, a significant dissenting opinion exists. Hence, it will

be wrong to claim, as a result, that Nigerian society supports the yahoo subculture.
5.3 Behavioural motivation

Over time, cybercrimén Nigeria has evolved, and motivations have changed. Despite the
financial gain that remains a significant factor, other motives regarding behaviour are
emerging. Cybercrime in Nigeria is changing in motivation and execution. This theme focuses
on nonfinancial incentives. Evolution has resulted in changing explanations for committing

a crime.

fiBut, as much as | am concerned, people are motivated into a crime based on different factors.

It may even be political, revenge; political revenge may even bevikval . 0
(NSCDC3, Interview conducted on the 8th of March, 2017)

As identified in the quotation above, different factors are responsible for a new set of
motivations. The factors attracted different levels of support among participants. Table 9
shows the vaous participants that supported each element towards demonstrating the

proportionality.

56 Responsible for AFF prominence among cybercriminals from Nigeria
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Table9: Factors Responsible for Behavioural Motivation

Participants Contributing Factor

NPF1, 2, 3, 4; CC1, 2, 5, 6; JUD1, BFCC1, 2; Revenge 21
MOJ1; NPF1, 5; NSCDC1, 2, 4; FG2, 3; NASS2;

NSCDC1, 4, 5; CC1, 3, 4, 5, 6; NPF1, 3, 5; FG2, | Frustration 13

MQOJ1, CC2, 3, 5, 6, NPF2, 4; EFCC1, 2; JUl Anger 12
NASS2; NSCDC 4

CC1, 4, 5, 6; MOJ1; NSCDC4, 5; FG1; FUTL,; Creativity and skills 9

5.3.1 Revenge

Revenge is becoming a recurrent basis for cybercrime in Nigeria, with different reasons and
dimensions identified by respondents. The nature of revenge is deemed to be subjective. The
first aspect concerns passion and eorotiLeukfeldt et al. (2017) discover passion as a
primary driver of cybercrinté. Different people have weaponised the internet in committing
passiondriven vendetta against other individuals. Cybercriminals could be motivated by
disappointment and the e for revenge against a previous lover. One of the convicted

participants highlights a case of revenge pornography:

fia case involved a situation where anlexer in anger sent the nude picture of a lady to her

relatives 0
(NPF4, Interview conducted on the 28th of March, 2017)
Three convicted criminals affirm the emergence of revenge pornography.

fWe are seeing cases where boys are exposing naked pictures of their previous girlfriend
because they are angry or want to embas the girlo

(CC2, Interview conducted on the 19th of March 2017).

57 The findings from the interview agreed that pass®hibited in the form of revenge is a major motivation
among Nigerian cybercriminals.

%8 This is emerging problem in Nigeria with numerous sexual contents uploaded on the Internet without the consent
of the owners. It has generated limited research fotusmeg researchers in Nigeria.
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Different relationships often result in this type of crime. One fundamental differentiation is

that the offence can reflect a form of retaliation;

fil have seen cases where nude pictafeldies are released online as retaliation by other
people or their edoyfriend. Revenge is to hurt the lady because she decided to leawe them.

(JUD1, Interview conducted on the 27th of March 2017).

Yet, other forms of revenge pornography involve bitaak. One of the interviewed convicted
criminals narrates a case involving a client in Nigeria using the nude picture of her friend in

the UK for ransom. The money was collected, and the images were returned and destroyed:

fiRevenge pornography often invedva setup by friends who want to make money from their
other friends in the UK. | was involved and stopped them from publishing the pictures. |
contacted the owner and collected the money. Without me, they would have put the picture on
the internet 0

(CC6, Interview conducted on the 19th of March 2017).

The law enforcement agents agree with convicted criminals that blackmail and extortion
stimulate revenge motivation behind this crime of passion. Fifteen participants confirm the

way financial motivatiorhas multiplexed into revenge using indecent images of victims.

fiSome of the crime we see associated with this (revenge pornography) most especially

cyberbullying, we can see people using it for blackiiail.
(EFCC1, Interview conducted on th® af March,2017)

Yet, while acknowledging the revenge element, some argue that financial gain has
multiplexed into revenge motivation. The argument is that sextortion is responsible for the

core perpetration of this crime. Participants from the Ministry of Jusatedst

fAiThings like revenge porn are growing in Nigeria. It is more of sextortion than revenge porn.
Again, the reason, the threat, to expose some of this stuff is tied to financial gain. From cases
that we have seen and that have been reported, that ltawe t the attention of the
authorities, for the most part, you find out there is some blackmail, some demand for

paymenb
(MOJ1, Interview conducted on th&'af March, 2017).

Another angle to the revenge motivation can be between staff and their rgarksation.

Dissatisfied employees can decide to hurt their organisation through the internet (Arora,
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2016). Four participants identified that insider cybercrime resulted from employees that are

not being happy witin their organisation.

=]

Emp | oy eusestheio gositiemto leak vital information to colleagues so that their IT

(7))

ystem can be attacked. The motivation is t
(JUD2, Interview conducted on the 28th of March 2017).

ASt aff c an-attackstdtakerevengeftyrdir él-treatment or score a point within
the organisation. For example, we have seen cases where staffs usedatteyeo justify

an increase in funds for the I T department . ¢
(NPF4, Interview conducted on the 28th of March 2017).

The most criticalaspect of revenge increasingly appears to be revenge against the
Government. Eighteen (18) participants agreed that the technological infrastructure of the
Government has been attacked by youths that see it as revenge.

fWe see youths using their skillsattack government websites and other institutions. They

are taking revenge against poor governance and the bad state of the aountry.
(NSCDCS, Interview conducted on the 8th of March, 2017)

One of the Judiciary participants commented that defendants often state that their crime does
not affect any individual. Cybercriminals often accuse the elite of stealing resources, so any

crime to extort or disrugbovernment technical capability is jugd.

fiHe (one defendant) said the attack on the government database was not a crime because they
have not been responsible to the masses. There is a need for the masses to make their feelings
heard through technology skilds.

(JUD1, Interview conducted dhe 27th of March 2017).

Despite increasing support for revenge as a significant contributory factor to focused
Government attacks, three participants argued that the core motivation remained money. For

example, one of the EFCC participants stated that;

AThe other one we are experiencing is political interest, and the cybercriminals that engage

in pushing forward a particular political interest are involved in it for the maney.

(EFCC1, Interview conducted on th# af March, 2017)



107

fiSo, apart from oner two politically motivated attacks on government websites and all,

criminal effort has been focused more on getting the money.
(MOJ1, Interview conducted on th&af March, 2017).

Revenge can be a motive for cybercrime for different reasons. ltg@sutie evolution of

crime against individuals, organisations and government without aiming for financial gain.
Yet, despite the increasing occurrence of these types of motivation, some stakeholders still
argue that financial gain is the backgrododevenge. Revenge is the result of a desire for
financial gain. Overall, it remains evident that revenge is stimulating new motivations that do

not necessarily reflect the quest to make money.
5.3.2 Frustration

Frustration is another motivation that may stimulagbeccrime. When an individual is
frustrated, crime can become attractive. Nigeria has a societal stratification that has resulted
in inequality, limiting opportunities for the poor in society (Imhonopi & Urim, 2013).
Frustration at not achieving basic ng€ds pointed out by Maslow (Maslow, 1954), results

in the feeling of being inferior, weak, worthless, or helpless. Among criminals, this feeling
makes a crime a means of achieving-gaditimacy. Broadhurst et al. (2014) attest that
perpetrators can reg to a different range of offences based on economic frustration. For
example, many frustrated individuals in the lower strata of society are fostering terrorism
(Nasim & Yunusbek, 2013).

Within cybercrime in Nigerian, frustration has been a signifisantce in driving the growth

of cybercrime. As discussed earlier, most of the participants recognise the economic hardship
in the country. As a result, frustrated individuals can become cybercriminals. Thirteen
participants state that frustration conttésito criminal usage of the internet by Nigerians.

AYou know, it encourages cybercrime because

26 years old. He becomes frustrated and goes for anotherdahing.
(NSCDC4, Interview conducted on the 8th of Mar2017)

Five of the six convicted criminals point to frustration arising from different aspects of
Nigerian life. Notably, one participant claims the high level of corruption was the basis of the

problem;

59 As postulated by Strain Theoiry Section 2.5.2.
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fLack of opportunity for young people. For exam@2,Billion naira was embezzled, and

people are poor. People are frustrated because there is no judgement for big oftenders.
(CC5, Interview conducted on the 19th of March 2017)
One general frustration among young people is the perceived failure of gowern

ABoys are tiredé.nothing to show for the ye:

and it is frustrating. I't makes everybody dc¢
(CC1, Interview conducted on the 19th of March 2017)

Another element to the frustian factor is the impact of urbamiral migration on public
security. Rural areas lack amenities, thereby necessitating the movement of their citizens to
urban areas. This is prominent among thirteen law enforcement agents that participated in this

reseach. They argued that:

irThere is an influx of people to the town. F
have some of these basic amenities. No light (electricity), no road, basic amenities, it is only
in town that you can have it. There are jobs in rural areas. So, people tend to look for

greener pastures in the urban areaé
(NSCDC1, Interview conducted on the 8th of March, 2017)

Ajaero and Onokala (2013) stated that those migrating from rural to urban areas often struggle
to find a job o effectively settle into the social and economic settings of their new location.
The failure to achieve their desire often results in extreme frustration among the migrants.
They usually end up living in slums and becoming economically underprivilegkoh whe

urban centres.

AWe have seen that individuals from the rural area are frustrated from not having a better life

in urban centres. They become frustrated and engage in orime.
(NPF3, Interview conducted on the 28th of March, 2017).

Nineteen participats acknowledge that ruratban migration has contributed to the rise in
cybercrime. The law enforcement participants establish the role that this migration is playing

within cybercrime perpetration.

APeopl e are migr ahmassdgo ufbaaccas. Andithisanligraton emes

with a lot of criminal activities including cybercrime, and other types of cdme.

(NSCDC3, Interview conducted on the 8th of March, 2017).



109

fiThere is an effect, but the percentage, | cannot say. Movement from the aarabarrban

area influences or has an impact in causing cybercrirae
(FG2, Interview conducted on the 8th of March, 2017)

Another area of frustration is the efficiency of law enforcement. All eight participants in the

NSCDC affirm their frustration with dercriminals among the rurafban migrants.

fiBecause when crimes are committed in urban areas, they go back to the village. They are
making it very difficult for law enforcement agents to fish them out. When they get to the
village, they tend to influendéose that are in the village too. When they want to surface

again, some of their friends will also surface with them, thereby making it difficult.
(NSCDC1, Interview conducted on th® & March, 2017)

Frustration is derived from different sources aftén fuels behavioural cybercrime. Sources

of frustration include poor governance, lack of opportunity and a failure to meet basic needs.
Ruralurban migration often increases the number of frustrated perpetrators as migrants fail
to meet their basic needLaw enforcement is difficult when perpetration is based on the

mobility caused by ruralirban migration.

5.3.3 Anger

Anger is another contributor to behavioural motivation. Agnew (2001) noted anger as a
negative emotion that can result in criminal behavitiwwan emanate from strain factors that
perpetrators are experiencing. People suffering failure to achieve their goals experience anger
that can stimulate crime. It has translated into different types of crime among perpetrators.

Aln some cases, | haverme across cybercriminals that have been driven by anger. They

commit a very dangerous crime and affect people.
(MOJ1, Interview conducted on th&'af March, 2017).

The anger theme identifies in the responses from twelve participants. One of the donvicte
criminals provided a vivid example of the contribution of anger. It is summed up in the quote

below:

Al am usually angry with the government for sacking my Father. | always support any plan or
attack on the government system. They deseove it.

(CC6, Inerview conducted on the 19th of March 2017)
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The quotation from the convicted criminal highlights a hatred dBtheernment. Anger arises
from the action or inaction @éovernment. A law enforcement agent justified the anger from

cybercriminals:

fiWhen theleaders fail to do the right things for the people. Even we that we are police
sometimes are angry with the way the country is going. | can imagine these boys getting angry

from poor treatment by the government. o
(NPF2, Interview conducted on th& »f March, 2017)

However, ten law enforcement agents state that anger on its own is not a viable contributor in

any motivation towards cybercrime:

Al know the youths are angry. But, it is not enough for committing this type of crime. These

criminals use ager to justify their wickedness against victiins.
(NPF4, Interview conducted on the 28th of March, 2017)

On the other hand, participants identify different crimes against individuals that anger can

cause.

fWhen perpetrators are angry, some of the crina@slme cyberbullying, cyberstalking, and
paedophiliad
(EFCC2, Interview conducted on th# af March, 2017).

From the responses, anger stimulated crime can be behavioural and not necessarily financial.

The assertions contrast with the claim of anotheigyant from EFCC;

i @bercrime in Nigeria is still not strong. They still focus on money, and nobody can convince

me that other reasons such as anger, animosity, and 6o on.
(EFCC1, Interview conducted on th# af March, 2017).

The two different argumés among the law enforcement agents demonstrate in their
responses. Despite the recognition of anger, there is still an argument as to whether it is enough

to motivate a crime on the web.
5.3.4 Creativity and skills

Creativity and skill are fundamental factorsthe behavioural motivation of cybercrime in
Nigeria. The need to demonstrate acquired skills is fuelling criminogenic activity by young

people (Igba et al., 2018). There are limited opportunities for the productive and positive use
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of technological skil. Hence, proficient young Nigerians deploy their competency
criminally. The opportunity to use their skills can motivate highly skilled perpetrators. Four
of the convicted criminals highlighted creativity as a significant contributor to the perpetration
of different cybercrimes. The quotation showcases their ideas.

filt (cybercrime) involves investment and returns. It involves stress, knowledge anal skills.
(CC4, Interview conducted on the 19th of March, 2017)

filt promotes creativity and skills. It provislen avenue for perpetrators to use their skills and
be creative. It helps people to develop skills. It allows fast learning and produces ground for
experimentingd

(CC3, Interview conducted on the 19th of March, 2017)

Five participants believe that irresgive of the different skills, creativity is not the ultimate
goal. Financial gain still provides motivation:

fiHe is not defacing a website for defacing sake. No, he is going to get money from it.

Somebody else pays him to do that.
(EFCC1, Interview coducted on the"? of March, 2017)

The creativity issue is based on the acknowledgement by 19 participants of the increased skills

within the cybercrime perpetration:

fiBut the people perpetrating this, they are highly skilled. They are technical in their
approach 0

(NSCDC1, Interview conducted on the 8th of March, 2017)

fiTo some extent, many of them are graduates or undergraduates of Nigerian Universities. So

they know about it. They are skilléd.
(FUT1, Interview conducted on the 21st of March, 2017)

However, some of the participants argue that cybercrime in Nigeria is not that sophisticated
or highly skilled. These participants mainly were within law enforcement. One of the EFCC

participants state

fAYes, | still say that the cybercrime landscape in Nigeria is not very developed. They are still
trying to find their feet. The types of cybercrime they are involved in are not developed

(EFCCL1, Interview conducted on th& af March, 2017).
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Yet, paricipants from other law enforcement agents acknowledge the growing skillset and

sophistication of the criminal perpetration:

fiRight now, we have a lot of Nigerian actors who can launch any form of attack at any level.
Even now, some attacks are coordinateat are being launchedo

(MOJ1, Interview conducted on th&®f March 2017)

fWe have some Nigerians creating viruses deliberately to either disrupt data. For instance,

financial institutions like a bank 0
(NSCDC4, Interview conducted on the 8th of MaR017)

It became clear that creativity is viable as most participants affirmed that skill abounds in the
perpetration. Furthermore, all convicted criminals state that skill and creativity are a

significant factor for criminal behaviour:
ATher e ahackerstteisate &mowledgeable in Cisco network.
(CC5, Interview conducted on the 19th of March 2017)

fiThe criminals and people who possess different skills are getting more. Everything | have

needed, | have seen people hack different websites and tdofadohnical things.
(CC6, Interview conducted on the 19th of March 2017)

This argument partly reflects the evolution of the crime. Smith (2008) affirmed that
Cybercrime in Nigeria started from the low skilled AFF. Researchers in the field continue to

argue about the skill level of perpetrators, as noted below:

AYes. Initially, the skill level of Nigerians may not be that high. But recently, due to the
Android platform, which is like open source. In no time, their skill level is on the increase in
perpetating these crimes. But from my interaction with some of the youths, | discovered that

the skill level is theré.
(FUT1, Interview conducted on the 21st of March 2017)

Another researcher argued, however, that the skillset currently was not sophistitdosd

level.

B ut still, | donot beli eve t hat the skil!/l

that have no access to these devices. It means a larger part of the population is still in rural
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areas, and most of them still have low esxto these data devices. So, if you consider that,

we may rate them mediun.
(FUT2, Interview conducted on the 21st of March 2017)

Creativity and skills are nefinancial factors that border on the deployment of acquired
knowledge. The technological coetpnce among the perpetrators means an expansion in
criminogenic behaviours. Creativity is a demonstration of skills, as shown by most
participants, and the skill level is increasing. However, a significant number of respondents
felt that the level of skig was not enough for sophisticated creativity. The convicted criminals
unanimously state that the cybercriminals are highly skilled and competent to launch any

attack.

5.4 Modes of Crime

The mode of crime is another characteristic of cybercrime in Nigeateetherged from the

findings. The growth has resulted in changes and advances in the manner of perpetration.

Table10: Modes of crime Typology Distribution

Participants Contributing Factor Total

EFCC1, 2; JUD1; MOJ1; NASSZC1, 2, 3, 4, 5, 6| Phishing 16
NPF 1, 4, 5; FUT2; FG2;

FUT2, 3; NPF1, 2, 3, 4, 5; NSCDC1, 3, 4, 5; MO| Identity Theft 22
CC1, 2, 3, 4, 6; NASS1, 2; FG1, 2, 3; JUD 2;

FUT2, 3; EFCC1, 2; NPF1, 4, 5; NSCDC1, 3, 4, Romance Fraud 23
MQOJ1,; CC1, 2, 4, 5, 6; NASS1, BG1, 2, 3; JUD 2;

NPF3, 4; JUD1, 2; NSCDC3; EFCC1, 2; MOJ] Hacking 19
NASS2; CC3, 4, 5, 6; NPF1, 4, 5; FUT2; FG2; NASS

NPF3, 4; JUD1; NSCDC4, 5; EFCC1, 2; MOJ Cybercrime as a servicg 19
NASS2; CC3, 4, 5, 6; NPF1, 4, 5; FUTL; FG2; NASS

EFCC2; FUT2; NPF2; MOJ1, NSCDC4; CC1, 2 3, Attacking Governmen| 10

FG3; Infrastructure

CC1, 3, 4,5, 6; EFCC1; NASS1, 2; NPF 4, 5; NSCD| Kidnapping 12
4, 5;
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There are many ways of committing cybercrime, ranging from social engineeadgaoced
technological attacks. Technoleggpendent and technologyabled crime provide a scope
that is very wide for these types of crimes. It currently demonstrates a different mode of
operation ranging from beginner, intermediate and expert level s€btion explains different

crime processes (Table 10) as presented by the participants.
5.4.1 Phishing

The concept of phishing among the perpetrators has graduated from an offliree jpefctie
the internet. Seven participants attest that Nigerians weedglsending mail to addresses in
foreign countries to establish communication for criminogenic behaviour. These respondents

span law enforcement, Judiciary, and researchers.

fiDating back to the late 1990s, when the internet became prominent, shouid Nsggria.

By then, some Nigerians are involved in what we call the 419 scams. So, from the 419 scams,
they were using snail mails, sending messages using post offices before the advent of the
internet. So, when the internet came on board, it becanlestofor people to reach what

we term as first respondentis.

(EFCC2, Interview conducted on th# af March, 2017).

AFrom the late 90s to early 2000, that was when there was a shift in the criminals from the
way they do business; now they use techndioglo that business. Initially, postcards and
mail cards were used to communicate with people outside the country before they started their

criminal worko
(JUD1, Interview conducted on the 27th of March, 2017).

Because email is the most popular servictha introduction of the Internet, scams using a
popular service such as Yahoo (hence the coinage of Yahoo Yahoo) is the foundation of these
crimes. Seven participants highlight the migration from email to other platforms such as social

media:

il ni talitleat wagyhappening were people sending off emails, going on social media
and pretending, opening an account on Faceb:«

(MOJ1, Interview conducted on th&'af March, 2017).
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Migration is not as rapid as some participants claimed but was a gcadolaihation of both
online-offline implementations. Five participants identified the mixture in the initial

introduction of the Internet;

fiBefore 2003, there was an upsurge of these crimes (cybercrime) with the popularity of
computers and computers. Theame a new strain of crime, you know, that was committed
partly online and partly offline. That was the crime called Advanced Fee Fraud (AFF)

wherein emails are sent to unsuspecting individuals
(EFCCL1, Interview conducted on th& af March, 2017).

However, five participants argue that the internet was the primary reason why phishing was
practised in Nigeria. This argument is that Nigerians were not prominent in offline
implementation, and such practice was negligible. One of the National Assemhdippats

note that;

Al have heard people sent mail through NIPOST was used. | do not believe it because of the

time, cost and inconveniences. This way of phishing does not work for me; it was not. p@pular
(NASS2, Interview conducted on the 26th of March, 2017)

Irrespective of the argument, Nigeria has currently become a significant source of phishing

on the web. Twentpne participants noted the presence of various phishing activities.

fiSo,you havealatf ¢l oned, phishing going oné. So ba

a group of people who are good at sending out all those phishing and social engideering.
(MOJ1, Interview conducted on th&'af March, 2017).
All convicted criminals assert thahishing is a significant practice and continues to thrive.

AEvery yahoo (cybercriminal) knows how to s

the job, and everybody does it. o

(CC3, Interview conducted on th&af March, 2017)
One convicted crimal admits to having trained over twenty individuals stated that phishing

is part of the first phase of training potential criminals;

~

Al al ways make sure that every new boy | tr

people. Itisone ofthestamtigy poi nts and al ways works becau

(CCS6, Interview conducted on th&®f March, 2017)



116

Most of the participants across the different stakeholder groups agree that the perpetrators are
now significant phishing activity players. Yet, tee@emains a debate concerning the global
perception of Nigeria being a leading source of crime. Seven law enforcement participants
argued that phishing in Nigeria is highly exaggerated and convenient to label the country. The

guote below shows the opinion

Al have seen cases where people in places like China conduct phishing using the Nigerian IP
address. | investigated the case and discovered the real IP address. This kind of case can paint

Nigerian in a bad light 0
(NPF3, Interview conducted on the 2&thMarch, 2017)

fiSome of the cases that are associated with Nigeria are not committed here. Sometimes,

criminals use IP spoofing to make the crime look like it is coming from Nigeria.
(EFCC?2, Interview conducted on th& af March, 2017).

However, sora of the respondents agree that Nigeria is indeed a significant source of

phishing. It is rampant, and it is felt that the global perception is appropriate;

fiLet us say phishing, maybe Nigeria is not number 1, but it is in the leading pack, you get
it.0 QX Interview conducted on th&»f March, 2017).

Phishing has been a strength within cybercrime in Nigeria. The web has created an avenue for
advancing and enhancing the perpetration of this crime. Despite differences in opinion, it
remains the realityhat cybercrime in Nigerian is heavily involved in phishing and has
successfully transformed the offline practice on the online platform. The fact is that a lot of

phishing attacks originate from Nigerian cyberspace.
5.4.2 Identity Theft (Hurt the wealthy)

Idertity theft is another sutheme that is identified from the opinion of different participants
in this research. Of the prominent crimes identified by three researchers, Identity crime is one

of them:;

fiWe have identity theft, we have deniagdeaivice attacks, and we have steganographic attacks

in which a strange message is hidden in another cover.
(FUTZ2, Interview conducted on the 21st of March, 2017).

Identity theft is often regarded as impersonation by law enforcement agents;
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AYou willjust see people transfer money; they will hide their identity, withdraw the money

through the system application; they transfer it to another pdace.
(NPF3, Interview conducted on the 28th of March, 2017).

All law enforcement respondents (17) that paratga in this research agreed that identity
theft drives criminal activity. The participants cited different examples of identity theft among
cybercriminals. Some participants believed that cybercrime perpetrators rely on identity theft

to commit crimes.

fiSome people presented themselves as political figures, a big name in the political circles, or
celebrities. They clone the website of such person, or the Facebook, Twitter account. They put

the real figureds picturearedhere. You will t|

(NSCDC4, Interview conducted on the 8th of March, 2017).

~

Aé (victims) don't know the identity of wh
(cybercriminals) tend to hide their identity while committing the crime. They must have made

therway before the person on the other side is
(NSCDC1, Interview conducted on the 8th of March, 2017).
Other practitioners in the criminal justice system also attest to the prominence of identity theft;
frunning through all of these (crimes) hdsays been a consistent threat of identity theft.
(MOJ1, Interview conducted on th& ®f March, 2017).

Another factor in the discussion of identity theft discussion is the increasing adoption of the
identity of the wealthy and elite in society. Using tbentity of a Nigerian elite relies on the
wish to tarnish their image and dent their reputation. Three convicted criminals identify this

approach as an increasing trend and adaptation to cybercrime perpetration.

fiWe impersonate rich people and governinefficials in Nigeria. We sometimes use the
identity of rich Nigerians to defraud peopl ¢

use the internad.

(CCS6, Interview conducted on th&®f March, 2017)
fUsing the identity of the rich and powearfpeople in Nigeria often helps to convince the
victims more. It hurts them and often spoils their image. | see some of them granting an

interview to say it is a lie. But, we already gain what we want to @ain.

(CC3, Interview conducted on th&af March, 2017)
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Five law enforcement respondents affitme identity theft of Nigerian elites;

Cybercrime may be targeted at high profile personalities in Nigeria., impersonation, opening

fake Facebook or Twitter account in the name of a-pigtiile personalityo
(NSCDC3, Interview conducted on the 8th of March, 2017).

Despite the increasing acknowledgement of the use of local identity, all the participants agree
that identities of foreigners are still primarily used per perpetrators. One of the Gftitess

provide details by stating that;

iThey (criminals) wuse other white women pict
make money fraudulently. Some of the people doing some of the internet scam men pretending,
impersonating as if they are menuseagh ot her personds picture, s
inthe US 0o

(NPF2, Interview conducted on th&'®f March, 2017)

Identity theft is a core mode of perpetration in cybercrime in Nigeria. It plays an essential role
in prevalent crimes. Initially, the idatyt of foreigners is the most lucrative and highly used.
However, the focus is shifting towards the Nigerian elite, with their identity used for different

criminogenic purposes.

5.4.3 Romance Fraud (Social media and dating site)

Romance fraud is also prominent among the perpetrators. This crime is a core element of
cybercrime in Nigeria. Twentthree of the participants reflecting every stakeholder group
affirm that loverelated fraud continues to be prevalent.

A What vy oancecseam,|preteraling to be one person, cultivating, social

engineering. o
(MOJ1, Interview conducted on th&'af March, 2017)

fSome of them were an inheritance; some wer ¢

| love you, | need a flight ticket
(NSCDC1, Interview conducted on the 8th of March, 2017).

fiPopular crimes in the Nigerian cyberspace include romance scam, Yahoo Yahoo, Internet
fraud and Email frauch

(CC1, Interview conducted on th& ®f March, 2017)
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fWe still witness it, and even tlgkotoshop is not even helping. Where, it will manipulate the
photo of somebody, so that you are thinking you are talking to another person, you have the

feeling maybe you are talking to a lagly.
(NSCDC1, Interview conducted on the 8th of March, 2017).

Onearea of interest in romance fraud is the focus of the perpetrator. There is a debate on the
location of romance fraud victims. Eleven participants maintain that focused victims reside
outside of the countf). Nine participants referred to the prevalerafelocal victims.
Interestingly, these divergent views remain stronger among law enforcement agents. Two

NSCDC respondents for example, provide different opinions in the same command;

fOne, the category of victims includes foreigners,-Nayerians, maybéhrough a dating
site, online contract scam, online job scam and all the rest targetingNmgerians.
Cybercrime can be targeted at females, especially online dating ana likes.

(NSCDC1, Interview conducted on the 8th of March, 2017).
Another agent statetiat;

flf it is dating, online dating, that one is directed at mostly male and female, mostly females
in the country (Nigeria). They only target well to do Nigerians and even young people that

are often fleeced.
(NSCDC3, Interview conducted on the 8thMdirch, 2017).

The convicted criminals also attest to their uttermost focus on foreigners in their perpetuation.
One of the identified reasons is foreign exchange.

fiRegarding the victim, foreign magas (victims) are preferred to be met on Faebook
(CCB6, Interview conducted on thé%bf March, 2017)

Eight participants (including five convicted criminals) conclude that anybody can be a
potential victim worldwide. However, the Police and convicted criminals agree on the
importance of romance fraud to cybeme in Nigeria. Deployed services here include

Facebook, Badoo, and WhatsApp.

80 TransAtlantic victim focus is the characteristics of the early cybercrime in Nigeria.
51 Facebook in this context represent other social media platforms such as datingtsigeam and others
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Alf somebody sells an idea to you, or let me talk about internet dating, or online dating or
Facebook dating. Dating a woman, or dating a man and saying you want to marry and all

that. We have people around the world that are victims of stuff like that.
(NPF1, Interview conducted on the 6th of March 2017)

Finally, the gender orientation of the perpetrator and victim appear to be highly skewed.
Cybercrime in Nigeria is patriarcal, with perpetrators mainly being male, while victims

are primarily female.

fiAlthough the other crime which | did not mention is there, it is the fake love romantic
something. | have seen experiences women are victims of that because they succeeded in

duping the women after they are told where | will marry you or | lovedyou,
(EFCC1, Interview conducted on thé&"af March, 2017)

Romance Fraud remains a significant crime. It has become a foundation of Cybercrime in
Nigeria perpetration with the adoption of numerous platforms such as dedicated dating
websites, social media websitwsd phishing. Despite an argument about the target audience

and the location of potential victims, all participants affirm its prominence.

5.4.4 Hacking

As discussed earlier, identity theft is a significant crime within cybercrime in Nigeria. Hacking
has now beome a complementary crime that seeks access to information details that can be
useful for identity theft. Nineteen participants identify hacking as a present and increasingly
popular mode of crime in cybercrime in Nigeria. Both law enforcement partisifzartt
convicted criminals agree on the prevalence of this crime. A Police participant explains that

hacking is used to retrieve individual information for identity theft online;

fiHacking into a system is preval e@esendletters Ni ger

and contact and communicate with others.
(NPF3, Interview conducted on the 28th of March, 2017)

fiBefore, we always struggle to find hackers. But now, many of them are good at helping us

get informationd

(CC3, Interview conducted on theth®f March 2017)

62 See discussion in Sectior5.
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At the EFCC, the two participants agree that hacking is a siggbefcrime growth. It shows
thatcybercrime in Nigeria has come of age, thereby demonstrating increased technological

skills;

fiSo after a while, other forms of cybercrimeghn to emerge within the Nigerian

environment. That is when we started having hacking and all other forms of cybaycrime.
(EFCC1, Interview conducted on th# af March, 2017)

Five of the convicted criminals interviewed also agree hacking is one ofrafesgional
designations among perpetrators. Hackers are highly respected and often dictate their terms

during the crime. It has become a significant area of expertise readily available.

fiThere is collaboration among various segments. There are profatsinrmacking, account
hijack and diversion, and credit card stealing and usage. Experts exist among the boys. A
code of conduct exists among experts.

(CC5, Interview conducted on the 19th of March 2017)

Most participants agree as to the prominence okihg in cybercrime in Nigeria. However,
there is an argument about the level of sophistication exhibited by Nigerian hackers. While
some believed in the high level of skills in the Nigerian hacking sector, others argue that

competency and perpetration atil low.

The most substantial view of the low level of technological competence of Nigerian hackers
came from the two EFCC participants. They argue that financial gain dominates the
perpetration, and hacking is not necessarily required. The techmiseaitise needed to

become a hacker might be beyond local reach:

AlLet me give you an example; it happened if they come to somebody in Alaba market that sells
electronics, and they buy stuff. They could buy stuff, nine hundred (thousand), one million
from the man. They hack into the alert system of a bank and give him an alert; they say we
are at the bank, and we have transferred the money. The man gets the alert and releases the
goods to them. He goes to his bank on Monday; there is no money there. Tds meryit

childish; it is not mature. That is the kind of hacking we have.
(EFCC1, Interview conducted on th¥ af March, 2017)

In support of the EFCC opinion, the Ministry of Justice (MOJ) representative agree that

financial motivation drives hacking. However, there is a difference in their belief as to hacking
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competency. One participant argues that hacking into the bankinghagsiaires significant
skill.

fiWe have people hacking into bank systems, well some government institutions not as much
as commercial entities because the trend has also been that the motivation has always been

how to get the money oub
(MOJ1, Interview onducted on the"? of March, 2017)

Furthermore, within the NSCDC, all the eight participants agres hackers in Nigeria are
skilful and profoundly proficient.

AThe | evel at which technical knowl edge i s
course. With the availability of the internet, a reduction in the price of data, and civilisation,
Nigerians are having the capacity to launch internet or online fraud on a massive scale. There

is a gradual increase in their knowledge, their capacityanda i t y t o wr eak hav

(NSCDC3, Interview conducted on the 8th of March 2017)

Despite the different methods of hacking, one approach is deemed central. One way of

hacking is through the installation of illegal applications into the computerstwhsic

il can talk of Hacking whereby these crimina
personal computer and another digital system. They install it mischievously. Thieeyalp

that is another thing. We have hacking; we have cyberahetft.
(NSCDC3, Interview conducted on the 8th of March 2017)

Another aspect of hacking that enjoys support from about 21 participants focuses on more
local targets than on foreigners. Frone tluotation above, the participants are focused on

domestic victims. For example;

fiHacking has targeted local victims, both individuals and organisations. It is easier to retrieve

and access the victim computers and details in Nigeria.
(NPF4, Interview onducted on the 28th of March, 2017)

Because local victims are rising, other types of crime are on the rise. One identified crime

involved social engineering usage for gaining insider support in a commercial bank.

fA lot of social engineering is involvadthis at a local level. In one of the cases, the cleaner

was given some money, was it a hundred or a hundred and fifty thousand (about £320). These
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guys came in and told him that while you are cleaning, we will work on something, and they

inserted the k@doggers, and they left. The bank person did not know
(MOJ1, Interview conducted on th&*®f March, 2017)

From the responses, hacking is a method that is widely used in cybercrime in Nigeria. While
hacking was recognised, the degree of competencebditg among the perpetrators remains

a matter of dispute. Some participants argue that local victims were focused, which impacted
the mode of operation among participants. The findings also confirm the role of insider

cooperation in conducting this typéarime.

5.4.5 Cybercrime as a service

Cybercrime in Nigeria also reflects the global phenomenon where cybercrime is -service
oriented. Every individual and group have specific skills that can be referenced as a service.
There are now experts that professionander services. Nineteen participants state
professionals who exhibit a particular service orientation level, whereas professionals function

for a fee.

fAt any time, you need service, and you will always get that service from another source. A
lone persn can start an operation or an attack, and if there is a need to get any tool in
furtherance of the attack or advancing the scam. The sources for that information or source
for that tool and makes use of it, independent of that person. So, what he, thegsags for

a service and does his waik.

(EFCC2, Interview conducted on th& af March 2017)

AWhat we have seen is it is loose. They now harvest information. They contact someone else
who is savvy at exploiting banking information. Why | said orgahis that there is some
connection to get who knows how to use it, who is ready to pay for that information, then the

ecosystem goes an.
(MOJ1, Interview conducted on th&*®af March 2017)

As financial motivation characterises the initial stages of perpetration. The sanected
approach reflects this process of perpetration. One of the EFCC participants provide details

on the distribution of expertise in the criminal process.
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Alf he (perpetrator) needs a tool that will infect somebody's system, they do not do the coding.
They buy off the shelf from the underground market and use it in the attack. They get their

money and then pay for the services he (the vendor) hasdaiven.
(EFCC2, Inteview conducted on the"®of March 2017)

There are portals for the purchase of cybercrime services used without having any technical

skills.

fYou see, the truth of the matter is these guys can call up anyone. Nigerians are accessing
crime as a service ptal. So, you do not need to know how to hack. All you need is to pay

someone to hack for yau.
(MOJ1, Interview conducted on th&®f March 2017)
These services are procured for insider attacks and other local criminal activities:

AWi t h t h eingwlegarly exposure, prgrature exposure of the youths to the internet.
They do not know the ethics of it. Some of them are doing it for fun. They get the tools free

online, and they want to try it and see it
(FUT1, Interview conducted on the 2 March 2017)

Within this serviceoriented implementation, there are also collaborations with counterparts
in foreign countries. Twenttwo stakeholders pointed to partnerships and the involvement of

different perpetrators from foreign countries:

fiTheg crimes involve services of experts in different counttiezn tell you that we
investigated a case. The money was laundered from the US to South Africa before reaching

Nigeria using different accounts and names of people involved in the@rime.
(NPF1,Interview conducted on the 6th of March 2017)

fiMost of the goods bought with stolen credit cards are collected by profes&iansaside of
the country. Even money laundering, cyber laundering, there are collaborators there. These
collaborators may be ¢sblished Nigerians abroad. Even some white people, Europeans do

collaborateo

(NSCDC4, Interview conducted on the 8th of March 2017)

83 There are experts in the area of goods collection and selling to launder the money.
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Services can be of any type and not limited to technical aspects alone. For example, foreigners

are involved in translain services or act as a syndicate in their countries.

fiLanguage service (online translation) is used to seek for victims in otheEmglish
speaking countries.

(CC5, Interview conducted on the 19th of March 2017)

Practitioners know how to contact ttéferent actors and blocks. A unanimous view among
Police participants (5) and the NSCDC officers (8) was that perpetrators of these crimes know
each other:

AANd they seem to know themselves because there was a time we were looking for a hacker,
we were doking for him for almost a year. But, when we arrested some at lla town, they took
them from lla down to here. They were the ones who gave us the real name of who we are

looking for. 0
(NSCDC4, Interview conducted on the 8th of March 2017)

The familiarityand rapport among the various players meant the skills of cybercriminals could
be harnessed to commit crimes. Sixteen participants suggest that perpetrators often come
together based on the demands of a crime. Relationships span different cities wighia Nig

and outside the country. For example, one of the three researchers stated that:

fiThere was an incident last year. Here in Minna, they hire some students to go to ATM points
where people are trying to enter their pin, and they get their ATM Piblahother student
that hires them. They will send the PIN to the agent that links them, and he will now send it to

the guy that is using it in Port Harcout.
(FUTL1, Interview conducted on the 21st of March 2017)

Working together on crime often involvegs@de of ethics that parties must honour. The code
is unwritten but guides the conduct of each cybercriminal in honouring service rendering
agreements. In a financial rewdrsdsed crime, there is an agreed sharing formula in the case

of any financial gain:
fiThey use percentage for sharing the loot, and the percentage can vary.

(CC4, Interview conducted on the 19th of March 2017)
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fWhen you engage the service of any specialist, you must obey the terms. Failure to obey the
terms will make you be taggadhong colleagues, and people will not want to work with you

againo
(NPF5, Interview conducted on the 28th of March 2017)

Cybercrime as a service has become a recurrent feature in the present reality of cybercrime in
Nigeria. In financially related crimalifferent services exist. However, the services are not
tied to the local perpetrators but have an international dimension. Some unique services
include language translation, marketing goods, money transfers, and identity theft have
become available. Comtting a crime is not limited to skill acquisition but also the ability to

assemble experts in a servieavard arrangement.

5.4.6 Attacking Government Infrastructure

Implementing cybercrime through an attack @overnment infrastructure is another
increasingly pominent mode of perpetration. From experience, various government agencies

have noted that:

fANy system that is connected to the internet is surely not immune to cybercrime. It is not only
INEC, national assembly and other agencies too were attacked.

(EFCC2, Interview conducted on th& »f March, 2017).

Four out of six convicted criminals agree that hackers often targ&oernment. Hackers
directly useGovernment websites and infrastructure to gain satisfaction and show their anger.
Government infratructure in Nigeria is fast becoming a target of sophisticated cyberattacks.

AJust like you are a programmer, you are trying it; it is working, you arensetivated by
the result you are getting. Some of them may be political. You know in Nigeried &daaion

period, there was a time that the website of the electoral body was défaced.
(FUTZ2, Interview conducted on the 21st of March, 2017)

Another driver is a direct attack on the financial sector of the country. Tveaetparticipants
note that theNigerian financial industry is the most targeted sector in Nigeria. It makes the

financial sector a critical area of attaokhe opinion of the participants.

fln cases that we have investigated, attacks have been directed at the various financial

institutions in Nigeria. They want to gain access for different purpoges

(NPF2, Interview conducted on the 21st of March, 2017)
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One derivative from the financial institution focus is the various factors that have enhanced
direct attacks on the financial sectdhe Ministry of Justice (MOJ) respondent outlined the

multiple vulnerabilities that have encouraged the attacks. These factors include;

fiSoftware vulnerabilities, botnet attacks, and these guys are hitting payday because when we
looked at it in 20158016 we find that of the 25 banks, that up to 16 or 12 of them are running

a particular software while another seven are running the same software.
(MOJ1, Interview conducted on the 2nd of March, 2017)

The harmonisation of The National Treasury (TSA) hawvigeal a viable opportunity for

cyberattacks. The Central Bank of Nigérigechnological infrastructure has become a target.

AEven the government now is trying to harmonise its treasury, and one thing with cybercrime

is that if you are not attacked todalg not think you will not be attacked tomorrow.
(FUT2, Interview conducted on the 21st of March, 2017)

AEven recently, there was news that some people attempted to hack CBN, Central Bank of

Nigeria system last year. Some people attempted, we leartih@yavere apprehended.
(NSCDC4, Interview conducted on the 8th of March 2017)

As noted,Government infrastructure has become attractive to cybercrime in Nigeria. It has
become an active part of local victimisation. Evidence from the findings suggestsethat
financial sector, which is now adopting significant digitisation and electronic service,
rendering it now the most focused target. Currently, advances in knowledge and competency
is a direct threat to interneg¢lated government infrastructure.

5.4.7 Kidnapping

This subtheme is mainly from the views of the convicted criminals. It highlights the enline
offline criminality of cybercrime in Nigeria. The murder of Cynthia Osokoghu in 012
highlights the possibility of onlineffline crime integration. e of the convicted criminals
attest to using Internet for supporting offline crimes. Kidnapping is a significant offline crime

that has thrived with this approach.

64 A young lady was lured to an hotel by friends that she met on Facebook. She wasitdezedand the entire
belongings were stolen.
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Participants pointed to using online information of individuals could be used to @oéle
determine their social worth. The investigation of individuals through online activities is used

to direct offline criminals to undertake kidnapping.

fiWe trace victims now more than before. We research victims to know their capability before

supplyingtheir information to the boys that do the job.
(CC2, Interview conducted on the 19th of March 2017)

This collaboration points to increasing localisation of victims of cybercrime. The use of
Facebooklocation and additional information online are used to track victims as part of this
process. Criminals will often analyse the entire background of their potential victims before

committing crimes.

fiSometimes, the location on some of the sites helplosati® them and for the boys to track
them o .

(CC6, Interview conducted on the 19th of March 2017)

One of the EFCC participants points to this situation as confusing for law enforcement
agencies, making it difficult to classify or prosecute. The tramsftion of traditional crime

to online crimes is apparent in the response,;

fiMost of the traditional crimes are going online. Either started, continued, or concluded

online. For instance, you see a kidnapper; if he is to look for his victims, he goes to the
Facebook page. People do all kind of things online, and they even put their locations online.
You can't see anything been online but information that aided the physical crime. He received

it online. so, how do you categorise that?o
(EFCC1, Interview condited on the ¥ of March, 2017).

In some instances, the internet is used to entice potential victims. There have been cases where
victims have been lured from foreign countries #rehperpetrate offline crimes. Convicted
criminals state that the interngtovides the reach to enable them to meet willing victims of

physical crimes.

fiISometimes, | have seen cases where people will be invited to somewhere and robbed or
kidnapped using services such as Facebook. It is done after they have been checked out and

are capable of dropping money.

(CC5, Interview conducted on the 19th of March 2017)
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Kidnapping and all other offline crime are leveraging cybercrime. It is a significant feature of

cybercrime and acknowledged by both the convicted criminals and lavcemfent agents.

The internet has become a useful source of information about and communication with
potential victims. Despite this not being cybercrime, it directly reflects the role that crime

online can play in the real world. There is now effectivegration of cybercrime with offline

and contact crime in cybercrime in Nigeria.
5.5 Organised Crime

This theme spans through the entire mode of crimes that are present in Nigerian cyberspace.
It focuses on the sociocultural aspect of the social networkdbefayminals. Three areas of
interest include the depth of the organisation, membership and involvement, and the network

of perpetrators. These three areas reflect different aspects of cybercrime.

The involvement of experts and individuals in differertaliions necessitates the need to
determine the current cybercrime organisation in Nigeria. There are various angles to the
nature of the organisation and insight into the hierarchy (or levels) of the crimes. They include
professionalism and how cybercrimas evolve@ndmust be explored, and the extent of the

organisation among the cybercriminals.

Nineteen (19) participants agreed that cybercrime in Nigeria was not tightly organised. It
implies a lack of command and control among the perpetrators. Thggapants span law

enforcement and convicted criminals;

fiMostly in Nigeria, cybercrime is loosely organised. Individuals are the ones going into it.
After investigation, you can only find one or two people that are partners in crime, going to
it.0

(NSCDC3, Interview conducted on the 8th of March 2017)

fiThe association is loose among criminals. You learn from someone. It does not mean you

must obey the person, but respect must be sbown.
(CC3, Interview conducted on the 19th of March 2017)

fWell, itis loosely organised. When | say loosely organised, they don't have a cartel per se.
So, they are not like a cartel where they sit down and say they belong to this group, and this

group carries the attack 0

(EFCC2, Interview conducted on th# af March2017)
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However, five participants that include convicted criminals, an NSCDC official and Police

Force believe there is no organisation;

fiNo grouping of the cybercrime criminals. There are friends or cliques but not a group where
rules are used. We exchanmformation among friends but no standard organisation among

criminals o
(CC2, Interview conducted on the 19th of March 2017)

iThey are individuals working on their own.
They are based in all part of theeuntry. Like Lagos mainly, Oyo state and other parts, and

other states in this country.
(NPF2, Interview conducted on the 16th of March 2017)

Involvement in cybercrime contributes to the loose nature of the organisation within Nigeria.

Recruitment oftewomes in the form of mentorship, especially from acquaintances:

Al was introduced by a friend online. There is mentorship in this sector. | mentored about 20

to 30 boys
(CC6, Interview conducted on the 19th of March, 2017)

On the other hand, two parf@nts (one convicted criminal and an EFCC official) suggest a
third opinion. The opinion is that cybercrime in Nigeria is well structured with a dedicated

chain of command, together with defined roles and responsibility:
fiHierarchy is being introduced amg the boys
(CC4, Interview conducted on the 19th of March 2017)

filn Advanced Fee Fraud, we have the catcher that goes to and meet the victims; we have the
receiver, the one who receives the money. You have the person who maps out the plot. Then
you hae the real guy there, that is the man, there is the word they used to call him that is the
0BOSS MANGOG. So, to that extent,0o but concer |

(EFCCL1, Interview conducted on th& af March 2017)

A few participants (3) believe dedicated division of labour assembled to perpetrate a
cybercrime. The web of individuals and the social network of perpetrators is evident in the

organisation.
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AiThe people that are masterminding it, they are well organised. At times, it is only #wtr ag
that is caught. You discover that it is difficult to get the main people behind when they are
trying to trace. It is only those people they are using that will be arrested. So, to some extent,
they are organised 0

(FUT1, Interview conducted on the 2bétMarch 2017)

Further evidence is the use of social network and connection to suppress the criminal
prosecution of perpetrators. Participants argue the failure alteration of the criminal justice
system in cybercrime cases is evidence of the organisectrahong perpetrators.

fiThey are organised, that is why they cannot be easily caught. All these people are organised,
they know how to go about their business. They do it in the night, they do it in the day, but
where they usually gather to do it, nolyddhowso

(FG1, Interview conducted on the 8th of March 2017)

Overall, the dominant view among participants is the loose organisation among the
perpetrators. The structure and strict regimental hierarchy are not prominentarwith

increasing informal relatnship among various practitioners within cybercrime in Nigeria.
5.6 Recruitment and Capacity Building

The evolution of cybercrime in Nigeria highlighted the different asa#atapacity building

and recruitment. As stated in Section 5.4.5, the local seovieated approach implies that
capacity building is fundamental to criminal behaviour. Both recruitment and capacity
building enjoy different levels of support. Table tibws the distribution of participants for

each aspect of this theme.

Table11: Recruitment and Capacity Building Participant Distribution

Participants Contributing Factor  Total

EFCC1, 2; MOJ1; NASS2; CC1, 2, 3, 4, 5, 6; NPF2,,3;4 Cybercafe and Participal 23
FUTL1, 2, 3; FG1, 3; NSCDC 1, 4, JuD2; FUT2 Recruitment

FUT2, 3; NSCDC1, 3, 4, 5; CC1, 2, 3, 4, 6; NPF2, 3, 4 Capacity Building 18
JUD1; NASS2; FG3
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5.6.1 Cybercafe and Participant Recruitment

From the start o€ybercrime in Nigeria, cybercafés played an essential role in recruitment.
The relationships and collaborations that occur in cybercafés initiated both social learning and
knowledge exchange among perpetrators. One of the participants established tife role

cybercafés at the initial stage of the internet:

AOf course, at the earlier stage of internet penetration, we generally have cybercafés, during
that period of early penetration, some of these groups are motivated by quick money through

the internet 0
(FUT2, Interview conducted on thé8%f March, 2017)
Twenty-three participants agree on the fundamental role of the cybercafés.

fiCybercafé is importarfor recruiting and committing the crime from the beginning. It was

used for browsing and knowledge exchange. 0
(CC5, Interview conducted on the 19th of March, 2017).

fiCybercafé was where cliques and friendships were formed among young people that visit
them. They provide a place where people learn and exchange information fdirghe

generation of cybercriminalg.
(JUD2, Interview conducted on the™8f March, 2017).

Twelve participants, including researchers and law enforcement agents, identify thie role o
cybercafés. However, they argue that lack of regulation is the primary reason for the impact

of cybercafés. The quotations below capings argument:

AUnregulated and proliferation of cybercafés have aided cybercrime. Cybercafé is
everywhere. You see a mushroom upstairs, cybercafé here and there. And people go there
overnight to do their jobé.

(NSCDC4, Interview conducted on the 8th of March, 2017)

fAt the earlier stage of internet penetration, we generally have cybercafés. aktviat of
these cyber cafes, no bill or laws regulated their operatidhthat stage, some of the youths
were unguided and were exposed to the negative aspect of cybayspace.

(FUTZ2, Interview conducted on the 21st of March, 2017)
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Sixteen participants bielve that cybercafes fostered a social relatioristiyat solidified the
foundation of cybercrime in Nigeria. Its usage in committing cybercrime contiitiate

increasing knowledge through social ties:

fiThe café is where boys meet and make friends. Bays &bout the business, and that was

where | was introduced to the scam busirgess.
(CC4, Interview conducted on the 19th of March, 2017)

fiThe cybercafe initiates the social nature in the cybercracievities It is where people
develop this culture thditas characterised Yahoo Yahoo syndrome. People who work together

in the cybercafé become friends, and they learn from each @ther.
(NPF3, Interview conducted on the 28th of March, 2017)

However, technological penetration is transforming the role of cyldsrda cybercrime
within Nigeria. Because of easy access and set up for cybercrime perpetrators, the use of the

cybercafé is being undermined:

fiThere is a movement from cybercafé to the use of PC individually in recent times. Cybercafé
lacks privacy. Theuse of PC is cheapand easy internet access makes it(connection)

possibled
(CC6, Interview conducted on the 19th of March, 2017).

filts use is becoming not popular because people can be peeping or interfering. Using the PC

for this crime promotescomfoliai | i ty and fl exibility.o
(CC4, Interview conducted on the 19th of March, 2017).

The decentralisation and perpetuation of crime is the new reality. There is no social gathering

associated with a cybercafé as perpetrators are now setting up in their homes.

fThe use of PCs and ot her smal l er devices h

without any probleng.
(NPF5, Interview conducted on the 28th of March, 2017).

Social learning now does not rely heavily on cybercafés as individuadshainternetset
up in their homes on laptops. The learning remains informal, with the social relationship being

a significant feature.

85 This trend of thinking support the social learning theory patterns within the Cybercrime in Nigeria context.
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AYou learn from someone in their house and secret, not at the café as we were doing before

now. O
(CC3, Interview conducted on th8th of March, 2017)

filn some cases, we have seen that these people consult thenBaygsybercriminals)

share knowledge and tools while committing the critnes.

(JUD2, Interview conducted on the 28th of March, 2017)
5.6.2 Capacity Building

Discussing the organised crime context of cybercrime in Nigeria must focus on its relationship
with other industries. Eighteen participants identify thydtercrime in Nigeria relates to the
global network for social learning. They highlight the use ofadawedia in conducting
knowledge exchange;

fiMost of these tools being used for attacks are also free online. And YouTube is there. Any
tutorial is available to go and learn how to carry out attacks, hacking and the rest. So as a

result, in no distant timeheir skill level is also on the increase in perpetrating these crimes.
(FUT2, Interview conducted on the 21st of March, 2017)

The availability of different materials and resources online has made social learning a
fundamental tool in knowledge acquisit and increased competency. The other side of social

learning is collaboration and knowledge exchange with perpetrators in other countries. There
are different means of social learning. First is the use of a forum for sharing information and

tools:
fiNigerians are collaborating with foreigners in committing cybercrin
(NSCDC3, Interview conducted on the 8th of March, 2017)

fiThe use of the online forum for information exchange and communication. The online

information exchange has become neces8ary.
(CC4, Interview conducted on the 8th of March, 2017)

Second, clients are exchanged between perpetrators, while individuals who are not physically
located in Nigeria are taught and recruited to become a criminal:

AClients (victims) are transferred among perpetrs. Foreigners are indoctrinated (about 4

in the last three years) 0
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(CC6, Interview conducted on the 19th of March, 2017)

Al can remember, when goods are purchased online, they do have agents (collaborators)
which the store will give it to before sendiit down here. Sometimes, it may be a woman; the
collaborator can be a white, European or American, which they will collaborate to dupe the
foreigner. Even in the desert, North Africa, Arab Africans collaborate with Nigerians to
defraud the rich man. Tlgeare going to be the interpreter because perpetrators cannot speak

the language

(NSCDC4, Interview conducted on the 8th of March, 2017)
The third perspective is the exchange of knowledge with Nigerians that reside abroad:
fiNigerians who live abroad teadhese people more advanced criminal skills.

(NPF4, Interview conducted on the 28th of March 2017)
5.7 Government Intervention

The intervention ofsovernment is in different areas. These areas attracted different support
from the participants. Table 12 prdeis a summary of the participants for each intervention

area.

Table12 Government Intervention Participant Distribution

Participants Contributing Factor Total

NSCDC2, 3, 4, 5; NPF1, 2, 4, 5; CC1; EFCC1, 2; K Surveillance 16
2, 3; FG3;JUD1; NASS1

EFCC1, 2; NSCDC3, 4; NPF1, 3, 4, 5; JUD1,| Cybercrime Act 2015 14
NASS1; FG3; FUTL, 2

EFCC1, 2; NPF1, 2, 3, 4; NSCDC1, 2,4,5 International Collaboration g 10

Law Enforcement
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5.7.1 Surveillance

Surveillance of digital communication in Nigeria is not generally widespread within law
enforcement circles. Sixteen of the participants state that the government does not have the

infrastructure to monitor the communication of its citizens. They said:

A érbm my experience, we have not been trained or told to monitor the communication of

anybody. I dondédt think we have the technol o
(NPF2, Interview conducted on the™@&f March, 2017)

iWe were trained o ntoldwhethestherevse machire orofece where n o

there is surveillance of communication peopl
(NSCDCS, Interview conducted on the 8th of March, 2017)

However, the contract for the Israeli firm is highlighted by thpasgicipant® They stated
that:

fif we have the means to do the surveillance, the government will not employ the foreign

company to do it for themo
(NPF1, Interview conducted on the 6th of March 2017)

On the other hand, participants believe that pricat@panies within Nigeria that provide

services can conduct surveillance on behalf of3beernment.

ACompanies such as MTN and ISPs can track the location of ugleegdvernment want to

do surveillance 0

(CC1, Interview conducted on the 19th of MaRfi7).
5.7.2 Cybercrime Act 2015

Primary intervention by the government is the introduction of the Cybercrime Act 2015.
Participants acknowledge the Act as being a significant intervention in ensuring that

cybercrime in Nigeria would be deterred:

filn responsdo which the government enacted a cybercrimeact( EF CC 1 , I nter vi
conducted on the"®of March 2017)

% The government awarded a contract to an Israeli firm in 2013 to conduct surveillance of the Nigerian
cyberspace. The contract was awarded for $40million (about £34million) and was alleged to focus on monitoring
computers, networks, and devices of govenntnegitics.
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Participants analyse the role and the provisions in the Act as crucial in regulating internet
usage and the likelihood of committing a crime. One &d¢lae management and control of

cybercafes that has been a significant contributor to the growth of these crimes.

fiThanks to the Cybercrime Act. One of the sections stated that all cybercafes operators must
register with a certain national computing setyi of Nigeriad ( NSCDC4 , I nt e
conducted on the $8f March, 2017).

The overall purpose and organisation of the Act are credited in providing a concise document
to combat cybercrime effectively:

fiThere has been everything put under one umbrelthyannow have in the governing council
every relevant agency coming together to fight cybercrime holistically as a nation under the
national security advisero ( EFCC1, | nt er vMoeMarcke20im}duct ed on

However, some participants complained w@thihe lack of awareness of the best way to use

the Act. This was responsible for the poor deployment in prosecuting cybercriminals.

fiThose who are going to use the law should be adequately educated and trained on the
provision of thislaw . ( N S C bvie\@ conducted an the 8th of March, 2017).

fiWwe were not trained on the new Act. Some of
thesectons 0 ( NPF 4, | nt er viM"efMarchp20ldJuct ed on t he 28

5.7.3 International Collaboration of Law Enforcement

Law enforcement agencies in Nigeriavea standing relationship with various counterparts
and organisations in other countries. For example, the EFCC has an arrangement and

partnership with other international agencies:

fiWe have worked with FBI in the serbat we have done joint investigation resulted in the
arrest, prosecution and conviction. We have done cases with the Australian Police, Canadian
police service and National Crime Investigation Agency. We have international mass fraud
marketing working grop comprising six countries. On the continent that is Africa, we have a

working relationship with South Afriaa.
(EFCC2, Interview conducted on th¥ af March, 2017)

However, the government has not been part of core international conventions or framework

to enhance governance and cybersecurity.
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fiNigeria is not a signatory of the Budapest agreement. We have not actively been involved in
the various groups at internatial law enforcement and regutay framework. Based on my

position, | have advised the governménut it has not been taken.
(MOJ1, Interview conducted on th&*®f March, 2017)

The relationship with foreign agencies and countries exists at differeels|within the

Nigerian Police Force:

flf the money is too much, some women fight it out in which they will send the FBI to Nigeria
through the Interpol to arrest the perpetrators. Nigeria Police will arrest the internet scam
men and get thdetails of all the men and women he has defrauded. So, the mail will be sent

to the FBI over there and the address of the victims while they move to Nigeria.
(NPF2, Interview conducted on thel&f March, 2017)

Despite the relationship, it remains dfelient levels without coordination or harmonisation.

It is based on cases and not integrated so that intelligence can be shared to prevent crime. Six
participants from both the EFCC and the NPF note that they only handle cases that are
forwarded to them:

fiWe only deal with cases that are referred to us or any complaint from individuals that are
victimso
(EFCC2, Interview conducted on th# af March, 2017).

fOur partners usually inform us if they are looking for a criminal or they need our help to
solvea case. We always assist in arresting any culprit of the critme

(NPF4, Interview conducted on the28f March, 2017)
5.8 Corruption in Judicial System

Corruption is a significant problem in Nigerian society. Corruption contributes to the risk of
cybercrimeand insider social engineering. Seventeen of the participants affirm that corruption
contributes to cybercrime in one way or another. ThistBame impacts cybercrime in
Nigeria in different ways. The findings from the interviews confirmed prior findiagstated

in Section 3.6.
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It promotes inequality in society, thereby limiting economic growth and the belief of
individuals in theGovernment. The first context is its impact on the perception of the public.

One of the law enforcement agents stated that;

ficorruption of the political class is what motivates a lot of people. Because our political class
are so corrupt, we hear billions upon billions being stolen every day. And people are there, a
worker who is not paid his salary. When you see people th&ding mansions around, you

will want to take to crime to meet up with thém.
(NSCDC4, Interview conducted on the 8th of March, 2017).
One of the convicted criminals asltithis context;

fiWe hear Millions of monies stolen without anybody doing anythinpda we donot

anything. |l joined the group to make my own
(CC4, Interview conducted on the 19th of March 2017).

Another context is the role corruption plays in law enforcement. Nine of the Police and
NSCDC officers are utterly disappointed amgjry about the bending of justice in cybercrime
cases due to corruption.

fiWe have corrupt law enforcement agents. Some law enforcement agents are aiding these
cybercriminals by collecting money from them. | do not need to mention the organisation, but

it happens 0
(NSCDC4, Interview conducted on th€ & March, 2017)

fiBigmanism (colloquial) is when Nigerian Police arrest an internet fraudster. Someone from
Abuja (National Police Headquarters), becatmeknows that person from the presidency or
the Nigerian Police, maybe an AIG (Assistant Inspe@eneral of Police), DIG (Deputy
InspectorGeneral of Police), the commissioner of Police, Attorney General of the Federation.
They will send an order thaté¢ suspect should be released. It might be the son of one of the

people mentioned 0
(NPF2, Interview conducted on the"26f March, 2017)

One of the parliamentarians highlights conspiracy among law enforcement to reduce or water

down charges as anotheraexple of corruption.
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AA person that was arrested for cybercrime, the security agents who are going to charge him
in court, might decide not to go into cybercrime. It might try to deviate from cybercrime to

something else. But when you analyse it, itilscgtoercrimeo
(NASS1, Interview conducted on the"2af March, 2017)

Two PoliceOfficers explain the two different challenges within the Judiciary. The first is the

inadequacy of Nigerian law and the deliberate violation by members of the Judiciary.

filn some cases, it is difficult to interpret the laws because they are far from reality and does
not apply to the crime. For example, the cybercrime law is silent on the crime of behaviour,

cyberbullying, online child abuse and others.
(NPF5, Interview coducted on the 28th of March, 2017)

Indeed, one law enforcement agent argues that instructions often come from superiors to stop

an investigation and arrest cybercrime suspects.

Nigeria is infamous for graft across the globe. The engagement of law endéotcagencies
has been linked to corruption within the rank and file. The depth of the organisation is

demonstrated with law enforcement agents assisting in the evasion of prosecution.

fiWe have corrupt law enforcement agents. Some law enforcement ageaidiag these
cybercriminals by collecting money from them. | do not need to mention the organisation, but

it happens 0
(NSCDC4, Interview conducted on th€ & March, 2017)
fiPolice collaboration and corruption contribute to the growth of cybercrimsigeria.o
(CCS5, Interview conducted on the16f March, 2017)

Seventeen participants argue that corruption or law enforcement collaboration did not reflect
the depth and strength of cybercrime in Nigeria. Incompetence in the criminal justice system
is responsible for weak prosecutions and not corruption or collaboration with Police

personnel.

Al must be sincere with you; we do not have the skill level of these people. We sometimes need
the help of other experts, which is difficult as there is no morrethéd. We need more
technical individuals to work well in fighting this cybercrime.

(NPF4, Interview conducted on the"28f March, 2017)
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filt is not only the police that should be involved. In the real sense of cybercrime, you need
specialist training® deal with the crime of child sexual exploitation. It is something that law

enforcement has not grasp what is goingdon.
(MOJ1, Interview conducted on th&*®f March, 2017)

Corruption is a significant factor in the financial motivation paradigm of cylee in
Nigeria. The majority agree to its core impact on the failure of regulation and law enforcement.
The identified effects include individual corruption that increases greed, elite corruption that
impoverishes the masses, and judicial corruptiongkexvs or influences cybercrime cases.

It remains evident that cybercrime has thrived in the country based on different impacts of

corruption.

5.9 Findings Discussion

This section seeks to extend knowledge emanating from empirical findings. It situates the new
insight of this research within the contextual meanings elaborated in previous literature
presented in chapters 2 and 3. Considering that Chapter 2 provided the theoretical background,
and Chapter 3 presented cybercrime in the Nigerian context, thisrseatnpares the primary

data and the literature towards fulfilling the knowledge gap.

It illuminates different aspects of research by identifying new knowledge based on the
aggregation of the subjective ideas of participants. The derived themes allogara cl
articulation of the connection that the study has with other scholars about cybercrime in

Nigeria. The themes and stiiemes enable the elaboration of different areas of the findings.
5.9.1 Technology Penetration and criminal Sociology

Technology iSundamental to the conduct of cybercrime (see: Section 2.8). Internet access is
the foundation and means of conducting these crimes. It impacts the structure, functioning
and development of criminal sociology. The empirical findings agreed with the do@ugnen

analysis concerning the sociology impact. However, there is core new insight derived

concerning the different éf%of internet access in Nigeria.
59.1.1 Cybercafes

The empirical findings agreed with the documentary analysis that internet access through

cybercafes was the foundation of cybercrime in Nigeria. These crimes were conducted

67 Cybercafe era and GSM era
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through the publienternet access provided by the cybercafes in thel®®ds (see: Section

4.1). Two factorsn the prominence of cybercafes in the criminal world weretligjrhe high

cost of connection promoted the dominance of the cafes because they provided the only means
of affordable internet access. Also, the economic state of the country (see: Section 1.3.1) made

the low cost ofnternet access through cybercafenam attractive.

Firstly, technology penetration through cybersafgomoted centralised perpetration of
crime. Young Nigerians converge at the various cafes to form social organisations to commit
crimes. Secondly, the cybercafe exposes Nigerians to wlated and uncontrolled Internet
access. They were not regulated or monitored bystheernment and allowetthe unabated
growth of multiple crimes (see: Section 4.2 and 5.6.1). It creaseitable environment for

the development otriminogenic behaviour. Thus, the validity of the argument that
cybercrime in the country developed because of freedom of operation and uncontrolled

internet space.

However, empirical research provides new insight into the role of cybercafes. The aafés als
contributed to the fraudriented foundation of cybercrime in Nigeria. The perpetrators do not
own internet service or connecting devices. They have restricted access and cannot deploy
advanced programs as most cafes disallow external memory or angroiiyem outside the
browser and word processing software. With this control, the only set of crimes that could be
perpetrated are cybenable® because they do not require advanced technique or technology
knowledge, only the malicious use of online se#s. For example, Yahoo messenger chat
rooms were one of the first services to perpetrate AFF by cybercriminals. This finding
highlights the impact of technology on the foundational mode of operations by cybercriminals
in Nigeria.

5.9.1.2 Mobile Telephony

The ntroduction of GSM technolo§ywith corresponding mobile and broadband connection
transformed the overall cybercrime perpetration in Nigeria. The empirical research agreed

with previous findings (see: Section 2.4.3) that cafes became less attractiveehibeacost

68 As explained in Section 24. They are crimes that can be perpetrated on the web and off the web.
69 GSM was introduced as part of the telecommunication reform by the Government in 1999. It allowed the public
rollout of mobile telecommunication service.
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advantage was eliminated. The social impact of GSM introduction on cybercrime in Nigeria

was significant becauger the majority®, internet connection is now through mobile devices,

Firstly, the entire cybercrime structure and functioningecgrime has been decentralised and
diversified (see: Section 5.6.1). Cybercriminals now have their computer systems and devices
set up in their houses and other remote locations to commit crimes. Hence, the social strata

and characteristics of cybercrinmeNigeria became more individualistic.

Secondly, GSM increased the amount of internet penetration, thereby making the country a
viable market and active player in the globaloenmerce ecosystem. Global brands (such as
Microsoft, Apple, PayPal, Andela, @nJber) and local services (such as Taxify, Jumia,
Konga, FarmCrowdy, and IrokoTv) enriched internet usage in Nigeria. These services allowed
Nigerians to explore criminogenic behaviour based on advanced understanding and access to
various services and tegologies.

The findings reinforce these two social impacts through the provision of examples and
subjective meanings from stakeholders. Howewen other insights emerged from the

empirical findings.

Firstly, the ease ofinternet connection made cybeme in Nigeria complex and
unpredictable. Both the convicted criminals and law enforcement agents agreed on the
continuous evolution of cybercrimes and the high level of sophistication that is being
witnessed. Cybercriminals own the device andittiernetconnection. They can develop
sophisticated infrastructures such as a cybercrime laboratory or an incubation centre for cyber

dependerit attacks. Thus, the ease of technology has changed the typolthgcdme.

Secondly, cybercrime is going mobile. Tetybercrime inthe Nigerian landscape is changing
towards mobile device deployment based on the improved processing power of mobile devices.
Cybercriminals are advancing their enterprise onto mobile platforms through mobile
application developments. Theeusf mobile phones (such as Bluetooth andRiyihas

allowed enhanced criminal perpetration. Even AFF related crimes such as romance scam have
been influenced because most social media (WhatsApp, Facebook, Instagram) services can
now be accessed on mobdevices. Thus, the entire development of cybercrime is stimulated

by the growing mobilénternet access.

70 According to the 2019 statistics from the Nigerian Communication Commission, about 92% of Internet
connection in the country is on mobile devices.
" Such as website cloning, hacking, DDoS, BEC and spleiahing
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5.9.2 Concurrency of Cybercrime Motivation

Cybercrime in Nigeria is witnessirgconcurrent evolution of motivations. The role of the
crimed? reflects fareaching changes in the entire conduct. Cybercrime in Nigeria emanated
from financial incentives with emphasis on different forms of &FFhe Anajemba cae

was a significant example afiternet use in financial scam (lbikunk&13). The empirical

research affirmed that financial motivation continues to drive the activities of cybercriminals.

However, new motivations are emerging and have limitedng focus from previous
scholarly investigations. These motivations reflebinges in different areas that have
strengthened cybercrime and made Nigeria become one of the most crucial cybercrime centres
in the world. In the Nigerian context, some motivations were identified that had transcended
financial gain (see Section 4.From the empirical research, three new motivations emerged:

creativity, revenge, and altruism.

Firstly, creativity is a motivation that currently stimukigybercrime in Nigeria. Skilled
individuals without productive opportunifyare exploring new knoledge and deploying

their competency thrah cyberaimes.Cybercriminals from Nigeria are evolving the social
learning® concept in expanding their competency to advance the nature and intensity of
cybercrime. Also,dchnology penetratiofsee: Section 9.1) has a significant contribution

to thedevelopment and control of technology infrastructorecybecrimes.

Another emerging motivation is reverigewith cybercriminals seeking retribution from local

and foreign victims. It emanates from economissfration, malice, feeling of being cheated,

or passion (Armin et al., 2015b; Aston, 2012; Kopecky, 2017; Leukfeldt et al., 2017). Revenge
is multidimensional, especially in the attacks against local victiihere are different
dimensionsincluding revege pornography, employee revenge against employers, revenge
againspoliticians and political systesand revenge againGvernmentlt is one of the most

dangerous new motivations for cybercrime in Nigeria.

Thirdly, new set of cybercriminglstimulated by altruisipnare emerging from Nigeria.
Altruism is not a concept that has previously been identified ircghercrime in Nigeria

2 Motivation is the reason for conducting a crime or perform any action. See Se6tiontBe confirmation that
crime is not committed whibut motivation

73 AFF implies any financial related scam including romance scam, inheritance scam and others.

74 Christian Anajemba and others conspired and successfully defrauded a Brazilian between 1995 and 1998
> Due to unemployment, poor economic coiugtitand poverty (Section3).

76 See Social Learning Theory (see: Section 2.4.3)

"7 As discussed in Section65
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context. The focus is to perpetuate these crimes for social§smthat victims are punished
for their erstwhile condut For example, AFF is a means for social mobility with proceeds
used in catering for family and other poor needs. It reduces the sénguilt felt by
cybercriminals, thereby extending the theoretical contrib8tioithe findings.

5.9.3 Cybercrime Evolution

The findings demonstrated that cybercrime in Nigeria could be placed into three phases in
terms of crime typology. The first phasesate era where the foundation of cybercrime was
instituted. It is frauebriented with dependence on cyberc&feand limited internet
connectivity. The second phase of cybercrime in Nigeria includes the emergence of multi
skilled crimes,the Yahoo Yahoosub-culture development, enhancement of local victims,
increased cultural acceptance, and techneftgpendent crime reinforcemerithe era is
synonymous with the prominence of the GSM technofdgwhere criminal behaviour

became diversified.

Nigeria isnow arriving at the third phase of its cybercrime evolution. This era is characterised
by ahigh level of potency anthroughsophisticated skilled practitioners. This phase is current

but continue to emerge with changes in motivation, typology of criraed cybercrime
arrangementt reflects the advancement and complexity of the social dynamics of the crimes.
Two core social changes include organised crime characteristics and professionalism among
cybercriminals. Also, the geographical distribution of peatration is advanced with
increasing evidence of crime exportation. Lastly, the typology of crime has become highly

transformed into the realm of behavioural crimes.
5.9.4 Regulation of Cybercrime

The documentary analysis established three core regulatioricpsatd includecyber
surveillance and increasing law enforcement on perpetfatdise core reference point for
regulation is fraud and financial induced crime. The enactment of the EFCC Act,

Cybercrime Act 2015, and cybercrime strategy emphasisescfaiacrime. Through the

8 Similar to the prominent idea postulated by Robinhood and Aaron Swartz in the technology context.
" This is elaborated in Section 5.2.4

80 Thetheoretical implication of this research will emphasise the theory of neutralisation in Section 6.5
811t is explained in Section 581

82 As explained in Section 502

83 As explained in Section 3.
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Nigerian Police Force (NPF) and NSCDC, law enforcement forms part of the local crime

prevention strategy.

Every aspect of the regulation struggles to be effective. Some of the factors that have affected
law enforcement include uedeporting, jurisdictional difficulties, incompatible laws, and
corruption within the system. Law enforcement continues to struggle as the crimes continue

to emerge with changés motivations and operation modes.

Another challenge is capacity within thvarious ares of regulation. There is lack of
expertise necessary to prevent, detect and investigate cybercrimes. It emanates from
inadequate training within the judicial system. Also, the limited availability of equipment,

devices and technological maktructure limits the effectiveness of the regulation.

Also, the current casey-case nature of international collaboration by law enforcement
agencies is another challenge. Despite the existing relationship with foreign counterparts by
various Nigeriandw enforcement arrfs this emphasis on case orientation only works in the
investigation rather than prevention. The case referral approach implies a reactive

collaborative approach rather than a prest&re approach.

Lastly, corruption in the overall retatory structure is a drawback within the cybercrime in
the Nigerian context. Its permeation into the Nigerian criminal justice system remains a
significant challenge iovernment intervention and regulation of cybercrime (Enweremadu,
2019; Salihu & Ghami, 2018). Under the guise of cybercriminal profiling and suspect
investigation, the police continue to extort and harass innocent Nigerians (Ekhomu, 2018;
Odunsi, 2018). The Judiciary is accused of stalling or delivering wrong judgements to
perpetratorgEzeamalu, 2016; Salihu & Gholami, 2018). The banking industry required for
financial evidence has been corrupted, reducing the weight of cases (ldowu, 2016).
Cybercriminals financially induce judicial workers includidgdges, resulting in favourable

judgements.

However, the conviction of the cybercriminals tharainterviewed in this research could
not be overturned despite the acclaimed corruption. If corrupgoese deep, these criminals
should be above the law and not in jail. It implies thatugmiron might be present, but the

criminal justice system still functions and not every law enforcement official is corrupt.

84 1t was evident in the Henry Omoko Case (ABC News,40f4 which collaboration between EFCC, South
African Police and Australian Police resulted in the arrest of the culprit
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Fromthis empirical research, there are new insights concerning the low impact of Nigerian
regulation. Firstly, the decentralisatiof perpetration is a significant challenge for regulation.
Cybercriminals from Nigeria are operating from different countries and losatidiin the
country. Law enforcement struggles to conduct effective investigation and detection due to

the geograpleal complexity of the crimes.

Secondly, law enforcement is part of organised cybercrime in Nigeria. This empirical work
established that senior members of different law enforcement agencies are interfering with the
prosecution of cybercrime caedt is an extension of the corruption features where a mutual

agreement and relationship exgigi shield and protect the overall cybercriminal process.

Thirdly, rurakturban migration has affected law enforcement. It emerged that investigation
into migrant communities becomes challenging as they relocate to their rural areas. With
logistics and finane struggles, achieving the thorough and effective tracing of criminals
becomes difficult. The weknown porous borders between Nigeria and adjoiningtes
further allow effective migration abroad of cybercriminals resulting in significant regulatory

challenges.

85t is generally believed within the Nigerian society as part of the corruption in the Judicial system (Section 3.6)
that cybercrimes aided by top law enforcement agencies who ensured that cybercriminals are not prosecuted.
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Chapter 6: Theoretical Implications of Findings

Findings from both documentary analysis and the empirical findings have implications for
criminological theories. The findings provided new insights concerning the theories. The
implications highlight the variation and adaptation of these theories. The findings reinforced
the assertion that cybercrime cannot be explored using a single cagyribéory (See Section

2.5). Thus, the analysis of the contextual implications on the five criminology theories

considered in this research.

6.1 Routine Activity Theory (RAT)

There are three fundamental implications for RAT within the cybercrime contestty Fihere

will always be perpetrators and potential victims. The internet connection of devices,
businesses, governments, and individuals in a way that criminal behaviour cannot be averted.
Cybercrime will not go away so far thereiigernet connectidfi. Also, every entity on the
internet is a potential victim. For example, the prominence of the Internet of Thing¥ (loT)
implies that devices connected are now viable victims for cybercriminals. Hence, RAT is

applicable in terms of these two componetitsrioninal victimology.

Secondly, ndsovernment, product or agency is entirely capable of protecting itself and other
entities on thanternet. The heterogeneity, complexity and pervasive nature ohtdrmet
make the risk of criminal enterprise conant without protection. Also, the cost of security
(including investigatioff) and lack of central control of theternet contributes to the guidance
challenges. Both cybercriminals and potential victims meet omtamet with limited or no
supervision Thus, the entire application of the theory will always remain valid for cybercrime.

Thirdly, cyber vulnerability of internet users is global. As established, regulation has failed in
Nigeria as the strategy is not having the expected impact on théyagiqre and vulnerability

of the crimes. Regulation challenges are not limited to a country with evidence of cybercrime
in countries such as Germany, United Kingdom, United States of America, Australia and

Canada. RAT is a fundamental criminological theorynderstand cybercrime victimisation.

86 As discussed in chapter 2 where the vulnerabilities and continues use of internet will always provide opportunity
for crimes.

87 Internet of Things (IoT) referotdevices that are connected to the internet around the world. The collect and
share dataver the internet.

88 | aw enforcement often ignore petty internet crime because of the cost of investigation (Section 3.5 and 3.6)
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6.2 Strain Theory (ST)

The first implication is the validity of the foundation of this theomhe evolution of
cybercrime in Nigeriastabliskedthat strain necessitated cybercrime. Financial motivation as
the foundabn of cybercrime in the country results from the negative interpretation of stressors
from failure to achieve goals and desire. The findings agreeBeitth & Anthony(2015 and
Polizzi (2015) that delinquency results from stressors.

Despite cybercrimeat in existence during the formation and development of this theory, the
core basis remains relevant. An average Nigerian youth is economically disadvantaged.
Various economic problerfs existing in Nigeria as a third world country lowers the
opportunity for young peopl®. The relevance of ST is not by accident for cybercrime in
Nigeria because it reflects the challenges faceitslajtizens. Thus, the focus on financial gain

towards improving their (cybercriminals) challenging standard of living.

Despte the relevance of ST the plurality of the cybercriminals meant the experience of
cybercriminal is not the same. Firstly, the interpretation is individual and can either be positive
or negative. For example, unemployment in Nigeria often gind#giduals the choice of either

bad or good interpretation. While most cybercriminals in Nigeria are stimulated by financial
gain, a significant number of participants did not experience those stPédgitivations such

as creativity, revenge and aism invalidate the ST among some participants. An example is
a group named #anonymdtishose activities have not been associated with financial gain or

intentionto fulfil lack of opportunities.

Secondly, the findings in this research demonstrate thegsers are unique to society. No
singular factor is universal because of different distinctive expesaéna@ach country. Even

when the stressors are similar, the intensity and dimension differ with varying impact on
criminological behaviour. For exanap the experience of poverty in Nigeria as a developing
country differs from other developed countries. The difference in the effects of stressors results

in different cybercrime perpetration from the country.

8 These problems include underempimgnt, unemployment, rising cost of living, poor standard of living, and
poverty.

%0 As expressed in Section 1.3.1, 2.5.2 and 3.1.4 and 5.2.1

91t is evident in the documentary and empirical findings.

92 Some are not affected by their inability to achiewarthoals. It emerged from the empirical research that some
cybercriminals are from a good family background without any financial hardship. Also, some convicted Nigerian
cybercriminals in the UK are family sponsored and former students.

9 A hacking grougthat operates on the internet.
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The context of Nigerian society aiit$ environment influence the experienced stres$ors
Some of them include povert@government corruption, loss of job, underemployment, the
inability of parents to cater for their needs ahé need for survivét. While cybercrime in
Nigeria evolved from financial gains in response to their stressors, the interpretation of other
countries is different. For example, the reaction from Eastern European countries to similar
stressors is more pronounced in sophisticated armdioated cybeattacks. The environment

directly influences the kind of impact that strain will have on potential perpetration.

Also, the impact of ruralirban migration on cybercrime in Nigeria is another reflection of the
environmental impact. The coteémes from the migrants are financially oriented and reflected
the Get Rich Quick Syndrome (GQRS)hat is rampant within society. However, China is
experiencing more ruralrban migratio®” °® but have engaged in cybeéependerif crime
rather than fianciallymotivated crime. From the findings, the migrant community often

comes with anincreagdrisk of cybercriminal activities.

6.3 Social Learning Theory

Findings from this research provide an insight elaborating the suitability and relevance within
the g/bercrime context. When Akers (1977) proposed SLa\asble means of understanding

and explainingdelinquent behaviouthere are specific nuances of cybercrime thatewot
considered. Thenternet provides the domain where the crime is perpetrdiads, the

cybercrime context directly reflextlifferent interpretatiomand application of SLT.

One fundamental agreement from both documentary analysis and empirical findings is that
criminal behaviour on thenternet can be socially developed. The fouiotiabf the theory
remains relevant among cybercriminals. In agreement with Fox et al. (2011), some groups
influence behavioural and cognitive developmairtomeindividuals.Cybercrime inNigeria

demonstrate thesocialprocess of learningnd knowledge @uisition

The informal process of recruitment, inducting, and training of cybercriminals in Nigeria

emphasise the relevance of SLT. The formation of communities and groups shows the

%4 These are factors that is experienced as a strain before engaging in criminal behaviour.

% See section 1.3.1 and 6.2

% The prominent phenomenon in the society where people are encouraged to seek financial affluence irrespective
of engaging in criminality.

971n 2019, 145 million alone migrated from rural to urban centres in China (Hu, 2012)

98 Rural unemployment is respohk for the migration in China as stated by Lyu et al. (2019)

9 Explained in Section 2.3.4
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relationship between an individual and the environm&he process obecoming active
cybercriminal agrees with foremost proponents of SLT. For exadgtserand Brownfield
(1986)statethat ndividuals will imitate a behaviour afteeingclosely exposed to it faome

time.

On the other hand, SLT in cybercrisieould be discussed within the multidimensional nature

of the process. Some established nuances have further introduced the uniqueness of technology
in the discussion. Firstly, peers must not be in close physical proximity or contact to learn or
become indctrinated in their crimes. The presence of various social platfand groups

online for learning made peers span multiple geographical bourtd&riEsr example,
Nigerians residing outside of the country continue to relate with those within the country,
resulting in extensive skill acquisitifi. Technology has made the entire world a global

village with multiple ways of learning.

Secondly, learning can be individual and does not need any peer pressure or groups because
the resources are readily accbksi The distributed nature of the web and the vast amount of
learning materials imply that learning can be individual. Tifternet has become a social

environment for learning towards becoming a cybercriminal.

This research provides another insight conicy the impact of formal training on
technological knowledge. Services such as Andela and other computer institutes (such as
Aptech, HIIT and NIIT}*? provide formal avenisto develop technical skills. The acquired
knowledge becomes a source of informdiication for those within their social group or who
could not afford the training. Cybercrime in Nigeria is also highly prevalent in Universities and
other higher education institutions (HEIS), suggesting the deployment of formal knowledge in
these crimesThus, the discussion of SLT within the cybercrime implementation should

acknowledge the role of formal education in the expansion of informal learning.

Furthermore, the application of SLT in the cybercrime context is subjective to technology
penetration The nature of technology access influences the social paradigm behind its usage.

In Nigeria, the advent of cybercafés created the foundation and oiled the overall process of

100 within cybercrime in Nigerian, those that have travelled continually exchange knowledge and information
with colleagues in the country. This exchange is key and ensure increasing skills among cybercriminals.

101 |_aw enforcement agents that participatedhis tesearch established that local perpetrators often learn from
their counterparts outside the country. The convicted participants established that online forums are used for this
type of learning.

102 The increased formal technology institutes and indabatentres is fundamental within the technology
penetration and increased competency in Nigeria
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development®® Collective learning and sharing of informaticare rampant among
cybercriminals as individuals continue to develop their skills. However, the growth of
broadband and mobile internet access has individualised internet access, thereby transforming
the social learning process. Learning has become individualised and Ipasgdrpersonal

relatiors rather than technologgduced social relationships that initiated the industry.

One area in which this theory cannot be relevant is state sponsored cybéfciinis a
knowledge gap area whose approach to the learning piscesgtsnformal but regimented and
focusedbased. It might be classified as formal, but the secrecy of such programmes meant that
the intricacy within the criminological discussion could not be effectively determined. The
cognitive development of cybercrimals might involve scientific methods and complex to

explain using only a sociological insight emphasised by this theory.

6.4 Rational Choice Theory

The findings from this research provide insight into the application of RCT to cybercrime.
Firstly, every choice of an individual to be part of cybercrime redléot sociecultural and
economic realities of society. As discussed in Strain Theory (Section 6.2), the unique nature of
each society impact costs, thereby affecting the perception of potgtetriminals. Clarke

and Cornish (1985) explained that delinquent behaviour relies on rational devakory

where both benefits and costs are weighbed society where corruption and deterrence are
weak®, the cost is highly diluted, thereby magithe benefits stronger. Thus, the position of

society in terms of justice directly affethe application of RCT to cybercrime.

Secondly, deterrends not usually commensurate with the impact of cybercrime on victims.

Offenders were deemed to engagdelinquent behaviour intentionally based on the awareness
of rewards and costsThe consequence of cybercrime perpetration has usually been
questionable and a source of criticism in NigétfeDespite the enactment of the Cybercrime

Law 2015, its use facriminal prosecution has been limitét

103 The empirical findings established that recruitment and involvement in the induetogsed on personal
interaction with peers, environment, and family nbens.

104 Some countries continue to run a dedicated cyber programme to attack other countries (see Section 2.6.4 for
details)

105 The findings from the empirical research showed that corruption in the justice system is rampant. The
deterrence for committindné crimes is poor thereby affecting the views of perpetrators.

106 One of the police participants established that nepotism and corruption influence numerous cybercrime cases
thereby resulting in neoonviction.

107 As at the time of concluding this researltimight have changed ever since.
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Furthermore, the lack of technical competency and ability within the criminal justice system
directly affects the consequences of the crimes. The empirical research established that low
skill exists among law enfoement agencies and the judiciary. It can affect the entire criminal
justice process in terms of efficiency. Convicted criminals were confident that cybercrime
could not be stopped based on the limited deterrence and evidence of growth beyond the

capacityof regulation and law enforcement.

Even in a society where the judicial system seeks punitive measure for cybercrimes, the
punishment remains short of what the victims expétieih the situation whereonvictionis
secured, proceeds of the crime werenetrieved, thereby reducing deterrence. Unlike what is
obtainable in the United Kingdom through the ProseafdCrime Act 2002 enables civil
recovery and confiscation of proceeds from crime, the Nigerian version has not been effective.
Convictions oftenresult in negligible consequence, thereby enhancing recidivism among
cybercriminals. Overall, RCT becomes applicable, considering that global deterrence does not

reflect the weight of impact or sufficient severity to deter cybercriminals.

Thirdly, the infuence of cybercriminals further affects the application of this theory. The
economic power and influence of cybercrime prosdedperpetrators makes the rational
choice logical. Arrests do not usually result in convicti@nAlso, the borderless naturac

the remote perpetuation of the crime prosidignificant geographical advantage that makes
prosecution challenging. Also, the absence of a globally acceptable regulation and law often
gives rise to crime perpetratio The weakness of organisations likeerpol reduces the
perception of deterrence among cybercriminals. Thus, RCT relevance becomes enhanced by

the difficulty in the prosecution of cybercriminals.

6.5 Technique of Neutralisation

Two fundamental insigbtprovides a further extension of the apation of the technique of
neutralisation to cybercrime. The Nigerian case study provided another dimension to the
concept of neutralisation. The first area is the influence of social acceptance in attaching
legitimacy to action by cybercriminals. As dissed in Section 6.2, the socioltural and
economic realities of Nigeria affect the entire perception of criminological behaviour. The

affluence and wealth demonstrated by cybercrimjreaapled with dire economic situation,

108 This was evident among scholar and agrees with the findings by Button et al. (2015)
109 As a result of law enforcement agents been financially induced to doctor the entire case.
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have stimulated socidglyaaceptance. This acceptance has given rise to altruism motit/&tion
among cybercriminals. The use of crime proceeds or criminal cdhtfiectthe common good

receive general acceptance, therefore affording perpetrators to erase the sense of guilt.

The secondmplication is the role subculture plays in the viability of this technique. The
YahooYahoo subculturé? normalises the act and behaviour of cybercriminals in Nigeria.
Perpetrators have formed a loosely coordinated peer group that supports the demonstration of
excessive wealth and creating a class of affluent young Nigerians. Membership of this sub
culture ontinues to gain acceptance among the public, thereby reinforcing the sense of
innocence among cybercriminals. Thus, the theory of neutralisation has been affected by the

overall social organisation of cybercriminals.

110 Cybercriminals have engaged in philawothy towards neutralising their sense of guilt.

111 some cybercriminals use their skills for personal belief of retribution, revenge or common good (see Section
5.3)

1121t is an extracted social organisation of young cybercriminals that have dedicated abdesialise in a pre
defined manner. (see Section 3.1.1)
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Chapter 7: Conclusion

This researchas broadened the body of knowledge of cybercrime by investigating the factors
that characterise its recent development. In particular, it looked at the recent impact of factors
such as the economy, culture, regulation and demographics. These factorarblgvbeen
adequately explored in previous research. This research is also one of the few studies that
combine the different perspectives of cybercrime (e.g. law enforcement, Judiciary, academic

research and legislature) to understand its motivationerabdperation and emerging trends.

This research used Nigeria as an exemplar for examining how cybercrime is currently
developing (Chapter 1.3). Many of the findings can be applied to other countries. Firstly, this
chapter explains the five core contiioms of this study to cybercrime research. This is
followed by discussing emerging cybercrime trends and recommendations for future regulation
and control of cybercrime. The following section considers the implications for criminological
theories within he context of cybercrime. Finally, a section reflects on the limitations of this
research, followed by recommendations for future research and concluding thoughts.

7.1 Research Contribution

This study makes important new contributions to the knowledge ofayine. Most previous
research was conducted involving only one stakeholder group. This research uses findings from
hardto-reach sources in Nigeria, such as convicted criminals, topmost levels of the Judiciary,
and cybersecurity management. Involving aghbieninals in this research provided more
insight into the evolution of the crimes from an insider point of vigvis research also looked

at the entire cybercrime landscape contrast to most previous research that tended to look at

individual types 6cybercrime only.

In Chapter 1, three objectives were introduced in achieving the three key research aims: to
investigate i) changing motivations; ii) modes of operations; and iii) emerging trends of
cybercrime, using Nigeria as a case study. This sedliscusses how this research has

contributed to the changing motivation and mode of operations.

Firstly, this research provided more insighto the changes recorded in the area of motivation.
Findings and analysis discovered newotivationsamong cybentminals e.g. creativity,
altruism, revenge, and national politics. These had developed from the original motivation for
financial gain. The findings also included a reduced impact on cybercriminals of factors

highlighted in Section 1.3: poaconomic codition, high inequality,and failure of basic
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industries These new motivations for cybercriminals are likely toats® foundin countries
such as Mexico, India, Cameroon, Poland, Ukraine, and Belaragh have similar

characteristics to Nigeria.

Secondlythe research findings highlighted that thedus operandf cybercrimas becoming

much less predictahlérhe changes in motivation, together with the failure of government
response, have increased the boldness of cybercriminals, who are moafitl@ving more
technical competence than the regulators. Internet characteristics such as its borderless nature,
anonymity and remote access further enhance their sense of invisibility. The boldness and high
technology penetration imply that any indival, often working within a group, can produce

any type of cybercrime. It becomes difficult to predict the source, nature, and type of

cybercrimes.

Thirdly, the study further provided an insight into the nature of organisation. The organisation
of cybercime is decentralised as an "organised disorganised” crime without any control.
Anybody can patrticipate in cybercriminal activities by setting up without any assistance,
supervision, limitation, or association to any group. There is no rigid code of caartiict

structured organisation for cybercriminals. Cybercrime has become a globalised criminal
activity with interconnected cells and branches worldwide whose organisation cannot be

predicted.

Fourthly, this research providethinsight into the role that igration plays in the mode of
operations adopted by cybercriminals. It was discovered thatutrah migration contributes

to the complexity and number of cybercriminals in developing countries. The economic
condition in rural settlement is forcing thegration of young people to urban areas. Because
their skills do not match what is required in urban centres, they become unemployable.
Cybercrime is now used to replace legitimate employment by these migrants. Most migrants
use cybercrime to improve theconomic condition, tackle inequality, and experience social
mobility. This finding can be replicated in countries with high rurdlan migration and high
cybercrime levels, such as China, Mexico, Russia, and Brazil. These countries have urban
ghettos tht accommodate criminals. These settlements are sources of complex technology

dependent crimes with unpredictabkture, characteristicand intensity

Lastly, this research provided policy implications for different countries from the regulatory
point d view. It improved the understanding of the performance recorded by the current
regulation in the area of cybercrime. The findings and analysis showed that using the
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technological approach has failed to mitigate or prevent crimes (further explainediam Sec
7.3.2). Leading countries such as the USA and the U.K. have regulations, personnel, and
technology to monitor and control cybercrime. There are also countries such as Saudi Arabia,
North Korea, and China, which have very high censorshiptefnet us. However, neither

model of regulation has shielded such countries from cybercrime attacks. The sole reliance on
technology is not sufficient for regulating crimes onititernet. Because the implication is not
limited to developing countriegvery ently on theinternef irrespective of their countrys
exposed to the risk of multimensional, organised, and highly technical cybercrime.

7.2 Emerging Trends

The findings from this research have broader implications that are reflected in emerging trends.
This research discovered different dimensions of growth in cybercrime conduct. The changes
in motivation and mode of operation have implications on the social, economy and organisation
of cybercrime. The implications will characterise the future conducieskthrimes. There are

four specific emerging trends:

Firstly, cybercrime in some developing countries can dominate the world. This research
highlighted the potency of developing countries. These couninesiding Nigeria but also
countries such asofard, Romania, Russia, and Argentina) have high technology penetration
and competence with limited regulation. They have become viable sources of highly complex
tools, techniques, and criminal services. On the other hand, regulation in advanced countries
hasaffected the activities of cybercriminals. The activities of regulators continue to challenge
cybercrime growth in countries like the US, Canada, the U.K. and Australia (see: Section 1.3,
3.5.1). These countries are becoming less attractive becaus@éoféase in law enforcement

and prosecution. For example, Pirate Bay (adilaring website) was shut down by the

Swedish Police, preventing illegal movie distribution.

Secondly, the relationship between cybercriminals from different countries isattimguhe
development of a transnational economy. For example, there is an established relationship
between Russian and Brazilian cybercriminals that has resulted in sophisticated attacks. These
cybercriminals communicate and exchange tools, methodsnafien, and proceeds of crime

on platforms such akeDeep web antheDark web. Communication has created a cybercrime
ecosystem that spans different countries. Participants in this transnational economy are not
limited to developing countries but inva@lvesidents of developed countries. Every country

has become part of a structured and coordinated cybercrime industry. The degree of potency
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will depend on the effect of cybersecurity and regulation. Cybercrime in countries with weak
regulation will contime to grow towards domination, while those in countries with strong
cybersecurity will struggle. This relationship will continually shape the future of cybercrime

worldwide.

One implication of this emerging trend is the professionalisation of cyberciiime.
transnational economy is fuelled by the exchange of values among various cybercriminals.
Individuals render services to willing clients without any control. These services are not strictly
technical, but others that are complementary to the crimesngii&aof services includes
hacking, malware and botnet development, money laundering, language, and logistics
management. The prominence of professionalism has resulted in the cybazaiservice

model.

Thirdly, cybercrimeasa-service implies that ingiduals acquire professionals and-tfé

shelf tools without advanced technical knowledge. The model has created a cybercrime market
with different specialised segments. When a specific resource is required, the cybercriminals
are aware of the country group to consult. The abundance of technical knowledgdimited

positive opportunity make countries like China, Poland, Belarus, and others become a hub of
technicalprofessionals for hirelndividuals are paying for tools that will be deployed for
criminal purposes. Also, there is a potential for criminals to engage professionals that will
implement technically complex crimes (e.g. hacking, website defacement, SQL injection, and
website defacement).

The implication is that an individual, business ovggmment can coordinate a multinational
cyber army with specialised skills to launch a cyberattack. Interested investors can adapt the
available skills and tools for desired crime. These crimes will take a corporate venture, where
investors with limited clger capability become significant players. The head (team leader or
boss) of a cybercrime syndicate recruits others for a specific criminal operation. Overall,
cybercrimes can become a project in which a temporary multinational team is formed and

coordinaed remotely.

Lastly, cybercrime is becoming accepted as a way of life in some countries. The benefits
derived from the crime and inherent national problems (See Section 1.3) have made society
normalise the conduct. For example, Eastern European couatgewitnessing general
acceptance of cybercrime due to poor economic condiéiod rising resistance to constituted

government.
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Countries like Mexico, Colombia, the U.K., and China are struggling with the increasing

normalisation of online abuse of diféat kinds.

Another dimension of this trend is the legitimisation of these crimes through the increasing
support of governments for cyberwarfare. Taking part in cyberwarfare is seen as a patriotic
endeavour and not perceived to be criminal. Members @ hingese cyber hacker arnty,S.

Army Cyber Commandsrael Defence Forces (IDEyberDefenceUnit, and Russian GRU

are engaged in attacks without any sense of guilt. Membergilo§ociety justify and support

criminal activities perceived to be in the national interest.

The implication is that different types of cybercrime will increasingly become acceptable and
legitimate in the eyes of the public. Even crimes such as AFF mighédie as a way of
enriching the country, thereby feeding into the economic aspect of cyberwarfare. Authorisation
and permission from state agents to conduct these crimes will continue to grow and eliminate
any guilt. The crimes will be embraced and cordihyubecome attractive in a way that will be

uncontrollable.

7.3 Recommendations

These matters are essential for both policymakers and researchers in understanding cybercrime
and developing an effective cybersecurity policy. Two recommendations emergedhdisen t
findings.

7.3.1 Integration of regulation worldwide

Cybersecurity regulation around the world is not uniform. While some countries have high
cybersecurity implementation and technology infrastructure, the experience in other countries
is weak and inefficiet. Most countries have domestic problems that are pressing and taking
focus away from cybercrime. These different worries meant that the interest of the various

governments is not uniform nor the same worldwide.

Considering that cybercrime is a globablplem, the absence of a uniform global strategy,
organisation and agreement is a significant flaw in regulation. While cybercriminals are
creating a global industry, there is no standard provision for intelligence sharing, risk analysis,
or criminal databses. Countries are engaged in bilateral agreements and relationship in the
area of cybersecurity. It is usually conducted for joint investigations of cybercrime cases. The
approach is reactive and does not promote the prevention of crimes.
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Considering thescale and impact of cybercrime, a ris&sed approach should be a strategic
requirement to prevent cybercrime. As discussed in 3.5.1, the political interference of
INTERPOL and lack of required collaboration has eroded the effectiveness of its cybercrime
effort. Also, the voluntary nature of the Budapest Treaty and its failure to acknowledge other
vital stakeholders remain a significant weakness. Thus, a new global framework that
incorporates all law enforcement agencies, private companies and other Isiadsesloould

emerge. The framework below is suggested as a result of the findings from this research.

Global Cybercrime Regulation Bo

Continental Cybercrim

Regulation Body Specialist Organisatio

National Law National Private

Enforcement | Judiciary [§ Organisations| ReSearchers

Figure6: Proposed Framework for Global Regulation

As presented in Figure 1, a thiegered approach will be suitable foregtating the entire

global regulation. In this framework, a dedicated body should be instituted where countries can
become members. Every member state should agree to the general standards and principle of
this body. It will allow information exchange amdrderless analysis of trends that can be
effective for cybercrime prevention. For better oversight, every continent will have dedicated
branches that directly interact with the law enforcement and Judiciary of each constituent
country.

Also, the speciadit organisation directly interacts with private organisations and researchers.
The role of this organisation is to provide more insight and enrich knowledge concerning
emerging trends and new risks. They will inform the global organisation about new tmdat
ways of enhancing national security. This framework incorporates digital analysis and financial
intelligence in a global framework, enabling réale exchange of ideas and information.
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7.3.2 Sociotechnical Approach to Regulation

Cybercrime is not primarily technological. It is a tool that humans deploy to achieve criminal
intentions and purposes. The crimes are driven by social, cultural, and economic intentions
(see: Section 2.6). To some extent, cyberwarfare can be regardatioasirduty in which
individuals involved see it as part of their social responsibility. Approaching this crime from

only the technological aspect contributes to failure in understanding and regulation.

Governments worldwide have adopted the dual apprazfc using technology or law
enforcement approach to combat cybercrime. However, this research shows that such an
approach continues to be less effective. Technological and criminal justice intervention is
mostly reactionary after the crime has been pesipext. The risk element of the crimes has not

been reduced with every entity on the Internet exposed to the threat.

The research shows that social intervention should be part of the regulatory process. Social
components will ensure an inclusive and eéfiti means of preventing cybercrimes. Social
intervention in terms of social services, family support or educational support for young people
can become highly impactful in preventing the perpetration of the crime. For example, strain
elements are one ofdhmajor causes of the economic motivation of this crime. Thus, a social
intervention program that will directly target the influencing strains can curtail the growth of

financial crimes such as AFF.

Social intervention is imperative and provides an avetoudimit factors that influence
cybercriminals. Countries should focus on different factors that stimulate delinquent behaviour
on theinternet. The sociocultural elements that can lead individuals into crime can be
controlled towards achieving positive Haiour. Governments should ensure economic

development and provide better opportunities that will stimulate the positive use of skills.

7.4 Theoretical Implication of Findings

Current criminology theories anedividually inadequate for exploring the topitaybercrime.
Three main aspects characteriss thadequacy

Firstly, the characteristics of each theory do not fully align with the nature of cybercrimes. The
theories were developddng before cybercrime existed and did not allow for itqque
charateristics. e.g. irrelevance of distance, rapidity of perpetration, virtualisation of
transaction, variation in motivation, and distributed perpetration. The theasiesy caterto
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the social, economic, and cultural characteristics of crime. Howevenpledy is fundamental

to cybercrime and needs to be allowed within criminological theory.

Secondly Criminologists are trying to fit the theories to the crime rather than focusing on the
emergence of new theories from the characteristics of the criupdés now, researchers have

been unable to situate cybercrime wholly within any of the theories. Criminologists have not
yet created a robust and specialised theoretical background for cybercrime using its features or

characteristics. Thus, the limitationtime knowledge and understanding of these crimes.

Thirdly, the future of cybercrime further provides significant concerntiertheories The
advancements in technology imply increased levels of cybercrime and an increase in the modes
of committing cybermdme. For example, cybercriminals might adopt automation by
considering the introduction of technologies such as 5G, Artificial Intelligence, Big Data, and
Quantum Computing. These changes will further stretch the inadequacy of the theories by

introducingcontexts that were not considered earlier.

7.5 Research Limitation

This research providemeaningful insights concerning the motivaspmodes of operation

and emerging trersdbf cybercrime. However, there are some recognised limitatiarstly,

this reseech could not reach more people in other stakeholder groups. Different stakeholder
groups that could not be included are cybercrime victims, Internet Service Providers, financial
service providers and other private sector stakeholders. Even within the stetkeholder
group, the research was limited in the number of participants. In future research, all these
stakeholders will be included, and emphasis will be placed on cybercriminals to enrich the

insight into the crimes and evolution.

Secondly, the tima for the data collection was limited. This limitation emanates from the
extended timescales and bottlenecks associated with participant recruitment. For example, the
process of securing approval to interview convicted criminals was too long due to bacgauc

and organisational bottlenecks. For future research, the application process will be initiated

earlier to enable more time for data collection.

7.6 Future Research

The conduct of this research was based on Nigeria as an exemplar. However, the realities i
other countries differ based on the unique sociocultural, economic, regulatory, and

technological reality. It will be suitable to conduct this kind of research in different countries.
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Replicating this research in other countries will further highlighth bsimilarities and

differences in the evolution of cybercrime worldwide.
Also, other topics were identified to extend the knowledge derived from this research:
Investigate the best ways of combating cybercrime in developing countries.

This research shdal focus on gaining kdepth ideas on these crimes and preventing or
reducing their impact from the perspective of cybercriminals. Empirical research that combines
the views of different cybercriminals would illuminate the process of regulation. Thegadin
from this research will further steer the effectiveness of cybersecurity strategies.

Investigate reasons for the failure of cybersecurity strategy in countries.

Cybersecurity strategies worldwide have failed to achieve the desired result, as seen from
continued cybercrime growth. There has been limited focus on the reason for the

ineffectiveness of its implementation. Though this research identified some factors that affect
regulation, others could be derived from research into this particular areaeSeatch should

focus on stakeholder perspectives concerning the factors that inhibit the current cybercrime

strategies.
Investigate the role of cyberwarfare in cybercrime normalisation

As identified in the emerging trends, cyber warfare might contribute to the normalisation of
cybercrime. Focused research in this topic area is required. It will deepen the knowledge about
members of the various cyber army members concerning their invehtemthese schemes.

This understanding will provide more knowledge of the discovered emerging trend from this

research.

7.7 Conclusion

Cybercrime in Nigeria continues to grow, thereby making the country an exemplar for
conducting the research. Various fastsuch as technology penetration, weak regulation,
failure of basic industries, and high level of inequalities contribute to the initiation and growth
of these crimes. It has become a means to climb from the lowest level of the economy to

affluence. It isattractive to young people, expanding fast both in its prevalence and in crime
typology.

However, new motivations such as altruism, revenge, creativity, financial gain, and

nationalistic ideology are responsible for cybercrime complexity. The motivat®bmade of



164

operation of these crimes are reflected in countries worldwide. The new crimes are changing
rapidly, demonstrating unpredictability atiee advancement of cybercriminals. The future of
cybercrime is unpredictable as a reflection of emergingvaiidin. These new motivations are
responsible for highly technical crimes.

Access to thenternet comes with both benefits and problems. Global and local brands are
expanding technology adoption with the increasing digitisation of services. The penetration
technology results in the growth of the risk experienced by internet users. The crimes are
decentralised, thereby enhancing the scalability of the emerging transnational market.

This research has established the need for adjustments in regulatitreamrdical research.
Technological solutions should incorporate social interventions to reduce the negative impulses
of criminals. Global integration of regulation will enhance oversight and governance. Also,
researchers should embrace inductive appreadioe research where new theoretical

foundations of cybercrime will emerge.

In conclusion, the Nigerian experience has wider implications and s¥xperiences in other
countries. The findings have demonstrated sociocultural and economic tendencies that
stimulate these crimes. Thus, it is a local problem with international impact. Also, the

experience in Nigeria further deepens the knowledge of wldtainable in similar countries.
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PO1 2HY
T: 023 9284 3900
Pelumi.apantaku@port.ac.uk
11 April 2016
Form 01/cons

CONSENT FORM T Interview Participant

Research:  Cybercrime in Nigeria: Perception and Reality
Researcher: Pelumi O Apantaku

Interview Participant: (..organization..) (..name..)

Please initial box

1. I have read and assimilate the invitation & information sheet (Form 02/inv) dated
11" April, 2016 about this study. | am satisfied after extensive understanding of thg
research through information consideration, inquiries and adequate explanation.

2. | admit of been aware that my participation is voluntary. | am satisfied that | can
withdraw my participation and permission for data usage before usage at any
time without any justification.

3. | am fully aware that some of the collected data wéllicluded in the PhD thesis,
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journal articles and academic presentations with proper maintenance of anonymity
that will eliminate any sort of traceability. | totally support use of data in publications
for general access coupled with the fact that tmyresearcher can access the original
data. | also understand that the no other person will access the original data with

destruction after completing the data.
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6. | agree to take part in the above study.
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| do not wishinterviews to be recorded, but | consent to notes being taken.
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Victoria.Wang@port.ac.uk.
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141 High St
Portsmouth

PO1 2HY
T: 023 9284 3900

11th April 2016
Form 02/inv

Cybercrime in Nigeria: Perception and Reality

Interview Invitation and Information Sheet
Dear YYYYY,

Based on the recent telephone conversation, attached are further explanations about the
research and the importance of your assistance. | am Pelumi Apantaku currently conducting a

full time PhD in Criminology at the Institute of Criminal Justice Studi€3]J{) at the
University of Portsmouth. The topic is ACybe
is very consequential but enjoys limited popularity in research.

Research method

| will be aiming to interview nearly 45 employees from various agencies including the Nigerian
Police Force, the Nigeria Security and Civil Defence Corps, the Economic and Financial Crime
Commission, the Judiciary and the Legislature together with codvprisoners that were

involved in cybercrime. The aim is to have in depth understanding of the changing trend of
cybercrime in Nigeria in order to determine the perception in order to discover the current
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reality based on the new trend in the Cybercrimgigeria industry. The interview is expected

to be approximately 40 to 60 minutes in duration. The interview will be conducted at your
preferable venue and period. The interview might be recorded or notes taken. The interview
will take a discussion modetetcting prompts for further elaboration of suggestion.

Data management
Opinions and statements made during the interview might be referenced or quoted within the

thesis or relevant academic journals. However, your identity will be safeguarded with the
preservation of your anonymity and your organisation through the use of codes in quotes. | will
be pleased to provide the research results or published journal articles if you desire.

As a standard, you should not provide any information that will amowethical challenges

like infringing on the confidentiality of clients or accepting the prohibited by relevant
regulators or the law. This research will fully comply with the Data Protection Act 1998 for
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Consent
It must be stated that participation is voluntary and withdrawal at any time is at your discretion.

Prior to the analysis or publishing of the collected data, gon the right to withdraw the
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Attached is a consent form (Form 01/cons) which should be filled as a confirmation of your
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Research governance
| am supervised by Dr Victoria Wang at University of Portsmouth. The research is governed

by the ethics committee to make sure that stribieeehce to research ethics is upheld. The
methods to be used in this research has been reviewed and approved by the ICJS Ethics
Committee

Please contact me or Dr Victoria Wang at the University in case of further inquiries concerning
this research and panipation. In case of any complaints, you should contact Professor Button

at the address given provided above or the Complaints Officer at the address below;

University of Portsmouth
University House
Winston Churchill Avenue
Portsmouth

PO1 2UP
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T: 0239284 3900
Victoria.Wang@port.ac.uk

Yours sincerely

Pelumi O Apantaku

Pelumi.apantaku@port.ac.uk
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Cybercrime in Nigeria: Perception and Reality
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research and the importanakeyour assistance. | am Pelumi Apantaku currently conducting a

full time PhD in Criminology at the Institute of Criminal Justice Studies (ICJS) at the
University of Portsmouth. The topic is ACybe
is very caisequential but enjoys limited popularity in research.

Research method

| will be aiming to interview nearly 45 employees from various agencies including the Nigerian
Police Force, the Nigeria Security and Civil Defence Corps, the Economic and Fikaimil
Commission, the Judiciary and the Legislature together with convicted prisoners that were
involved in cybercrime. The aim is to have in depth understanding of the changing trend of
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cybercrime in Nigeria in order to determine the perception in owdéiscover the current
reality based on the new trend in the Cybercrime in Nigeria industry.

The focus group is expected to be approximately 75 to 90 minutes in duration. The focus group
will be conducted with your colleagues from your organisation. Deasf group might be
recorded or notes taken. The focus group will take a discussion mode attracting prompts for
further elaboration of suggestion. The focus group will be conducted at a suitable venue and
time for every individuals involved.

Data managenrg
Opinions and statements made during the focus group might be referenced or quoted within

the thesis or relevant academic journals. However, your identity will be safeguarded with the
preservation of your anonymity and your organisation through the usded i quotes. | will
be pleased to provide the research results or published journal articles if you desire.

As a standard, you should not provide any information that will amount to ethical challenges
like infringing on the confidentiality of clientsroaccepting the prohibited by relevant
regulators or the law. This research will fully comply with the Data Protection Act 1998 for
all accepted data by preventing unauthorised data. The collected original data will be destroyed
on the conclusion of thehl® program.

Consent

It must be stated that participation is voluntary and withdrawal at any time is at your discretion.
Prior to the analysis or publishing of the collected data, you own the right to withdraw the
permission. This can be done by contagtinme via this email address
pelumi.apantaku@port.ac.uk

Attached is a consent form (Form 04/cons) which should be filled as a confirmation of your
voluntary wish to participate in the research. Please keep a copy of this letter and the consent
form for yourpersonal records.

Research governance
| am supervised by Dr Victoria Wang at University of Portsmouth. The research is governed

by the ethics committee to make sure that strict adherence to research ethics is upheld. The
methods to be used in this resgmahas been reviewed and approved by the ICJS Ethics
Committee

Please contact me or Dr Victoria Wang at the University in case of further inquiries concerning
this research and participation. In case of any complaints, you should contact Professor Button
a the address given provided above or the Complaints Officer at the address below;



208

University of Portsmouth
University House

Winston Churchill Avenue
Portsmouth

PO1 2UP

T: 023 9284 3900
Victoria.Wang@port.ac.uk

Yours sincerely

PelumiO Apantaku
Pelumi.apantaku@port.ac.uk
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Appendix D: Ethical Approval

9

LTWETSITY O
Fertameuth
Ethics-fhssi@port.ac uk

2™ December 2016

Dear Pelumi Apantaku

Study Title: Cybercrime in Nigeria: Perception and Reality

Ethics Committee 15/16-49
reference:

Thank you for submitting your documents for ethical review. The Ethics Commities was
content to grant a favourable ethical opinion of the above research on the basis described in
the application form, protocol and supporting documentation, revised in the light of any
conditions set, subject to the general conditions set out in the attached document.

The Ethics Commitiee provides a favourable ethical opinion with the following
requirements.

1. You state that interview participants can withdraw on the request until the final
dissertation is published”. The documentation should be amended to state “a participant may
withdraw up to the point of data analysis™. It is not feasible for an interview participant to
withdraw once analysis has started. Ensure that all documentation is amended to state this.
2. The documentation should be amended to state that focus group participants can
withdraw either before or during the Focus Group, but not after, as it is not feasible to
disentangle the dynamic of the focus group once the focus group has been completed.
Ensure that all documentation is amended to state this.

3. A *Consent Form® needs to be included in the heading of the 'Focus Group — Interview
Participant’ consent form.

4. All Consent forms must state that the data could be accessed by others in the University,
such as the supervisor, the ethics committee or the viva examiners or the Board of
Examiners and it should be stated that the data will be kept for 10 years and consent forms
for 30.

5. The contact details for complaints should be amended to, Dr. Phil Clements

(phil clementsi@oort.gc uk), Head of Department, and Dr. Jane Winstone

(lgne winstonei@pont gc uk) Chair, Faculty of Humanities and Social Sciences Research
Ethics Committee. All documentation should be amended to state this.

6. The research will not contact participants. Contact with the participants will be made by
the gatekeeper in all cases and provided with the researcher contact details. If the
participants want fo continue they will make contact with the researcher. All documentation
should be amended to make this clear.
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