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Abstract 

This thesis examines how fostering a corporate security culture can help aviation organisations 

manage the increased complexity in the aviation industry and the resulting threats and risks. 

A corporate security culture is commonly understood as a general mindset encompassing 

technical, procedural and operational aspects. Security concerns, combined with a reluctance 

to consider the big picture and a socio-technical systemôs perspective, may damage an 

organisation's financial position, strategic position, and reputation. The aim of this thesis is to 

formulate a comprehensive corporate security culture, explore and identify its influencing 

factors, enabling aviation organisations to adapt their security management accordingly. 

Initially, this thesis outlines the security environment in aviation, considering several 

approaches to assess corporate security. Based on this overview, key elements of corporate 

security culture are identified and brought together in a tentative, aviation-specific corporate 

security culture model.  

 

To test and develop this tentative model, semi-structured interviews were conducted with 15 

industry experts from one organisation. These experts were part of the management team, 

fulfilling various business functions across the organisation. A review of the interviews revealed 

three major themes, or golden rules, that brought together the empirical findings: raising 

awareness of potential threats, adhering to rules and guidelines, and an active acceptance of 

responsibility by employees. These three golden rules subsumed ten main rules and forty sub-

rules which can be understood as external influences. In addition, the thesis evaluated all 

internal factors affecting the assessment of a corporate security culture in terms of their 

relevance. The study showed that nearly all internal factors identified in the literature are 

essential in assessing corporate security culture. In addition, several external influences were 

identified which have not been examined in the existing literature, but which represent a critical 

theoretical and practical contribution to the aviation corporate security culture model. These 

external influences are the trends in aviation, the acknowledgement of rules and guidelines 

and individual experiences.  

 

In a final step, the thesis applied system dynamics theory to develop the tentative aviation 

corporate security culture model to identify which elements of the model can have the most 

influence on security culture. 
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1. Introduction 

While the catastrophic attacks of September 11, 2001 (henceforward 9/11) were not the first 

terrorist assaults involving aviation, they were the first that led to significant changes in the 

general approach to air transportation and, in particular, to aviation security management 

(Salter, 2007). The events of 9/11 also raised awkward questions about the reliability and 

security of global commercial air travel. Throughout the last two decades, aviation and the 

nature of ñsecurityò have undergone radical transformation (Irondelle, 2013). Today, aviation 

security standards have reached their highest level to date, with multiple layers of security in 

place, forming a robust and systematic security framework (Blalock et al., 2007). This 

transformation is best described as a broadening and a deepening of the security agenda, 

while aviation continues to be a streamlined, collaborative and dataȤdriven process (Paris, 

2001; Nowacki and Paszukow, 2018). The organisation and especially the management of 

commercial air transport consists of a complex, fragmented network of interdependent 

horizontal, vertical and lateral links between a multitude of actors and decision-makers, such 

as multiple levels of government, various companies, trade unions and contractors 

(McFarlane, 2020). It is not so much a hierarchy or organisation but a system consisting of 

social and technical components (Frederickson and LaPorte, 2002; Moynihan and Roberts, 

2002; Kirschenbaum et al. 2012a). However, a multi-layered system not only entails greater 

complexity, but also increases the number of people involved in the security process (Jackson 

and LaTourette, 2015). Organisations and their stakeholders thus play a pivotal role in 

countering terrorism and other security threats (such as espionage, cybercrime, theft and fraud 

etc.). A comprehensive, innovative security architecture is required for this role to be fulfilled. 

 

This holistic view of an organisation is mainly seen in the fact that, in addition to administrative 

procedures and policies, there are attitudes towards security that are difficult to regulate. 

Therefore, approaches to security management in aviation have transformed in recent 

decades, with the focus shifting from assessing the actual probability of individual risks to 

understanding the social and cultural contexts in which risks are both perceived and managed 

(Reason, 2008). Even though the above interdependent parties try to address every potential 

danger in order to mitigate as many risks as possible, human-mediated errors leading to 

security breaches still occur and might represent potential hazards which could cause 

immense damage to the aviation industry (McFarlane, 2017). Some factors which enable such 

breaches are inherent in the security system itself, as the approach to ensuring high reliability 

and reducing uncertainty is based on historical data and past experiences (McFarlane and 

Hills, 2013).  
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To this end, the aviation industry should no longer focus exclusively on protection and loss 

prevention, but also take the organisational context into account. Here, the coexistence and 

interaction of the new structural trends, which are multiple and multi-dimensional, with 

traditional security practices, which require new modes within the domain of security 

management, are highlighted (Irondelle, 2013). Hence, the aim of this thesis is to explore and 

examine relevant factors that give rise to, and shape, a corporate security culture in an 

organisation and, thereby, to support organisations in the aviation industry in assessing and 

enhancing their own security culture. An organisation with an enhanced overall awareness of 

its operating environment and risks may indeed enjoy a higher degree of reliability and security 

in aviation operations. The factors shaping and enabling what can be termed a security culture 

in aviation have not yet been investigated; without knowledge of these factors, it may be difficult 

to implement such a culture successfully. 

 

1.1. Relevance and scope of research 

According to the Institute for Economics and Peace (IEP) and the Global Terrorism Index (GTI), 

the average level of peacefulness in the world has deteriorated by 3.76 per cent since 2008 

(IEP, 2020; GTI 2020). The data shows that a variety of factors, especially in the last decade, 

are responsible for this. One key finding noted that while the overall number of deaths caused 

by terrorism has declined, the economic impact of terrorism has increased by 44.9 per cent in 

the last year. The main reasons for this, it said, were the increasing willingness of religious 

extremists to attack targets outside their country or region and far-right political terrorism, which 

has increased by 205 per cent in North America, Western Europe and Oceania over the past 

five years (GTI, 2020). Both underscore the challenges facing aviation. Today, most national 

and criminal threats are more diverse than in the aftermath of 9/11, are cyber-based or 

technologically facilitated, do not have a sole permanent geographical reference and are 

expected to grow (European Union, 2018; United Nations, 2021). Aside from major high-profile 

terrorist attacks such as 9/11, there are nearly eight terrorist attacks every day, causing up to 

18,000 fatalities a year worldwide (GTI, 2020; IEP, 2020). Unlike most organisations, airports 

and airlines are under constant threat as targets, from perpetrators ranging from disgruntled 

staff to terrorists (Kirschenbaum et al. 2012a). The threat of terrorism will continue to change 

and many of the above factors create a number of challenges (European Union, 2018). 

Terrorists are still managing to find new ways to exploit and expose system failures which are 

less visible and more strategic, with important company-related work being interrupted or 

destroyed as a result (Jore, 2019). In aviation, however, the biggest concern is that terrorist 

capabilities are challenging the ability of security management teams to detect the latest 

threats, as many terrorist attacks comprise a series of unpredictable actions overcoming the 

multiple layers of security in place (Reason, 1990). At the same time, due to the various 
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stakeholders, such as airlines, security personnel, passengers and, of course, policy makers, 

the speeds and flexibility with which administrative bodies respond to this unpredictable threat 

environment remains unknown (Gaan, 2016; Nowacki and Paszukow, 2018). These changing 

aviation threat factors, growing passenger numbers and limited resources demand a paradigm 

shift towards a truly risk-aware approach and collaboration between all stakeholders. For this 

reason, policy makers need to be aware of novel approaches to countering terrorism. 

 

However, recent social science research tends to suggest that security culture is still viewed 

primarily from a technical, military and economic perspective and remains close to the concept 

of safety (Baram and Schoebel, 2007; Pélegrin, 2013). In aviation security management, 

numerous studies have focused on operational and process issues, such as physical security, 

pre-employment screening, and safeguarding procedures. The majority of these studies have 

mostly focused on operational and technical solutions to defend security systems (Hopkins 

and Hale, 2002; Szyliowicz, 2004; Salter, 2008; Pélegrin, 2013; Olsvik, 2015). Perrow (1984) 

argues that the conventional engineering-oriented approach to ensuring security fails because 

the complexity of systems creates new categories of incident and, hence, failures become 

inevitable. The focus on standards, regulations and technical advancements weakens the links 

between the human factor and organisational factors in a system that comprises both human 

and technical elements, and failures in either of these human and technical elements may 

cause a severe crisis. The issue of effective security culture will gain in importance as modern 

aviation system networks become ever more complex. If this complexity is not effectively 

addressed by the organisational and cultural pillars of a robust corporate security culture, it 

may increase the likelihood of security breaches, harbour additional risks and, in the long term, 

harm businesses (Perrow, 1984, Brooks, 2010 Shahzad et al., 2012). 

 

Aviation, in the context of safety and security, is understood as a tightly knit system, often 

rigidly controlled by internal and external policies, procedures and guidelines (Nowacki and 

Paszukow, 2018). Internal policy requirements are often understood as company regulations 

and approved by the board of management (Macaulay, 2017). Often, company regulations are 

in turn derived from industry standards and are not legal rules or requirements, but often carry 

the same weight as regulations because they have been mandated by management. 

Organisations and employees operating in fields such as aviation are trained to adhere strictly 

to prescribed rules and procedures. Organisations define policies and procedures to outline 

how employees should behave to "do their part" for security. However, internal company 

regulations need to be drafted carefully if they are not going to have unintended consequences. 

The board of management needs to consider that security-related decision-making does not 

occur in a vacuum, but within the network of social relations that employees find themselves 
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in, and this is where internal security policies might cause friction (Kirschenbaum and Mariani, 

2012b; Becker et al., 2017). 

 

Based on these assumptions, more psychological models of cultural influences in aviation are 

required that include both observable and psychological aspects. The focus of these models 

should be on the development of ñobservableò security culture indicators and on the 

identification of common assumptions regarding security culture that arise in group contexts. 

Targeted optimisation of security culture should integrate both aspects and is highly dependent 

on the understanding of security culture (Baram and Schoebel, 2007). In addition to these 

institutional tools, the importance and extent of the influence of an organisation's culture on 

the security behaviour of organisation members are undisputed. While security management 

systems provide the "observable" structures, they also require a security culture that promotes 

the use of these structures. Therefore, a security culture is described as a holistic phenomenon 

whose behavioural effectiveness is reflected in both óobservableô indicators and ónon-

observableô indicators i.e., psychological characteristics. Based on the aforementioned 

circumstances, further development of the systemic view of security culture represents an 

expanded approach to policymaking. Therefore, the results of this work could lead to a new 

evidence-based policy framework that takes into account psychological and cultural factors in 

addition to the security management system components. With this knowledge and 

understanding, the dynamic terror developments mentioned above could be counteracted 

more proactively. In addition to considering security management as a management activity, 

the findings of this thesis may also be applicable to other industries that, like aviation, are 

characterised by a system made up of complex and tightly coupled components that are more 

prone to accidents and therefore place great value on stability, which could otherwise lead to 

major incidents involving many deaths (Perrow, 1984). Accordingly, the question of how we 

manage risk and security is a key topic of debate for policy makers and academics alike.  

 

1.2. Problem domain 

Security management in the aviation system is far more than merely a set of processes and 

procedures which are physically performed in an organisation, as Goglia et al. (2008) argue. 

Within the context of security management, an organisation represents a system which 

encompasses the activities of people who work to accomplish the organisationôs mission 

(Arendt and Adamski, 2011). In order to understand the fundamentals of a corporate security 

culture in the strictly regulated aviation system, it is essential to consider several additional 

perspectives.  
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The formulation of the concept of organisational accident by Reason (1990, 1998) provided a 

new perspective in accident research, especially in the aviation context. This concept fostered 

the perception that aviation accidents are not solely classified as being due to human error or 

technical failure, but due to a combination of multiple causes interacting with each other in a 

system (Reason, 1990, p. 61; Aliandrina, 2012). This also applies to the above consideration 

that corporate security should also be viewed as multi-layered system involving organisations, 

different stakeholders and the aviation security environment. Many failures within that multi-

layered system are a series of unforeseen failure paths that penetrate through all the layers 

relied upon to defend the system. According to Reason (2008, p. 10-11), these unpredictable 

error paths are a combination of two specific types of human-mediated errors that occur in 

socio-technical systems such as aviation. Here, Reason (2008, p. 10) distinguishes between 

active and latent errors. Active human-mediated errors are those that have an immediate 

impact on the operation of the system. For example, as Kirschenbaum (2012b) describes, 

airport security personnel fail to follow process procedures or violate them. In contrast, latent 

or hidden errors are errors which are not so obvious to the system. These are hidden in 

complex interactions with higher-level decision-making processes, poor system design and 

ineffective training programmes. Latent conditions can be identified and remedied before an 

adverse event occurs, therefore, understanding a systemôs components and their interaction 

might lead to more proactive rather than reactive security management (Borodzicz, 2005). A 

corporate security culture that demonstrates awareness of these components and their 

interactions puts several measures in place: for instance, each employee understanding their 

role in defending against latent and active failures, adequate and continuous training, effective 

policies and procedures, confidential reporting programmes, and effective management 

decisions. These measures foster the comprehensive understanding of a systemôs 

components and their interaction that can contribute to the proactive management of security 

and prevent latent errors.  

 

Indeed, most security failures result from human error or negligence, which, according to Smith 

and Wadsworth (2009), are in turn often caused by a lack of operational experience. People 

are influenced by their environment, and this environment affects cognition as well as 

behaviour and individual decisions, such as how employees perceive risks. According to 

Douglas and Wildavsky (1982), risk perception is a socially, or culturally constructed 

phenomenon known as cultural theory. The task of research in cultural theory is to investigate 

who sees what as being at risk, under what circumstances and in what way (cf. Douglas / 

Wildavsky 1982, p. 8). According to Mary Douglas (1982), the basic prerequisite is the 

assumption that risks do not exist objectively but are constructed on the basis of selection or 

attributed to a certain area. Risk is therefore never something that can be avoided absolutely 



6 
 

but is always present - depending on the type of selection made. This means that organisations 

are always exposed to certain risks and should take these fundamental insights from cultural 

theory into account, both to improve the handling of risks and to develop new ways of 

managing potential hazards in aviation more proactively.  

 

It is argued that a security culture, if governed at an organisational level, provides a method 

for understanding the risk management process in hazard operations which can be used to 

analyse the preconditions for many socio-technical disasters (Pidgeon, 1991; Dake, 1991a; 

Turner, 1991; Booth, 1993; Waring and Glendon, 1998; Borodzicz, 2005, p. 40).Culturally 

oriented approaches to changing security culture that develop a sense of shared purpose (e.g. 

understand and change the way people are trained, perceive and manage risks at all levels), 

and thus help identify and prevent unknown risks, need to be considered (Borodzicz, 2005; 

Johnson-Lenz, 2009). Therefore, security management in aviation, and the current risks and 

opportunities, cannot be properly addressed with a traditional focus limited to policies, 

processes and technology. Rather, there is a need for new interventions which change human 

awareness, attitudes and behaviour (Lacey, 2010). The purpose of this novel intervention is to 

professionalise corporate security culture through a deeper understanding of the social and 

organisational conditions and interactions under which security failures occur in socio-technical 

environments. While the literature has so far favoured approaches based on cost-effectiveness 

analysis, airport security personnel, portfolio analysis or technical security devices (Chatterjee 

et al. 2015; Stewart and Mueller, 2015; Heese, 2012), no theoretical or practical models exist 

which include the key attributes of an effective organisational security culture in the aviation 

sector. This thesis aims to help close this research gap. 

 

1.3. Research objectives 

This thesis aims to enhance the body of knowledge on security by identifying organisational 

factors that are important in the assessment of a security culture. One of the most important 

contributions of this thesis lies in the creation of a theoretical and practical base for aviation 

organisations to foster a security culture and the required attitudes and awareness. The thesis 

expands the understanding of corporate security culture as a substantial factor in socio-

technical systems in which unintentional and complex interactions between contributory factors 

can defeat the established security system (Reason, 1990; Pidgeon and OôLeary, 2000; 

Reason, 2008). Understanding an organisationôs ability to adopt norms, culture and beliefs is 

essential to constructing a corporate security culture and, in turn, determines an organisationôs 

capability to manage hazards (Turner, 1991). The central objective of the thesis concerns the 

contribution of a corporate security culture in aviation security management. The organisation 

under investigation is viewed from a socio-technical perspective in which the most important 
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decision-makers, the management team of the company, examine relevant factors of a 

corporate security culture. The aim of the thesis is to identify and analyse these factors in a 

systemic approach that attempts to illustrate specific interactions between these relevant 

factors. This systemic approach should strengthen the understanding of which factors are 

perceived by the management team as having the most influence on corporate security, in 

order to adapt the organisational structures and thus make a positive contribution to the 

organisational management of potential new hazards.  

 

Thus, the following objectives will be pursued: 

 

1. Generate a model reflecting senior managementôs perceptions of relevant corporate 

security culture factors for an airline in order to identify potential hazards that may be 

based on interactions between these factors. 

2. Identify and rank crucial influences on the corporate security culture of an airline based 

on the opinion of senior management. 

3. To define the impact of factors relevant to senior management in the organisational 

structures of an airline. 

 

1.4. Research questions 

In order to accomplish these research objectives, one primary research question and two sub-

research questions have been formulated: 

 

Primary research question: 

RQ1: What are the most important factors of a corporate security culture for senior 

management to foster and embed a robust corporate security management within an aviation 

context? 

 

Secondary-research questions: 

RQ2: How does senior management assess the influence of current and future security threats 

on the corporate security culture? 

 

RQ3: How does senior management assess the fit of a corporate security culture within the 

wider organisational culture?  

 

1.5. Research methodology 

In order to identify the most relevant factors of a corporate security culture, a qualitative-

empirical research method will be used. The research project is intended as a cross-sectional 
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study (Saunders et al., 2009). Based on a literature review, the core factors determining a 

robust security culture are identified and a model is designed. The validity and utility of this 

model will then be determined by exploring its components and propositions in semi-structured 

interviews. The respondents will be experts within the aviation industry who can offer expert 

knowledge and feedback on the framework. The model will be altered and refined as 

necessary, based upon the outcome of the interviews. The modified model will then be 

distributed to other qualified experts within aviation. The research methodology will be outlined 

and discussed in detail in Chapter Six.  

 

1.6. Thesis structure 

Chapter Two introduces the aviation landscape, drawing on recent literature on aviation 

security, flight safety, and international safety and security standards.  

 

Chapter Three discusses the literature on organisational accidents and human error and 

relates this work to socio-technical system principles. Chapter Four examines High Reliability 

Organisations (HRO), specifically in an aviation context. Afterwards, the thesis attempts to 

define corporate security culture on a theoretical basis. In addition, the chapter examines the 

challenge of embedding security culture within an overarching corporate culture and discusses 

the significance of security culture for an organisation and its assets.  

 

Chapter Five develops a tentative model of security culture and outlines the rational for 

applying System Dynamics in this thesis. 

 

Chapter Six discusses the methodological choices made in this thesis, introduces the study 

design and the method of data collection, and outlines the steps of collecting, processing and 

analysing data. In addition, the chapter lays out the quality criteria applied to this research and 

the measures taken to ensure that these criteria are met.  

 

Chapter Seven presents the empirical results. Based on these results, Chapter Eight identifies 

the key factors influencing corporate security culture and these factorsô reciprocal interaction. 

Furthermore, the Chapter Eight discusses the insights gained with regard to their implications 

for research and for the aviation industry. In addition, Chapter Eight applies system dynamics 

in order to systematise the research findings and transform them into more tangible outcomes 

for practice. These research outcomes are used to adjust the tentative model and to evaluate 

its potential as an instrument for managing security culture complexity.  
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Chapter Nine summarises the findings and outlines the limitations of the research and, partly 

based on these limitations, recommends avenues for further research.  
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2. The aviation landscape ï a literature review 

In less than 100 years, the aviation sector has developed from a novel and adventurous mode 

of transportation to one of the safest forms of long-distance mobility (Budd and Ison, 2017). 

This is especially true for Western countries as airlines are held to high safety standards by 

national and international authorities (EASA, 2021; European Parliament, 2021). The 

overarching objective of standardisation is to prevent accidents and to protect human life.  

 

Therefore, the aviation industry has established a complex system to categorise and manage 

an increasing number of threats that might harm organisational assets and the likelihood of 

their actual occurrence (risks). Threats and risks both form part of this systematic approach, 

the aviation industry differentiates between safety and security and develops specific 

procedures and regulations on the basis of this distinction. The following sections define the 

concepts of safety and security in aviation and delineate their differences and overlaps. 

 

2.1. Safety in aviation 

In aviation, safety is defined as a mechanism protecting against human and technical failure 

caused by arbitrary or non-intentional events such as natural disasters and human or system 

errors (Holtrop and Kretz, 2008, Elias et al, 2008); the concept of safety thus implies that a 

safety breach is accidental (Freyer, 2011; Reniers et al., 2011). The term safety refers to the 

result of all measures preventing loss or injury in an aviation context (Guldenmund, 2010). 

Aviation is highly regulated with regard to safety, and several sets of standards have been 

ratified by legislative bodies and are thus binding for airlines. One major complementary 

outcome of the standardisation process is the commonly accepted Safety Management 

System (SMS). The SMS contains legally binding fundamental principles yet allows for 

flexibility of implementation depending on an airline's fleet size and business model. However, 

these individual variations are ratified by national legal bodies before their implementation. The 

SMS defines a series of organisation-wide processes that proactively address hazard 

identification, safety reporting, risk management and performance measures in order to 

provide an effective risk-based decision-making framework that improves general safety 

performance. However, the principles of SMS are based on learning from past experiences so 

that past accidents or incidents can be avoided in the future by creating formalised processes 

and structures that help prevent them (Peterson and Bjørnskau, 2015). According to 

Guldenmund (2010), SMS is valued in aviation at the highest level possible, which would 

suggest that a healthy safety culture would be second nature in such a safety-conscious 

industry. According to the International Civil Aviation Organization (ICAO) (2012), safety 

culture describes the commonly held perceptions and beliefs of organisation members 

pertaining to public safety and can influence members' behaviour. A sound safety culture relies 



11 
 

on a high degree of trust and respect between personnel and management and must therefore 

be created, and supported, at the senior management level. However, it is not yet known how 

the implementation of these previously mentioned systems and tools influences the attitudes 

of employees, specifically their attitudes towards unsafe acts and behaviours. Nevertheless, 

aviation safety management is a form of organised risk management that takes the specific 

characteristics of the aviation industry into account and addresses its risks, such as engine 

failure, fatigue, weather conditions, and misunderstandings. These risks result from operations 

within the aviation system and can therefore be considered internal. Here, the term "internal" 

refers to damage resulting from operations which involve flying an aircraft. This is one of the 

characteristics that distinguishes them from the security risks discussed in the next chapter.  

 

2.2. Security in aviation 

The concept of aviation security addresses individual intentions to cause harm. Actions 

performed for potentially unknown motivations, such as terror attacks, bombings, and 

hijackings, are termed unlawful interference in the industry (Reniers et al., 2011; Price and 

Forrest, 2016). As the use of the term interference implies, security risks are commonly 

associated with external threats. The concept of aviation security encompasses security in the 

aviation system as a whole, including, but not limited to, aircraft and airports. Criminal acts 

against aviation security can be traced back to the 1930s, with the most significant being the 

9/11 attacks (Duchesneau and Langlois, 2017). According to aviation security literature, the 

events of 9/11 mark a major change in civil aviation in terms of security standardisation (Budd 

and Ison 2017). The majority of the research has identified an increase in sophistication in 

attacks on aviation, leading to more precautionary policies and practices in the sector (Hopkins 

and Hale, 2002).  

 

In the literature, aviation security has yet to be given the same degree of attention as aviation 

safety, while the differences between aviation security and safety, specifically the higher level 

of uncertainty in security matters and the procedural and structural differences between safety 

and security assurance need to be taken into account. One approach to creating a security-

specific framework that addresses these differences is the Security Management System 

(SeMS) developed by international civil aviation organisations. The objective of SeMS is to 

provide a standardised, risk management-driven framework for integrating security measures 

and awareness into daily operations and the culture of an aviation organisation (Civil Aviation 

Authority, 2018). A SeMS aims to enable an organisation to identify and address security risks, 

threats, gaps, and weaknesses in a consistent and proactive way. A SeMS guides 

organisations to meet the internal quality control provisions of articles 12, 13, and 14 of EU 

regulation EC 300/20081. However, a SeMS is implemented on a voluntary basis, as is the 
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top-to-bottom culture, starting with the acceptance of the executive board. Coughlin et al. 

(2002) argue that the interconnectedness of the aviation system and its numerous participants 

require an appropriately high level of security to be guaranteed throughout the entire air 

transportation system. Such an industry-wide approach is manifested in the SeMS. According 

to Salter (2007), a SeMS introduces a template for an organisational reorientation towards a 

security culture by requiring the definition and implementation of policies, procedures, roles, 

and responsibilities. However, Szyliowicz (2004) points out that security is subject to a much 

higher degree of uncertainty than safety because criminal threats to aviation are difficult to 

quantify. The reason for this is that, in the security environment, the individual procedures and 

processes related to flying an aircraft have a minimal or no degree of standardisation. 

However, taxonomies of aviation security measures exist. Figure 2.1 categorises security 

culture as one measure among many others to increase aviation security.  

 

Figure 2.1: Measures of aviation security 

 

Source: own illustration based on the German Federal Ministry of Transport and Digital Infrastructure; for 

abbreviations please see page XI. 

 

Based on the applicable national and international regulations, the German Federal Ministry 

of Transport and Digital Infrastructure sets framework conditions for safe and sustainable civil 

aviation in Germany, enabling the smooth operation of air traffic in Germany and ensuring the 

safe operation of German air carriers. It represents German interests in international bodies 

and organisations. As a member of the International Civil Aviation Organization (ICAO), 

Germany is obliged to implement a safety management system. 
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The Federal Ministry of Transport and Digital Infrastructure categorises measures according 

to their area of impact, hence highlighting the scope as well as the extensiveness of aviation 

security. According to the Ministry, a security culture is a set of beliefs, values and practices 

which determines what is to be regarded as a danger and how this danger should be 

countered. The role of culture in security is highlighted by the increase in flexibility in the 

industry which has made it possible to respond more quickly to new information about aviation 

security threats. However, organisational principles that may further the overall development 

of a security culture in the aviation industry are largely absent from the above illustration. It can 

be assumed that the inclusion of organisational principles aimed at the formation and 

maintenance of a security culture in regulations and guidelines by authorities and policymakers 

could contribute to the overall security of the aviation system and, as a consequence, to the 

entire systemôs value. In addition, including organisational principles aimed at creating a 

security culture would enhance the proactive approach to managing new emerging security 

threats. Coughlin et al. (2002) point out that the need for new approaches should be addressed 

by both regulators and security providers so that aviation security improvements can be 

implemented efficiently and effectively. In order to arrive at a holistic understanding of security, 

the next section will highlight major differences and commonalities between aviation security 

and safety. 

 

2.3. Aviation security and safety: differences and commonalities 

As stated above, aviation safety and security are both interpreted as legally required, mutually 

independent functions operating in parallel. They both encompass elaborate operational 

activities with the objective of safeguarding individuals and property and guaranteeing the 

unhindered economic functioning of the aviation industry (Dahlstrom and Dekker, 2008).  

 

Aside from these commonalities, there are also differences between aviation security and 

safety. According to Holtrop and Kretz (2008), safety risks are estimated with regard to their 

consequences and probabilities, whereas security threats are analysed by exploring their 

consequences, the vulnerabilities exploited by them, and the attractiveness of potential targets.  

Even though both safety and security procedures and regulations pursue the same 

overarching objective, i.e., to avoid damage and maintain aviation operations, their 

organisational and functional implementation is based on different types of authority. In 

aviation safety, international and national governmental agents, together with pilots and 

technicians, hold considerable authority and legitimacy, which are manifested in the SMS. This 

means that in an organisation such as an airline, authority is reflected in the functional structure 

of the hierarchy; the more critical a task or activity is for the survival of the system, the more 

power the person in charge of that task or activity has and the higher this task is located in the 
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functional hierarchy of the organisation (Salthe, 2012). Furthermore, the performance of 

security tasks is anchored in regulations, compliance with which is overseen by persons in a 

high hierarchical position. Thus, one could assume that sets of rules such as SeMS have a 

strong strategic position within the system. This seems logical as vulnerabilities to security 

threats and risks can be comprehensive and unpredictable. For this reason, security should 

be given the same attention and strategic relevance as safety. However, due to the different 

requirements of safety and security, the functional structures of aviation security also need to 

be organised differently from those of aviation safety. A study by Pettersen and Bjørnskau 

(2015) found little evidence that structures for managing security and developing protection 

are based on organisational principles. In other words, in order to strengthen the framework 

that enables effective airline security management, it is necessary to understand the 

organisational imperative: an organisationôs overall goal to commit to corporate security by 

directing employees to work together to accomplish tasks necessary to reach this goal. This 

understanding can only be obtained through approaches that depart from the focus on 

structures and processes that have dominated aviation safety literature so far. Instead, it is 

necessary to analyse an organisationôs willingness to contribute to aviation security and, 

thereby, to evaluate its own structure and its ability to develop a corporate security culture. 

Hence, this research project attempts to establish which factors of organisational culture may 

enhance an organisationôs security culture and, by the same token, have a positive impact on 

the organisation at large. By taking a more strategic and comprehensive approach to security 

culture, this thesis aims to contribute to quality and consistency in aviation. The following 

section will lay the groundwork for considering security culture as a central component of 

aviation industry organisations by examining legal standards of aviation security and their 

implementation.  

 

2.4. Aviation security legal standards and their industrial implementation 

For many years, the aviation industry has been dominated by a rather reactive approach 

focusing on protection and loss prevention. Nowadays, the aviation systemôs focus is gradually 

changing to include a more pro-active approach and to enable businesses to function more 

effectively (Salter, 2007). This section discusses aviation security practices as a necessary 

step towards analysing organisational principles within the industry. Thus, this section does 

not aspire to provide a comprehensive description of security practices. Instead, it will 

concentrate on outlining the way security procedures, guidelines, and processes are generally 

defined and implemented. The major advisory organisation in the aviation industry is the ICAO, 

which develops aviation security policies through addenda to Annex 17 of the Convention on 

International Civil Aviation. The ICAO is a specialised agency of the United Nations, whose 

190 member states accept the agencyôs international civil aviation standards, policies, and 



15 
 

recommendations for practice, known as Standards and Recommended Practices (SARP). 

Aviation security accepts, and follows, ICAO guidance internationally; hence, the agencyôs 

aviation security policies are generally mirrored in each countryôs standards and regulations 

(ICAO, 2019). As previously mentioned, aviation security regulations offer significant benefits 

in terms of preventing and mitigating accidents and incidents and form the basis for the SeMS 

created by the industry and supervised by the ICAO. Many researchers and industry experts 

have criticised the re-active risk management-based approach taken by the ICAO to adjusting 

its SeMS (Salter, 2007). They argue that risk management deals with a much higher level of 

uncertainty and, therefore, needs to be highly flexible, while aviation organisations require 

stability and consistency to provide security (Salter, 2008). Risk management is therefore not 

an appropriate approach to aviation security. Hudson (2001) argues that facets of aviation 

safety and security culture should not be viewed separately from safety or security 

management systems. The reason for this is that safety and security culture and safety and 

security management have evolved based on legislation and business-driven needs for safety 

and that therefore any categorical separation would be misleading. The SeMS offers a 

guideline for organisations to reorient themselves towards establishing a security culture 

through frequent self-assessment and by employing processes, roles, and responsibilities. 

This does not necessarily imply a pro-active approach. Instead, the ICAOôs outline of security 

culture in SeMs can be interpreted as a consequence of the basic conditions under which the 

aviation industry operates (Nævestad et al., 2018). However, the ICAO has not defined the 

precise steps, procedures, and factors that should be considered when developing a security 

culture.  

 

2.5. Summary 

Chapter Two has established that the majority of aviation security measures are based on 

strategies of anticipation. Thus, they often focus on preventing the intervention of factors which 

recent severe security incidents have shown to be a source of harm and threats. Such factors 

are partly inherent in the security system itself as the approach to ensuring high reliability and 

to reducing uncertainty is based on historical data and past experiences. Reactive 

adjustments, therefore, remain a necessity in the current structure of the aviation security 

system (McFarlane and Hills, 2013). In addition, Heese (2012), discussing the effectiveness of 

an organisationôs SMS and SeMS, shows that the strength and maturity of a safety and security 

culture depend on regulations, procedures, and processes. In contrast to the principles of 

aviation safety, security principles and the way they are implemented lower the degree of 

functional authority and flexibility. This is the case because regulations and rules force aviation 

to pursue security by way of precisely defined standardised routines. Within aviation security, 
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local organisational norms are perceived as less binding than international regulations, whose 

breach is penalised, even if this is due to circumstantial restrictions.  

 

According to Reason (2008, p. 61), these administrative controls form a major part of any 

hazardous systemôs defence. Boksberger (2011) argues that the tight regulation prescribing 

standardised solutions to security problems indirectly restricts the search for sources of 

security failures, impedes problem-solving processes, and prohibits necessary adjustments.  

Furthermore, the regulating international and national authorities do not seem to consider how 

these technical components (e.g. rules, processes and procedures) interact with the human 

factor. The studies by Kirschenbaum et al. (2012a, 2012b), for instance, which explain security 

policies and compliance in the aviation system, should be considered at this point. In addition, 

Karimbocus (2015) doubts the sustainability of this system and encourages its reassessment 

as well as revisiting established practice. Several studies show that new ways need to be 

explored to move away from a reactive and repetitive implementation of baseline measures 

towards a more proactive form of security management (Straub and Welke, 1998; Grobler, 

2010; Gandotra et al., 2012; Maurer and Cole, 2014; Cui et al., 2018). Needless to say, 

traditional aviation security methodology fails to adequately address the high level of 

unpredictability. Furthermore, the aviation industry experiences a much higher risk of security 

breaches from an off-airport environment, which also implies an even higher level of 

unpredictability. Thus, policy makers and managers are confronted with the reality of a whole 

host of unknown threats in safety and security management (Salter, 2008). This dilemma 

results from the difficult-to-solve contradiction between organisationsô need for stability and 

consistency and the required obligation to take decisions in the face of uncertainty. It is 

necessary to assess if standardised security frameworks are capable of meeting the 

challenges faced by companies in a volatile 21st-century environment (Brooks and Corkill, 

2014). In order to mitigate the contradiction between regulation-based approaches and the 

stability they afford on the one hand and flexible approaches on the other, aviation 

organisations need to integrate security in their internal organisational culture, and this, in turn, 

requires a more holistic view of such organisations (Karimbocus, 2015). Such a holistic view 

can bring the interconnectedness of regulatory and flexibility-based approaches to the fore, 

thus quantifying, and potentially solving, the contradiction between external controls 

(prescribed rules, processes and procedures) and internal controls (classification of 

organisational behaviours considering the natural variability of human action) (Reason, 2008, 

p. 62). Further support for a more conciliatory view of the co-existence of flexibility-based, 

cultural approaches and regulation-based approaches to safety in systems can be found in 

studies by Mary Douglas (1978) and James Reason (1990). These findings support the 

arguments in this thesis and emphasise key practical elements that are essential in capturing 
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a corporate security culture. Based on this, the next chapters will consider what is understood 

by a system in the aviation and organisational context, which interactions the human factor 

generates and influences in highly regulated systems and which essential elements of cultural 

principles might bring together components of organisational principles.  
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3. Organisational accidents and human error - a system's perspective 

As mentioned above, in terms of safety and security, the aviation industry is understood as a 

tightly coupled system which tends to be rigidly controlled and illustrates the existence of many 

actors and the resulting interactions between them. Some of these interactions can be sources 

of certain threats that attack and weaken the system, causing organisational accidents. In order 

to better understand these interactions and their consequences, it is first necessary to take a 

closer look at the concept of what a system, especially a socio-technical system, consists of 

and what characteristics it possesses. Afterwards, this chapter will outline the principles of 

organisational accidents and human error.  

 

3.1. Socio-technical system principles 

Socio-technical systems theory is probably the most extensive body of conceptual and 

empirical work focusing on employee engagement and work design today (Appelbaum, 1997). 

Initially developed at the Tavistock Institute of Human Relations in London, this approach to 

designing work has spread to a large number of industrialised countries in a rapid time. The 

first contributions to socio-technical theory by Emery and Trist (1965) and Cherns (1986) 

concerned approaches to workplace and work system design. Socio-technical system design 

is based on the principle that an organisation or a work unit consists of a combination of 

coordinated and integrated human and technical activities and that it is not restricted to its 

environment (Emery and Trist; 1965; Cherns, 1986). Since the social and technical elements 

need to work together to accomplish tasks, work systems produce both physical products and 

social/psychological outcomes. Here, the foremost problem lies in the design of the work so 

that the two parts produce positive outcomes; this is called joint optimisation (Appelbaum, 

1997). This contrasts with traditional methods that design the technical component first and 

then adapt the people to it. Such methods result in mediocre performance at a high level of 

social cost. 

 

Within the organisational context, the social system designs a work structure which provides a 

sense of belonging, meaningfulness and responsibility for organisational outcomes and is 

usually sensed through the organisationôs culture, norms and behaviour patterns that develop. 

(Hackman and Oldham, 1980 p. 82; Harvey and Brown, 1992, p. 50; Cummings, 1994, p. 269). 

This concept plays an important role in understanding how the corporate security culture 

interacts with and influences the social system and its different system components. This 

results in a work structure which creates a relationship between employees and the 

organisationôs technology. Generally, this includes the equipment and methods utilised to 

generate both products and services as outputs (Cummings, 1994). Therefore, one system 

should operate at the expense of the other (Appelbaum, 1997). The fact that systems are 
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embedded in their external environment but can also be influenced by it plays an important 

role in achieving system goals. This fact was recognised by Emery and Trist (1965) and 

underlines the importance of organisations being understood as "open socio-technical 

systems" (Cummings, 1994). This is because changes in the external environment exert 

influence and must be adapted by the organisation in the least disruptive way. Therefore, it is 

necessary to consider both the social and technical requirements of the system in detail (Emery 

and Trist, 1965). 

 

In an aviation context, operating organisations are increasingly dependent on tightly coupled, 

highly sophisticated networks of security layers consisting of processes, procedures and 

guidelines. Due to their inherent complexity alone, these systems become vulnerable to failure 

- and while failure may be predictable, its nature and mechanisms are not. As mentioned 

above, the threats and risks environment in the aviation industry has undergone a great 

transformation and terror attacks are becoming more diverse as terrorists continue to discover 

a variety of new ways to exploit and expose system failures (Reason, 1990; European Union, 

2018; United Nations, 2021). Therefore, from a comprehensive security perspective, it is 

necessary to investigate beyond the impact of a first-order event and instead strive to 

understand the disrupted behaviours of a complex "system of systems" (Little, 2004). 

Therefore, making these systems inherently more resilient and reliable requires more than 

sophisticated engineering and technology or preventing individual failures - complex socio-

technological systems consist of critical human and institutional elements that need to be 

integrated into design and operational procedures (Appelbaum, 1997; Little, 2004), making the 

system as robust as practicable in the face of its human and operational hazards (Reason, 

2008). In relation to the human factor in socio-technical systems, Reason (1990, 1998) 

introduced a new perspective on organisational accidents which differentiated degrees of 

human error by applying a person-based and a system-based approach. Considering these 

differences has significant practical implications for managing the ever-present risk of 

organisational errors (Reason, 2008). 

 

3.2. Organisational accidents in relation to human error 

The person-based approach focuses on the errors and procedural violations of individuals 

working on the front line of aviation, such as check-in agents, security screeners, pilots, and 

crews. Failures are considered to arise from the forgetfulness, inattention, or lack of motivation 

of these employees. Associated countermeasures include poster campaigns, different 

procedures, or disciplinary sanctions in order to reduce unwanted variability in human 

behaviour (Reason, 2008). Nevertheless, the person-based approach to understanding 

corporate security culture has serious shortcomings. Adherence to this approach would likely 
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hinder the development of a more proactive security culture in aviation, as human interactions 

with organisational factors remain unconsidered. 

 

In contrast, the system-based approach takes into account the basic assumption that human 

behaviour is fallible and that mistakes are inevitable, even in the best-performing organisations 

(Reason, 2008). In the system-based approach, errors are not seen as a cause, but as a 

consequence of upstream factors such as recurring error traps in the workplace or 

organisational processes that cause errors. Therefore, countermeasures in security 

management should consider the conditions under which people work, rather than the human 

factor itself. The central debate here is to understand how and why protective defences have 

failed, rather than who or what is to blame. Developing a comprehensive understanding of how 

failures occur and what effect they have, with a system-based approach, reveals indications 

as to what interactions constitute or influence a corporate security culture. For this reason, a 

holistic approach should be taken which considers the employees, their tasks and the 

organisation as a whole. 

 

As stated, the aviation industry employs many layers of defence to protect potential victims 

and organisational assets from hazards (Reason, 2008, p. 218). It is important to take a step 

back and investigate errors from different perspectives. Many of these layers have a technical 

or human nature and depend on procedures and administrative controls. For the most part, 

they are very effective, but vulnerabilities continue to occur. The implementation of redundant 

components can increase the reliability of a security-critical system function because if a 

component fails, its function is taken over by a redundant component. However, an 

increasingly redundant system design also results in increased system complexity, and in turn 

in new, possibly unpredictable interactions (Perrow, 1984). Hence, although a system may 

consist of reliable individual components, it cannot necessarily be classified as secure in its 

entirety, since security is primarily understood as a system property (Leveson, 2011). In 

particular, the widely accepted model of error causation by James Reason (1990) of the so-

called "Swiss cheese model" illustrates that errors have various causes, and their occurrence 

is linked with various events and factors. Therefore, errors and accidents can only be 

understood on the basis of the complex interaction in an organisational structure. Factors 

which increase errors penetrate the gaps in the system like holes in Swiss cheese. Usually, 

this can only occur if the holes are lined up across many layers for just enough time to create 

an accident opportunity leading to an undesired event or damage which occurs at the end of 

the error chain (see Figure 3.1). Ultimately, the goal is to identify these security gaps - to find 

or reduce the holes in the Swiss cheese - and thus create a system of overlapping security 
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levels to avoid an undesired event. Again, the model clearly identifies the focus on the cause 

of an error instead of solely exploring the effects. 

 

Figure 3.1: The Swiss cheese model 

 

Source: Reason (2008). 

 

The Swiss cheese model does not attempt to predict the likelihood of particular types of 

accident but uses extensive practical experience to point to system functions that, when 

damaged, are often associated with the occurrence of incidents and accidents. This clearly 

has significant practical value. It is valuable because it illustrates that accidents have complex 

causes and because it highlights the impact of factors that might otherwise remain hidden. 

However, the model is insufficient for accident analysis. As the Swiss cheese model focuses 

on barriers rather than hazards, the model can be regarded as representing the view that it is 

more efficient to prevent accidents by strengthening system barriers than by removing causes. 

In addition, the Swiss cheese model does not provide a more detailed approach of 

understanding how the multitude of functions and entities in a complex socio-technical system 

interact and are related to each other. Therefore, models of 'human error' and organisational 

failure need to be complemented by what might be called a socio-technical or systemic 

accident model. This does not detract from the Swiss cheese model's value as a 

communication tool, but it may limit its use in analysis and as a tool for proactive measurement. 
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With regard to organisational accidents, Reason (1990, 2008) classifies errors in security 

defences in terms of their origin: active or latent. Active errors, therefore, occur at the exact 

point of contact between the human and the system (human-machine interface). Usually, these 

active errors are obvious and have a direct impact on the integrity of defences. Active errors 

include, for example, turning off the wrong button and causing an immediate catastrophe 

trigger, as in Chernobyl 1986. The cause of latent failure usually lies in the top management 

of an organisation, such as wrong strategic decisions involving resources or unfavourable 

structural conditions. Therefore, latent failures are introduced into the system and often remain 

hidden at the systemic level (resident pathogens) with no immediate consequences. Usually, 

they lie dormant in the system until they trigger a system failure in combination with local 

factors, such as active failures. Hence, latent errors encourage the emergence of active errors. 

In contrast to active errors, whose specific forms are often difficult to predict, latent errors can 

be recognised and corrected before an undesired event occurs. Understanding this enables 

proactive rather than reactive risk management (Reason, 2008). 

 

The occurrence of an incident or accident is thus explained by the combination of active and 

latent errors as well as other factors that promote errors. This relationship can be understood 

as an error chain. In particular, communication and team errors, organisational deficiencies 

and weaknesses in the corporate culture of the organisation play a decisive role in the causes 

of errors. Only when knowledge of the errors and process deviations is established can similar 

and succeeding problems be prevented in the long run. The understanding of these 

organisational error causes should therefore speak against a lenient attitude, but rather 

encourage a proactive attitude that is reflected in a corporate security culture. The next chapter 

will examine the concepts and importance of corporate security and define it accordingly.  
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4. The concept and importance of corporate security culture 

This chapter will work towards a precise evaluation in order to correctly place this thesis 

thematically within the aviation security spectrum. In the beginning, the concept of security 

and, consequently, the concept of corporate security will be examined and defined in more 

detail. Against this background, the exact scope of this thesis will be explained in relation to 

aviation security. In addition, this chapter reviews organisational culture and identifies relations 

and conditions that promote and enhance corporate security culture. Furthermore, corporate 

security culture is discussed in the context of High Reliability Organisations (HRO). 

Subsequently, relevant corporate security models will be examined and discussed in 

connection with aviation security and flight safety, and the aviation-specific concept of "just 

culture". Finally, the challenges for the development and implementation of a corporate 

security culture in aviation will be discussed. 

 

4.1. The concept of corporate security 

Over the last century, the term 'security' has undergone several definitions; from its original 

philosophical definition, to the understanding of a nation state's integrity, to concepts of security 

that also encompass peace, human rights and social cohesion. Today, the meaning of security 

also includes concepts such as societal security, human security, international security and 

homeland security (Rothschild, 1995; Baldwin, 1997; Aly, 2013; Jarvis and Holland, 2014; 

Jore, 2019). Defining 'security', however, is not a simple task and many studies have attempted 

to define the concept of security. The many dimensions and diverse applications of the term 

'security' mean that there are different ways of approaching or examining the term, such as 

national security, public security and private security, to name a few (Brooks and Corkill, 2014). 

As a result, a long-running debate continues on the understanding and dimensions of security, 

as there is no broad common consensus on a clear definition for the concept of security and 

its meaning (Manunta and Manunta, 2006; Brooks, 2010; Griffiths et al, 2010; Degaut, 2015; 

Jore, 2019). Thus, security cannot be considered to be a singular concept, as the definition 

depends on the context (Brooks, 2010; Fontaine et al., 2007). 

 

As mentioned earlier, the primary security objective in aviation is to protect passengers, and 

this objective is primarily pursued through both security and hazard management to ensure 

that the organisation reliably controls known risks and complies with all security obligations. 

This means that security is undoubtedly one of the most important concepts in aviation 

(Degaut, 2015). With regard to sub-chapters 2.2. and 2.4., mandatory regulations and laws set 

by international authorities are enforced at the operational level in aviation with the help of the 

SeMS. While security practices, procedures, policies, a high level of compliance, and the 

acknowledgement of security threats and attempts at categorising them reflect the importance 
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the industry places on security, aviation security management tends to focus on security at the 

operational and micro-levels rather than on strategic and corporate areas (Buczynski, 2011). 

One reason could be that security regulations in European aviation are not built on trust or 

interpretation, but are fixed, absolute and focused on preventing the introduction of dangers 

and target hardening on the basis of known problems and threats detected in the last serious 

security incident (Mueller and Stewart, 2012; Pettersen and Bjørnskau, 2015). However, 

security regulations and the way they are governed do not allow aviation organisations any 

degree of functional authority and flexibility. The regulations only allow for standardised and 

detailed routine ways of achieving security. The remaining question, however, concerns the 

extent to which these operationally oriented regulations, laws and guidelines, which are 

intended for actual flight operations, reflect organisational principles within the aviation system 

(in this case an airline). It can be assumed that organisations within the aviation system are 

exposed to similar security risks, but that the existing aviation security measures cannot fully 

address organisational characteristics (with their formal and informal structures, economic 

goals and diverse stakeholders) and therefore neglect them as such. In order to conduct this 

discussion within the aviation-specific framework of this thesis, the concept of corporate 

security must be examined more closely.  

 

From a practical perspective, corporate security protects an organisation's valuable assets with 

a clear operational function that involves protecting personnel, information and assets from 

harm (Fischer and Green, 2004, p. 37; Brooks and Corkill, 2014). In addition, corporate security 

is also the area in which the leader exercises control and responsibility for the organisation 

and effectively governs through security (Fischer et al., 2008). Furthermore, Smith and Brooks 

(2013, p. 25) explain that corporate security is more than just written procedures, setting shift 

schedules, responding to an incident or submitting an annual budget. In the case of corporate 

security and from an organisational perspective in aviation, security management involves 

risks that are less controllable (Petersen, 2014). Due to developments in terrorism, uncertainty 

about who, what, how and when an attack might occur means that, in some cases, the incident 

is not visible to the organisation. Therefore, corporate security also represents a risk-mitigating 

process that prepares for, adapts to, resists and recovers from threats. Based upon the above 

outlined characteristics by Fischer and Green (2004), Fischer et al. (2008), Buczynski (2011), 

Mueller and Stewart (2012), Smith and Brooks (2013), Brooks and Corkill (2014), Petersen 

(2014) and Pettersen and Bjørnskau (2015) the term corporate security can be defined as 

follows for the purposes of this thesis: 

 

Corporate security culture is understood here to be an integrative approach in which corporate 

interests are aligned with the aviation security environment. Furthermore, corporate security is 
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recognised as acting in an environment involving multiple stakeholders and socio-technical 

system, which, in addition to corporate principles such as profits and reputation, also takes the 

socio-cultural characteristics of corporate management and employees in the different 

business functions into account to better manage threats and minimise risks in a 

comprehensive manner. This means that corporate security goes beyond traditionally 

regulated aviation security aspects and, also takes socio-cultural aspects into account to 

identify system vulnerabilities. Corporate security also describes the prevention of potential 

danger points to ensure the continued existence of the company. The author essentially agrees 

with the previous definitions of corporate security. However, due to the focus of this research, 

two essential components are added to the definition. Firstly, corporate security is understood 

as an integral part of the aviation security management system. Secondly, the consideration 

of socio-cultural aspects of employees is explicitly emphasised and thus expands the 

previously defined characteristics. 

 

However, Ruighaver et al. (2007) note a lack of consensus on how corporate security should 

be analysed as part of a larger organisational culture and how it should be defined and 

conceptualised on this basis. Antonsen (2009) argues that the huge, ever-increasing number 

of studies on security culture has yielded few insights into how cultural influences may improve 

or influence security. The importance of cultural influences is stressed by Helmreich et al. 

(2001), who maintain that organisations need to comprehensively understand cultural 

influences on their operations in order to devise effective security measures. The main aim is 

to enhance organisational culture in order to establish robust safety and security cultures within 

the larger organisational culture (Hale 2000; Haukelid 2008, Antonsen 2009). According to 

Hale (2000), Haukelid (2008), Antonsen (2009) and Guldenmund (2016), studying safety and 

security management tends to include research on organisational cultures. Again, todayôs fast-

changing threat environment, with its particular volatility in the aviation domain, calls for more 

progressive, proactive, and value-adding security management in organisations (Smith and 

Brooks, 2013). An effective corporate security management operates not only at an operational 

level, but also at a tactical one; to improve performance and create tangible benefits for the 

organisation (Smith and Brooks, 2013). Langston and Lauge-Kristensen (2002) explain that 

strategic security management mediates between the routine (the operational) and proactive, 

dynamic action, and that this necessary element of strategy justifies the emergence of security 

studies as a professional discipline in its own right. Researchers such as Sherman et al. (2014) 

and Schulte and Hallstedt (2018) report that organisations have come to realise a greater 

interdependence between their threat or risk portfolio and the way they do business. This 

interdependence may enhance, or challenge, an organisationôs ñlicence to operateò as its 

operations can produce risks that otherwise would not exist. As a result, security threats should 
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be addressed in a direct, comprehensive manner to manage them effectively. One approach 

to address and, hence, manage security threats is rooted in an understanding of organisational 

culture. A review of organisational culture, as conducted in the following sections, can identify 

relations and conditions that promote and enhance corporate security culture. 

 

4.2. Corporate security culture as part of organisational culture 

This section analyses the concept of corporate security culture and its relationship with 

organisational culture to establish the groundwork for further discussions.  

 

Accelerated technological development and the increasing complexity of systems demand 

increased security efforts at both the technical and the organisational level. Security culture 

has become an increasingly important topic, particularly in industries with a high level of risk 

potential. Despite its widespread and frequent use, the term 'security culture' still lacks a clear 

definition and theoretical foundation (Guldenmund, 2016). According to Antonsen (2009), this 

is a serious shortcoming for two reasons: aside from the lack of a theoretical basis to define 

what security culture means and how it relates to other aspects of the organisation, the 

question of how culture influences security remains partly unanswered. Security culture is 

mainly considered to be an informal part of security in organisations, with this informal part 

referring to unwritten rules regarding behaviour as well as group decisions (Bouwhuijsen, 

Claes and Derde, 1995; Keesing, 1981; Antonsen, 2009; Guldenmund, 2016). The term culture 

was first used in relation to safety in the 1970s in a sociological report on man-made disasters 

(Turner, 1991). It was only after the Chernobyl disaster that the term 'security culture' gained 

greater significance. In this context, the term was repurposed to describe failing organisational 

circumstances. Culture is created where people interact and achieve something together. A 

culture is never fully formed, but emerges through daily interaction between individuals 

(Smircich, 1985; Martin, 2002; Le Coze and Wiig, 2013). In contrast, Hudson (2001) and 

Guldenmund (2016) argue that culture is also embodied by the values, norms, meanings, and 

beliefs that enable people to understand their world, work in it and influence behaviour 

(Guldenmund, 2016). Overall, however, there is a consensus that security culture should be 

understood as a holistic and integrative concept that involves not only the behaviour of the 

members of an organisation itself, but of all members of a system in a holistic sense: individual 

organisational members, work groups, organisational properties and units, specific 

organisational environments, such as regulators, and technology. Therefore, security culture 

should be seen as an aspect of organisational culture in which security is reflected as a critical 

factor in the norms, values, attitudes and behaviour of the members of an organisation. 
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In this context, with reference to the research questions, we must consider how security culture 

and organisational culture influence each other. In order to situate the term 'security' in a social 

context, many researchers refer to characteristics of an organisational culture (Schein, 2010; 

Malcolmson, 2009; Da Veiga, 2016; Lim et al., 2010). The term 'organisational culture' 

originates from social anthropology, where it emerged in the early 1970s. Although there is no 

consensus on the definition of the term, many definitions have common elements. According 

to Schein (2010):  

 

ñOrganisational culture is an array of shared basic assumptions learned by a group as it 

solves its problems of external adaptation and internal integration, which has worked well 

enough to be considered valid and, therefore, to be taught to new members as the correct 

way to perceive, think, and feel related to those problems". (Schein, 2010, p.18) 

 

Organisational culture thus describes attitudes and behavioural norms of people such as 

ñshared patterns of meaningò and ñshared values and beliefs that interact with organisational 

structureò (Schein, 2010, p. 25).  

 

According to Schein (2010), the process of developing culture is similar to the process of group 

formation and the formation of a group identity. The shared patterns of thoughts, beliefs, 

feelings and values are the result of common experiences and learning. Without a group, there 

is no culture and conversely, according to Schein (2010), without shared assumptions, there 

is no group, merely a collection of people. Culture is always a feature of groups rather than 

individuals (Hopkins, 2018, p. 37). This means that there is no "one" culture within an 

organisation, but different cultures can emerge, as interaction takes place at all organisational 

levels and employees possess different individual backgrounds and experiences (Bourrier, 

2005). To explain the relationship between culture and other aspects of an organisation, 

reference can be made to Boudreau and Newman's (1993) triangle of social reality (see Figure 

4.1). The model is a valuable contribution as it describes the interplay of culture, structure, 

processes and behaviour in the context of organisations from which a particular social reality 

is constructed. It is assumed that these three aspects interact with each other and therefore 

form the entire reality of an organisation, helping employees achieve a desired level of security 

(Antonsen, 2009; Guldenmund, 2010). Both researchers use this model to link organisational 

structure with security culture. Therefore, it can be assumed that security is influenced by 

organisational structure and social interaction.  
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Figure 4.1: Triangle of social reality 

 

Source: own illustration adapted from Guldenmund (2010) 

 

The first factor to be explained in more detail is organisational structure. According to 

Whittington and Pany (2004), it can be defined as "the division of authority, responsibility of 

duties within organisational members". Primarily, the structure comprises the formal framework 

of an organisation that defines how activities are carried out and by whom (Hopkins and 

Weathington, 2006). The coordination of activities and communication within the organisation 

can be facilitated by an efficient structure (Gudykunst, 1983; Mintzberg, 1983; Kuss et al., 

2012). The second factor in the model relates to culture. According to Guldenmund (2010), 

culture is understood as the basic assumptions, the underlying tacit beliefs within an 

organisation. For instance, management beliefs are reflected in the organisational structure 

and thus also influence underlying hierarchical levels (the working level). The third factor 

describes processes and procedures as patterns of activities that can be divided into higher-

level processes, core processes and supporting processes (Guldenmund, 2010). In higher-

level processes, specifications are developed, such as guidelines or strategies. These are 

translated as "actual outputs" in core processes, which are influenced by supporting 

processes.  

 

A further and central point in the model is found in the "behaviour" factor. An organisational 

goal here is the complete integration of security into the structures and procedures of the 

organisation and thus enables organisations to handle uncertainties well. Künzler (2002) 

defines this as a competence-promoting security culture, based on a proactive promotion of 

safety and reflection on values and basic assumptions. However, in a highly regulated 

environment such as aviation, where security management sets guidelines at all levels, 
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employee behaviour might not necessarily correspond to lived practice. The reason for this 

may be that employees are not properly qualified, or the beliefs of a group do not align with 

the structure of an organisation. It is vital to recognise that organisations are composed of 

complex and interdependent groups of decision-makers. Safety management and security 

management can control employee behaviour and, conversely, employee behaviour 

determines the effectiveness of safety management and security management. Prescribed 

processes can be perceived by many employees and managers to be time-consuming and too 

bureaucratic if they have little to do with "real business". This increases the likelihood that 

control routines and regulations will be implemented carelessly and without regard to their 

purpose. Hence, compliance with rules and security decision-making processes are 

interwoven in a complex set of social and psychological factors (Kirschenbaum and Mariani, 

2012b; Kirschenbaum et al., 2012c). Another essential aspect is reflected in the fact that 

culture is not only a matter of specific beliefs, but also about collective practices that depend 

on organisational structures and systems. The concept of "culture theory" by Mary Douglas 

(1978) should be considered here. This theory, which analyses risk perception from a cultural 

theory perspective, states that the risks which a culture considers to be hazards and those 

which it ignores are specific to each culture. Risk perception is thus a collective phenomenon, 

where cultures pay attention to some hazards and overlook others. Douglas and Wildavsky 

(1982) draw connections between various forms of social organisations and perceptions of 

risks. The basis of cultural theory is Douglasô grid-group typology, hence, depending on 

whether an individual participates socially and which groups one belongs to, one will focus on 

different kinds of risks. The above-mentioned studies by Kirschenbaum (Kirschenbaum and 

Mariani, 2012b; Kirschenbaum et al., 2012c and Douglas and Wildavsky (1982) make a 

significant contribution to the thesis and will therefore be discussed in more detail in the course 

of this paper. 

 

This section proposes that organisations do not act according to strictly rational principles, 

where problems are systematically analysed and solved to achieve the most beneficial 

outcome. Several authors emphasise that actions are also based on non-rational aspects 

(Antonsen, 2009; Reniers et al., 2011; Korovessis, 2015). Due to the fact that organisational 

structure and employees influence each other, the culture of an organisation should not be 

considered in isolation from the organisational structure or processes. Moreover, a holistic 

approach is required, with security culture playing a crucial role in the successful practical 

implementation of theoretically mapped safety/security management (Guldenmund, 2010). 

Alhogail and Mirza (2014) consider security culture to be an integral part of organisational 

culture because creating a security culture means that the existing organisational culture 

becomes more security-conscious as a result. 
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Given the above definition, organisational culture influences the behaviour of employees and 

that of the entire organisation, and this clearly has implications for security (Guldenmund, 

2016). According to Reniers et al. (2011), security culture is a necessary ingredient of general 

organisational culture. Therefore, security culture is present in all facets of a company. It is 

therefore plausible to assume that an organisationôs security practice is facilitated and directed 

by its organisational culture (Tang et al., 2016). However, an increase in security awareness 

involves changing individualsô behaviour and attitudes (Okere et al., 2012). Such a change 

may also require an analysis of the current organisational culture to identify the aspects that 

demand significant attention to drive the transition (Alhogail and Mirza, 2014). According to 

Korovessis (2015), the culture to be established should cultivate an awareness of security 

issues and provide the knowledge required to respond appropriately to security-related 

problems. Korovessis (2015) identifies the lack of awareness of security issues as one of the 

most significant causes of security incidents. For the present work, it seems very important 

that both the informal (employeesô behaviour, values, attitudes, perceptions) and the formal 

(organisational structure, processes, procedures) parts of an organisation have to be 

considered together and not in isolation from one other. 

 

In summary, the above-discussed research contributions interpret security culture as an 

integral part of organisational culture. It seems clear that the literature assumes a link between 

culture and the application of security. The following section aims to frame this connection with 

a higher degree of accuracy to underline the interrelation between organisational and security 

culture and in doing so to enable cross-organisational comparisons. As security is of particular 

importance in high-reliability industries, and the concept of security, therefore, occupies a 

central position within these industriesô discourses, the section will define the concept of 

corporate security culture with reference to other high-reliability industries.  

 

4.3. Exploring high-reliability organisations (HRO) with recourse to define corporate 

security culture  

As mentioned above, latent conditions can be identified and remedied before an adverse event 

occurs and understanding this leads to a more pro-active approach to risk management.  

According to Reason (2008) and Weick and Sutcliffe (2016), the concept of High Reliability 

Organisations (HROs) is often mentioned in connection with security culture, its assessment 

and offers important models for what constitutes a resilient system. This sub-chapter analyses 

how security-conscious organisations continuously recognise small errors and disruptions, 

avoid gross simplifications, are sensitive to operational processes and have a high degree of 

flexibility. HROôs illustrate a prime example of a systems-based approach as they are not 

immune to adverse events but understand the need to enhance the systemôs resilience 
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(OôRourke, 2007; Reason, 2008). Accordingly, Weick and Sutcliffe (2016) describe five 

principles of high reliability organisations, which in turn allow us to draw conclusions with 

respect to corporate security culture in aviation. The term corporate security will be defined 

based on these findings. 

 

First, the essential core features of an HRO need to be characterised. According to Weick and 

Sutcliffe (2016), HROs have five main characteristics. The first characteristic is a high degree 

of attention to errors and surprises in an HRO. HROs are characterised by continuous reporting 

of failures, systematic and thorough analysis and a special focus on near accidents. They also 

investigate weak signals of failures that may indicate major failures in the system. This means 

that strategies are used in HROs to highlight failures that should not occur under any 

circumstances in order to learn from them. Every deviation and surprise are used as 

opportunities to learn about the state of the overall system. Surprises are an indication that the 

system is functioning other than that which is expected. The second characteristic is an 

aversion to simplification. In specific terms, this means that HROs understand their world as 

complex, volatile, and unpredictable. Therefore, teams are assembled that have diverse 

experience and are sceptical of broad generalisations. This is to counteract the tendency to 

seek the known in new situations. Accordingly, teams are composed in an interdisciplinary way 

so that events are always viewed from different perspectives. This differentiation leads to a 

more detailed picture of possible consequences, which in turn leads to more diverse prevention 

measures (Weick and Sutcliffe, 2016). The third aspect is an awareness of operational 

processes. This means that an HRO's horizon of action is operational and situational rather 

than strategic. In this context, it is assumed that employees who have a keen sense of 

situations enable continuous adjustments. This makes it possible to prevent errors from 

accumulating and enables deviations to be identified and restricted at an early stage. At its 

core, this principle is about employees recognising what they are actually doing, regardless of 

intentions, task descriptions or plans (Weick and Sutcliffe, 2016). HROs strive not only to act 

with foresight, learn from mistakes and acquire diverse perception, but also as the fourth 

aspect to be as flexible and resilient as possible. HROs develop the ability to recognise, limit 

and recover quickly from inevitable mistakes (Wildavsky and Dake, 1991). Flexibility is based 

on a combination of recognising errors early and keeping the system running through 

improvisation. These forms of flexibility require that employees know the technology, the 

system, their colleagues and themselves very well. The fifth aspect is respect for professional 

knowledge and skills. HROs attach great importance to diversity within the organisation. The 

reasons for this are twofold; diversity in terms of respect for professional knowledge and skills 

increases the ability to interpret complex situations and to use the perceived complexity to the 

organisation's benefit. Decisions are subsequently made at the operational level, and 
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employees who have the greatest expertise have the necessary decision-making authority 

(Weick and Sutcliffe, 2016). An essential element of an HRO is the availability of information. 

HROs use the perceptual potential of each employee to form a comprehensive picture of a 

situation. Weick and Sutcliffe (2016), for instance, see the success of HROs in acting mindfully 

and organising themselves in such a way that the unexpected can be noticed ahead of time. 

In order to live such practices, respect and trusting working relationships, a guilt-free 

atmosphere, redundant functions and open mutual information are necessary (Barrett, 2006; 

Arnoldi, 2009). In order to be able to assess which indications might be relevant, all employees 

are encouraged to develop a solid understanding of the overall context (Hudson, 2007). 

 

According to Weick and Sutcliffe (2016), all of the above-mentioned principles of an HRO are 

linked to a security culture, as culture is described as a specific mindfulness-oriented attitude. 

Thus, culture is a key element in all actions to ensure mindfulness in dealing with the 

unexpected. The extent to which culture is taken into account in a security and high-risk 

environment and the concepts of security culture are explained in more detail in the following 

sub-chapter.  

 

4.4. Concepts of corporate security culture 

In order to understand the concept of security culture, this section first looks at concepts of a 

safety culture. The concept of safety culture is relatively new and despite its frequent use and 

popularity, there are still theoretical and methodological shortcomings surrounding the term. 

The first concepts of safety culture were developed after the Chernobyl incident in 1986 and 

were investigated by, among others, Pidgeon and Turner (1986), Pidgeon (1988), and Turner 

and Toft (1988). These concepts were then applied in the first safety culture research and 

assessments associated with the nuclear industry. In the 1990s, safety culture developed in 

other industries, such as railways, health care, maritime, manufacturing, and aviation. Since 

the 1980s, several scholars, such as Zohar (1980), Petersen (1996) and Cooper (1998), have 

explored safety culture and have developed new standards, methods, and tools in order to 

shape norms and define key indicators of safety culture. For instance, the primary danger 

within the domain of nuclear safety is seen in radiological risks that affect individuals and the 

environment; these are caused by human error, equipment failure, and internal events such 

as a fire, or external events such as natural disasters (Gandhi and Kang, 2013). The IAEA 

defines nuclear safety as ñthe achievement of proper operating conditions, prevention of 

accidents or mitigation of accident consequences, resulting in protection of workers, the public 

and the environment from undue radiation hazardsò (IAEA, 2007).  
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As previously discussed, similar concepts are applied in an aviation safety environment. 

However, in recent years and, in particular, since 9/11, the Fukushima Daiichi nuclear disaster 

in 2011 and other terrorist incidents, the issue of nuclear power plant security (as opposed to 

safety) and security within the aviation landscape have moved to the fore. The IAEA defines 

nuclear security work as aiming to ñprevent, or detect and respond, to intentional malicious 

acts involving radioactive substances or directed against facilities or activities where such 

substances are usedô (IAEA, 2019). With respect to the maritime sector, in a study on the 

relationship between residual security risks and security investments for maritime port facilities, 

Talas (2010, p. 18) defines security as the ñabsence of and/or the perception of the absence 

of threat to port facility assets, cargoes and the ship-port interface from unauthorised actsò. 

These definitions are at least similar to the concepts of aviation safety (in part determined by 

legal authorities, which force businesses to prioritise safety), and of aviation security. Aviation, 

sea transport, and the nuclear sector are, according to their definitions of security culture, 

vulnerable to intentional illegal acts in their transport networks and activities and within their 

industriesô companies themselves. What the two industries have in common is that, on the one 

hand, they involve goods and assets worthy of protection and are confronted with very similar 

threat environments and developments: from conventional threats to sophisticated attacks. 

Therefore, both Talas (2010, p. 18) and the IAEA (2019) address the same loopholes in the 

security value chain. In the field of aviation security and flight safety, this means that the most 

valuable asset to be protected, the passenger, must be considered in every step of the security 

value chain. Loopholes in this chain should be identified and closed using appropriate 

measures well before the passenger boards the aircraft. 

 

All three HRO industries, i.e. the nuclear, maritime, and aviation sectors, categorise and 

structure safety and security in a nearly identical fashion. There seems to be a common 

understanding of safety and security on an operational and daily business level. There is, 

however, a lack of research on corporate security culture with regard to the nuclear, maritime, 

and aviation sectors. LaPorte (2006) assumes that the measures taken by HROs to defend 

their operations from external forces may affect the structures, values, and learning practices 

within the organisations themselves and, hence, their organisational culture. In order to 

evaluate this assumption and its implications for corporate security more closely, the following 

paragraphs will discuss general literature on security culture.  

 

According to Piwowarski (2016), security culture is influenced by three factors: the individual; 

the social; and the material. Piwowarskiôs idea is inspired by Alfred Louis (1876ï1960), an 

American anthropologist who identified three components of culture: the material, the social 

and the ethical. On this basis, Piwowarksi (2016) considers security culture to consist of 
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material and nonmaterial elements handed down as a legacy and to constitute an autonomous 

defence of persons or entities. The goal of security culture is to control emerging threats 

effectively, facilitate recovery from situations in which security has been breached, increase 

multilateral understanding of security, and encourage self-improvement and development on 

an individual and group level. Piwowarksiôs (2016) assumptions are broad and are not limited 

to one specific industry. Instead, they support a holistic understanding of security culture, 

potentially providing valuable insights into the field of security. However, in order to be 

accepted by industry experts and officials and to facilitate further research, the elements 

defining security culture need to be precise and specific.  

 

This view is supported by Schein (2010), who conducted a study investigating different 

industries in order to establish a common definition of security culture. Schein (2010) finds the 

definitions to be largely industry-focused and to ignore the similarities of security and safety. 

Moreover, he argues that well-accepted, research-based concepts of organisational culture 

have not been included in, or considered by, definitions of security culture. Against this 

background, it appears sensible to focus on attempts to understand security culture and its 

constituent parts at a basic, yet systematic level. Both Schein (2010) and Piwowarski (2016) 

have identified pillars and dimensions of a security culture. This does not amount to a definition, 

but these dimensions and pillars provide a path towards a definition of security culture. Such 

an attempt is presented by Reniers and Dullaert (2007), who distinguish between three 

dimensions of security culture: people, procedures, and technology. óPeopleô represents the 

way employees and other stakeholders think about security and manage security issues; 

óProceduresô encompasses measures such as policies and strategies that serve to protect the 

security of a business and ótechnologyô refers to software and hardware which safeguards the 

business from unlawful interference.  

 

Figure 4.2 illustrates the dimensions of security culture identified by Piwowarksi (2016) and 

Reniers (2010).  
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Figure 4.2: Security culture dimensions 

 

Source: own illustration based on Piwowarksi (2016) and Reniers (2010). 

 

As outlined above, Piwowarksi (2016) and Reniers (2010) attempted to identify the core 

elements of a security culture. Reniers (2010) himself argues that most businesses lack an 

integrated and sufficiently defined security culture. This may be because security culture and 

its components are an under-researched subject (Peterson and Bjørnskau, 2015).  

 

Malcolmson (2009) states that there is no commonly acknowledged, practice-oriented 

definition of security culture, a finding confirmed more recently by Gillen and Morrison (2015). 

Based on several previous studies, he derived the following non-industry-specific working 

definition of security culture:  

 

ñSecurity culture is indicated in the assumptions, values, attitudes and beliefs, 

held by members of an organisation, and behaviours they perform, which could 

potentially impact on the security of that organisation, and that may, or may not, 

have an explicit, known, link to that impactò (Malcolmson, 2009).  

 

Neither Piwowarksiôs (2016) nor Reniersôs (2010) contributions nor the definition developed by 

Malcolmson (2009) are industry-specific and they do not yet provide a definition for security 

culture in the aviation sector. They nevertheless provide a basis for further work towards a 

generally accepted definition of security culture in a specific aviation context as well as an 

understanding of security cultureôs intersections with corporate culture at large. 
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The term 'security culture' is in the process of becoming a ubiquitous term which everyone is 

free to interpret differently, from the cognitive characteristics of organisational members to a 

broader, systemic view that looks at the organisation as a whole. This includes individual 

organisational members, work teams, organisational characteristics and domains, technology 

and the organisational environment. However, there is a growing consensus that security 

culture is a holistic and integrated concept. The absence of a definition of security culture is 

further exacerbated by the difficulty of distinguishing security culture from general 

organisational culture. Within the domain of HROs, it seems obvious that there are several 

practical definitions of security culture, all reflecting industry-specific influences and 

characteristics. However, the majority of security culture characteristics may also apply to 

organisational culture in general. As previously mentioned, security culture can be regarded 

as a dimension of organisational culture at large and as consisting of the same cultural 

components. This implies that organisational culture and security culture concepts share 

identical characteristics. The assessment of security culture must go beyond the analysis of 

artefacts and expectations. As culture refers to socially shared fundamental beliefs that 

influence attitudes and behaviour as previously mentioned, the assessment of security culture 

should not be limited to individual mindsets, but should include different dimensions, elements 

and groups. Qualitative, quantitative and contextual tools should be used and complement 

each other. As security culture is based on a common framework of action, the assessment 

techniques used should be tailored to the respective organisation and groups. However, 

resorting to general notions of corporate culture fails to do justice to the particularity of security 

culture. After all, security culture considers threats and risks that are global and volatile in that 

they change rapidly and continuously and can therefore only be forecast with wide margins of 

error, as Kertai-Kiss (2015) explains. The extent to which the specific features of security 

culture highlighted by Kertai-Kiss (2015) and other macro-environmental issues are considered 

in current security culture literature will be discussed in the next section.  

 

4.5. Corporate security culture: an overview  

The focus of this section is the assessment of corporate security culture standards. Before 

discussing research findings specific to the aviation industry, this subsection also identifies 

general frameworks and best practices related to understanding the development of corporate 

security culture. As noted in the previous chapter, the concept of security culture is difficult to 

define in universal terms, as most definitions are very much related to a specific industry and 

tend to reflect an ideal security culture. This presents a challenge for organisations in 

structuring and implementing improvement plans. An alternative approach is to consider 

multiple or different levels of security culture development. This approach is two-pronged: 

assessing the current security culture at each level of organisational development and defining 
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the underlying behaviours and practices that can help develop and improve the prevailing 

security culture. Two models have proven useful in this context Reason (1990) and Hudson 

(2007). Both models support efforts to improve security culture in many high-risk industries 

and could therefore be a good basis for assessing and developing security cultures. As the 

models include the elements of the safety and security management systems, the models 

could promote the basic idea of developing a security culture through small, targeted steps at 

each level.  

 

4.5.1. Components of security culture according to Reason (1990) 

According to Reason (1990,1998), security culture development is a process of collective 

learning, as security culture consists of a number of elements and processes that interact with 

each other and contribute to improvement. According to the model (see Figure 4.3), security 

culture comprises five components: a reporting culture, a just culture, a flexible culture and a 

learning culture. These components work together in order to create an informed culture, which 

is synonymous with the term security culture (Reason, 1998). 

 

Figure 4.3: Security culture according to Reason 

 

Source: own illustration based on Reason (1990) 

 

According to Reason (1990), the best and possibly the only way to deal with poor performance 

in an organisation is to collect the right data (Reason, 1990). This means developing a security 

information system that captures information from incidents and near misses. In addition, 

regular preventive reviews of the system are conducted, analysed and their results 

disseminated. All these aspects are part of an informed culture in which those who operate the 

system have the human, technical and organisational information that determines the safety 
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of the overall system. For an organisation to report errors effectively, it is necessary to develop 

a reporting culture, an organisational climate in which people are willing to report their errors 

and near misses (Reason, 1998). The effectiveness of the reporting culture, in turn, depends 

on how the organisation deals with blame and punishment. A blame-free culture is neither 

realistic nor desirable, as blanket impunity for all unsafe acts would not win the trust of 

employees. Reason (1990, 1998) states that a just culture requires an atmosphere of trust 

where employees are encouraged to report important security-related information. In order to 

create this culture, a clear line must be drawn between acceptable and unacceptable 

behaviour. In a flexible culture, there is a shift from the traditional hierarchical model to a flatter 

process structure where control is passed on to the experts. Once the event or accident is 

managed, the organisation switches back to the hierarchical model. This adaptability is a key 

characteristic of HROs (Reason, 1998). Finally, an organisation must have a learning culture, 

i.e. the willingness and competence to draw the right conclusions from its security information 

system and the willingness to initiate major changes when required. Schein (2010) also 

emphasises the importance of organisational learning. A learning culture is based on a shared 

assumption among members that learning is something positive to invest in and that learning 

itself is an important skill. Successful learning is highly dependent on receiving feedback and 

having sufficient time to reflect on and analyse the impact of feedback. In addition, it is also 

important to try out new methods and receive feedback on them. 

 

4.5.2. Components of security culture according to Hudson (2007) 

For a general approach, Hudson (2007) suggests a continuum of security culture development 

in which organisations move from having no security culture to an advanced culture as found 

in HROs (Rochlin et al., 1987; Weick, 1987). According to Hudson (2007), the development of 

a security culture can be divided into five stages: pathological, reactive, calculative, proactive 

and generative (see Figure 4.4). This type of cultural progression attempts to describe the 

development and thus a path from no or little security culture to an advanced culture. Hudson 

(2007) states that it is impossible for organisations to move directly from the reactive to the 

proactive stage without going through the calculative stage. Furthermore, Hudson (2007) 

emphasises that the first and arguably most crucial step towards implementing an exemplary 

security culture is the explicit support and commitment of top management. 
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Figure 4.4: Maturity of security model 

 

Source: own illustration based on Hudson (2007) 

 

At the first level of development, pathological, security is seen as costly, and the aim is to keep 

this expenditure as low as possible. In addition, education and training are seen as a necessary 

evil, and the primary concern is to comply with legal requirements. In the reactive stage of 

development, preventive maintenance requires investment and cost compliance is a key 

element. For example, after accidents, resources are made available for possible education 

and training. However, these decrease again over time. At the calculating level, the premise is 

that incident prevention processes are important, and that management is consciously positive 

about security towards employees. However, decisions and actions do not always match what 

is advocated. At the proactive level, it is assumed that employees accept safety audits and 

workplace analyses out of their own self-interest. In addition, a limited degree of non-

compliance by the organisation is accepted. At the generative level, information about hazards 

is provided without fear at all hierarchical levels. In addition, there is a high level of trust in 

employees to recognise situations where compliance needs to be questioned. There is a high 

level of commitment and diligence. 

 

According to Hudson (2007), the development of a security culture is mainly triggered by 

legislation. However, it is assumed that aviation in particular is able to develop a security 

culture without external legal pressure. This would suggest that aviation can be considered to 

be at the highest, generative stage of development. Hudson (2007) states that organisations 

that are at the highest level of development do not primarily focus on meeting regulatory 

requirements. Furthermore, Hudson (2007) states that security culture can only truly exist at 

the proactive and generative level. At the levels below, security culture can only be described 



40 
 

as a formal or superficial structure but is not an integral part of organisational culture (Hudson, 

2007).  

 

Both models illustrate a consensus that security culture can be developed to varying degrees 

(Lardner et al., 2001; Guldenmund, 2010, Weick and Sutcliffe, 2016). However, the models do 

not provide information about what interventions that lead to an improvement or promotion of 

security culture actually look like. Specifically, this means that there is a lack of clarity about 

how the different levels of security culture maturity are achieved. Based on the work on 

organisational culture by Schein (1992) and the two models by Reason (1990) and Hudson 

(2007), a concept that encompasses several levels is increasingly favoured. However, these 

levels basically refer to the described levels of maturity of a security culture. As previously 

outlined, security culture is a comprehensive concept consisting of individual security 

measures at strategic, management and individual levels. In the context of security 

management, these individual security measures are combined into a management system 

(SMS and SeMS). A general criticism of the concepts of Reason (1990) and (Hudson, 2007) 

is the lack of integration of security culture into an overarching management system. 

Understanding this integration as a component of security management activities can 

contribute to a broader understanding and conceptualisation of security culture. In the context 

of achieving maturity levels, good change management should be accepted by staff as both a 

critical element and an appropriate measure for organisational change, transparency and 

innovation. Understanding security culture in terms of "managing uncertainty" helps 

organisations move away from implicit assumptions and norms to ultimately promote secure 

action. 

 

On the other hand, Schein (1992) indicates a central interplay of "observable" (i.e. artefacts, 

behaviour) and "unobservable" (shared beliefs) features of a security culture. The behaviour-

determining core of an (organisational) culture is defined as a pattern of shared basic 

assumptions. However, employees are usually not aware of these basic assumptions of an 

organisational culture; they perform their actions "as a matter of course". In this context, Hale 

(2000) highlights the fostering of the connection between the basic assumptions that emerge 

in social groupings and security-oriented behaviour. Reason's (1990) and Hudson's (2007) 

models of security culture focus on observable indicators rather than psychological aspects. 

Schein (1992) focuses more on the identification of behavioural and socially shared basic 

assumptions of a security culture that emerge in the group context. A targeted optimisation of 

security culture should integrate both aspects and is strongly dependent on the understanding 

of security culture (Goncalves Filho and Waterson, 2018).  
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For this reason, psychological models of cultural influence are needed that provide a sound 

analytical insight into a security culture. Different components play an essential role: attitudes 

and motivations of employees, informal norms, social and group norms, cognitive aspects such 

as learning processes and individual risk assessment need to be considered (Goncalves Filho 

and Waterson, 2018). Understanding this may help better predict and manage the effects of 

change processes (Olive et al., 2006). In parallel, organisations need an idea of how they 

define security-conscious behaviour for themselves and what organisational framework 

conditions should be in place to support such behaviour. However, both of these aspects of a 

security culture are difficult to generalise; they should be adapted to the specific conditions of 

a security culture. Based on the literature findings, the following subsection examines more 

practice-oriented models that are based on the concepts of Reason (1990) and Hudson (2007). 

In general, the comprehensiveness of the models is examined with an emphasis on how the 

interactions of the individual components are taken into account at the different organisational 

levels. On the other hand, attention is paid to the extent to which psychological and cultural 

influences are considered, based on Schein (1992). 

 

4.5.3. Comprehensive models to approach security culture  

There are a large number of studies examining different approaches to, and models of, security 

culture. A summary of leading security culture studies is presented in Appendix iv. These 

commonly accepted studies have originated within the domain of information security. An 

analysis of the literature reveals that most studies focus on specific subjects. For instance, 

some researchers solely focus on developing an understanding of the concepts of information 

security culture (Tessem and Skaaraas, 2005) or on defining information security culture. 

Other researchers provide sets of principles (Ruighaver et al., 2007) upon which an information 

security culture can be built, and which may lead to a framework for assessing information 

security culture. In the context of this thesis, the fact that most studies lack a comprehensive 

view of security culture is very significant. This means that their frameworks for assessing 

security culture fail to integrate human, organisational and technological components and, 

therefore, do not enable organisations to facilitate the development of a corporate security 

culture. For instance, the study by Chia et al. (2003), which is based on Detert et al. (2000), 

focuses on the important role of the top management and of employee awareness and 

involvement but fails to consider avenues towards improving information security culture 

across the entire organisation. The framework presented by Schlienger and Teufel (2003) 

highlights internal awareness as an instrument to create, change, and maintain information 

security culture. Koh et al. (2005) stress the influence of security governance, which acts as a 

structural mechanism enabling managers to allocate security responsibilities and 

accountabilities. Their results are based on the framework developed by Chia et al. (2003). In 
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their case study based on Hofstede (1986), Tang et al. (2016) created a framework mapping 

the relationship between organisational culture and information security practices from a 

behavioural perspective. Yet, these researchers do not arrive at generalised findings and do 

not offer empirical evidence of the impact of organisational culture on the development of a 

security culture. As a result, they cannot provide detailed insights for practitioners and 

researchers. 

 

Nonetheless, there are a few highly influential case studies which highlight the cultivation of 

an information security culture, by Dojkovski et al. (2006), Da Veiga and Eloff (2010), Al 

Natheer et al. (2012), Alhogail and Mirza (2014), and Sherif et al. (2015). Da Veiga and Eloff 

(2010) list several information security components which should be implemented by 

organisations to manage human, process, and technical threats that enhance the development 

of a security culture. A major disadvantage of this framework is that it ignores possible 

correlations and influences between different components of a culture. Sherif et al. (2015) and 

Alhogail and Mirza (2014) discuss security culture frameworks published between 1999 and 

2014 to create a comprehensive framework reflecting the cultivation of security culture. 

Alhogail and Mirza (2014) outline the major components of a framework for an information 

security culture and their interrelations; their model is illustrated in Figure 4.5. Their framework 

is based on the STOPE (Strategy, Technology, Organisation, People; Environment) profile 

developed by Bakry (2003).  
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Figure 4.5: Framework of information security culture  

 

Source: own illustration based on Alhogail and Mirza (2014). 

 

Interestingly, this framework sets the óenvironmentô in a monodirectional relationship to 

information security culture, whereas all other components are interdependent with this culture. 

The environment in which the organisation operates is understood to affect organisational 

structures and operations and, thereby, the information security culture (Alhogail and Mirza, 

2014). In addition, the framework includes óchange managementô as an input factor. Alhogail 

and Mirza (2014) refer to several studies that stress the need for change management 

programmes which assist employees in transitioning to, and accepting, new working 

procedures. In addition, the authors consider it necessary for organisations to evaluate the 

degree to which an information security culture is implemented successfully. One approach to 

such an evaluation is the empirical, questionnaire-based survey of factors influencing 

employeesô security behaviour, which is recommended by Da Veiga et al. (2007), Martins and 

Eloff (2002) and Schlienger and Teufel (2005). In Figure 4.5., this process of óassessmentô is 

considered to interact reciprocally with information security culture and its components. 

Alhogail and Mirza (2014) conclude that an effective security culture is shaped by, and results 

from, the interaction between technological, organisational, human, and environmental factors. 

However, this can only be achieved by taking change management principles into account 

(Alhogail and Mirza (2014).  
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Sherif et al. (2015) claim, after reviewing key literature from the period of 1999 to 2014, that 

security culture is understood as a means of controlling the human factor and, in doing so, 

improving compliance with security regulations. To make such a regulating influence possible, 

security objectives should be aligned with formal business processes and corporate culture. In 

addition, the authors suggest that cultural change is necessary in order to develop security 

culture. Their argument is based on research by other authors (Brooks, 2010; Reniers, 2010; 

Shahzad et al., 2012; Piwowarski, 2016), who claim that culture influences employee 

behaviour. Therefore, security culture can help prevent, or at least minimise, security 

breaches. 

 

The findings of Sherif et al. (2015) point towards a three-layered approach to cultivating an 

information security culture. They argue that three core elements need to be considered in 

order to foster an information security culture. The first layer is information security awareness, 

which fulfils the basic function of influencing employeesô security behaviour (second layer) and 

overall information security culture in general (third layer), which encompasses variables such 

as personal principles (beliefs) and cultural assessment and instruments to measure security 

behaviour (summarised in Figure 4.6).  

 

Figure 4.6: The ABC of cultivating an information security culture 

Source: own illustration based on Sherif et al. (2015). 

 

Within this framework, measuring security behaviour occupies a vital position and is informed 

by an organisationôs information security policies and security best practices (Sherif et al., 

2015). As illustrated in Figure 4.6, an effective selection of awareness programmes, the usage 

of awareness implementation tools, the consideration of awareness process levels, and 

measuring awareness all influence compliance behaviour. Also, compliance behaviour is 

influenced by attitudes, which in turn are influenced by workplace factors and by persuasive 
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strategies. The influence of persuasive strategies on attitudes is moderated by social and 

personal factors. Sherif et al. (2015) argue that improving compliance behaviour acts as a main 

driver of overall information security culture. The authors propose several evaluation tools in 

order to measure security behaviour. One of the most recognised was developed by CPNI 

(2018). The tool, SeCuRe, is a survey and analysis instrument which supports organisations 

in diagnosing the current status of their security culture and in recognising areas of potential 

improvement. The fourth, and most recent, version of SeCuRe consists of four measurement 

dimensions: culture type, employee climate, employee influence, and employee behaviour. 

The CPNI framework acknowledges the importance of reviewing security culture, which has 

been stressed by many researchers (e.g., Da Veiga and Eloff, 2010; Reniers, 2010; Al Natheer 

et al., 2012; Alhogail et al., 2015; Sherif et al., 2015 and Piwowarski, 2016) and which aims to 

take changes in the environment, working practices, and technology into account. As such 

changes may affect employees (and their behaviour), the above scholars recommend 

adjusting organisational security activities accordingly in order to facilitate appropriate 

employee security behaviour. It is noteworthy that SeCuRE only added ñsecurity awarenessò 

in the second version (SeCuRe 2) and ñassessing security cultureò in the third version (SeCuRe 

3). This implies that measuring security awareness and understanding the cultural process are 

crucial in developing and fostering a security culture in organisations. The reason why these 

two variables were only added later could be that scientifically confirmed findings had been 

considered in the meantime. Hence, Sherif et al. (2015) offer practical recommendations which 

have been validated by their research.  

 

Such a practical orientation may, however, not be a consistent feature of publications on 

security culture. Karlsson et al. (2015) surveyed information security culture frameworks from 

between 2000 and 2013 and concluded that they frame their findings and recommendations 

in a rather descriptive, philosophical, and theoretical way and lack empirical validation. The 

publications discussed, therefore, offer little assistance to practitioners in implementing their 

research results and frameworks. The only study validating its conceptual model by utilising 

diverse validation techniques, such as Exploratory Factor Analysis (EFA), Confirmatory Factor 

Analysis (CFA), Structural Equation Modelling (SEM), and nomological validity, was the one 

by Al Natheer et al. (2012). Yet, Al Natheer et al. (2012) based their validation on data obtained 

via an expert-panel feedback questionnaire submitted to Saudi Arabian organisations. 

Therefore, their research findings may not be transferable to Western countries since 

organisational cultures can be shaped by national culture.  

 

One major research result discussed by Al Natheer et al. (2012) is the distinction between 

factors that constitute and factors that influence the development of security culture, both 
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illustrated in Figure 4.7. Within the proposed framework, Al Natheer et al. (2012) highlight 

security awareness, compliance and ownership as factors constituting security culture. In 

addition, there are factors influencing security culture, which merely affect, or influence, 

security culture; these are top management involvement, policy enforcement, policy 

maintenance with regard to new emerging factors, information security training, and ethical 

conduct policies (Al Natheer et al., 2012). Thus, with regard to the cultivation of a security 

culture, Al Natheer et al. (2012) distinguish between constituting factors and influencing 

factors, and this distinction may yield a basis for schematisation and systematisation for other 

researchers and practitioners.  

 

In this context, Al Natheer et al. (2012) make another important contribution by identifying a 

positive impact of the eight constituting and influencing factors; hence, there is a strong 

correlation between security culture as a whole and its constituting factors, especially security 

awareness and security ownership. Al Natheer et al. (2012) broke new ground in defining the 

elements that are necessary to create or influence a security culture on a reliable and valid 

basis.  

 

Da Veiga and Martins (2017) investigated the positive impact of five factors from Al Natheer et 

al.ôs (2012) model. A positive impact on the creation of a security culture was ascertained for 

factors such as top management, security policy, education and training (based on Al Natheer 

et al.ôs information security training) and security awareness. However, no positive impact on 

security culture was found for other factors constituting security culture, such as security 

ownership, although this variable has been considered crucial in terms of measuring or 

cultivating a security culture. This model is visualised in Figure 4.7. 
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Figure 4.7: Influencing and constituting factors of security culture 

Source: own illustration based on Al Natheer et al. (2012). 

 

Another interesting element in the model of Al Natheer et al. (2012) is represented by the factor 

"top management support". According to Kotter (1990a, 1990b), managers are involved in 

tasks such as planning, budgeting, organising, resourcing, controlling and problem-solving. 

The key role of a manager is thus to ensure that the daily business and projects of the 

organisation are executed. In contrast, leadership focuses more on achieving the long-term 

goals of the organisation by influencing others (Zaleznik, 2004). For Kotter (1990b), the key 

points are developing a vision for the organisation, aligning people with that vision through 

communication, and motivating people to act by empowering them and meeting their basic 

needs. In summary, it is argued that management is about managing complexity, while 

leadership is about managing change (Kotter, 1987; Bartol et al., 2003). The leadership factor 

is neglected in this model but plays an essential role in the assessment of a corporate security 

culture. The extent to which the leadership factor and top management are related to each 

other and what role they play in the security context will be considered in the course of this 

thesis. 

 

With regard to the aviation industry, a practice-oriented recommendation can be found in a 

framework developed by the Civil Aviation Authority (CAA) (2014). In 2014, the CAA published 

a (non-research-based) manual focusing on security management systems, which in turn 

include security culture components. In addition, the model (Civil Aviation Authority, 2018) 

provides a framework consisting of key components of a security culture (Figure 4.8).  
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Figure 4.8: Key components of security culture 

Source: own illustration based on CAA (2018). 

 

The aim of this formalised framework is to integrate security culture components in the daily 

operations of aviation businesses, resulting in the establishment of a SeMS. In addition, the 

manual meets all security requirements set by the European Commission (EC) and outlined in 

the EU regulation (EC) 300/2008 (European Commission, 2008). Adopting the tripartite 

structure of ópeopleô, óproceduresô and ótechnologyô discussed above, the CAA framework 

presents all relevant organisational security culture components on the basis of the framework 

of Reniers (2010) and Piwowarksi (2016). For instance, ópeopleô can encompass factors such 

as management commitment, communication, change management, training and education, 

accountabilities and responsibilities, and resources. óProceduresô can include threat and risk 

management, performance monitoring, assessment and reporting, and continuous 

improvement. The third dimension, ótechnologyô, may be taken to represent resources or tools 

to facilitate activities such as incident reporting, performance monitoring, and continuous 

improvement. However, the frameworks developed by Sherif et al. (2015), Alhogail and Mirza 

(2014), Reniers (2010), Al Natheer et al. (2012), and Piwowarksi (2016) may still function as 

superordinate categorisation systems for the operational-level security culture components 

outlined by the CAA.  

 

The CAA framework and its approach can be compared to an operating manual, which 

contains methods of instruction and implementation. Hence, the CAAôs framework components 

can be interpreted as being based on aviation operations and, thus, as being highly specific to 
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aviation. These operational factors, highly specific to aviation, could provide a way to 

implement the dimensions and variables identified based on the findings of Reniers (2010), Al 

Natheer et al. (2012), Alhogail and Mirza (2014), Sherif et al. (2015) and Piwowarksi (2016) in 

the organisation. This perception corresponds to Stewartôs (2005) and Williamsô (2009) 

statements, as both recommend that security culture and business strategy be aligned and 

incorporated in operational practice.  

 

However, one major drawback lies in the fact that the CAA framework does not identify 

relationships and dependencies among the strategically relevant components. Therefore, it 

remains unclear which components are instrumental in establishing and maintaining a security 

culture. In addition, the CAA framework fails to distinguish between the components 

constituting a security culture and the components influencing its development; the framework 

thus does not apply the distinction made by Al Natheer et al. (2012) between constituting and 

influencing factors. Sherif et al. (2015) clearly included Reniers (2010) and Piwowarskiôs (2016) 

component ñpeopleò in their modelôs second layer, ñsecurity behaviourò, which can be 

measured using ñtechnologyò tools to gain insight into ñsecurity awarenessò. Al Natheer et al. 

(2012) and Sherif et al. (2015) validated these two important components, i.e. ñtechnologyò 

and ñpeopleò, in their research.  

 

Piwowarksiôs (2016) tripartite structuring of security culture can act as a higher-level 

consolidated framework summarising all components and dependencies identified by the 

studies discussed in three crucial overarching domains above (the individual; the social; and 

the material). While a superstructure is thus at hand, the fact that security culture models and 

frameworks, especially within the aviation sector, lack a precise conceptualisation of, and 

differentiation between, constituting and influencing factors, remains a problem. Such a clear 

delimitation would be of particular value to researchers and practitioners as it would provide 

guidance in ranking aspects of security culture and prioritising certain approaches. Also, 

researchers and practitioners may also be interested in the operationalisation of all identified 

constituting and influencing factors. 

 

The four models examined in this section are very practical in orientation and illustrate a 

comprehensive overall picture that contributes to understanding the assessment of a security 

culture. Furthermore, these models were chosen because they illustrate a kind of development 

in the consideration of a corporate security culture. Piwowarksi (2016), for instance, starts with 

a very superficial perspective, while Alhogail and Mirza (2014) already highlight and relate 

more detailed factors. Sherif et al. (2015) take a three-layered approach by highlighting core 

elements when considering a corporate security culture and relating these to other factors.  
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Al Natheer et al. (2012) identify the categorisation of factors into influencing and constituting, 

which shows exactly which factors are particularly decisive when considering a corporate 

security culture. The CAA framework was used because it considers factors that are 

particularly important in aviation. In contrast to the maturity models of Reason (1990) and 

Hudson (2007), these models identify and analyse some interactions of the listed components. 

This identification of interactions could reveal how to reach the individual levels of the maturity 

models. The models above achieve this by explaining, for instance, how the attitude of 

employees affects their ñcompliance behaviourò or how employee training and education can 

influence ñsecurity awarenessò. In addition, the model by Alhogail and Mirza (2014), for 

example, reveals the extent to which "change management" influences a security culture, 

especially when it comes to supporting employees when work processes change. These 

examples demonstrate that not only are "observable" (i.e. artefacts, behaviour) factors and 

"unobservable" factors, but also the interactions between them, are considered. These 

interactions can be described using the grouping of factors according to Al Natheer et al. (2012) 

as "influencing" and "constituting". This categorisation of the factors makes it clear what 

weighting is attached to them and therefore which interactions of the factors play a key role in 

the assessment of a security culture.  

 

A major drawback of these models is that they focus on an IT security culture environment and 

therefore are not closely related to aviation. This means that they are not formed based on the 

activity of organisations in the aviation industry, with its highly regulated environment and high 

reliability spectrum. Furthermore, the models do not take into account the holistic embedding 

in the strategic management of an organisation. Although factors such as "top management" 

and "leadership" and how they interact with each other are discussed, these terms only refer 

to the superiors in the IT security environment. Therefore, other business departments within 

an organisation, and how they influence, interact and communicate with each other, are 

ignored. Although all models look at various interactions, the level of detail is rather superficial 

and misses helpful insights that consider the behaviour of employees with regard to rules, 

regulations and processes or consider the individual employee in an organisational group. The 

models fail to provide insight into how to change staff behaviour into more security-conscious 

behaviour.  

 

In order to answer the primary research question, a model which is based on existing research 

and specific to aviation needs to be devised and tested with regard to its beneficial effect on 

the development and maintenance of a security culture.  
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The model should incorporate three basic insights from the literature reviewed here. First, the 

assessment of security culture should go beyond the analysis of artefacts and expectations. 

Second, the assessment of security culture should not be limited to individual mindsets, but 

should include different dimensions, elements and groups. As security culture is based on a 

common framework of action, the assessment techniques used should be tailored to the 

respective organisation and groups. In this work, the focus is on the top management of the 

organisation under investigation. Thirdly, qualitative and contextual tools which complement 

each other should be preferred. This also involves all levels of management and staff. Such a 

model can be predicated on the plausible assumption that group norms might promote secure 

behaviour and that these group norms can be shaped through security awareness training 

Sherif et al (2015). Thus, determinants of behavioural change should be given greater 

consideration in a security culture in order to promote it. The concept of a ñjust cultureò, an 

environment in which mistakes are minimised through open communication, is of particular 

interest here (Ochsner, 2013). This concept is widely accepted in the aviation industry and has 

a direct bearing on aviation safety. The extent to which ñjust cultureò principles can be utilised 

to transform employee behaviour and enhance security awareness will be discussed in the 

next section.  

 

4.5.4. ñJust cultureò in aviation 

Within the aviation industry, almost every organisation has implemented a ñjust cultureò in the 

majority of its activities. According to Frazier (2013), ñjust cultureò serves as a foundation for 

safety management. As stated earlier, safety management strives to successfully implement 

regulations, procedures, and processes established by authorities. A positive ñjust cultureò 

generates an atmosphere of confidence, in which employees are encouraged to provide crucial 

safety-related information and feel treated fairly if rules are neglected or errors occur (Reason, 

2008). In aviation organisations, the employees embedded in a ñjust cultureò typically are air-

traffic controllers, flight crew, pilots, maintenance personnel, and others who can provide key 

information about aviation-safety problems and potential solutions (GAIN Working Group, 

2004). The aim of a ñjust cultureò is to support organisations in learning from unsafe acts in 

order to increase safety awareness. The rationale is that organisations improve their ability to 

detect potential safety hazards by fostering information sharing and appreciative, respectful 

communication. Against this background, a ñjust cultureò can be considered as facilitator or 

reporting mechanism that contributes to a (positive) safety culture in aviation organisations.  

Thus, a ñjust cultureò focusses on the reporting system of an organisation. It can therefore be 

assumed that ñjust cultureò, by cultivating a comprehensive and overarching security culture, 

also contributes to operational effectiveness. For instance, safety information reporting, 

reporting procedures, methods of reporting, and reporting forms can support security 
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compliance. The potential of ñjust cultureò to improve operational effectiveness is underpinned 

by its demonstrated ability, pointed out by Boysen (2013), to change the aviation system. In a 

ñjust cultureò in the aviation sector, employees are empowered to proactively monitor their 

workplace and participate in safety efforts in order to reduce risks by managing human 

behaviour and redesigning systems (Boysen, 2013). In essence, this means that changing 

people without changing the system will only perpetuate problems. However, rather than rigidly 

distinguishing between individuals and systems, organisations should understand the 

relationships and roles of employees within systems (GAIN Working Group, 2004). Due to its 

size, the aviation industry may be one of the most complex systems that people operate in; 

and its size in turn raises the systemôs attractiveness as a crime target (Price and Forrest, 

2016). In order to reduce complexity and thus increase the systemôs effectiveness, appropriate 

and practical safety measures need to be applied which go beyond organisational structures 

and processes in that they engage individuals and groups. Yet, implementing a corporate 

security culture may be challenging with regard to the above-mentioned factors summarised 

as human, organisational, including procedural and legal, and technical components. The 

following section will outline these challenges. 

 

4.6. Implementing corporate security culture 

The challenges involved in establishing a security culture are rooted in the three dimensions 

discussed above: human, organisational, and technical factors. This section will outline them 

in more detail. According to the above frameworks, the most relevant components of these 

dimensions appear to be security awareness and security compliance, with the latter being 

part of security behaviour.  

 

4.6.1. Challenges of implementing security culture 

Organisational factors such as security policies, procedures, and processes predominantly act 

as protection mechanisms for organisational resources. However, due to emerging security 

threats and the dynamic nature of the aviation industry, organisations have realised that 

employees do not have sufficient knowledge of security policies and are reluctant to follow 

recommendations regarding processes and procedures. A lack of knowledge may diminish 

employeesô ability to understand rules, procedures, and processes (Da Veiga, 2016) and could 

also limit security awareness, which has a negative effect on overall security compliance. In 

addition, some rules and procedures appear impossible to follow as they appear to lack a 

comprehensible modality (e.g. way of doing or proceeding) (Renaud, 2012; Frazier, 2013; 

Siponen et al., 2014). As compliant behaviour contributes to overall security behaviour, 

managers need to motivate employees to commit to business processes and procedures; this 

may ultimately lead to a stronger security culture. These assumptions and arguments are 
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supported by the studies of Kirschenbaum et al. (2012a, 2012b, 2012c and 2012d). 

Kirschenbaum et al.'s studies explicitly focus on airport environment and staff but provide 

valuable insights for this thesis. The underlying assumption of aviation and security in their 

studies is that decision-makers maintain a high level of security which is based on an 

administrative framework driven by both internal organisational rules and protocols and 

externally imposed guidelines put in place by statutory authorities (Kirschenbaum et al., 

2012d). In this context, enforcing rules is an integral part of the safety decision-making process. 

In addition, a high level of awareness of the complex technical and human infrastructure and 

information transparency are seen as an important component in making decisions to mitigate 

potential security threats (Kirschenbaum et al., 2012c, Kirschenbaum et al., 2012d). When a 

decision needs to be made, informal information networks play a critical role, especially in 

terms of the ability to deal with the unexpected (Kirschenbaum et al., 2012d). Information 

sources from the informal network tend to make employees more flexible in their security-

related decisions. Formal sources of information tend to make employees behave in a more 

rigid manner in following rules and protocols (Kirschenbaum et al., 2012c). 

 

Another important insight can be derived from Sherif et al. (2015). The authors outline several 

influencing components that help ensure compliant behaviour, such as personal attitudes, 

workplace factors, and persuasive strategies. Bulgurcu et al. (2010) investigate how individual 

factors, such as a positive attitude towards security rules, influence employeesô compliance 

with rules, processes, and procedures. However, the workforce is typically characterised by a 

high degree of diversity (different ages, education, philosophies, and values). Kirschenbaum 

et al. (2012a) conducted a study to challenge the notion that security decisions are best guided 

by observing rules and protocols. Kirschenbaum et al. (2012d) identify three profiles in this 

context: adaptive employees, social-interactive employees and bureaucratic employees. 

Bureaucratic employees make security decisions based on administrative and regulatory 

procedures. Social-interactive employees make security decisions through their interaction 

with other employees. An adaptive employee, on the other hand, shows a high degree of 

flexibility in making security decisions based on the situations they face (Kirschenbaum et al., 

2012d). Meanwhile, the observance of rules and protocols varies and ranges from complete 

compliance to complete disregard. This categorisation of employees by Kirschenbaum et al. 

(2012d) illustrates that compliance with rules is not an automatic response by staff in routine 

and non-routine situations and also shows that security decision-making involves a complex 

set of social and psychological factors.  

 

Kirschenbaum et al. (2012a) also provide evidence that security decisions involve informal and 

formal behavioural factors. Most decisions made by individual employees are largely informal, 
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circumventing rules and regulations. In contrast, security decisions made by groups are more 

in line with rules and regulations. This suggests that some security decisions can deviate from 

rules and regulations and reflect the complex interactions of individuals and groups under 

different threat situations. Decisions are made both on the basis of strict rules of procedures 

and within a social contextual framework influenced by the uniqueness of situations. Rules and 

regulations exist, but employees' interpretation of - and compliance with - rules and regulations 

can vary widely, especially as most people respond to different types of group dynamics 

(Kirschenbaum et al., 2012a). Therefore, workplace diversity and different understandings of 

security issues in different organisational departments need to be considered. Different 

understandings may take the form of different interpretations of organisational security roles. 

Managerial security roles are formally assigned in aviation organisations in order to maintain 

security standards, and these roles are aligned with formal business processes and 

procedures. In addition, there are managerial roles which are not as closely linked to security, 

such as functions in commercial or financial departments. The relationship between the two 

security roles, which differ in terms of security knowledge and security behaviour, can create 

an obstacle to developing and maintaining a corporate security culture. A study by Albrechtsen 

and Hovden (2010) indicates that knowledge creation at an organisational level triggers 

changes in security behaviour at an individual level. Important principles for successfully 

improving employee awareness and behaviour include employee participation, collective 

dialogue, mutual trust and the exchange of knowledge.  

 

Against the background of the different interpretations of roles, Mary Douglas' (1978) influential 

study provides more detailed explanations about people behaviour in social and organisational 

structures. In this context, it is worth taking a closer look at cultural influences on employee 

behaviour, especially in industries with high levels of exposure to risk, such as aviation. 

According to Douglas (1978), humans are influenced by their surroundings, which affect their 

cognition as well as behaviour and individual decisions. Therefore, values and beliefs are the 

result of social conditions, which are in turn a product of human interaction. She examines risk 

perception from the perspective of cultural theory and states that risk perception is not 

governed by personality traits, needs, preferences, or risk object properties. It is a socially, or 

culturally, constructed phenomenon. What is perceived as dangerous and how much risk one 

accepts is a function of a person's cultural affiliation and social learning. This forms the basis 

of cultural theory, which is represented in Douglas' grid-group typology. Together with Aaron 

Wildavsky (Douglas and Wildavsky 1982), Douglas developed a structural-functionalist 

analytical tool, the so-called grid-group model. In this model, "group" reflects the degree of 

involvement in the group and "grid" the type of control and rule structures in social interactions. 

This can be used to form different types of culture. For example, organisations with strong 
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control structures and group involvement tend to be hierarchical, i.e. there is a high degree of 

conformity to the group norm and a high degree of trust in institutions in the face of risks. In 

contrast, organisations with weak control structures and group involvement are strongly 

individualistic. They rely on their own abilities when handling risk. The egalitarian group 

structure (weak control structures, strong group involvement) rejects hierarchy in the group, 

meaning that group bonding takes place via demarcation from others who are considered a 

risk or the cause of risks. Finally, fatalistic groups do not have a strong internal group bond yet 

are exposed to dominant external structures and control. For fatalists, risks cannot be handled 

because they perceive the world as random and unpredictable, or they suspect a conspiracy 

behind every event (cf. Douglas 1982, 1990, 1994). However, if they are exposed to risks, they 

try to keep themselves away from them (Gross and Rayner, 1985). In summary, a grid-group 

model analysis measures the extent of social control to which a person is subject - whether 

through belonging to a group or a network or in the context of their life situation and the 

associated expectations of the social environment they are subject to (Douglas and Wildavsky 

1988). 

 

Various authors have noted flaws in Douglas' descriptions of grid group theory. For instance, 

Mamadouh (1999) distinguishes between a "soft" and a "hard" variant of grid-group theory. 

Spickard (1989) even claims to have formulated three different versions. In addition, this 

structuralised grid-group model is criticised by various commentators as ahistorical, rigid and 

too simplistic for modern, complex Western societies (Renn et al. 1992; Wilkinson, 2001). 

However, grid-group analysis does offer a socio-cultural approach to risk perception that goes 

beyond psychological or cognitive approaches (Golding, Krimsky and Plough 1992; Boholm, 

1996, p. 73; Tansey and O'Riordan, 1999, p. 77). Mary Douglas' cultural theory shows that 

risks are not always accompanied by objective dangers but can also be the subject of 

discourse on the social construction of reality. However, the theory lacks empirical confirmation 

(Boholm, 1996). Nevertheless, cultural theory emphasises a very important point, namely that 

it is not only the central, powerful groups in administrative and state institutions that determine 

what a risk is. People and groups on the periphery which have no social influence also 

formulate their own idea of risks (Douglas 1992, p. 38). At the same time, cultural theory 

highlights that - in addition to the scientific and technical consideration of objective risks - risk 

is a means of control and demarcation from others. Another criticism of Douglas' cultural theory 

is that its typology of stereotypes seems inappropriate when trying to capture the complex 

social reality "inhabited" by real people rather than artificial constructs (Boholm, 1996, p. 73). 

Here, an incorrect assumption is made that an organisation or society must fully conform to 

one of the four typologies. The grid-group dimensions should not be interpreted as simply 

having either a low or high state; they allow for gradations, as both dimensions are scalar. 
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Thus, the use of four main typologies developed in cultural theory helps us understand how 

risks can be dealt with. For this reason, cultural theory is an influential contribution and should 

be considered when assessing a security culture. The satisfactory application of cultural 

theory, especially in the "group" area, is, however, a challenge. Therefore, the dimension of 

social inclusion poses difficulties for modern Western societies, as it is questionable whether 

individuals today are still subject to such strong group expectations.  

 

The next chapter will explore the possible effects of a security culture and its interactions with, 

and relations to, the organisation at large. 

 

4.7. Ramifications of corporate security culture 

This section will emphasise the influences a security culture can have on organisations. This 

will be shown by the direct impacts of certain security breaches and by the indirect benefits 

gained through organisational culture and leadership. The section will also discuss the strong 

influence of these two variables on the development of a security culture. Security breaches 

are given here as examples to illustrate the damage a security culture can prevent if effectively 

applied.  

 

Now more than ever, organisations in the aviation sector are faced with changing economic 

conditions, political unrest, new technologies, and, thus, new emerging security threats (Fox, 

2014). It is surprising, therefore, that the impact and the effectiveness of security culture have 

rarely been evaluated in research (Manning, 2007; Zhang et al., 2008). Given this lack of 

research on the benefits of security culture, the question arises as to why security culture 

should be implemented in all parts of an organisation (Salter, 2007). This question can easily 

be answered in the negative as long as the concerns of policymakers and business managers 

are not addressed. They may question the value offered by the above frameworks and fear 

the pervasive implementation of security culture, as the uncertainty inherent in aviation may 

skew the cost-benefit ratio of such an undertaking. For instance, it is difficult to quantify the 

financial losses incurred due to unlawful interferences such as terrorist attacks and other 

criminal threats. (Salter, 2007). Thus, threat and risk management are subject to a large degree 

of uncertainty. Also, continuous improvement ï which plays a crucial part in security culture ï 

may lead to enormous capital costs due to frequent changes in operating procedures, 

regulated processes, or legal standards (Salter, 2007; Fox, 2014). Therefore, one of the most 

pressing challenges that organisations face is to decide how to adapt to a changing 

environment while still remaining efficient (Laskovaia et al., 2018). 
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Aviation organisations operate within an economic environment that requires them to be 

productive, to be profitable, and to increase market share by limiting their consumption of 

resources (Reniers et al., 2011; Frankel, 2008). However, minor vulnerabilities may lead to 

major security breaches, and hence to financial losses (Fenz et al., 2014). Therefore, 

organisational impact considerations need to include effects and implications that go far 

beyond the commonly considered economic parameters, such as those typically considered 

by shareholders, managers, and customers (Richard et al., 2009). The first of the two following 

sections will discuss the topic of security with respect to the negative impact of security 

breaches on organisations, thus highlighting the considerable costs of neglecting security, and 

the second section will highlight additional benefits that security management and, in 

particular, a security culture may offer the organisation at large.  

 

4.7.1. Negative impact of security lapses on organisations 

This section uses the examples of two relevant security breaches. In 2018, three well-known 

airlines, Air Canada, British Airways and Cathay Pacific, experienced crucial security incidents 

which affected nearly 10 million customers (Sheridan, 2018). Most attacks aim to obtain 

sensitive passenger data, such as payment data, that criminals can either use to commit fraud 

or to extort airline organisations (Sheridan, 2018). Attackers may also try to gain access to 

passport information, which they can use for identity fraud. Such security breaches can cause 

enormous reputational and economic costs to airlines. According to practitioners, attackers 

prefer targeting airlines rather than individuals because one attack on an airline can yield vast 

amounts of data (Sheridan, 2018). This argument is supported through research by Cheng et 

al. (2017), who state that data breaches cause severe financial and reputational damage. 

Research conducted from 2003 to 2012 identifies stock market falls and cash-flow losses as 

financial repercussions of publicly reported security breaches (e.g., data breaches) (Campbell 

et al., 2003; Ayyagari, 2012). Goh et al. (2013), and Li et al. (2015) argue that the most 

significant and immediate effect of security breaches is stock price fluctuation. Other research 

on the stock market price effects of a security breach from 2000 to 2010 identifies similar 

effects and, hence, points towards a strong relationship between security breaches and stock 

market performance (Morse et al., 2011). In a study, Knight and Pretty (1997) discussed the 

effect of catastrophic events on shareholder value. The authors classified organisations into 

recovering (the company stock price recovered to the level prior to the catastrophic event) and 

non-recovering (those that failed to recover from a catastrophic event). The study determined 

that effective management is a crucial factor in the recovery of an organisationôs stock price 

value.  
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4.7.2. Additional benefits of security culture implementation in organisations 

Reacting appropriately to the swift changes in aviation requires knowledgeable and committed 

employees, who are a valuable asset to the organisation. Security culture effectiveness largely 

depends on each employeeôs accountability for individual actions, which should contribute to 

organisational goals and organisational quality, compliance with standards, the completion of 

necessary tasks, and progress in monitoring (Armstrong, 2006; Almatrooshi et al., 2016). 

Employee accountability needs to be viewed in the context of organisational culture and 

leadership, which Lester (2007) considers to be key influences in an organisation. These two 

variables will be utilised to discuss the contribution a security culture can make to the 

organisational culture and leadership, and thus to the company at large, in more detail. 

 

The first key influence is organisational culture. With regard to developing a strong security 

culture, Strauch (2015) reflects upon different cultural values and beliefs within organisations. 

As it is considered to rest on individuals as its substratum - Strauch (2015) calls culture a 

ñpeople thingò - cultural priorities and concepts may vary across departments. This may result 

in synergies; however, it is more likely that it will result in the sluggish adoption of cultural 

elements, meaning that leadership and management need to inculcate security culture in the 

entire organisation and motivate a diverse group of employees to pay it appropriate respect.  

 

The problems of implementing, anchoring, and maintaining a security culture across an entire 

organisation are exacerbated by the difficulty of measuring progress. In a cultural context, 

performance measures and benchmarks are required that may not be useful in quantitative 

analyses. Strauch (2015) suggests comparing patterns of behaviour or thought. This enables 

organisations to envisage values that inform the way security issues are perceived and 

handled. Several researchers have suggested a relationship between security culture and 

other organisational security metrics, for instance, security breaches (Manning, 2007; 

Malcolmson, 2009; Boysen, 2013; Alhogail and Mirza, 2014). As security is a critical success 

factor in aviation, a comprehensive understanding and fostering of security culture may 

improve organisationsô ability to achieve their primary goals, to increase quality, and to 

maintain a good reputation (Malcolmson, 2009). 

 

The following paragraphs discuss the role of management and leadership and its implications 

for the effectiveness of a security culture. Ultimately, all employees, both individually and 

collectively, are responsible for the organisational culture. However, a decisive role is played 

by the people for whom this topic is often very vague: the managers, first and foremost the top 

management level. They have a major responsibility in shaping the culture because employees 

pay attention to their behaviour and the signals they send. As mentioned earlier, leadership 
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and management are key in bringing people, processes, and technology together and, 

therefore, play an important role in the implementation, development, and maintenance of 

security culture.  

 

In the previously described concepts of culture and corporate security culture, special attention 

is always paid to management and leadership. Numerous differences between leadership and 

management have been outlined (Bennis, 1989; Liphadzi et al., 2017). According to Bennis 

and Nanus (2007), leadership involves social influence, and the role of the leader is to set a 

purpose or vision for change, while management is related to the fulfilment of organisational 

goals and processes. Therefore, it is argued that management is concerned with planning, 

budgeting, controlling, structuring and executing (Lunenburg, 2007). In contrast, leadership 

tends to encompass a process of directing, envisioning and motivating, including coordination 

and the development of individuals (Lunenburg, 2007). In addition, leadership is also seen as 

influencing others to achieve the long-term goals of the organisation (Bartol et al., 2003). In 

the context of a security culture, management refers to the degree to which top management 

understands the importance of security culture and the extent to which it is integrated into 

corporate security activities. In the context of management functions, top management is 

responsible for defining and communicating security policy, assigning specific responsibilities 

to specific individuals, providing resources for the ongoing maintenance of corporate security 

and control, and continuously monitoring and reviewing the effectiveness of corporate security. 

However, the importance of management support goes beyond the existence of a security 

management system, as it also encourages the establishment of a security culture. Many 

researchers have argued that top management is an essential part of establishing a security 

culture (Chia et al., 2003; Kraemer et al., 2009; Al Natheer, 2012; Chan and Nelson, 2012). 

Top management is an important factor in promoting a security-conscious culture by, among 

other things, supporting employee training and insisting that security policies are relevant, up-

to-date and enforced (Knapp et al., 2006; Al Natheer, 2012; Chan and Nelson, 2012). 

Consequently, it can be assumed that a low level of management support leads to an 

organisational culture that is less observant of good security practices (Knapp et al., 2006). 

 

Nevertheless, in order to be successful in the long term, strong leadership is required in 

addition to top management commitment to create a security culture in a company (Schlienger 

and Teufel, 2003). From the literature, leadership can shape organisational culture, which 

influences all aspects of organisational life; the way employees interact with each other, do 

their work, and make decisions, as well as policies, procedures and strategy. It follows that 

organisational culture shapes employee perceptions and behaviour, which to a large extent 

determines how the organisation acts (Covey, 1989; Bass and Avolio, 1993; Avolio et al., 
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1996). Based on this assumption, leadership comes to the fore because it influences the way 

things are done, is based on collective values, norms and knowledge, and thus has a decisive 

influence on security culture. Therefore, managers are given authority to lead, but there is no 

guarantee that they will be able to challenge the status quo and inspire organisational safety 

behaviour (Schlienger and Teufel, 2003; Lunenburg, 2007). 

 

In today's aviation industry, corporate security governance is a responsibility allocated at the 

board and executive level (Tan et al, 2010). It can be argued that this exclusive allocation of 

responsibility could result in security issues not being addressed effectively and the effect of 

security aspects on the quality of strategic decision-making not being taken into account (Bruijn 

and Janssen, 2017). Tan et al. (2010) argue that leaders at the business unit level are best 

positioned to manage an organisationôs security as it may be necessary, for instance, to adjust 

organisational structures, assign roles and responsibilities, allocate resources, manage risks, 

and so on. Therefore, leadership at the business unit level should be of major interest to the 

board as these positions can have a valuable impact on developing security strategies, 

deciding security objectives and strategies, and developing organisational policies and security 

infrastructures (Tan et al., 2010). In addition, business unit leadership positions represent 

important interfaces for the understanding and implementation of policies and security 

measures. In recent decades, studies have found that leadership enables organisations to 

maximise security productivity and, thus, plays a vital role in the successful implementation of 

standards (Kasozi, 2018). Hence, leadership can be instrumental in developing a de-

centralised security culture in organisations (Lovelace, 2016). By analysing security culture, 

this thesis will explore a more decentralised approach to security, which is well-suited to 

responding flexibly to the rapid changes in the dynamic environment of aviation.  

 

4.8. Chapter conclusion 

In complex work systems, such as in the aviation industry, the human factor in management 

and activities in critical systems is gaining importance due to the further development of 

technologies. Since possible influencing factors in complex systems have been considered in 

a variety of ways, but largely unsystematically, it appears necessary to conduct a detailed 

overview of the influence of human and organisational factors in specific areas, and, building 

on this, to identify further needs for research and implementation in the subject areas under 

consideration. Due to its susceptibility to security-related incidents, aviation is one of the most 

strictly regulated industries (Jenkins, 2012). This is illustrated by the fact that the aviation sector 

distinguishes between flight safety and aviation security. Internationally acknowledged 

authorities such as ICAO or IATA issue security policies, manuals, and recommendations for 

procedures, which, in most cases, are developed into legally binding rules set by national 
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authorities, such as the EASA in the EU and the Luftfahrt Bundesamt (LBA; Engl.: Federal 

Office of Aviation) in Germany. In general, organisations within the aviation industry go far 

beyond the required minimum and set their own industry-wide standards. In particular, the 

industry has adopted the concept and practice of ñjust cultureò, which originated in the domain 

of flight safety. Nonetheless, airlines are required by regulators to demonstrate or develop a 

good security culture through processes, rules and guidelines. In addition to the prescriptive 

approach, which aims to prevent deviations through sanctions, aviation also takes a 

performance-based approach, which emphasises informal regulatory methods such as the 

attitudes and motivations of employees, the informal, social and group norms, cognitive 

aspects such as learning processes, and individual risk assessment (Soomro et al., 2015). A 

company's own security culture should take both approaches into account. As explained in the 

previous chapters, culture, by its very nature, cannot be easily captured or constructed. This 

raises a major challenge as to what constitutes or influences a proper security culture and how 

it can be defined, assessed and managed. The literature identifies the three core elements of 

people, technology and procedures (Reniers, 2010; Piwowarksi, 2016). These may be 

considered to be overarching dimensions of security culture and, hence, delineate an 

assessment system which provides a solid basis for pursuing security goals (Frankel, 2008). 

However, these three overarching dimensions require specific factors whose relevance to the 

aviation sector has been validated so that they can be used to develop a security culture. Only 

then can all identified factors represented in the model reflect an image of reality that is simple 

yet accurate and thus help to shape the evaluation of a security culture. In addition, the model 

can be used to address current security issues in aviation, which in turn have organisational 

implications. 

 

A diagnostic measure is required which analyses deeper aspects of the security culture in a 

flexible and analytical approach, particularly in aviation, where some kind of security culture 

already exists, be it prescriptive or performance-oriented. This approach should provide more 

information than a standard audit programme. In order to achieve its security goals, an 

organisation needs to align people, processes, and technology (Gutta, 2019; Chen et al., 2015; 

Kohnke et al., 2017). There is a consensus that corporate security culture can be developed 

to varying degrees in companies, as shown by the different models. However, the models do 

not provide information about what interventions that lead to an improvement or promotion of 

security culture actually look like. Research and development are also needed in order to clarify 

how to involve the different employee groups in the change process and how to achieve 

sustainable improvement. However, it is also necessary to take cultural aspects into account, 

as these provide information on how the individual security behaviour of employees can be 

influenced. Both Reason's (1990) and Hudson's (2007) models have proven successful in 
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supporting efforts to improve security cultures in High Reliability Organisations (HROs). 

Together with Schein's (2010) elaborations, this could provide a solid basis for the assessment 

and development of security cultures. However, the information obtained should reflect reality 

as accurately as possible and the cultural patterns of the organisation should become visible. 

With regard to security culture concepts, it should first be noted that security culture is 

considered a holistic concept that includes not only the behaviour of the members of an 

organisation itself, but of all members of a system in a broader sense, such as individual 

organisational members, work groups, the organisation, and particular organisational 

environments, e.g. regulatory authorities, as well as technologies. A security culture is 

described as a holistic phenomenon, the behavioural effectiveness of which is reflected in both 

observable indicators and psychological characteristics. While security management systems 

provide the "observable" structures, they also require a security culture that motivates the use 

of these structures. In addition, management and leadership behaviour should be a significant 

criterion in the assessment of security culture and requires consideration. Security culture 

means understanding how hazards arise, knowing that control of hazards is possible and a 

priority, acting collectively on these assumptions, and being open to learning and improvement. 

The literature only gives weak indications that a holistic picture not only has to consist of 

operational procedures, guidelines and processes, but goes beyond the analysis of artefacts 

and declared values. Therefore, the current literature fails to provide a comprehensive picture 

of the security management system and its relevant factors. Failure to consider the big picture 

may harm organisations financially, reputationally, and strategically. Nevertheless, 

Malcolmson (2009) attributes great potential value to what research in security culture can 

contribute to organisational success. 

 

In order to develop a holistic view of security management in complex environments, this thesis 

highlights the concept of a corporate security culture. The literature review conducted in this 

and the previous chapters presented corporate security culture and its elements to lay the 

groundwork for more effective management of aviation organisations. To date, neither 

researchers nor practitioners have tried to define and evaluate an aviation-specific security 

culture and its components. This process has just started, and fundamental assumptions about 

security culture are still tentative and untested. For this reason, the literature review has 

examined research from other domains, in particular from information technology, where it 

appears transferable to an aviation environment. Organisational research, knowledge, and 

experience from other areas may thus enrich the understanding of security culture in the 

aviation sector and improve the practical security conduct of business in this industry. 

 

In summary, the literature review highlighted the need for a more proactive approach to 
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corporate security in aviation, in which security results from the constant interaction of 

organisational members, structures and rules as well as technologies inside and outside the 

organisation. It is not so much the trouble-free operation of individual system components but 

the interaction of factors such as rules, the qualifications of operators, component 

dependencies or management systems that ensure the secure execution of critical processes 

in the overall organisation. There is a clear need for a holistic approach to security culture, but 

this approach is at times undermined by governmental authorities and organisations 

themselves, which focus on specific areas in isolation rather than on security as a whole. The 

following chapter brings together the findings from the literature review into a tentative model 

of corporate security culture.  
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5. Tentative model of corporate security culture 

Since this thesis aims to develop a reliable corporate security culture model, with a tentative 

model being developed in this chapter, an understanding of current comprehensive models 

and frameworks is essential and has been outlined above. This chapter will describe an initial 

model, define its purpose, and discuss its benefits and limitations. In addition, this chapter 

categorises all factors as constituting or influencing factors in corporate security culture and 

thereby summarises all relevant variables identified in the literature review as being relevant 

for assessing a security culture. Finally, this chapter describes rationales for applying a system 

dynamics approach in the dynamic and complex field of corporate security culture.  

 

5.1. Purpose of the model 

A model is a simplified representation of an aspect of reality and structurally identical to it 

(Eiden and Heidenreich, 2000). The purpose of the tentative model is to collect all relevant 

factors that contribute to the creation and embedding of a security culture. Therefore, it is 

possible that the difference between correlation and causation may fade somewhat (Eden, 

1994). Thus, the term model is used to describe an instrument intended to provide a broad 

insight and the model developed here does not claim to represent or systematise strictly causal 

relationships (Cilliers, 2001). The focus here is the development of a practically applicable 

model which enables a structural mapping of security culture and its organisational impacts. 

This means that the overall purpose of the model is to provide knowledge about a practical 

solution for the problem domain, which, in the present thesis, is the isolated focus on 

predefined security procedures and a lack of awareness of the potential of a corporate security 

culture to support core business processes. The modelôs specific focus on the aviation sector 

enhances its practical relevance for that sector.  

 

In addition, the model highlights the integration of a corporate security culture in a corporate 

and security management environment. The fact that security is one of the highest mandates 

in commercial aviation underpins the importance of such a model. As outlined previously, the 

aviation industry is undergoing a shift from a rather reactive to a more proactive approach 

towards security. In practice, this means that the aviation industry continues to act reactively 

by adhering exclusively to security processes, policies and procedures, but also encourages 

employees to adopt a more proactive mindset as a basis for a shared awareness of security 

issues. Against this background, the model proposes components that reflect, and support, 

the development and maintenance of an enterprise-wide security culture. The evaluation of 

these components could provide researchers and practitioners with an integrative monitoring 

approach to security culture and contribute to an understanding of the complexities of security 

in aviation businesses.  
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Overall, empirical research findings based on this model could be transformed into a tool for 

benchmarking organisational security standards across the aviation industry. Therefore, the 

identification of key components by the model may help organisations to improve 

organisational processes and procedures proactively. However, these components exist within 

the highly complex environment of the aviation industry, which may prove excessive for a 

model. The next section will, therefore, clarify the limitations of the suggested model. 

 

5.2. Capacities and limitations of the model 

It makes little sense to include every single factor and mechanism in the model. This would 

include, for instance, security policies and the authorities that develop them, organisational 

conditions which affect the implementation of security policies, the physical and geographic 

characteristics of airline businesses, human resources, financial conditions, and so on. Given 

this multitude of factors, we need to define the boundaries of the model within the security 

system at hand. In general, a systemôs boundary depends on the scope of the model (Büchel, 

1996), which, in this thesis, is to present and connect factors that influence or constitute the 

development of a corporate security culture in an aviation environment. The factors which 

influence or constitute a corporate security culture will be outlined and discussed later in this 

chapter.  

 

5.2.1. Capacities of the model 

The model should visualise factors relevant to constituting and influencing a corporate security 

culture. The ability of the model to summarise the most relevant components enables HROs 

such as airline businesses to achieve higher quality, sustain their reputations, and enhance 

the quality of strategic decision-making in security matters (Lin Liu and Mylopoulos, 2002). In 

addition, the model should be able to reflect a comprehensive understanding of current 

assumptions and the variables related to security culture in organisations.  

 

5.2.2. Limitations of the model 

A system needs to be delimited in some way so that a model of it becomes possible. The 

boundaries of the system are thus also the boundaries of its model. However, setting specific 

boundaries of complex systems seems difficult. Within complex systems, the relationships 

between the individual components might be interpreted as being more important than the 

actual components themselves because connections and feedback mechanisms are crucial 

parts of complex systems (Richardson, 2001). In order to understand boundaries, Cilliers 

(2001) differentiates between their ñnatureò and ñplaceò. Zeleny and Hufford (1991) argue that 

a systemôs boundaries, by their very ñnatureò, do not just separate systems from their 

environment, but should be interpreted as an enabling factor. This means that system 
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boundaries enable a system to constantly adapt, which, in the case of organisations as 

systems, may imply a need to enable individual employees to select information from the 

systemôs (i.e. the organisationôs) environment that is needed for specific problem-solving 

purposes (Burmann et al., 2006). Another relevant aspect is the ñpositionò of boundaries, as 

systems may exist in diverse spatial locations. This means that systems may interrelate with 

each other and share internal components. However, this does not imply that systems existing 

in different locations automatically interact with each other and share elements. Thus, system 

components can be regarded as never being isolated. Alternatively, systems can be 

considered to consist of boundaries only (Cilliers, 2001). In terms of the model at hand, it is 

important to note the enabling nature of boundaries and the shifting of a systemôs boundaries. 

This is particularly important given the dynamic nature of aviation. The suggested model may 

draw boundaries between the security system and the organisation itself, which need to be 

reflected in the interpretation of the modelôs components, too. As the tentative model is not 

isolated from its environment (organisational culture and aviation sector), and the identified 

components may exist in different spatial locations, absolute, clearly defined boundaries may 

not be feasible. Instead, all apparent boundaries included in the model are of an emergent and 

temporary nature (Richardson, 2001). The status of the domains defined by certain boundaries 

changes when other boundaries gain in relevance. On the other hand, these domains 

represent a consistent and stable routine maintaining a security culture. This maintenance can 

be divided into several steps based on the identification of influencing and constituting factors. 

The next section will outline and differentiate these factors.  

 

5.3. Differentiation of individual factors 

The model differentiates between constituting and influencing factors. Influencing factors affect 

the development of constituting factors and vice versa. Through the combination of factors and 

their relation to one another, certain types of behaviour result that together form a security 

culture. Thus, each influencing and constituting factor exerts a substantial influence on the 

development of a security culture. The modelôs potential capability and limitations need to be 

explored by looking at the terms influencing and constituting in more detail. The following 

sections will explore both types of factor individually and identify relationships between the 

factors based on the literature. 

 

5.3.1. Constituting factors 

The term constituting refers to parts that a whole is made of. Constituting factors are a key 

element in the development of corporate security culture and may be understood as its 

foundation, which, in turn, is surrounded by potential influencing factors. For instance, 

according to Al Natheer et al. (2012), security awareness is a constituting factor; this is in close 
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proximity to, among others, training, an influencing factor. Due to the relations between both 

types of factors, interdependencies may be assumed.  

 

The model comprises three constituting factors, which are security awareness, security 

compliance, and security ownership. According to Al Natheer et al. (2012), security awareness, 

security ownership, and security compliance represent constituting factors of an IT security 

culture model. In terms of security compliance, the authors argue that one goal of security 

culture is to influence employeesô behaviour with respect to compliance with official security 

policies. Based on DôArcy and Greene (2009), Al Natheer et al. (2012) underline the 

importance of complying with security policies for the establishment of a security culture. 

However, based upon Sherif et al.ôs (2015) findings and model, security compliance is a 

combination of several influencing factors leading to security behaviour as an overarching 

constituting factor. Sherif et al.ôs (2015) model draws on Al Natheer et al.ôs (2012) research 

findings but aims at a more comprehensive understanding of how to cultivate security culture. 

Therefore, research findings by Sherif et al. (2015) are taken into consideration in outlining the 

tentative model suggested here (see Table 5.1.). 

 

Table 5.1: Description of constituting factors 

Constituting factor Description 

Security Awareness Knowledge regarding the security of 

valuable assets 

Security Behaviour The way people/ employees act with 

regard to security 

Security Ownership The assignment of ownership in key 

areas, accountability for own actions and 

decisions 

Source: own illustration (2020). 

 

According to Sherif et al. (2015), security awareness needs to include three vital aspects in 

order to reflect the organisational understanding of security. According to Gundu and 

Flowerday (2013), these aspects are attitude, knowledge, and behaviour; these all influence 

the effectiveness of awareness programmes. Gundu and Flowerday (2013) conclude that 

employeesô behavioural intentions are influenced by awareness levels. Hence, security 

awareness and security behaviour are interrelated. For instance, the effectiveness of 

awareness programmes and awareness implementation tools may have a positive effect on 

employeesô security behaviour. Al Natheer et al. (2012) developed three instruments to 

measure security ownership due to a lack of validated instruments in the literature. They argue 

that taking responsibility to protect organisations results from taking ownership of security 
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decisions and actions and regarding security as everyoneôs job. In addition, Howe-Walsh 

(2010) stated that clear guidance is not enough to make a difference; what is required is an 

education programme resulting in the central factor of ownership. Therefore, security 

ownership is represented as a constituting factor in the model constructed in this thesis. It 

appears plausible that security awareness and security behaviour are prerequisites for the 

formation of security ownership. In other words, security ownership involves the highest level 

of security risk awareness, which encourages security behaviour, resulting in an employeeôs 

assumption of ownership in key areas, including the accountability for decisions and actions.  

 

5.3.2. Influencing factors 

The main characteristic of influencing factors is their capacity to affect the development of 

constituting factors. Within the system, these influencing factors act predominantly as 

supporting factors; that is, they contribute to the development of constituting factors. Ten such 

factors are included in the model, based on the literature. Within the model, the influencing 

factors training methods, knowledge, and programmes to maintain these affect the constitution 

of security awareness. For instance, training methods proactively shape and enhance 

employeesô knowledge about a certain topic, and knowledge, in turn, affects employees who 

are in charge of training. This, in turn, may encourage training and knowledge maintenance 

programmes in order to enrich security awareness as a constituting factor. In order to evaluate 

the level of security awareness, different assessment tools (e.g., SeCuRe) may be employed, 

which, supported by effective change management methods, also help achieve desired 

outcomes. All influencing factors are described in Table 5.2 below: 

 

Table 5.2: Description of influencing factors 

Influencing factor Description 

Training 
Education methods, programmes to 

generate knowledge 

Compliance behaviour 
Acting to fulfil needs, follow actions and 

guidelines 

Management commitment 
Active participation by board of 

executives, providing support  

Leadership Guidance of employees 

Security policies 
Documents that outline protection from 

threats and how to manage them 

People 
Personal values, beliefs, and attitudes of 

employees 

Organisation 
Structure, procedures, and strategy of 

business 
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Technology Workplace, hardware, software  

Change management 

Tools and planning to drive 

organisational transformation and 

success 

Assessment/ Monitoring 

Variety of methods or tools to evaluate, 

measure and document readiness, 

development progress, and skill 

acquisition, or to identify organisational 

needs 

Source: own illustration (2020). 

 

In order to rank the influencing factors, a Likert scale will be used in the expert interviews. The 

scale is weighted as follows: 1 (not important), 2 (slightly important), 3 (fairly important), 4 

(important), 5 (very important). The sum of values for each influencing factor can reveal how 

important they are and how understanding and knowledge of that importance can vary across 

departments. Hence, the results may be used for an enhanced understanding of different 

departments, their processes, and the causes of these differences. This may, in turn, lead to 

new avenues towards encouraging new ideas, obtaining data and information to support 

decision-making processes and setting targets for further improvements (Harris et al., 2006). 

The set of benchmarks thus obtained will be internal and strategic in nature. This will enable a 

comparison of approaches in order to strengthen strategic planning and determine priorities. 

Therefore, the main focus is on understanding which approaches are used by successful 

departments and comparing them with those of other departments (Praġnikar, 2010). Internal 

benchmarking helps to discern which practice or procedure in a department produces the best 

results, i.e. a best practice that should be adopted by other departments (Soni and Kodali, 

2010). The following section will summarise the factors and present the tentative model in a 

visualised form.  

 

5.4. Visualisation of the tentative model 

The following Figure 5.1 visualises the tentative model, including its allocation of influencing 

and constituting factors.  
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Figure 5.1: Tentative model of factors constituting and influencing security culture 

 

Source: own illustration (2020). 

 

As explained above, the model contains three constituting factors: security awareness, security 

behaviour, and security ownership. In contrast, all other factors are classified as influencing 

factors and, therefore, act as supporting components to the outlined constituting factors. 

Arrows indicate the direction of influences between the components. All relevant factors, 

characteristics, and relations have been outlined in the previous section. The model is based 

on the findings discussed in the literature. The following Table 5.3 shows how each of the 

factors is linked to the literature.  

 

Table 5.3: Linkages of the factors to the relevant literature 

Layer One 

Security awareness Al Natheer et al. (2012); Sherif et al. (2015), Da Veiga and Martins 

(2017), Bulgurcu et al. (2010), Albrechtsen and Hovden (2010); Weick 

and Sutcliffe (2016) 
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Training CAA (2018); Al Natheer et al. (2012), Sherif et al. (2015), Da Veiga and 

Martins (2017), Albrechtsen and Hovden (2010) 

Experience Sherif et al. (2015), Da Veiga and Martins (2017) 

Layer Two 

Leadership Kotter (1987), Bartol et al. (2003), CAA (2018) 

Management commitment CAA (2018); Al Natheer et al. (2012), Da Veiga and Martins (2017), 

Kotter (1987), Bartol et al. (2003) 

Security behaviour Sherif et al. (2015), Al Natheer et al. (2012), Albrechtsen and Hovden 

(2010) 

Technology Alhogail and Mirza (2014), Piwowarski, (2016), Reniers (2010), Al 

Natheer et al. (2012), Sherif et al. (2015) 

Compliance behaviour Al Natheer et al. (2012), Sherif et al. (2015), Kirschenbaum et al. 

(2012a, 2012b, 2012c and 2012d) 

People Sherif et al. (2015), Alhogail and Mirza (2014), CAA (2018), Reniers 

(2010), Piwowarski, (2016), Al Natheer et al. (2012), Da Veiga (2016) 

Layer Three 

Security ownership Al Natheer et al. (2012) 

Assessment and 

monitoring 

CAA (2018), Sherif et al. (2015), Alhogail and Mirza (2014) 

Change management CAA (2018), Alhogail and Mirza (2014) 

Organisation Sherif et al. (2015), Alhogail and Mirza (2014), Stewart (2005), Williams 

(2009) 

External influences 
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Organisational 

security policy 

Al Natheer et al. (2012), Da Veiga and Martins (2017) 

Communication CAA (2018), Ochsner (2013) 

Aviation industry demands 

and policies 

CAA (2018) 

Source: own illustration (2020). 

 

The model is still considered tentative as it is based on a literature review. The model will be 

empirically tested through expert interviews to arrive at a validated ï and possibly revised ï 

version. The following section deals with the application of system dynamics and argues why 

it can add value to the evaluation and presentation of interview data. 

 

5.5. Rationale for applying system dynamics in the modelling of security culture 

The individual factors and some of their interactions already known from the literature (based 

on Chapters Two and Three and section 4.3) have been described and visualised in section 

4.4. However, these factors and interactions will be discussed on an empirical basis in Chapter 

Seven and Eight. In addition to the empirical verification of the individual factors ï and as a by-

product in the analysis phase ï their relationships with each other and with the main codes will 

be traced. 

 

Based on the literature evaluated, it can be assumed that the creation and embedding of a 

corporate security culture are both to be regarded as being part of a dynamic and complex 

process with many interactions (Strunk and Schiepek, 2014). It is expected that this dynamic 

and complex nature will become more evident in the evaluation and analysis of the expert 

interviews, as more parameters and factors will be added. In order to better understand or 

simplify these complex relations described above, to better evaluate them, and to present them 

in a pragmatically structured picture, a systemic impact analysis based on a theory of system 

dynamics will be conducted in this section. While system dynamics are generally used in the 

preparation of quantitative analyses, the present thesis will use this theory as an extension of 

its discussion of research results to reach a deeper level of understanding based on qualitative 

data. In the present case, system dynamics should be seen as an aid in exploring the practical 

implications of already established findings. Therefore, the results of the following discussions 

will not undergo empirical verification. Rather, the following application of system dynamics 

extends the empirically based discussion to approach the modelling of an aviation security 

culture holistically and to present the results in a comprehensive and structured way, providing 
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a systematised overview of the individual factors, which are characterised by their diversity 

and complex relationships. 

 

Linking the identified interactions of the individual factors and main codes with the logic of 

system dynamics will thus be an important step in revising the tentative model developed in in 

this chapter. In addition, the application of system dynamics will provide impulses to determine 

which factors have the greatest potential to effect change and are thus useful leverage points 

for improving the assessment of a corporate security culture. 

 

As far as this researcher knows, the extant models in the literature were not developed on the 

basis of system dynamics or tested on such a basis, which makes the explicit application of 

the theory of system dynamics a novel contribution to research in the field of security culture. 

The current literature, and its validated models on the creation of a corporate security culture, 

is very useful. All identified models include the relevant drivers which cultivate security in an 

organisation. Yet, it is not enough to include relevant factors as the complexity of the identified 

drivers has to be taken into account. Current models fail to embrace the security system's 

complexity by ignoring links and relations between factors and other potential influences. In 

contrast to the current literature, the application of system dynamics uses a problem-oriented 

approach to better understand practical problems. In this respect, the existing literature 

proceeds along a rather conventional path by dividing a complex problem into its parts and 

investigating these parts as isolated items. System dynamics, however, is based on the idea 

that the interactions between the parts are at the core of the problem, thus addressing 

relationships and connections between the factors. In doing so, system dynamics tries to find 

explanations for system behaviour by understanding the internal structure of a system and 

taking external influences into account. The following section will outline the theoretical 

background to system dynamics. 

 

5.6. Theoretical background to system dynamics 

Entrepreneurial thinking means, in basic terms, recognising future chances of success 

(Schumpeter, 1912; Vaughn, 1998; Hills and Shrader, 1998; Schmid, 2012). Such thinking 

needs to take account of a multitude of variables that interact with each other, creating a 

complex web of interdependencies whose effects are difficult to predict and influence and that 

defy linear thinking. The majority of models fail to take such feedback, side-effects, and 

nonlinearity into account and are of limited use if the level of complexity is high (Gigerenzer 

and Gaissmaier, 2011). Yet, many systems and processes in today's world are characterised 

by a complex interaction of diverse components. To understand complexity, it is necessary to 

take the workings within a system, and between a system and its environment, into 
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consideration. To this end, the major characteristics of systems need to be defined. A system 

is a totality of elements interconnected with each other that is separated from its environment 

by defined boundaries; however, the system might interact with this environment (Parsons, 

1971 and Luhmann, 1995). In summary, a system can be considered to enclose elements and 

structure, both of which are fundamental aspects. Therefore, systems are not so much 

characterised by individual factors and rather by the interaction of elements and the dynamics 

that ensue from complex interactions. 

 

To understand systems, it is therefore necessary to focus on system structures and their 

relationship to the systemôs dynamic behaviour, i.e. to model a network of cause-and-effect 

relations between variables or components. A method capable of such modelling, known as 

system dynamics, was developed by the American computer engineer and systems scientist 

Jay W. Forrester at the Massachusetts Institute of Technology (MIT) in the 1960s (Forrester, 

1968). In addition, this method can describe characteristics of organisational activities, 

highlighting organisational structures, reinforcements, and time lags, which interact and 

influence a companyôs success (Schwaninger, 2009). Within the context of corporate 

management, system dynamics are employed to understand strategic decisions in relation to 

the available information. As a result, models and simulations increasingly form an integral part 

of strategic management. Sterman (2018) and Gary et al. (2008) have argued that system 

dynamic models may provide an excellent platform for identifying information sources which 

support managers in their decision-making. Based on these theories, the following section 

outlines various systems and their particular mechanisms that are relevant to this thesis. 

Hence, the method of system dynamics is used to support the complex domain of security 

culture in a practical way. The tentative model, with its elements and proposed relations 

between these elements, serves as a reference point. 

 

5.6.1. System types and particular mechanisms 

The system dynamics literature distinguishes between open and closed systems (Gipser, 

1999). Open systems interact with their environment, although they may exist autonomously. 

Closed systems are essentially determined by feedback loops and are therefore also called 

feedback systems. Feedback loops result from the interdependence between two or more 

elements. They can occur when information is reported back to the decision point and are able 

to alter the state of the system, potentially making it more difficult for decisions to control a 

particular action (Forrester, 1994). Forrester describes this effect as a circular process. This 

means that a complex system, such as corporate security, can only be understood and 

influenced if the feedback loops which drive the system are detected and managed 

(Kampmann, 2012 and Kirkwood, 1998). According to Kampmann (2012), there are two types 



75 
 

of feedback loops, a positive feedback loop (self-reinforcing) and a negative feedback loop 

(balancing loop). They are discussed in the following sections. 

 

5.6.2. Positive feedback loops 

In the case of self-reinforcing feedback, the change taking place generates an effect which 

reinforces the change in the component that initiated it (ķenaras, 2017). Meadows (2008) 

states that, in a positive feedback loop, self-determined changes are caused by a chain of 

causal relationships. Each change in one element affects other elements and eventually 

produces an effect in the same direction. Hence, positive feedback accelerates growth once a 

growth trend has set in, or contraction if the trend goes in the other direction. Figure 5.2 

illustrates a positive feedback loop. 

 

Figure 5.2: Example of a positive feedback loop 

 

Source: own illustration based on Kim et al. (2019). 

 

The next section will outline the mechanism of a negative feedback loop. 

 

5.6.3. Negative feedback loops 

In general, negative or balancing feedback involves two or more elements which 

counterbalance each other, resulting in the stabilisation of a specific system state or the 

protection of an object (ķenaras, 2017). Hence, a change in one component triggers a change 

in the other component with an opposite, counterbalancing effect. Systems that include 

negative feedback loops are also referred to as self-correcting because they detect the 

incompatibility between the current and the targeted condition, take various corrective actions, 

and thus balance themselves (Kirkwood, 1998; ķenaras, 2017). 

Figure 5.3 illustrates a system with a negative feedback loop. 
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Figure 5.3: Example of a negative feedback loop 

 

Source: own illustration based on Tokgöz et al. (2018). 

 

In general, negative feedback promotes stability, as opposed to positive feedback, which tends 

to lead to instability due to exponential intensification, oscillation, and chaotic behaviour. 

Negative feedback tends to promote levelling off into equilibrium and to diminish the effects of 

disturbances. Negative feedback can be very stable, accurate and responsive if the applied 

extent of correction and its timing are accurate (Meadows, 2008). Complex systems include 

another mechanism, which may produce significant changes based on a minor change in one 

element. This means that some elements of a system provide a great deal of leverage. These 

leverage points are described in the next section. 

 

5.6.4. Leverage points 

The positive and negative feedback loops that hold the system in a particular configuration 

allow us to identify points within the relationships between effects that can change behaviours 

towards a desired outcome (Meadows, 1999). With regard to organisations, it can be argued 

that it is not their members that cause system failure. Meadows (2008) and Keys (1990) 

suggest that system failures result from the system itself and the way it is structured. It can be 

concluded that the properties of systems that account for their failure also make it possible to 

bring about a desired system state - and to do so rapidly. Leverage points at the system level 

provide the opportunity to effect change in complex systems. The lowest amount of leverage 

within a system is provided by the individual component. More leverage is achieved by 

changing the connections within the system, here the organisation, for example by altering the 

flow of information and, most significantly, in changing the model the organisation uses to 

interpret that information. This means systems management should not focus on individual 

components but, rather, on changing feedback loops (Keys, 1990). 
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In any organisation, changing the model used for interpreting information achieves the most 

leverage. This would also create a paradigm shift by recasting the organisationôs self-image 

and modifying central functions, leading to a complete transformation. One example from 

aviation is the rise of sustainability in recent decades (Kivits et al., 2010). Environmental 

concerns have often been marginalised and generally overshadowed by economic interests. 

Eventually, a paradigm shift was initiated by talking about the environment, emphasising the 

importance of preserving nature and of achieving positive environmental effects. As a result, 

sustainability was given a central position in aviation organisations and has become part of 

many organisations' core values, giving them a competitive advantage and shaping their 

marketing campaigns. Such a paradigm shift produces tangible results and can change the 

entire macro-level of a complex organisation (Kivits et al., 2010 and Pourdehnad and Smith, 

2012). 

 

The application of aspects of system dynamics in the assessment of a security culture is 

unprecedented in this context and in the literature. Integrating a perspective that is based on 

system dynamics into the consideration and management of security culture will allow for a 

more nuanced approach to the challenges posed by the highly dynamic behaviour of this 

system and the aviation environment surrounding it. The aim is to achieve a more robust and 

efficient constellation of the overall system organisation, even in the face of change. Based 

upon this short but relevant background information and the rationales described in section 

5.5, section 8.6 will apply system dynamics principles in the revised tentative model in this 

thesis. 

 

The next chapter will describe the applied research methods used to collect, process, and 

interpret the required data. 
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6. Applied research methodology 

This chapter describes the research methods employed for this thesis and the rationale for 

choosing them. The chapter is divided into eight sections, beginning with a discussion of the 

adopted research philosophy followed by an outline of the research approach and research 

design. Afterwards, the interview guideline will be introduced along with methods of data 

processing and analysis.  

 

6.1. Research philosophy  

According to Saunders et al. (2009), a research philosophy involves assumptions and beliefs 

about the development of knowledge (i.e. epistemological facets) and, by the same token, 

about how the world is constructed (ontological facets). Table 6.1 highlights four commonly 

accepted key research philosophies discussed by Saunders et al. (2009) with respect to the 

aforementioned ontological and epistemological assumptions along with an outline of these 

philosophiesô stance towards values, i.e. their axiology. Once the ontological position is 

defined, the researcher needs to establish what is acceptable knowledge (i.e. take an 

epistemological position), how its status should be understood, and in what way this knowledge 

should be attained. In terms of epistemology, there is one main distinction, which is between 

positivism and interpretivism. 

 

Table 6.1: Overview of key research philosophies 

 Positivism Realism Interpretivism Pragmatism 

Ontology 

Factual and 
independent of 
social actors, 

rather external 

Independent of 
social actors, 

factual, 
interpretation via 

social 
conditioning 

Subjective, 
socially 

constructed 

Chosen view best 
approach to 

answer research 
questions, 
external 

Epistemology 

Credible data 
solely provided 
by observable 
phenomena 

Credible data 
provided by 
observable 

phenomena, 
interpretation 
according to 

context 

Subjective 
meanings 
created by 
focusing on 
details of a 
situation 

Knowledge 
provided by 
subjective 

meaning and 
observable 
phenomena 

Axiology 

Value-free way of 
research, 

researcher 
maintains 

objective and 
independent 

stance of data 

Value-
encumbered 

research, 
researcher 
biased by 

different world 
views, education 
and experiences 

Value-bound 
research, 

researcher part of 
what is 

researched, 
difficult to 

separate, hence 
subjective 

Large role of 
values in 

interpretation of 
data, researcher 
adopts objective 
and subjective 

views 

Source: Saunders et al. (2009, p. 119). 
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Realism shares characteristics of both and therefore forms a kind of middle ground. The table 

also includes pragmatism as a fourth philosophy; pragmatism describes a stance that abstains 

from categorically committing to ontological and epistemological assumptions and, instead, 

occupies the ontological and epistemological stance most likely to lead to useful research 

results (Saunders et al., 2009).  

 

Positivism claims that the scientific process can help establish an accurate understanding of 

objective reality which is independent of subjective or socially determined perspectives and of 

interests because the research investigates provable and measurable relations excluding 

speculative assumptions. In contrast, social constructivism takes the researcherôs (and the 

research subjectsô) beliefs about reality and knowledge into account. This type of interpretation 

discards the assumption of objective facts, proposing that evidence is grounded in perception 

(Bryman and Bell, 2015, p. 26-28). The majority of research can be classified in one of these 

two key paradigms. In relation to the field of this research, which investigates how a corporate 

security culture is perceived in the aviation context, the ontological perspective is subjective 

as the focus is on how stakeholders perceive and interpret the relevant factors and their 

significant interactions (interpretivism). This leads on to the research context, which consists 

of the organisational environment and the social actors of the individuals. In this context, the 

researcher views the world as a subjective construction. This subjective perception enables 

the researcher to take into account individual perspectives, perceptions and interpretations in 

the research context (Pioch, 2017, p. 40).  

 

At times, however, researchers need to alter their philosophical assumptions and move to a 

new position, as Collis and Hussey (2014) argue. This flexibility is afforded by pragmatism. 

With pragmatism, the authors explain, research questions are of utmost importance and, 

therefore, have a strong influence on the philosophical stance occupied. Depending on the 

nature of a particular research question, pragmatic researchers are able to combine 

interpretivism and positivism (Saunders et al., 2009).  

 

Realism can be interpreted as a less absolute form of positivism. Realism holds the view that 

there is an external reality which acts independently of the human mind (Bryman and Bell, 

2015, p. 29). However, researchers are human beings and need to rely on interpretations in 

order to gain knowledge. Hence, total independence may not be possible (Saunders et al., 

2009). According to Collis and Hussey (2014), researchers need to consider this fact and 

should attempt to be as objective as possible. 
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Bryman and Bell (2015) state that ontology deals with the nature of social entities and describe 

two assumptions about this nature: objectivism and constructionism. Objectivism holds the 

view that organisations have a reality which is external to the individuals who inhabit them. 

Moreover, organisations represent a social order in which employees learn - and apply - rules, 

conform to requirements, and follow regulations. A corporate security culture can also be seen 

as a repository of shared values and beliefs (Bryman and Bell, 2015, p. 32-34). Rejecting the 

objectivist view, Bryman and Bell (2015) argue that organisations constantly change, and 

undergo review, due to social interaction. This view is referred to as constructivism. Thus, 

employees construct an organisation, instead of the latter being an entity that is independent 

of social interaction. However, the term constructivism is understood as a reflection of one's 

own experiences and thus shapes the way knowledge is constructed (Bryman and Bell, 2015). 

This can therefore be described as an epistemological position. The basic statement of 

constructivism is that reality cannot be perceived objectively because we invent our reality 

through our subjective perceptions. Objectivism and constructivism correspond loosely to the 

paradigms of positivism and interpretivism as outlined in Table 6.1. 

 

In an increasingly complex world with growing risks, the need for constructivist research 

approaches in cultural studies will increase. The descriptions of security culture activity and 

the definitions of security culture problems always contain presuppositions, meaning that these 

descriptions and definitions can be problematised from a different perspective. A constructivist 

style of thinking aims to confront apparently self-evident facts with contrasting interpretations 

in aviation. In this way, an important contribution could be made to enriching the picture of 

reality in aviation and cultural studies in the context of security would thereby also contribute 

to the understanding of aviation security. Therefore, the fundamental research philosophy 

adopted in this thesis is constructivism as the researcher assumes that meanings, and, with 

them, social phenomena such as culture, are constructed by human beings, which implies that 

we understand the world through the lens of our experiences, culture, and social perspectives 

(Creswell, 2014, p. 8). In addition, constructivism enables this research project to identify and 

understand structures in order to change them by using practical and theoretical methods of 

social science (Bryman and Bell, 2015, p. 723). Moreover, it is clearly the case that human 

beings, their interactions and their perspectives shape the reality of security culture. Hence, a 

constructivist researcher is best able to describe, account for, and understand this subject 

(Bryman and Bell, 2015, p. 29). 

 

6.2. Research approach 

Table 6.2 illustrates three approaches, including their key characteristics, based on Saunders 

et al. (2009) and Bryman and Bell (2015).  
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Table 6.2: Inductive, deductive and abductive approach 

Inductive Deductive Abductive 

 Findings are fed back into 
theory 

 Attempt to understand the 
meaning humans attach to 
situations 

 Collection of qualitative 
data 

 Flexible structure as 
research might change 
during the process 

 Researcher is part of the 
research process 

 Difficult to generalise 

 Researcher deduces a 
hypothesis based on what is 
known and theory 

 Necessity to declare causal 
relations between variables 

 Collection of quantitative 
data 

 Assurance of data validity 
through controls 

 Approach is highly 
structured 

 Independent stance of the 
researcher  

 Sufficient size of samples in 
order to be able to 
generalise conclusions 

 Combination of deductive 
and inductive 

 Utilises logical inferences 
and builds theories about 
the world 

 Can overcome limitations 
associated with induction 
and deduction 

 Involves back-and-forth 
engagement with social 
world as empirical source 
for theory 

 Researcher selects óbestô 
explanation 

 Importance of cognitive 
reasoning 

Source: own presentation based on Saunders et al. (2009), Bryman and Bell (2015). 

 

A traditional deductive approach lacks the ability to generate theory as it predominantly 

involves the testing of theory against observation using a positivist epistemology. In contrast, 

an inductive approach develops a theory from observation, thus tending to apply an interpretive 

epistemology (Hatch and Cunliffe, 2006, p. 26). As a result, inductive and abductive reasoning 

place an emphasis on practicality and the empirical foundation of knowledge (Ketokivi and 

Mantere, 2010, p. 316). The American philosopher Charles Sander Peirce elaborated 

abduction as the third elementary form of inference alongside deduction and induction 

(Eriksson and Lindström 1997, Raholm 2010a). In his work, Peirce created a logical form of 

reasoning which has been concerned with new ideas and hypotheses being explicated 

logically through deductive reasoning and empirically through inductive reasoning (Peirce, 

1931-1958; Fann, 1970; Timmermans and Tavory, 2012). 

 

This thesis applies an abductive approach, which, in contrast to deduction, does not start from 

existing theories but formulates as yet unknown rules, which at the same time enable an 

understanding of the case. Abduction thus takes a known quantity (surprising facts) and draws 

two unknown quantities from it, namely the rule and the case (Reichertz, 2007). The case 

understanding in this thesis is an assessment of a corporate security culture based on the 

perception of senior management in the studied aviation organisation. The aim is to embed 

findings in existing theoretical frameworks as well as to modify and extend existing theories in 

novel ways which might serve as a rule (James 1907; Cherryholmes, 1992; Reichertz, 2007). 

Therefore, a solid knowledge of several security culture theories is necessary to find out what 

is anomalous or even missing in the field of corporate security culture and to stimulate insights 

into innovative or original theoretical contributions. In contrast to inductivist approaches, where 
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the scientific literature is only considered at the end of the research project, abduction requires 

extensive familiarity with existing security and cultural theories at the beginning and during 

each research step and thus represents the crucial step in generating new knowledge. At this 

point, it should be emphasised that in abductive analysis, the researcher does not set all 

preconceived theoretical ideas aside during this research project but enters the research field 

with as deep and broad a theoretical base as possible and develops theory in the course of 

the research process. Instead of developing theories from data, new concepts are developed 

to explain the empirical material. The aim is to uncover traditional safety-related statements in 

the individual contributions of the study participants. This means that attention must be paid to 

the general and the specific, i.e. to things related to general claims behind the unique elements 

of a statement. Therefore, in the first step, an initial model is presented, which was derived 

from an in-depth literature review and thus introduces a deductive view. This model and the 

new plausible rule it contains (if proven correct) helps form an interpretation which, supports 

to make an assessment of corporate security culture in organisations more actionable and can 

be verified (Reichertz 2003, p. 57). In the second step, an inductive approach is applied with 

the use of expert data including a comparison of the initial model with new findings and insights. 

This results in a revised model, which leads to new interpretations and ultimately shapes and 

expands future interpretations. In this way, abductive reasoning moves continuously between 

the data collected and the existing theories and thus does not rely on existing types to explain 

an observed phenomenon but creates a new type by applying system dynamics (Reichertz, 

2003). This approach represents a process that eventually leads to a coherent representation 

of reality in order to achieve the original research goal (Gadamer, 2004). 

 

In this thesis, the interpretive researcher explores general relationships from key statements. 

In interpretation, the researcher is in the same position as the research participants; by 

indicating the meaning of their statements to each other, they also indicate it to the researcher, 

thus enabling analysis. The researcher is faced with the task of interpreting reality in the context 

of a company's security culture. Since this reality is not an objective reality from a constructivist 

point of view, but a reality already interpreted by the participants in the study, the researcher's 

task is to interpret realities that are already interpreted themselves. The explanation of the 

above strategies has shown that an abductive approach is well-suited to formulating the 

research questions. In addition, the ontological and epistemological foundations that the 

abductive approach, as used in this research, is based on, and the researcherôs own opinions, 

inform the research overall approach. How this approach is put into practice is discussed in 

the following section. 
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6.3. Research design 

For the majority of researchers, the methodological distinction between qualitative and 

quantitative research provides a useful means of deciding how to conduct specific empirical 

research (Bryman and Bell 2015, p. 37). The fundamental differences between these 

approaches to empirical reality are summarised in Table 6.3 below. 

 

Table 6.3: Fundamental differences between quantitative and qualitative research 

 Quantitative Qualitative 

Role of theory in 
relation to research 

Deductive, testing theory Inductive, generating theory 

Epistemology  Natural science model, positivism Interpretivism 

Ontology Objectivism Constructionism 

Data typology Numeric Narrative 

Style of analysis Descriptive/ statistical Identification of major themes 

Inquiry Focus on specific hypothesis Thematic concerns, broad 

Source: own presentation based on Dudovskiy (2016, p. 108), Bryman and Bell (2015, p. 38). 

 

Qualitative research starts with expectations, a holistic outlook, and the use of a theoretical 

lens, and then explores experiences and meanings and identifies contexts and processes 

(Devine, 2002); it thus follows a process that is also used in this thesis, as explained above. In 

addition, qualitative research designates a particular domain as an environment in which the 

research problem occurs, as is also done in this thesis by defining a problem domain and 

delineating the boundaries of the system to be investigated. Therefore, this thesis will use a 

qualitative research approach to identify crucial corporate security culture influences. On the 

basis of senior management investigations, this thesis will investigate employeesô behaviours, 

attitudes, and their perceptions of, and reactions towards, particular security culture 

components and issues. The qualitative approach will help provide a detailed understanding 

of how, and why, employees act upon and consider security aspects, and why they fail to do 

so. According to Ambert et al. (1995), a qualitative method leads to important questions that 

quantitative research may fail to take into account and provides data that challenges pre-

existing interpretations.  

 

In qualitative research, data are usually collected through participant observation, in-depth 

interviewing, focus groups, and analysis of document contents (Blaikie, 2009). In contrast, 

quantitative research predominantly deploys methods which aim to measure phenomena in 

terms of quantity. Usually, quantitative data collection is executed through either converting 

data into numbers or collecting numerical data, and through presenting data in figures (Blaikie, 

2009). Quantitative research is frequently experimental and focuses on the reflection and 
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measurement of recurring incidents in a formalised and structured way (Bryman and Bell, 

2015, p. 176). Typical methods of quantitative research are surveys, structured interviews, and 

observations, the latter in conjunction with confirmatory replication of experiments. Due to the 

complex nature of aviation, its security issues, and the research gap in the existing literature, 

a predetermined quantitative questionnaire appears unsuitable for helping us achieve a better 

understanding of security culture and its influences and effects. Such a questionnaire would 

have to rely on assumptions that are not yet proven. In addition, human behaviour, feelings, 

and attitudes towards security issues in aviation are difficult to quantify (Cooper and Schindler, 

2003).  

 

In contrast, qualitative research strives for detailed, in-depth investigations rather than 

extensive data on highly specific issues and, therefore, allows the unpredictable to emerge. In 

this sense, it is exploratory in that it aims to understand the outlines of a subject or problem 

under investigation (Stebbins, 2001). In summary, this method offers the best path to collecting 

primary data for the research purpose.  

 

In order to generate a detailed understanding of the complex issues researched here, the 

qualitative approach employed in this thesis can utilise data collected through interviews and 

their content analysis (Sekaran, 2003). This approach aims to accomplish a convergence of 

different ideas in the particular real-world subject under consideration. Moreover, this approach 

can reveal fundamental assumptions, judgments associated with them, and alternative 

perspectives based on a synopsis of opinions (Hsu and Sandford, 2007, p. 1). Another reason 

for conducting qualitative research is its potential for in-depth analysis based on dialogue and 

inquiry (Milena et al., 2008). In dialogue-based communication, the researcher obtains 

valuable insights about the background of corporate security and its formation, development, 

and maintenance, as well as related issues, in order to gain understanding and describe 

perspectives in more detail (Legard et al., 2003). In this thesis, this qualitative research 

approach is manifest in the choice of guideline-based expert interviews as a method of data 

collection. According to Bohnsack et al. (2003, p. 57), the main focus of interest in interviews 

is the expert and the expertise of that person. Lamnek (2005, p. 333) describes the expert 

interview as an investigative and informative form of interview to elicit knowledge. However, 

expert interviews are not simply "informative interviews" in which knowledge and opinions are 

collected (Bogner et al. 2005, p. 16). Experts are often unaware of the relevance of their 

actions, meaning that expert knowledge cannot be queried directly but must be reconstructed 

from the experts' statements. For this reason, the expert interview is considered a 

reconstructive research method. The aim is the systematic reconstruction of the unconscious 
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logic of decisions and routines in expert action (Bohnsack et al. 2003, p. 58; Meuser and Nagel, 

2009). 

 

However, this method can also be regarded as that of a survey, although Saunders and Lewis 

(2012) state that surveys are typically associated with a deductive research approach and 

quantitative data. In contrast, Bryman and Bell (2015) and Creswell (2014) distinguish between 

quantitative and qualitative surveys. According to Bryman and Bell (2015), researchers utilise 

quantitative questionnaires and qualitative interviews in surveys as collection methods for data. 

The main differences between a quantitative and a qualitative survey are the degree of 

standardisation, the structure, and the number of respondents involved (Pioch, 2017). In 

quantitative surveys, there is a higher degree of standardisation and structure and a larger 

number of respondents, whereas qualitative surveys offer additional flexibility, a looser 

structure and a smaller quantity of respondents (Pioch, 2017). Typically, a qualitative survey 

uncovers various behaviours, understandings, or opinions through some ten to fifty semi-

structured interviews with respondents selected from a defined population (Jansen, 2010). 

These respondents are not connected or related to each other in any way. However, all 

interviewed respondents in this thesis share a common relation as they are employees of the 

same company, albeit with different organisational responsibilities. In addition, and due to the 

scope of this thesis, a survey approach seems more suitable for the purposes of knowledge-

based research regarding organisational development in general and the assessment of 

cultural prerequisites for organisational learning and knowledge management. Employees 

within different departments or units may belong to different subcultures, which leads to 

localised variations of security culture, which, in turn, may be at odds with the strategic focus 

(i.e. senior management investigation) of this thesis. Nonetheless, due to the exploratory 

research objective of this thesis, a qualitative survey represents an additional valid data 

collection method which might be used to produce further findings on the basis of this thesis.  

 

The next sections will briefly outline the excluded alternative strategies and the reasons for 

their exclusion. 

 

6.3.1. Experiment 

This thesis intends to explore a subject rather than test hypotheses, as is done in an 

experiment (Risjord, 2014). According to Saunders and Lewis (2012), a hypothesis is tested 

statistically in an experiment (predominantly within a positivist paradigm), generally through 

the utilisation of large quantitative data samples. According to Cash et al. (2016), the 

experimental approach is a very effective method for deriving causal relationships between 

variables. It theoretically eliminates all possible factors that could explain a change in one or 
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more outcome variables, except for one or more explanatory variables. In addition, the 

experimental approach is most appropriate when the research question is specific and aims to 

compare the effectiveness of one or more treatments (or interventions), for instance in 

technological research paradigms (Cash et al., 2016). In this thesis, the research goal is rather 

broad; namely, to obtain an overview of opinions or behaviours in a business context. Bryman 

and Bell (2015) argue that experiments are rare in business and management research as it 

is nearly impossible to achieve the necessary level of control in organisational behaviour. 

Based upon the interpretative philosophy of this thesis, an experimental approach would not 

make a meaningful contribution to reaching the research objective.  

 

6.3.2. Ethnography 

Ethnography attempts to understand the interaction of individuals within a society from the 

perspective of its members (Merriam and Tisdell, 2016). According to Saunders et al. (2009), 

ethnographers study groups by accompanying them over extended periods of time and by 

participating directly in their routines in order to observe and describe the everyday behaviour 

of the field actors. In the field of business and management, ethnography is an appropriate 

method for gaining an in-depth understanding of markets and consumer experiences 

(Saunders et al., 2009). Due to the scope of this thesis, ethnographic research was rejected 

for two reasons. First, understanding social actions among employees seems inappropriate for 

the purposes of finding answers to the research questions because the subject under 

investigation here is not the security culture of an organisation in and of itself, but as a target 

that the aviation industry needs to aspire to. Instead of observing and analysing processes 

between respondents, this thesis focuses on leading agents through a process of developing 

and maintaining security culture within an aviation context. Furthermore, the ethnographic 

researcher needs to play an active role, interacting with individuals and participating in their 

daily routines in order to understand and describe social actions (Gobo, 2011). This approach 

was therefore regarded as inappropriate for this particular research, as such a participatory 

activity in a multitude of organisational units was not feasible.  

 

6.3.3. Archival research 

Archival research methods use administrative records and documents produced by and about 

organisations (Mohr and Ventresca, 2002). Even if there were archive statistics which could 

be used for this thesis, it is very likely that the amount of accurate information in these 

documents would be insufficient to answer the research question. The drawback in using 

archival research lies in the lack of usable data, which may make it impossible to answer the 

research questions. In addition, archive data may not offer the richness of other forms of data, 

such as interview data. For these reasons, archival research was not pursued further.  
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6.3.4. Grounded Theory 

Grounded Theory aims to generate, rather than to describe and apply, a theory (Glaser and 

Strauss, 1967; Strauss and Corbin, 1990; Charmaz and Bryant, 2011; Saunders et al., 2009; 

Bryant, 2017). Grounded Theory is an inductive, comparative, iterative, and interactive 

method, which moves from the study of concrete realities to creating a conceptual 

understanding from the data collected (Gubrium et al, 2012). The aim of grounded theory 

methodology is to develop a theory grounded in the data (Charmaz and Bryant, 2011). In doing 

so, an alternating and repetitive process of data collection and analysis is performed, 

categories are successively formed and related to each other, and ultimately condensed into 

a theory. Although there may be loose parallels between the present thesis and the methods 

of Grounded Theory, this thesis does not apply Grounded Theory per se. The thesis considers 

the central aspect of conceptualisation and thus goes beyond purely descriptive analysis by 

using different types of coding and aims to develop meaningful concepts from the data 

(Saunders and Lewis, 2012). In addition, the thesis takes into account a methodology of 

constant comparison and thus applies comparisons repeatedly and at all levels of the research 

process: at the level of case selection, data, generated codes and the categories formed from 

them (Strauss and Corbin, 1997; Charmaz and Bryant, 2011). However, the aim of this 

research is to capture the theoretical factors of a corporate security culture in order to 

summarise and validate them in a model based on the empirical findings. This work does not 

aspire to create a new theory as described in Grounded Theory. In addition, the data collection 

and coding involved in Grounded Theory is very time-consuming and thus overtaxes the limited 

time resources of an in-service study (Timonen et al, 2018; Pioch 2017).  

 

6.3.5. Action research 

According to Bryman and Bell (2015) and Altrichter et al. (2002) action research involves both 

the researcher and the respondent actively influencing the research environment by 

introducing a change element. Given the explorative nature of this thesis, which examines 

different organisational departments to enhance the understanding of the researched 

phenomenon, the action-research approach does not appear to offer the necessary breadth of 

data collection to be applicable. However, the approach appears feasible in subsequent 

studies that focus on a particular aspect of security culture development and maintenance.  

 

6.3.6. Case study 

Case studies can support flexible research strategies, including empirical investigations aiming 

to develop detailed knowledge (Robson, 2007). Typically, the details of a case study design 

emerge during the collection of information, when a range of techniques is applied as needed, 

such as observation, interviews (mainly unstructured or semi-structured), and documentary 
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analysis. Thus, a case study design may be shaped by a larger number of variables than a 

survey strategy. Regarding the current issues in, and characteristics of, aviation, a single-case 

study design ï or a multiple-case study design, which would allow the researcher to compare 

cases ï seemed appropriate to answer the research questions.  

 

Yin (2011) classifies the basic types of case study design using two dimensions that distinguish 

between holistic and integrated on the one hand and single case and multi-case studies on the 

other. Yin (2011) differentiates holistic case studies according to the relevant context of the 

case under study and the defined case itself. The simplest form of design is the holistic single 

case study (Yin, 2009). Such a design concerns just one clearly defined case and its relevant 

context. If several holistic cases are combined within one case study investigation, it is called 

a holistic multiple-case study. If different objects of analysis - e.g. several departments ï are 

analysed within one case - e.g. in a company - the case study design is called "integrated". 

Finally, the combination of several integrated case studies constitutes an integrated multi-case 

study (Yazan, 2015). Based on this classification, the question of the principle of delimitation 

between the described elements "object of analysis", "case" and "context" arises. In order to 

understand a delimitation of the entire case study, a distinction is made between those objects 

that are indirectly (context) or directly (case) relevant for answering the research questions and 

those that are neither indirectly nor directly relevant. The number of cases and objects of 

analysis within the whole case study may vary depending on the research question and the 

aim of the study (Yin, 2011; Yazan, 2015). A directly relevant object - i.e. a case - can represent 

an organisation as a whole, but can also be, for example, a project team composed of internal 

and external members of an organisation.  

 

With the work of Yin (2011), the research design for this thesis could be precisely defined in 

order to first clearly delineate the case and then to find possible connections in the case. 

Furthermore, the case study was used because it allows for a better understanding of complex 

social phenomena. Against this previously described background, the relevant context in this 

thesis is, therefore, the security management of an aviation organisation and the direct context, 

i.e. the case, is the aviation organisation studied here and the statements and perspectives of 

the interviewed persons, i.e. the senior management team. This ensures that the study delves 

as deeply as possible into the direct context of a corporate security culture and that, the 

persons involved and the interaction between them is taken into account. Only closer 

examination of the context provides information about which elements of a corporate security 

culture are ultimately decisive for the organisational effects of socio-technical changes. 

Relevant contextual factors in this work are, for example, the characteristics of leadership 

behaviour, the position, qualifications and professional background of the persons involved, 
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the type of communication in the organisation, etc. The analysis of these contextual factors in 

the context of the corporate security culture will also provide an insight into the impact of socio-

technical change. Hence, the applied case study design in this thesis allows the researcher to 

retain holistic and meaningful insights and features of real events. The recording of these 

contextual factors in the context of data collection was taken into account in the interview guide 

in such a way that the interview methodology was carried out in a semi-structured way. Thus, 

space was provided for the elicitation of already suspected contextual factors and aspects that 

emerged in the course of the interview were thus not closed off.  

 

However, one major drawback of this research strategy is the difficulty of generalising the 

findings for a wider population due to possible deficiencies in external and internal validity. This 

is due to the low quantity of scientifically based models of security culture characteristics, which 

may make the case study approach inappropriate. The topic of validation will be discussed 

later in this chapter. 

 

6.3.7. Narrative inquiry 

Reissman and Speedy (2007) explained that narrative inquiry is the study of experiences as 

stories and is primarily a way of thinking about personal experiences. The analysis of stories 

is work-intensive and time-consuming, as only a large number of stories can contribute to 

meaningful insights. To a certain extent, stories might support the present research by yielding 

insights into the respondentsô perception and understanding of particular situations. However, 

expert interviews are of particular importance here, as they are considered key sources of 

information on the development, implementation and control of security strategies and security 

infrastructures such as policies. Experts also occupy an important interface with regard to 

accessing information about groups of persons (e.g. employee behaviour) or decision 

processes (Meuser and Nagel, 2009).  

 

In this thesis, experts are considered key sources of information because they occupy an 

exclusive position in the context under study and possess knowledge that is not accessible to 

everyone (Liebold and Trinczek, 2009; Gläser and Laudel, 2010). Experts are interviewed in 

this research as specialists for specific questions (Weischer, 2007). Nonetheless, certain 

elements of narrative inquiry are included within this thesis, although the focus remains on the 

research strategy described above.  

 

6.4. Data collection 

This section will describe the process of gathering data to enable the researcher to answer the 

research questions. It will begin with the time horizon of the data gathering process, revisit the 
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data collection method of guideline-based expert interviews on a more detailed level than in 

section 6.3, describe the sampling strategy employed and the research population, and define 

the criteria for the inclusion or exclusion of interviewees. Then, the development of the 

interview guide and its test in a pilot study will be discussed. 

 

6.4.1. Sampling strategy and research population  

The overall sampling strategy combined homogenous sampling and purposive sampling 

(Saunders et al., 2009; Mukhopadhyay, 2011). Purposive sampling is suitable for this research 

because the researcher is interested in sources of information who possess extensive 

knowledge and are well-informed regarding the research topic (Etikan et al., 2016, p. 2). Thus, 

in this thesis, all members of the senior management team are considered. Decisions about 

who (or what) and how many people (or places) to include in the sample are important in 

purposive sampling (Creswell, 2014). Full details should be provided here, otherwise, the 

reliability of the sampling may be affected (Ratcliff and Smith, 2004; Etikan et al., 2016). As 

the interviewees possess similar jobs and experiences, a homogenous approach seems most 

applicable (Burmeister, 2012). The idea is to focus on this similarity and how it relates to the 

topic under investigation (Etikan et al., 2016).  

 

The overall research population consists of approx. 1,000 people who are employed at the 

airlineôs headquarters in Germany. Within this particular participant population, the researcher 

identifies experts for individual areas of corporate security culture as identified in the tentative 

model. To include all organisational departments connected to these areas, the individuals in 

charge will be included in the sample. They are assumed to be able to provide information on 

all sub-departments they are responsible for in a comprehensive manner and, hence, are the 

target group of this research project. This means that flight and technical personnel are 

excluded from the semi-structured interviews and from validation interviews, as they operate 

in a different organisational set-up (either air traffic or separate organisations) which are not 

the focus of this thesis. However, the research findings may still contribute insights which can 

be valuable for these two operational aviation paradigms. The researcher identified the 

research population through a review of internal data provided by the Human Resources 

department. Table 6.4 below provides an overview of the respondents. One respondent, P15, 

cancelled several interview appointments due to the Covid-19 pandemic and its impact on the 

aviation industry in Spring 2020.  
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Table 6.4: Overview of interview respondents 

Interviewee Business 
Function 

Department Hierarchy level 

P1 left blank left blank Senior/ Management 

P2 left blank left blank Senior/ Management 

P3 left blank left blank Senior/ Management 

P4 left blank left blank Senior/ Management 

P5 left blank left blank Senior/ Management 

P6 left blank left blank Senior/ Management 

P7 left blank left blank Senior/ Management 

P8 left blank left blank Senior/ Management 

P9 left blank left blank Senior/ Management 

P10 left blank left blank Senior/ Management 

P11 left blank left blank Senior/ Management 

P12 left blank left blank Senior/ Management 

P13 left blank left blank Senior/ Management 

P14 left blank left blank Senior/ Management 

P15 left blank left blank Senior/ Management 

P16 left blank left blank Senior/ Management 

Source: own illustration (2020). 

 

6.4.2. Sampling rationale  

According to Malterud et al. (2016), the prevailing criterion for a sufficient sample size in 

qualitative research is ñsaturationò. OôReilly and Parker (2013) argue that the adoption of 

ñsaturationò as a basic quality criterion is unsuitable, as the way in which saturation is achieved 

is not always transparent enough. As this research is based on the epistemological approach 

of social constructivism, the researcher strongly embraces the idea that qualitative research 

should not attempt to take account of all of the facts (Alvesson and Sköldberg, 2009). Thus, a 

sample-size approach based on the concept of ñinformation powerò seems appropriate.  

 

Information power acts as an internal validity measure and provides access to new knowledge 

based on analysis and theoretical interpretations, hence influencing the potential of the 

available empirical data (Guest et al., 2006; Cohen and Crabtree, 2008; Malterud et al., 2016). 

The rationale of information power is that the more relevant information a sample presents, the 

smaller the sample may be. According to Malterud et al. (2016), the size of a sample with 

appropriate information power depends on five criteria: the study objective, the specificity of 

the sample, the usage of proven and accepted theories, the dialogue quality, and the analysis 

strategy. Figure 6.1 conceptualises these items in relation to the information power paradigm 

and their dimensions in order to draw conclusions about the sample size.  
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Figure 6.1: Information power ï items and dimensions 

Source: Malterud et al. (2016). 

 

This model suggests that sufficient information power can be obtained through a small number 

of participants as the aim of this thesis is narrowly defined, the participants are specific, the 

empirical work is supported by accepted theories, the interview format allows for high-quality 

dialogue, and the analysis contains a cross-case in-depth exploration. Within this thesis, a 

cross-case analysis is conducted as the respondents are from a variety of the organisationôs 

functional branches, which increases the information power.  

 

However, due to the limited theoretical knowledge regarding corporate security in aviation and 

the cross-case approach, this thesis may need a relatively large group of interviewees, even 

though the research aim is well-focused and interview dialogues are of high quality. The model 

based on Malterud et al. (2016) should not be interpreted as a checklist to calculate N, as it 

does not specify the size of a sample numerically, be this sample small or large. Rather, it 

should serve as a guide and the ratios of items and sample size should be understood as 

recommendations. Therefore, the adequacy of the final sample size needs to be continuously 

assessed during the research (Carlsen and Glenton, 2011). In this thesis, sample-size 

adequacy was not assessed on the basis of saturation, which was found to be inappropriate 

as a generic quality marker (OôReilly and Parker, 2013). Whereas saturation focuses more on 

the number of participants, information power can be seen as a potential measure of the 

internal validity of the available empirical data to reveal new knowledge by means of analysis 
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and theoretical interpretations. Inasmuch as information power resides in the collected dataôs 

potential as an object of analysis and interpretation, sample adequacy, data quality, and the 

variability of relevant events are often more important than the number of participants (Kvale, 

1996; Cohen and Crabtree, 2008; Malterud et al., 2016). Based on these considerations, a 

number of sixteen interview partners was determined as a provisional sample size for this 

thesis.  

 

In the interview phase, an initial review of the data was performed after five interviews to verify 

the efficacy of the data collection process and to determine if the sample size had to be 

adjusted. At this point, the interviews appeared to be highly relevant for answering the research 

question and to provide new information on the subject of corporate security culture. However, 

as the research aim was to gain a comprehensive picture of the investigated topic, the number 

of participants had to be increased. This process was repeated before data collection was 

completed. All in all, 15 interviews were conducted, but new information came to light after the 

12th interview. Figure 6.2 illustrates this development using the increase in the number of codes 

as an indicator for the information value of additional interviews.  

 

Figure 6.2: Development of codes 

 

Source: own illustration (2020). 

 

 

6.4.3. Time horizon 

There are two observational approaches regarding the time horizon of studies: the longitudinal 

approach and the cross-sectional approach. In a longitudinal approach, data is continuously 
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collected over a long period of time to study patterns of change (Bryman and Bell 2015; Kumar, 

2010). In contrast, a cross-sectional approach (snapshot) to data collection focuses on a 

specific point in time (Saunders and Lewis, 2012). A longitudinal approach is more appropriate 

for experiment-based strategies. Within the scope of this thesis, a longitudinal approach would 

require expert interviews throughout an entire organisationôs process of developing its security 

culture and altering its structure. Such a long-term investigation appears unrealistic and would 

require extensive resources that can only be commanded by large, well-funded research 

projects. In addition, the environment might change within the time frame of a longitudinal 

approach; this may lead to distortions in the research findings. In the aviation industry, there 

may be necessary adjustments to procedures because of changes in legal regulations, which 

could have a direct effect on the findings of this thesis. Against the background of resource 

considerations and in order to eliminate potential disruptive effects emanating from changes 

in the environment, the present research study applies a cross-sectional approach to examine 

the corporate security culture and its development factors. 

 

6.4.4. Data collection method 

For the chosen research strategy, interviews or focus groups of employees can be regarded 

as appropriate data gathering methods. Ultimately, in-depth interviews are most suitable for 

the purpose of this thesis.  

 

By using in-depth interviews, the researcher is able to develop descriptions of the essential 

causal structures of the reality experienced by the respondents (Sekaran, 2003). The 

respondents will be security management experts within the aviation industry who can offer 

expert knowledge and feedback pertaining to the tentative model developed in Chapter Five. 

The majority of the interview participants represent different experiences and views, which 

may contribute to the research process as the topic demands individual but diverse 

statements. Sixteen interviews with respondents from 16 departments were planned. 

However, only fifteen interviews could be held. However, expert interviews may be 

characterised by certain limitations. Therefore, the researcher must be particularly mindful and, 

if necessary, adapt the research design accordingly in order to obtain valid results. In 

qualitative studies, the concept of validity is described in a variety of terms (Golafshani, 2003). 

Consequently, new perceptions of validity have evolved, and terms have been adopted which 

are considered more appropriate, for instance, quality, rigour and trustworthiness (Lincoln and 

Guba, 1985; Seale, 1999; Stenbacka, 2001; Davies and Dodd, 2002). Gill and Johnson, 2002, 

p. 283) and Stenbacka (2001) argue that if validity or trustworthiness can be maximised or 

tested, then credible and defensible results can lead to generalisability. Therefore, research 

quality is linked to the generalisability of results and thus to testing and increasing the validity 
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or trustworthiness of the research (Golafshani, 2003, p. 603). The term validity will be 

discussed in more detail in section 6.7. However, in order to obtain a maximum of quality, 

rigour and trustworthiness of the research data, Table 6.5 presents potential limitations and 

the strategies used in this thesis to manage these limitations.  

 

Table 6.5: Potential limitations and counterstrategies 

 Description Counterstrategies 

Ambiguities 

Body language cannot be recorded in 
interviews 
 
Translation process might mean that 
meaning is lost 

Taking notes in interview 
 
 
Two-way or back-and-forth 
translation process supports 
preservation of meanings  

Generalisation 
Sample size is rather small Validation through external 

experts 

Retention of 
participants 

Interviewees might hesitate to share 
meaningful views on certain situations 

Respect towards expertsô view 
and acknowledgement of 
sensitive information 

Time restriction 

Experts may assign the interview a rather 
low priority and may not dedicate enough 
time to it 

Precise and structured 
interview schedule, pointing out 
expertsô valuable contribution to 
knowledge may serve as 
convincing argument 

Source: own illustration based on Bryman and Bell (2015).  

 

As previously mentioned, an alternative would have been to create a focus group in order to 

explore participantsô attitudes, perceptions, opinions, and beliefs about a specified topic 

(Bryman and Bell, 2015). A focus group offers a setting for a relatively homogeneous group to 

discuss a topic in an informal way (Denscombe, 2007). However, given the time restrictions in 

the schedules of senior managers, it seems unlikely that 15 participants can be brought 

together in one place at a specific time for a workshop lasting several hours (Gibbs, 1997). 

Another important limitation of a focus group is that the researcher may lose control over the 

data produced as participants are allowed to respond to the questions and opinions of others. 

Hence, keeping participants focused on a particular topic seems challenging and, in addition, 

it may not be possible to attribute data gathered to individual participants (Gibbs, 1997). 

Therefore, interviews are the most promising and suitable data collection method for this 

thesis.  

 

Interviews are classified according to their level of structure, and their spectrum ranges from 

structured to unstructured (Rowley, 2012). Structured interviews are quite similar to 

questionnaires. In contrast, an unstructured interview is based upon a limited number of topics 

or issues in order to encourage the respondent to talk freely about a subject (Rowley, 2012; 

Bryman and Bell, 2015). The third option is a semi-structured interview, which can take a 
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variety of forms, include varying numbers of questions, and have a flexible question order. 

These interviews afford a certain degree of flexibility in the way questions are asked (Turner, 

2010).  

 

The data for this thesis is collected through semi-structured interviews. Semi-structured 

interviews seem most appropriate as they allow for the collection of information in a narrative 

and adaptable way and, therefore, enable unanticipated information and insights to emerge 

(Robson, 2007). As previously mentioned, semi-structured expert interviews are utilised within 

this thesis to supplement theoretical propositions about corporate security culture in an 

aviation environment. A key emphasis is placed on the development of the tentative model. 

Therefore, the interview findings, discussed in the context of the literature, will support the 

further refinement of the theoretical model. Thus, the main goal of the interview investigation 

is to answer the following questions: 

 

1. Are all the factors presented in the model relevant? 

2. What factors constitute the cultivation of a corporate security culture? 

3. What factors influence the cultivation of a corporate security culture ï and at which 

level of importance? 

4. What are the cause-and-effect relations of all factors? 

5. Which factors should be included in the finalised model? 

 

The following section will consider the inclusion and exclusion criteria for respondents. 

 

6.4.5. Inclusion and exclusion criteria and expert verification 

In scientific research, an expert is someone who possesses knowledge and information which 

is not accessible to everybody in the field of action under study (Meuser and Nagel, 2009). In 

addition, an expert is responsible for decisions related to problem-solving. The competence 

necessary for this is incumbent upon the expertôs authority, ability, and skills (Pfadenhauer, 

2009). 

 

The inclusion criteria for interviewees are:  

 At least three to five yearsô experience in an aviation environment, aviation or corporate 

security  

 A minimum of three years of expertise or of occupying a leading position in a field 

involving factors identified in the tentative model  

 Ideally, a member of a leadership team in charge of corporate security topics and 

projects 



97 
 

The exclusion criteria are:  

 Less than three years of experience in an aviation environment, aviation or corporate 

security  

 Less than three years of expertise or lack of occupancy of a leading position within 

fields involving factors identified in the tentative model  

 Not employed at management level or similar 

 

The verification of expert status takes place in a two-step process: in the first step, the minimum 

requirement of three years of relevant professional experience will be stated in the invitation 

letter.  

 

In the second step, the first three questions in the semi-structured interviews will address the 

expert status. The researcher considers it possible to distinguish different levels of expertise, 

and such a distinction can enhance the accuracy of the analysis. 

 

6.4.6. Development of the interview guide 

Within a semi-structured interview approach, pre-formulated questions serve as a guide, which 

may be used flexibly in the interview (Helfferich, 2011). Usually, an interview guide is informed 

by theoretical assumptions, and questions are based upon respective findings from the 

literature (Flick, 2010; Cridland et al., 2015). Therefore, the interview guide serves as a tool to 

structure the data collection in a logical way and direct the conversation towards answering 

the research question (Krauss et al., 2009; Cridland et al, 2015). For this thesis, some 

questions aim at exploring supplementary subjects beyond those identified in the literature 

review. An interview guideline typically consists of two blocks: main themes and follow-up 

questions (Krauss et al, 2009). In this thesis, four main themes have been identified that cover 

the main content of the research subject (Table 6.6). In addition, follow-up questions were 

used to facilitate the respondentsô understanding of the subject (Turner, 2010).  

 

Table 6.6: Structure of interview guide 

Block Content Questions 
1 Aviation experience and organisational responsibility 1-3 

2 Definition and factors of corporate security culture 4-6 

3 Leadership and organisational impact of security issues 7-9 

4 Changing trends in aviation 10-12 
Source: own illustration (2020). 

 

The most important topics are in block two and three as they are most instrumental in 

answering the research questions. The first three and the last three questions were rather 

simple as they aimed to either introduce the research topic or to set a clear focus for the 
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tentative model. In addition, the last two questions touched on topics that may be important 

but had not yet been addressed (Baumbusch, 2010). The interview guide consists of clearly 

worded, single-faceted, and open-ended questions to maximise the output of useful data 

(Krauss et al., 2009; Turner, 2010; Cridland, 2015). As a follow-up to statements by the 

interviewees, some probing questioning was used (Grbich, 1999). The original version of the 

interview guideline is provided in Appendix viii. The interviews were conducted between 

February and March 2020.  

 

The duration of the interviews was approximately 60ï90 minutes. All in all, the 15 interviews 

yielded 761 minutes of recorded dialogue, which represents an average of 47 minutes for each 

interview. The interviews were tape-recorded and conducted in German, as all respondents 

are German native speakers. Only one of the interviewees rejected a recording. Therefore, 

interview notes were taken immediately after the interview. All interviews in this research were 

recorded in German and transcribed by a transcriber professionally known to the researcher. 

This means that the interviews were transcribed verbatim by this person and the researcher 

has additional information, for example, pauses in the interviewees' thoughts and particular 

sounds made by the interviewees. All transcribed interviews were checked a second time when 

the researcher used them in the first familiarisation step of coding. In order to support the 

research findings, appropriate excerpts from the interviews were translated from German into 

English when assigning the respective quotes to the sub-codes. In the first step, the translation 

was initiated by the researcher and cross-checked again by a native English speaker. Please 

also see sub-Chapter 6.6. 

 

6.4.7. Pilot study 

In order to identify potentially problematic areas prior to the interviews, a pilot study was 

conducted (Hassan et al., 2006). A pilot study enhances the quality of the main study and 

focuses, among other things, on the applicability and conceptualisation of the questions, 

enables the evaluation of the answers and can ultimately test for significance (Kezar, 2000; 

Hassan et al., 2006; Malmqvist et al., 2019). The pilot study was set up in a two-stage 

procedure. The first interviewee was chosen to be part of the target group for the study, as the 

interviewee's many years of experience in aviation security and in the investigated organisation 

made the person an important resource for this research. This interview helped the researcher 

to assess the general applicability and scope of the interview topics. This helped to clarify the 

relevance and focus of the questions and led to changes in the structuring and order of certain 

questions. Changes identified as necessary or advisable were added to the interview guide 

and the revised guide was then tested with a second interviewee, this time a person who was 

not part of the target group. The second person had a broad academic knowledge; this led to 
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some changes in the phrasing of the questions. Three in-depth questions were revised and 

shortened (question three, eight and twelve). In addition, some of the wording in the questions 

was changed. 

 

6.5. Data analysis and management 

In addition to planning for data collection, planning for data analysis is also necessary (Havar-

Simonovich, 2012). In data analysis, the predominant goal is to compile or reconstruct the 

themes, content and aspects contained in the data in a meaningful and comprehensive way 

(Jorgensen, 1989; Mayring, 2010). According to Welman et al., (2005) and Gläser and Laudel 

(2010), part of content writing is extracting parts of interviews (findings) and then converting 

them into written records and converting them into comprehensible products (analysis). The 

findings thereby emerge from the transcribed field notes, which were made as tape recordings 

and handwritten notes. In Figure 6.4, a model for the analysis and discussion of the collected 

interview data was developed so that the research question could be answered in a structured 

way.  

 

6.5.1. Thematic Analysis 

A well-known method for identifying, analysing and interpreting patterns of meaning ("themes") 

within qualitative data is Thematic Analysis. Typically, Thematic Analysis describes a method 

- a tool or technique - rather than a methodology, as it is not constrained by theoretically 

informed rules and limited frameworks, which makes it very flexible (Braun and Clarke, 2012). 

Thematic Analysis provides the researcher with an easy, systematic method of generating 

codes and themes from qualitative data. For this research, thematic analysis is suitable to 

relate the interview data collected on the current state of an aviation organisation from the 

perspective of senior management to the existing theories as well as to derive new insights on 

the potential of a corporate security culture. Therefore, guided by the research question, the 

aim of Thematic Analysis is to identify and interpret key features of the data rather than a 

simple summary of the data content. According to Saunders et al. (2009), patterns can be 

identified within Thematic Analysis that significantly enhance the quality of data interpretation, 

leading to a richer understanding of the data. This choice of methodology, therefore, requires 

a full consideration of all the information obtained in the interviews in order to generate as full 

an understanding as possible about corporate security culture and its factors and interactions.  

 

6.5.2. Data interpretation 

One essential step is data structuring, which includes data scanning and sorting, followed by 

a process of open coding (Braun and Clarke, 2012). In Thematic Analysis, codes are 

considered the smallest unit of analysis that captures information which is (potentially) relevant 
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to answering the research question. Again, these codes are building blocks for themes, larger 

patterns of meaning underpinned by a central, organised concept. The ñthemesò thereby 

provide a framework for organising and reporting the researcher's analytical observations. 

Therefore, the author applies Thematic Analysis, and it should be emphasised that "themes" 

are presented from the coding results (Saldaña, 2016, p.14). Against this background, "theme" 

in this research can be described as the subjective meaning and cultural and contextual 

expression of data (Vaismoradi and Snelgrove, 2019, p. 3). The data analysis based upon 

Braunôs and Clarkeôs (2012) six phases of Thematic Analysis is explained in Table 6.7 below.  

 

Table 6.7: Six phases of thematic analysis 

Phase Process Result 

Familiarisation with data Read and re-read data, noting 
of initial observation 

Beginning of coding, detailed 
notes 

Coding 
Generation of initial codes, 
reduce data to labels to create 
categories 

Comprehensive codes which 
address research question 

Searching for themes 
Combination of codes to create 
overarching themes, Description 
of themes, identify missing parts 

List of themes for further 
analysis 

Reviewing themes 

Investigation of how themes 
reflect data and theory. If 
incomplete, go back to coding 
phase  

Recognition of how themes are 
patterned in order to envisage 
story line 

Defining and naming 

themes 

Definition of each theme, 
aspects captured by theme, 
identification of interesting 
points 

Detailed analysis of themes 
and their contribution to 
understanding data 

Write up 
Articulate understanding of data 
and formulate answers to 
research questions 

Profound description of data 

Source: own illustration based on Braun and Clarke (2012). 

 

First, the transcribed interviews were read through repeatedly to examine their content and 

initial notes were written for later reflection (Bazeley and Jackson, 2013). In the next step, all 

15 interview transcripts were loaded into NVivo and read again with subsequent open coding. 

All of the 15 interviews were analysed on an individual basis by assigning relevant text 

passages to potential sub-codes. Here, sub-codes and main codes were assigned to the data. 

Subsequently, new codes were introduced for each subsequent interview until no more new 

codes were generated and saturation was reached. The initial coding was derived by 

deductively using the results of the theoretical analysis based on the main categories from the 

literature review, i.e. assessments of relevant factors of a corporate security culture and their 

interaction, as well as future developments of emerging trends. A similar coding model is given 

by Saldaña (2016), which is shown in Figure 6.3 below.  

Figure 6.3: Code to theory model 
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Source: Saldaña (2016, p. 14) 

 

The first three interviews were analysed and coded. This process was verified by two peer 

reviewers. Subsequently, the most important statements were extracted into tables, which 

were used in the further course of the "findings phase" and the "analysis phase". Within this 

research, codes and categories were created on an inductive basis during the data analysis 

process and linked to themes, refining them. Hence, at this aggregation stage, the main codes 

were then coded again and assigned to the major codes (themes), as correlations can be 

shown here. The last step of the analysis focused on evaluating the weighting that the interview 

partners gave to certain aspects or statements. This was to identify patterns within and across 

the collected data in relation to participantsô experience, views, perspectives, behaviour and 

practices in order to understand what participants think and feel (Braun and Clarke, 2006). 

Refining these statements produced indications of the relevance of factors and their interaction 

for the evaluation of a corporate security culture. This is beneficial for answering the research 

question as Thematic Analysis supports the research to capture both explicit and latent 

meanings (Braun and Clarke, 2013). In the subsequent discussion, the results of the 

identification and analysis phase were compared with the results of the literature research and 

similarities and differences were analysed with regard to corporate security culture.  
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Table 6.8 and Table 6.9 illustrate the allocation of codes and sub-codes to RQ 1 and the sub-

research questions RQ 2 and RQ 3. 

 

Table 6.8: Allocation of main codes and sub-codes to answer RQ1  

Number Codes Sub-Number Sub-Code 
Number of 

respondents 

1 training 1.1 influencing 13 

1 
training 1.2 

correlation to security 
awareness 

6 

2 security awareness 2.1 influencing 9 

3 security ownership 3.1 constituting 11 

3 security ownership 3.2 influencing 6 

4 compliance behaviour 4.1 influencing 9 

4 compliance behaviour 4.2 stick to rules 9 

Source: own illustration (2020). 

 

Most statements that answer RQ1 were allocated to ñtrainingò, ñsecurity awarenessò, ñsecurity 

ownershipò, and ñcompliance behaviourò.  

 

The number of respondents with statements relevant to answering RQ2 and RQ3 are highest 

for the codes ñexperiencesò, ñsecurity culture and organisational cultureò, ñtrends in aviationò, 

and ñorganisational security policyò (Table 6.9).  
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Table 6.9: Ranking of main codes and sub-codes to answer RQ2 and RQ3 

Numbe
r 

Codes 
Sub-

Number 
Sub-Codes 

Number of 
respondents 

1 experiences 1.1 in aviation more than 5 
years 13 

3 
security culture and 
organisational culture 3.1 

existence of a connection 
between these two factors 

12 

8 trends in aviation 8.1 digitalisation of sales 12 

4 
organisational security 
policy 4.1 

non-knowledge of policy 10 

5 security in daily work 5.1 data security 9 

6 impact of security 6.1 physical access to offices 9 

6 impact of security 6.2 employee badge 9 

1 
experiences 1.3 current position more than 

2 years 8 

4 
organisational security 
policy 4.2 

knowledge of policy 8 

7 
communication of security 
issues 7.1  

team meeting 8 

10 
acknowledgement of rules 
and guidelines 10.1  

finding the right balance of 
rules and guidelines 8 

Source: own illustration (2020). 

 

Figure 6.4 illustrates the process of thematic analysis applied in this thesis:  
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Figure 6.4: Applied thematic analysis process 

Source: own illustration (2020). 


































































































































































































































































































































