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Abstract
The literature on digital transformation that leverages cloud computing within the energy
industry has been dominated by examples and issues from small to mid-size companies. This
research focuses on the wider approach of how organisations, specifically within the energy
industry can leverage the value of this transformation through a robust framework for success.
The research is conducted via a series of research related to project management, cloud
computing to run advanced data modelling applications within the industry context, is perhaps
one of the biggest and most complete set of research pushing the boundaries of what you can do
with sensitive data.
The thesis aimed to explore the vast array of complexity from a global perspective of evaluating
and implementing innovative technology projects. Action research is used to examine the
phenomena that exists across some major projects. These included an international project that
was based in Japan, looking at the human side of mobilising and demobilising. Another study
was conducted throughout a million-dollar cloud pilot which lasted over one year from start to
finish.
The research was able to identify some emergent issues affecting initiation, implementation,
technical security challenges and evaluation of a significant change to the security provision of
critical data within a large international company affecting many stakeholder groups.
The research then looked at the legal and security aspects of data protection within the EU legal
system and how this would change when moving from one legislation to another.The research
later delved into the specifics of the industry looking at aspirations, challenges and technical
architectures from a global perspective. The findings resulted in a framework for agile science
which was applied and tested out through a pilot project within an industrial operation. The
research makes a contribution by modelling some of the complexities of applying agile science
within the industry context, particularly for large international companies.
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Chapter 1 - Introduction
1.1. Background of the Research
During the last 20 years there has been a continuing trend towards IT industrialisation and
commoditisation. This has resulted in IT services becoming repeatable and reusable by a broad
range of both end-users and service provider, through advancements in technology and the
accelerated growth in use of the Internet. These factors constitute the basis of a discontinuity that
offers opportunities to shape the relationship between those who consume and those who provide
IT services. The energy industry itself has in certain areas been at the forefront of technology,
but in other aspects has lagged in its adoption to adopt advanced technology. This can be due to
the nature of work that is carried out within energy plants and facilities that have high operations
and maintenance work being required that in many cases follows rigorous safety procedures and
regulations that can cause a delay in the ability to quickly innovate within the industry.

1.2. Introduction of Research Context
Agile digital projects that leverage cloud services have become a prominent operating model
within business, computing and service delivery. Moving towards a cloud first model is complex
with issues over data protection with all the international challenges and ‘fault lines’ over
differences in data protection rules. There are issues related to change management as businesses
and service delivery engage in considerable re-organisation activities. There are issues over
security with hosting company sensitive data in the ‘cloud’. Issues become more complex with
large cloud projects which often involve international teams in a cloud project. The industry
context of the data and operating model needs to be considered. Within the energy sector this can
be compounded with the strategic important of the data to a nation's economy and may have
legal regulations that prevent the use of cloud. The delivery model becomes important as many
organisations run sophisticated simulations many of which are based upon physical equations
and if leveraging technological advancements in data-driven models may result is limited to no
buy-in from certain individuals within the organisation.

Considering the importance of people, it is not known within large organisations the individual
needs at the beginning and end of a project and how issues that arise can be mitigated on large
complex projects. It is also unknown the best practice for running large scale technologically
innovative projects, as studies indicate a very high failure rate at times due to the organisation
and at times due to technical limitations. There is also limited existing theory and models that
capture the complexity of applying new cloud/digital projects in real large-scale international
industries such as energy
This thesis covers these issues through a series of research and case study projects conducted
over years to determine frameworks for success in mitigating the issues.

1.3. Research Questions
•

RQ1: What are the key themes related to the mobilisation and demobilisation phases
from a human perspective and how are project management offices dealing with it in
terms of processes and strategies?

•

RQ2: What are the key issues and themes in large scale innovative technology projects
involving an international workforce?

•

RQ3: What are the challenges in moving to cloud from a legal, data protection and
privacy perspective?

•

RQ4: What are the energy industry priorities, barriers of adoption and current
technological landscape?

1.4. Aims and Objectives
The overall aim of the research is to develop a decision framework for applying agile science
techniques for the deployment of advanced digital technologies within the energy sector.

The work was developing the concept of Agile Science, which is the application of technology
within a science domain (such as the intersection between computer and energy science).
Specific measurable objectives of the application of agile science within the energy industry:
•

To analyse the implications of Project Management Office policies and strategies for
employees during the beginning and ending of a project, while focusing also on the
coverage percentage of the employee's expectations and needs. The aim is to analyse the
process from three different angles: during the start of the project in the mobilisation
phase and the expectations expressed regarding the future upon demobilisation of the
project. The employee upon the end of the project and how the actual demobilisation was
handled and the Project Management executive regarding the policies defined for
managing the entire process.

•

To conduct a large-scale cloud service project that moved scientific simulation software
to the cloud, one that used sensitive data. The study aims to explore the challenges and
practicalities of initiating and evaluating simulation as a cloud service. Action research
will be used to examine the nuances throughout the project as the service was moved
from on-premise into a public cloud, lasting over one year from start to finish. The study
should be able to identify some emergent issues affecting initiation, technical security
challenges and the evaluation of a significant change in a critical application provisioning
model.

•

To analyse the emerging challenges within cloud and legal systems, such as clashes
between legal systems, cultural differences, and business practice norms: cloudcomputing is at the forefront of recognising, and “smoothing over,” emergent differences
between nation states as we move towards a more globally connected world. The aim and
objective uses the emergent differences over regulation governing data protection; as the
world becomes more interconnected, we are likely to see more examples of technology
practices and models sweeping around the globe and raising further areas for clashes
between nations and regions, much like the fault lines between tectonic plates. The aims
are to provide contributions by capturing some emergent “fault lines” through an in-depth
analysis comparing GDPR and how it relates to non-EU data protection legal systems.
The objective would be to provides the foundations to consider cloud-computing

challenges, inform policymakers in measures to resolve “clashes,” and in informing
researchers investigating other global technology phenomena.
•

To investigate in depth analysis on the industry challenges through a global survey, with
the findings being used to provide clarity in terms of the value companies receive from
the implementation of innovative technology solutions, along with the expectations for
future investments. The aim is to identify specific business aspirations and challenges,
along with understanding the technical architectures used for collecting, storing, mapping
and analysing industry specific data. The aim to is provide a way forward in terms of
presenting new opportunities for the industry.

1.5. Motivation for the Research
The motivation for the research was an underlying passion to transform an industry that uses
archaic processes, due to the nature of capital investment being undertaken for 20+ years, that
then run at a profit. Understanding the industry context is critical to understand how technology
can be adopted through measurable success criteria. The motivation was being able to understand
the most accurate way of solving issues, along with what are the barriers for adoption and in
having a clear path forward in terms of best practices.

1.6. Research Contribution
With the failure rate of large-scale digital transformation projects being so high due to the
complexity of large-scale organisations and from the technical complexity that exists within an
organisations technology landscape. The contributions to research look at the emerging themes,
challenges and best practices.
The research contributions cover the beginning and ending of large-scale technological
innovation projects looking at the human needs and perceptions that arrive pre- and post-project.
The research then focused to implement the learnings of this on a large complex million-dollar
project moving critical scientific business workflows into the cloud. This highlighted some of the
unforeseen real problems and thus the research evolved and then the focus was moved into the

legal aspects of the cloud the impact of data protection and future regulations. The contributions
then covered the impact that cryptography may have on the legal aspects of data protection.
Contributions then covered the industry context, looking at investments in projects, business
priorities, common barriers to adoption, along with organisational ownership. Finally, the
research applied the learnings in a real-world example to further build out the framework.
The contributions itself is about the learning of the evolving results of the individual research
studies that occurred, providing a better understanding of the influences impacting digital
innovation projects within the energy sector and building out an approach towards agile science.
The research adds contribution in terms of an actionable framework that when applied will
enable the ability to adopt innovative technology and business use cases in a successful way. The
table below summarises the key areas of the research contribution with contributions being in the
form of policies, frameworks and best practices; along with a different scenario lens for looking
at large scale projects.

Area

Focus

Key Contribution

Project

Mobilisation &

How a project management office manages project

Management

Demobilisation

staff taking into considerations the human dynamics
of starting and ending a project?

Cloud

Technical Cloud

Computing

How can the cloud run scientific workflows that
require High Performance Computing (HPC) and
different architectures than traditional application and
data architectures?

Data

Legal aspects of

What are legal aspects of moving to the cloud and

Protection

the cloud

how will regulations such as GDPR impact this and
the future challenges that may surface.

Business

Energy industry

What is the priority of large scale industrial

Analysis

context

operations, what challenges do they face, why are they

investing in technology and who is at the forefront of
this investment?
Table 1.1 Key areas of research contribution

1.7. Research Methodology, Approach and Structure
The research approach varied through a series of research projects and case studies. This
included legal research methods to understand through analysis of current and future limitations
of legal frameworks on cloud computing and the impact that GDPR would have. Following these
lines, the impact that cryptography could have on the internet of things. A mix of business
research leveraging an academic approach to understand the industry context and the challenges,
aspirations that large billion-dollar companies have in terms of business priorities and specific
technological architectures.
This was then put into context on three case studies conducted within the industry via an action
research methodology, in which the researcher was a participant.
1.

The first case study was a large international project that looks at understanding the
human perspective of how individuals felt at the beginning and end of a project (pre- and
post-project), along with how Project Management Office Executives and how they deal
with this.

2.

The second case study was a multimillion-dollar cloud project that had industry
technology partners, Carnegie Mellon University as technical advisors in which large
scale scientific simulation workflow software was implemented in a cloud environment
for which it was the first of its kind project in the industry. The research looked at the
perception at the beginning and end of the project, along with looking to understand key
themes that emerged.

3.

The final case study was a non-commissioned (non-profit) implementation of artificial
intelligence (specifically deep learning/computer vision). This case study was conducted
to test the frameworks and learnings in terms of applying the research in action to further
build out a framework and guidelines to test success.

The table below summarises the research structure
No.

Chapter Title

1

Introduction

2

Literature Review

Research Approach

Expected Contribution

Literature Review

Identified gap in
knowledge

3

Research Methods

4

Starting & ending Project

Action based

Theory and practice

5

Simulation as a Service

Action based

Practice and theory

6

Data Protection &

Legal research analysis

Policy, practice and

Cryptography

and Technical aspects

theory

Industry Context

Business Research

Theory and practice

7

Approach
8

Agile Science Framework

9

Applied Research

10

Conclusion

Theory and practice
Action based

Table 1.2 Individual research summaries

Theory and practice

Chapter 2 - - Literature Review
The following is a review of academic papers and articles relating to the key topics covered in
this thesis. The sections outlined below will define the definitions, components and background
information to provide a better understanding and an in-depth knowledge of each section.
The research methodology used in this literature was a secondary source approach. All
references were taken from either published academic papers, reputable journals or published
books. If a reference was taken from any other source, it was only taken from reputable sources.
To find the required information, keywords were searched for from reputable library sources
online. This ensures that all information is rigorous in that it was peer-reviewed. Keywords used
for the sourcing of information was: Cloud Computing, Simulation, Project Management, Project
Lifecycles, Change Management, Innovation, Data Protection, Privacy.

2.1. Cloud Computing
Typically, in an organisation, an investment has to be made into hardware such as servers,
firewalls and in-house computers and machines that can run computationally expensive
operations. The alternative to this business model is that of cloud computing. Cloud computing is
Internet-based computing, whereby hardware and software resources are provided to users ondemand (Rajapakse, 2012). A user is typically able to subscribe to a service at varying levels of
storage and computational power levels. The user then does not have to be concerned with any of
the overhead charges that come with the maintenance and upkeep or licensing of having in house
systems or hardware.
Cloud is divided into five core principles, namely: Resource pooling, Virtualisation, Elasticity,
Automatic/easy resource deployment, and Metered billing (Rajapakse, 2012). Each of these
principles allows cloud solutions to be designed in a similar manner and architecture. Resource
pooling aims to allow large interconnected systems and resources, that are coupled together and
configured with the same set of instructions, to be easily accessible to the user. These large

networked systems can then be scaled to the amount of storage and computation power that the
user may require. Virtualisation is the principle whereby a user does not have to be concerned
with the states of the hardware or the compatibility between components. They can simply
switch on the cloud service as needed, while it is the cloud service provider's responsibility to
maintain and manage the physical devices. Elasticity is the concept whereby the user can easily
add components to their subscriptions such as more storage or bandwidth. It is a simple task
which if done in-house would prove very expensive and laborious. Along with elasticity, the user
is easily able to move the data they have stored on the cloud to multiple geographical locations
around the world that are provided by the cloud service provider. Automatic/easy resource
deployment allows the user to simply make a selection of what kind of configurations they
require, without having to do any of the setup or configuration manually, it is all handled by the
cloud service provider. Metered billing is the last principle of cloud computing. The users can
turn on and off their active services, which allows them to only be charged based on their usage,
rather than having to pay the full usage price of the systems. This is, however, dependant on the
type of system, as some systems will have to turn on permanently. These principles allow cloud
computing to bring more cost-savings, automation, and flexibility to the users, compared to using
a traditional web service provider (Rajapakse, 2012). The cloud solution is however always
dependant on the users' needs, as they may have to use on-prem systems if the data is either
political or sensitive to a geographical region. It is up to the user to decide if they want to make
use of cloud services.
Cloud computing can be separated into three delivery or service models and four popular
deployment models (Vouk, 2008) (CSA, 2009) (Mell, P. & Grance, T., 2009a) (Mell, P. &
Grance, T., 2009b). These to separate structures can be combined into any combination to fulfil
the exact requirements that the user may have. The following is a detailed description of the
delivery/ service and deployment models.

2.2. Delivery of Service Models
These models are separated into three models and configurations, they are considered to be the
industry standard in cloud computing. They are Infrastructure as a Service (IaaS), Platform as a

Service (PaaS) and Software as a Service (SaaS) (Rajapakse, 2012). Each of the three systems
will have a different set of use cases, as well as aspects to their configurations and billing to
change how a typical user can use any of these three models.
Infrastructure as a Service is a model that is designed to have dedicated resources that are only
available to the user that has subscribed to the service. There is no resource sharing in this model
that allows other users to make use of the hardware designated to the main client. This prevents
resources or data from being shared across unknown third parties. This configuration allows the
user to deploy and release applications and systems onto the cloud as and when they need to,
without having to worry about the availability of the resources. IaaS models are normally used
for operating systems and applications. The customer does not have control over the
infrastructure but may control the deployed applications and operating systems, storage and
selected network components (Mell and Grance, 2009a).
Software as a Service is where the user outsources the components of the cloud model by renting
the devices via the internet. The client will have a subscription-based service to the entire
application from the organisation that they are using the application form. In this model, the
client does not have to maintain either the systems of hardware at all. They simply access the
application provided from a medium such as a web browser. The client does not have control or
manage the infrastructure through which the applications are running (CSA, 2009, Mell and
Grance, 2009a). Examples of SaaS providers are salesforce.com, NetSuite and Oracle CRM on
Demand (Shimba, 2010).
Platform as a service is where the cloud service provider rents out the hardware needed by the
client for the client to run their applications on. The client can maintain and control their
applications on the cloud service, as long as the applications are supported by the provider. This
can be dependent on the language and tools that the user may require (Shimba, 2010). This
model, therefore, gives the user partial control of the deployed applications, but not the cloud
infrastructure (CSA, 2009, Mell, P. & Grance, T., 2009a). Examples of Paas services are Google
Application Engine, force.com and cloud 9 Analytics. (Shimba, 2010)

Deployment models
The four main structures of cloud infrastructure that can adopt either of the above-mentioned
service and delivery models include public cloud, private cloud, hybrid cloud, and community
cloud. These four models are mostly interchangeable but may have different restrictions or
security control features that may be required by the users.

Public Cloud
Public cloud is the deployment model where the general public has access to the infrastructure.
This can be seen as a usage-based cloud where the users pay for how much compute or storage
they use directly. The cloud resources are accessible via the internet and the provider is
responsible for ensuring the economies of scale and the management of the shared infrastructure.
In this model, clients can choose the security level they need, and negotiate for service levels
(Shimba, 2010). This model is one of the most commonly known models that many members of
the general public may interact within a day. In most circumstances, an organisation will not
make use of a public cloud as it will have concerns about information security and privacy
issues. The organisations can also not control any of the infrastructure of this cloud, it is all
completely managed by the cloud service provider.
Private Cloud
Private cloud is a more common cloud infrastructure for organisations. The private cloud is
designed to prevent the sharing of both resources and information between 3rd parties. The
organisations that make use of the private clouds normally have direct control of the hardware,
location, and resources depending on what service model they have used from the cloud service
provider. The cloud resources in this model may be located within the client organisation
premises or offsite. In this model the client's security and compliance requirements are not
affected through this offering does not bring the benefits associated with reduced capital

expenditure in IT infrastructure investments. (Shimba, 2010). It is, therefore, considered as a
cloud solution, but is typically still expensive to maintain and manage, but may be highly
desirable by an organisation if the applications or data that is held in the cloud is considered to be
sensitive information.
Hybrid Cloud
Hybrid cloud is a model whereby the cloud infrastructure may be comprised of a combination of
various cloud systems, including both public and private clouds. In this model, the combined
clouds retain their identities but are bound together “by stardarised or proprietary technology”
(CSA, 2009). This type of cloud model is not used by the general public, but rather by
organisations that will want to use features or the resources within both public and private
clouds. It can be a very useful way in reducing the costs of having private only clouds, as any
data that is not a security risk could be stored on the cheaper and more cost-effective public
cloud, while applications and sensitive data can be hosted on the private cloud. The networks can
be interconnected to allow data to flow between the two types of models.
Community Clouds
Community clouds are a shared cloud infrastructure that can be used between multiple users and
organisations. These types of cloud models are mainly used by multiple organisations or
institutions that have a shared concern or interest such as compliance considerations, security
requirements (Shimba, 2010). This model has a shared pool of resources that can be used by both
the public and organisations that have access to this cloud network. It allows for a greater level
of shareability and cooperation when different parties need to share either information or
applications.
Adoption Models
The adoption of cloud solutions for organisations has several benefits that can improve how
organisations conduct business. Some of these benefits include low costs of IT infrastructure,

low maintenance costs, and low IT administration costs. Other benefits are improved
performance as a result of having access to dynamic and scalable computing, memory and
storage capabilities based on demand. (Shimba, 2010). If an organisation is looking to optimise
how they conduct business, store data or share information, then a cloud solution may be the best
option for the organisation. As depending on the type of data, a cloud solution will be able to
provide the best access to data, while not drastically increasing maintenance or infrastructure
costs.
Easier group collaboration, universal access to computing resources and the removal of the need
for specific devices or hardware in-house are also benefits that can be accrued from cloud
computing. (Shimba, 2010). For teams to be highly efficient in the IT industry, access,
governance, and ease of data management are vital aspects to the success of a business. It is
important for an organisation that has not yet made the change to cloud infrastructure to take on
an effective cloud adoption model. The models can differ around the structure and needs of each
organisation. An organisation can conduct a scoping study based on their business requirements,
to decide what kind of cloud platform suits them best, while also identifying what service model
will fit into their business most efficiently. Several barriers have been identified that may reduce
the adoption rates of cloud infrastructures and solutions within some organisations. These
barriers include Performance bottlenecks, high probability of a single point of failure, data lockin, data confidentiality, security and trust, and switching costs (Bitta, 2012)
Performance bottlenecks are the result of latency when data is shared between the cloud services
and the machines uploading or downloading the data. Organisations that are dependent on big
data may be cautions to switch to a cloud solution as there may be a large processing time when
trying to interact with the large data sets. Single points of failure are a concern as a single cloud
service provider can host a large set of companies, even if they have multiple distributed data
centres (Bitta, 2012). Data lock-in refers to the difficulty of migrations between different cloud
providers. The APIs that each application hosted on the cloud will need to be changed, any large
data sets will have to be migrated with some difficulty depending on the size of the data. Users
are also at the risk of price increases whereby they will have a problem being able to migrate
quickly if necessary. Data confidentiality, security, and trust is a commonly cited reason for

enterprise apathy towards the cloud (Bitta, 2012). Certain types of data may not legally be able to
leave the geographical borders of the country that that data pertains to, this can prove to be a
difficult barrier to overcome if a cloud service provider does not have a local data centre for that
organisation to make use off, as well as being able to trust that the provider does not make use of
load balancing across multiple data centres. The organisations can also not be certain that the
service providers are always up to date with the latest security patches and frameworks. The
switching costs of moving from an in-house data centre may be a large barrier, as the
organisations will have to decide if they have to discard their current IT investments (Bitta,
2012). The initial CAPEX of an IT infrastructure can be very costly for larger organisations, the
OPEX of the maintenance and running costs of a cloud solution may be more attractive and
affordable, but the initial charges have to be taken into consideration when an organisation is
deciding if they want to make the switch or not.

2.3. Privacy
One of the key points of discussion revolving around cloud solutions is the factors around
privacy and compliance. An organisation with sensitive information or data will always have to
evaluate the security and privacy protocols of a cloud provider when deciding whether or not
they should adopt a cloud solution model.
Two main issues exist with the security and privacy of cloud computing, loss of control over
data, and dependence on the cloud computing provider (Hölbl, 2011). These two concerns can
lead to several legal and security concerns related to infrastructure, identity management, access
control, risk management, regulatory and legislative compliance, auditing and logging, integrity
control as well as Cloud Computing provider dependent risks. (Hölbl, 2011). An organisation
needs to have several policies in place that are well defined to be able to handle any of these
important aspects that could have severe repercussions on the organisation and the potential
clients that the data pertains to.
Loss of control of data can lead to numerous issues for an organisation. Data could be
compromised by the Cloud Computing provider itself or other competitive enterprises which are

customers with the same Cloud Computing provider (Hölbl, 2011). The cloud service provider
needs to have strict data privacy structures in place to ensure that data is not incorrectly shared
amongst different clients accidentally. Cloud Computing providers are technically able to
perform data mining techniques (Hölbl, 2011). In the case of private information. If the users are
sharing information to a public cloud, the cloud providers often in their contracts or terms and
conditions explicitly state that they have full access and usage rights to the uploaded data. The
users of the applications are often unaware of this as they do not read the terms for joining some
platforms. The connection between the Cloud Computing provider and the customer is not
always adequately protected. Security risks that threaten the transfer line include eavesdropping,
DNS spoofing, and Denial-of-Service attacks. (Hölbl, 2011). The users are often unaware that
the technology they are using is interacting with the cloud. This can lead to poor security
protocols when users are sharing data across a network, and it becomes a point of weakness in
the transfer process of the data. It is impossible to guarantee the complete deletion of all copies
of data (Hölbl, 2011). In many organisations, the IT governance policies may not be set up
adequately to ensure that the users of cloud infrastructure are using the cloud system correctly.
This becomes a data management problem for the organisations, as they may find it difficult to
delete data that may be difficult to find.
Depending on cloud computing can also have major impacts on the privacy and control of data.
If the Cloud Computing provider were to go bankrupt and stopped providing services, the
customer could experience problems in accessing data and therefore potentially in business
continuity (Hölbl, 2011). The clients have to be sure to use reputable cloud service providers that
will not easily cease operations or business, as they would have a problem accessing all of their
cloud data. This can lead to problems both internally for organisational data, as well as externally
as an organisation that may have systems on a cloud infrastructure will not be able to provide
their service to their clients. As the cloud service providers are normally set up to have
contractual discussions with their larger clients. Smaller users are normally unable to negotiate
prices and rates. This can be problematic as customers usually depend on the providers because it
is difficult to change providers if it is possible at all (Hölbl, 2011)

2.4. Blockchain
The alternative to a centralised cloud-based solution is that of a blockchain network. We can
describe blockchain as a decentralised database that uses verification to ensure the data integrity
of the information that is being communicated. (Appetbaum, 2018). In many ways, a blockchain
can be seen as a standard database with very strict access control files. The concept has spawned
off of a similar approach to that of a loud network and a cloud infrastructure is trying to
accomplish the same goals, just in a different manner. A Cloud solution aims to provide access
across a network. While a blockchain is a secure decentralised database.
The blockchain network is only comparable to the data storage use cases of a cloud solution, but
it adds on an extra level of security and control that a generic database in a cloud solution does
not. There is a concept in blockchain technology known as a distributed ledger (Underwood,
2016). The blockchain stores and records the transaction logs of who or what has interacted with
the data. A cloud solution will not natively have these features available without implicitly
designing them into the application or system directly. The goal was that this blockchain
application will change the way that industry and business conduct their business dealings
(Underwood, 2016). As we will be able to secure and protect data more efficiently and
effectively.
The world we currently live in can be described as a knowledge-based economy that is part of
the technological revolution (Florescu, 2015). By using a combination of cloud solutions that
could host blockchain applications we can harden and protect the information that is stored on
the cloud infrastructure. The adoption rates of blockchain have not been as high as many
members of the industry have expected, this is mainly due to the lack of understanding of the
applications of blockchain. To effectively protect and secure data we will need to look at how we
can better integrate existing systems and applications with blockchain solutions. This revolution
is the cause of exponential growth of internet technology (Wang, 2018), and it will only increase
as we provide greater access to technology. We are already experiencing the generation of
massive amounts of data, hence the introduction of big data applications.

The issue surrounding this, however, is the cost involved with centralised cloud services (Wang,
2018). The main benefit of having a decentralised system is the lack of third-party involvement
in storing or retrieving the data, which is one of the main concerns concerning cloud computing
security and privacy. While having a decentralised system we are also going to have an increased
level of access and availability to the data of the applications that users will be able to interact
with, a large amount of time-wasting when data has to be transferred between the users who need
the data (Tripathi, 2018). The solutions of using cloud architectures in parallel with blockchain
solutions will not only improve the security and access to data and information but could
revolutionize it.

2.5. Cloud Computing and Technology Evolution
As cloud services have improved over the past few years, the industry has seen a large shift in
the way in which people and devices are connected to improve the flow of information and
enable organisations to work more effectively. We have seen a large shift in the production and
utilisation of smart and interconnected devices. Systems and applications are being built in a new
way which has changed how traditional IT has worked in the last few years. Many more systems
re being developed with Internet of Things (IoT) in mind.
Internet of Things
IoT involves the linking of physical entities (“things”) with IT systems that derive information
about or from those things which can be used to drive a wide variety of applications and services
which may be directly or indirectly connected or related to those things (Glenn Daly, et al,
2016). We can see the widespread adoption of cloud and IoT across a multitude of organisations
and industries.
In the shipping industry, we have seen how logistics systems have been developed with tracking
enabled via the use of IoT devices. This enables better fleet telemetry and supply chain
management (Glenn Daly, et al, 2016). There has been a large shift into tracking systems being
deployed on cloud solutions that can be easily accessible via a web-based portal. In the

manufacturing industry, we have seen the development of smart assembly lines that are all
operated on a network, these systems improve the production time and flow of analysis data to
improve the manufacturing process. The factories that create products now be connected via the
cloud and do not necessarily have to be in the same geographical location. This is directly linked
to similar systems such as building automation, smart grid systems, smart cities, intelligent grids,
and smart homes. The goal of these devices and systems is to improve both service delivery and
quality of life for the users of the applications. All of these systems and applications are highly
dependent on cloud infrastructure. As the communication networks and data sharing on these
systems will be linked via a cloud solution.
The reason for these changes into cloud based IoT solutions will be because of the factors and
benefits that cloud services can provide. When developing applications and IoT solutions, special
care is given to the architecture and implementation of these applications and systems.
Scalability is a key important feature as there will be a large amount of data ie. Big data. The
systems will generate a huge amount of data from sensors and recording devices that will need to
have a storage location to enable the use and processing of this data. Cloud computing provides
organisations with the ability to conduct real-time computation. This real-time computation can
operate on live stream data that is being passed to the systems in some instances by the
millisecond. This is highly important for critical control systems such as the smart grids, where
an interruption in the network or service could disrupt the service delivery to the users of the grid
system.
When these IoT devices are developed a huge amount of care is placed into the security and
privacy, compliance and integration of the devices and the cloud architecture (Glenn Daly, et al,
2016). He organisations developing the IoT device shave to ensure that the cloud services that
they are using have the proper policies in place to prevent the leaking of this data, which in the
case of IoT devices can be private and personal information of the users using the devices. They
have to take special care to ensure that the devices are compliant with local policies and
guidelines.

Edge computing refers to the enabling technologies allowing computation to be performed at the
edge of the network, on downstream data on behalf of cloud services and O&G data on behalf of
IoT services (Weisong Shi, et al, 2016). The idea is that we can make expensive computations as
close to the data source as possible. It is considered to be the area or space between a source and
cloud services. This can be very useful when we have sensitive data that cannot, for example,
leave a geographical location, but the processed computed output can. We are then able to pass
on the computed output to the cloud system that is storing the data. We define “edge” as any
computing and network resources along the path between data sources and cloud data centres
(Weisong Shi, et al, 2016).
Data is increasingly produced at the edge of the network; therefore, it would be more efficient to
also process the data at the edge of the network (Weisong Shi, et al, 2016). If we can reduce the
amount of time it takes to transfer and store data, by allowing only the processed output to be
stored, we can greatly improve the efficiency and optimisation of a system or application. If the
computation takes in a large data source to produce smaller output, we can also reduce the costs
associated with storing the data. This can aid in improving real-time data computation and
transfer, as we can get an output or result far quicker than we historically have been able to.
Edge computing can perform computing offloading, data storage, caching and processing, as
well as distribute requests and delivery service from cloud to the user (Weisong Shi, et al, 2016).
We can use edge computing as an enabling tool to optimise data streams and processing of load
heavy information. It can help distribute information and results of a system or application to the
desired location in a more efficient manner, however, cloud computing is not always efficient for
data processing when the data is produced at the edge of the network (Weisong Shi, et al, 2016).
The data coming out of the edge computing needs to be well designed and implemented,
otherwise it can lead to situations of data duplication or data explosion. It has however been
identified that putting all the computing tasks on the cloud has been proved to be an efficient
way for data processing since the computing power on the cloud outclasses the capability of the
things at the edge (Weisong Shi, et al, 2016). This is due to the improved or superior
computational power of the systems and infrastructures that are in place at the cloud service
providers. Edge computing is still relatively new in its life cycle and has the potential to become

a powerful tool in aiding industry with effectively performing computations and data
management.

2.6. High-Performance Computing & Simulations
The term high-performance computing can be exchanged with that of supercomputing. Both
terms in their essence refer to the same thing. Supercomputers were early large machines that
were developed 60 – 70 years ago, while high-performance computing is the more modern term.
A supercomputer is a machine that has the highest performance rating at the time of its
introduction into the world (Jamshed, 2015). This is why the IT industry has shifted to using the
term high-performance computing. The goal is to calculate complex problems in the fastest most
efficient way possible. High-performance computing focuses on the development of
supercomputers and, parallel processing algorithms (Jamshed, 2015). The goal is to be able to
distribute the calculation load in parallel across multiple processing units. These processors have
historically been on the CPU of the machine. However, in more recent years, a lot of
development has gone into GPU computing, as we have a lot more processing power in a GPU
than typical CPUs.
The fields with the most prominent need for high-performance computing are research and
development, parallel programming algorithm development and crunching numerical codes
(Jamshed, 2015). High-performance computing is most prominently needed in these fields as
they will be the most load intensive on a CPU concerning the number of calculations needed to
be completed in a millisecond, or also known as million instructions per second (MIPS)
(Jamshed, 2015). The larger the data set or operation, the longer it will take to process and
calculate. most commonly the main type of data that needs to be stored in a high-performance
environment are array or matrices, usually stored as block distributions, cyclic and block-cyclic
distributions or irregular data (Jamshed, 2015). These data types often can be very large and will
need a high-performance machine to be able to run calculations on the efficiently and effectively.

In the last few decades, the oldest forms of parallel computing included multiple functional units
(in which the CPU was able to perform multiple operations simultaneously) and Pipelining
(Jamshed, 2015). The goal was to define ways to have calculations executed without interruption
in as close as possible to true parallelism. As machines are becoming more powerful in more
recent years, we can get closer and closer to actual parallel with the larger number of cores
available now on a computer. The bottlenecks associated with parallel computing are normally
CPU cache communication, memory bandwidth, network latency and the readability of the
parallel system (Jamshed, 2015). By simply adding more cores we cannot always improve
performance, we have to optimise how data is stored and shared with the processing units as
well. If we are running on cloud computing, we also have to take in the latency into account.
In high-performance computing, two types of architectures are common. The first being vector,
which has a high memory bandwidth and vector processing capabilities. The second relies on a
cache-based memory interconnect to a shared memory system as it is the most cost-effective
(Jamshed, 2015). These two architectures both have benefits and shortcomings, vector is more
efficient but has a slower processing time, while cache-based is faster at transferring data but is
less efficient.
A famous strategy is “divide and rule.” Parallel efficiency deals with this concept. It is easier to
solve a problem by splitting it into pieces rather than by grasping the whole bite (Jamshed,
2015). If we can split a calculation into the most simplistic components, we can assign multiple
instructions to multiple cores or processing units. To be able to improve efficiency we, therefore,
have to focus on three main parameters namely setup time for data transfer (latency time), data
transfer rate (usually expressed in megabytes per second) and computing time (Jamshed, 2015).
These parameters in an optimised state will provide the best performance.
Simulation
One of the main areas for the application of high-performance computing is the simulation of
fluids, with a high focus on computational fluid dynamics. Fluid dynamics is a highly complex
problem to solve and calculate as the data points for the calculation are very extensive and large.

We can describe computational fluid dynamics as the process of converting the partial
differential equations of fluid dynamics into simple algebraic equations and then solving them
numerically to obtain some meaningful results (Jamshed, 2015). When a differential equation is
brought into the form of a set of algebraic equations, it is a lot easier to transform the equations
into a matrix that can be calculated by an algebraic method such as the gaussian elimination used
in high-performance computing. This is why computational fluid dynamics are very reliant on
high-performance computing, as we are generating an incredibly large set of equations that is
simpler than the complex differential equations.
Computational fluid dynamics can be separated into three separate stages, namely, preprocessing, solving, and post-processing (Jamshed, 2015). These stages are separate from each
other, and the majority of the work being done is in the pre-processing stage, as this is where we
are transforming the data into the set of numerical equations that can then be solved by the highperformance computing in the solving stage. The final stage is the post-processing, which is
where the outputs are obtained and transformed into readable outputs or graphs that can visualize
the flow.
One of the most complex components of a fluid simulation is turbulent flow simulations.
Turbulent flow simulations are helpful in CFD and are used to determine the nature of complex
turbulence in the case of a high Reynolds number and massively separated flows (Jamshed,
2015). These calculations require a huge amount of data and computational power to be able to
accurately simulate the flow phenomenon of turbulence. Standard fluids can be described as
having a laminar flow, laminar flow equations contain the simple terms of velocity, pressure, and
density (Jamshed, 2015). They are relatively straight forward to calculate, as all of the variables
will be easily measurable at different states and regions to be measured in. while turbulent flow
will in no one place be stardarised or continue on the same trend or path.

2.7. Change Management
Change management can be separated into two components that focus on overall business
change, and Information technology change. It is important to note at the start of a change

management cycle which type of change management needs to be used to bring about the correct
result from the process.
Change management is the process of being able to bring about change to how an organisation
operates. This can cover a wide variety of sectors in the organisation, from the policies the
organisation has in place, to how the business operates.
In business change management the main focus is usually on Business Process Management
(BPM) which is a management approach that comprises the creation, development, maintenance,
and optimisation of business processes in enterprises and institutions (Gerth, 2013). These points
are the key focus points to ensure the successful execution of a change management process. An
integral part of business process management, which addresses the design, maintenance,
analysis, and improvement of business processes in enterprises (Gerth, 2013) can be the best way
to execute a change management process from a business perspective. We have to study and
outline all the key aspects that will be changing and ensure that the current process is maintained
during the improvement.
In recent years technical change management has started to focus on the changes in how
organisations handle internal IT. Many senior members in an organisation have been operating
for several years in a certain way and will probably be the least willing to adapt to and accept the
changes that are being put in place. Changes in the business environment, advances in
technology, changing expectations of staff are only a few of the pressures which force continuing
change in an organisation (ITIL, 1999) Change management is a set of steps that an organisation
can outline to help the staff to be more willing to adopt changes that the organisation is wanting
to put in place.
The most drastic changes that a company or organisation will face, is changes in how the
organisation utilizes IT and different infrastructures. This change can be brought upon by the
following common driving factors, Service delivery, business process reengineering, people
systems, structures and facilities establishments, and new technologies (Kearns, 2004). For the
purpose of this Thesis the main focus will therefore also be on Information Technology change.

Behaviours to change
The two most important factors in the acceptance of change can be described as perceived ease
of use, as well as perceived usefulness (Kearns, 2004). These two factors are the most important
parts that if demonstrated successfully or explained thoroughly, will create the best-desired
motivation and behaviour response to the change that an organisation needs. Perceived ease of
use mainly relies on ensuring that a system or piece of technology will be relatively free of effort
and will not add any additional overhead onto a worker's daily business. They have to feel as if a
system or piece of technology is only adding or improving efficiency in their work. Perceived
usefulness is related to how useful a worker will find the system or technology. They have to be
able to identify the actual benefit in the systems that will improve operations and performance in
their daily work.
The following is a list of the most common reasons for the failure of reengineering efforts.
(BERGEY, 1999). Organisations may adopt a flawed or incomplete strategy to bring about a new
IT solution or system. They do not effectively use consultants that may be able to provide some
expertise that they are lacking within the organisation. The organisation may be using old and
outdated systems that they have now become reliant on. Many organisations lose control of their
systems due to poor system design and poor inhouse execution of software solutions where they
lack the expertise to develop them correctly. Organisations that do not specialize in IT often do
not focus on the architecture of a system which could lead it to fail. There is often very poor
planning in place when an organisation wants to introduce new systems and applications. There
is often a lack of commitment from the management or higher levels in an organisation, that is
often more senior and less willing to adapt to change as they are used to working or operating in
a certain way. Management will also often decide before discussions take place on what the
technical decisions will be, which may not be as efficient or correct without the proper
consultation or study in place (BERGEY, 1999).
A common implementation scheme when initiating a change management process is the Plan,
Do, Check, Act cycle (ITIL, 1999). The idea cycle focuses on planning the improvements out,

implementing the actual changes in services and technologies that will be used to provide the
actual service. Continuously monitor and inspect that the services are being either implemented
correctly or being utilized effectively and lastly ensure that all items are continuously acted on to
ensure improvements and enhancements of the system or service.
Management support of the project means careful monitoring control of the direction of the
project (Kearns, 2004). It is important that full clarity and transparency is maintained over the
course of a project that is requiring change management. Early adoption of a system or a service
will promote its use and acceptance across an organisation. It is important to allow key
stakeholders to feel as if they are part of the design and implementation process. This allows
them to be able to feel more open to adopting a new system, that is potentially meant to help aid
them in their work, rather than create fears that a system or service could replace them.
Management commitment is a generic problem that is common to all large-scale projects
(Kearns, 2004). When a system is being implemented or designed that is going to improve the
business and operations of the organisation, it is important to ensure that the solution being
implemented has strong backing from the managing parties of the organisation. A weak
management commitment can result in unfinished or failed projects. Even the scenario where
there is slow movement between project stages, the organisation may lose interest or support
from the key stakeholders that may have been invested in the system early on. To prevent this
from happening it is important for management to play an active role in the implementation and
design phases of a system. These phases should not entirely be passed down to lower levels in
the organisation to manage. A management member mustn't too easily change their focus and
leave a project behind otherwise there is a high potential for a system or service to fail, which
could have greatly benefitted the organisation.
Impact of Change Management
An organisation's ability to respond and adapt quickly can provide increased stability amid
change. (Kearns, 2004). Having an effective team that is overseeing the change management
process for an organisation can improve the outcome of the process. It allows the stakeholders to

have any issues or concerns to be resolved as quickly as possible. This will help prevent any of
the stakeholders from developing any negative impressions of the service or solution that is
being implemented. Effective change management can help towards attaining stability (Kearns,
2004). The importance of stability is to ensure that the whole process is executed and completed
as smoothly as possible. There must be a minimal amount of resistance being generated from
having the change process create any doubts in the service or solution. The combination of a
smooth process and a stable plan will ensure that the new system or service will be able to
integrate into the existing systems and ways in which the organisations operate and allow for the
quickest and easiest adoption form the key stakeholders.
Users resist change because they fear the unknown but effective communication from the start of
the change project can help reduce this fear. It was noted that communication efforts must be
both verbal and active (Kotter, 1995). The resistance and push back that the change management
team face can often be traced back to poor explanations and teachings about the new system or
solution. The users that use the system need to have the highest amount of support and access to
the management team to ensure that any concerns or issues they have can be easily resolved. A
clear communication path needs to be outlined to ensure that the users can get responses as
quickly as possible.
One of the most vital components of a good change management plan is that for every change
implementation plan, there must exist a backout strategy, without the ability to rollback, the
repercussions can be disastrous (ITIL, 1999). The change management team has to ensure that
the necessary steps are outlined to ensure that the organisation is not left vulnerable or unable to
operate if the new system or solution does indeed fail. They have to ensure to take the necessary
backups and have a clearly defined list of steps that have both been taken to get to this stage, as
well as how to get back to the initial state before the either failed step or for the entire solution.
Taken independently, project management and cultural challenges are two of the most important
aspects of the business world. Even though international project management is a well-discussed
and well-covered segment of project management, very few reports reveal a clear connection
between the degree of success of a project and the internationalisation of human resources. The

objective of the current study is to determine whether the international culture component should
be included as an essential metric in measuring the progress and success of a certain project.
The methodology applied to assess the correctness of the above statement consists of two stages:
•

Research performed on existing studies available in the business literature on how the
success of a project is calculated, metrics used and how important the international
component is for a successful international project

2.8. Project Management
In his “Gower Handbook of Project Management”, Professor J. Rodney Turner defines projects
as “a temporary organisation to which resources are assigned to do work to bring about
beneficial change”. Besides people, resources also include materials, plant and equipment, and
financial resources. Projects are also “unique, novel and transient.” (Turner, 2014)
At global level, an estimated annual value of US$ 9 trillion is expected to be spent on capital
projects and infrastructure by 2025, up from US$ 4 trillion in 2012. the total figure, the world’s
49 largest economies are forecast to spend US$ 78 trillion on projects between 2014 and 2025
(PWC, 2014).
When it comes to innovation and R&D, more than US$ 1,600 billion are spent annually globally,
a value that represents a new world record. According to the Global Innovation Fortune 1,000
list of public companies, their share in innovation spending is around 40% from the total (US$
647 billion). Half of the spending is dedicated to the healthcare and computer segments (Casey,
2014).
It is globally recognized that international projects carry not only social and cultural differences
but also high risks of failure with increased costs to recover if these differences are not optimally
understood and treated (O’Halloran, 2014). Generally speaking, strategic decisions to expand or
not to a certain country, to implement a project within a portfolio of countries detained by the
organisation or to staff people from a certain region do not place the cultural dimension in the
core of these decisions, but rather follow economical and business reasons.

Professor Geert Hofstede has been studying cultural differences at the workplace for the last
several decades. His comprehensive studies finally led to the creation of the Hofstede Cultural
Dimensions or the 5-D Model that was later expanded to include a sixth potential dimension.
Prof. Hofstede believes that these cultural specificities can be analysed only by comparison and
thus, in his 2010 edition of “Cultures and Organisations: Software of the Mind”, he rated 76
countries following the cultural dimensions. Four dimensions, rated on a 0 to 120 scale, have
been initially identified: (The Hofstede Centre, n.d.)
•

Power Distance (PDI) – the degree to which the less powerful individuals belonging to a
community accept and expect that the power is unequally distributed. For those
exhibiting a large degree of PDI, hierarchical orders are accepted without further
justification.

•

Individualism versus Collectivism (IDV) – the position of the society is rated on this
scale by analysing whether people view their self-image as a “We” or “I”. Collectivists
will consider that they failed the team if standing out individually. It is critical for
collectivists to determine other stakeholders to perceive the successful outcome as a
team’s effort. In collectivism driven societies, such as Japan, managers may decide to
quit their job instantly if they receive more praise than their team does. Individualists will
most likely pursue new business opportunities that offer career advancements, while
collectivists may be lost outside of their “group”. (Beckman, Identity and International
Success, 2014)

•

Masculinity versus Femininity (MAS) - being competitive versus being consensusoriented.

•

Uncertainty Avoidance (UAI) – reflects the degree to which the members of a society
feel uncomfortable with uncertainty and ambiguity. Should they try to control the future
or just wait for it to happen?

In 1991, a fifth dimension was added based on the research performed by Michael Harris Bond.
The Long-Term Orientation (LTO) was applied to 23 countries and was based on Confucian

thinking. The dimension reveals how societies embrace traditions (the past), but also societal
change (the future).
The 5-D model was further enriched in 2010 with the research of Michael Minkov. The number
of studied countries was expanded to 93 for the fifth dimension. A sixth dimension was also
defined, called Indulgence versus Restraint (IND). Indulgent societies allow “relatively free
gratification of basic and natural human drives related to enjoying life and having fun. Restraint
stands for a society that suppresses gratification of needs and regulates it by means of strict
social norms.” (The Hofstede Centre, n.d.)
The integration of these dimensions into the international project management world is
facilitated by the fact that they were proven to be time resistant and usually shift globally or
continentally. However, when applied to international project management, Hofstede’s cultural
dimensions should be transferred from the national/regional level to the organisational level. The
company’s culture in this context is extremely important and this may be heavily influenced by
an internationally held company or by having an internationally exposed management team
(O’Halloran, 2014).
Modern management techniques are built upon independent and critical thinking, promoting
open voice disagreement and questioning the status quo. Innovative tools, such as Scrum and
Agile methods, blurred hierarchies and almost eradicated the distinction between management
and team members. On the contrary, these methods are doomed to fail in regions such as the
Middle East or Asia, where traditional organisational approaches are preferred. In these cultures,
questioning the status quo is perceived almost as dissent. The expectation is for the employees to
strictly follow instructions that come from their senior management and to run like a well-oiled
machine (Beckman, Z, 2014).
A recent example of how influential cultural differences can get comes from Honeywell’s R&D
centres in Shanghai and Beijing. Rameshbabu Songukrishnasamy took over the general
management of these two centres in 2011, managing 1,500 researchers. He soon learned that his
engineers were not working on their own projects, as he was expecting them to do. Fear of

failure was limiting their critical thinking. Songukrishnasamy initiated a cultural changing
program that included incentives for innovative initiatives, specifically stating that there is no
pressure to transform them into business results. Workshops with role-playing were also
introduced in the program and results started to appear soon enough (Schuman, 2013).
In order to avoid conflicts generated by comprehension barriers, project management should
focus on categorising cultural differences and understanding their impact. Life rhythms, time
consciousness, time divisions, and information density are considered basic categories of cultural
dimensions. The call to action may include the selection of a dominating central culture that
could build on the cultural strengths of the team. Others may choose to ignore cultural
differences, even though this may potentially lead even to the failure of the project. Virtual-only
communication and interaction bring additional challenges, as the possibility to easily build trust
is limited. However, individualist-based communities adapt faster to virtual communication
(EURODL, n.d.)

PMO – The Guardian of Project Management Standards
Structured and controlled project management has become the norm of today’s business
environment. Executive officers around the world acknowledge the importance of aligning the
objectives of the company’s strategy with the actions taken inside Project Management
departments. The passage from a traditional to an agile and adaptive leadership philosophy led to
transformational changes at the level of how project management is performed worldwide.
In this context, the Project Management Office (PMO) remains at the forefront of a successful
organisation and thus its role and applicability are refined and restructured continuously in order
to match a dynamic and thriving business world. PMOs generally target to maintain projects’
success rates on an upward, stable trend, taking also into consideration the increase in breadth
and complexity of both business and IT projects. PMO may also be the force behind relieving
project managers from the burden of fulfilling administrative requirements (Flynn, 2014)
Project managers spend an estimated 46% of their time in administrative tasks, including
deliverable preparation and reporting (McWha, 2014). A certain degree of automation and
optimisation through software usage is desired. In their 2014 Global Portfolio and Programme

Management Survey (4th Edition), PWC found that 43% of the interviewed organisations use
successfully project management software (PWC, 2014).
PMO practices are currently defined by a large variety of applications, spanning from being a
standard-setting body to performing the role of a support unit. Just a few experts present at the
2014 IPMA Summit of PMO SIG Leaders, held in London, viewed PMOs as project
management units that may be held accountable for projects’ results. However, experts agreed
that the Project Management Office should be the body empowered to drive change that should
lead to the transformation of the project management into a mature and professional status
(IPMA, 2014).
Perhaps in a more metaphorical way, Peter Drucker explained in his 1985 published book
“Innovation and Entrepreneurship” why new projects should be handled by a dedicated team,
which should not report to the operational line of management. “Innovative efforts should never
report to line managers charged with responsibility for ongoing operations. The new project is
an infant and will remain one for the foreseeable future, and infants belong in the nursery. The
‘adults’, that is, the executives in charge of existing businesses or products will have neither the
time nor understanding for the infant.” (Sloane, 2006).
The Project Management Office evolved from a best practice’s development unit and a guardian
of project management discipline to an organisational mechanism with clear objectives and
responsibilities in “planning, estimating, scheduling, contracting/procurement, monitoring and
controlling the project” (Flynn, 2014). Such an organisation, staffed with ancillary resources that
possess strong intra-departmental and international skills and knowledge, can easily spot the best
routine to follow inside internationally and culturally diverse staffed project teams.
External and internal built benchmarking should form the basis of understanding the
performance of undertaken projects. Starting from these benchmarking guidelines, the Project
Management Office should build organisational-specific metrics that will further be used for
measuring the performance of such projects. Once the metrics structure is created at the level of

the organisation, it can easily be applied to a multitude of projects, transferring thus the
knowledge and best practices from one project instance to another.

Measuring Project Success
Project Management, along with IT, is usually viewed on a given day either as a wonder child or
as a problem child, depending on how close or far out is from achieving a successful outcome
(Feldman, 2014). The undesired equilibrium between failure and success is revealed also by the
very high failure rate of PMOs. Approximately half of them are closed down within three years
from their creation or are considered to be implementation failures (Needs, 2014).
People, processes, and outcomes are generally viewed as the ingredients required for
transforming a particular project from a concept to an implemented success. However, according
to the latest survey conducted by the Project Management Institute (PMI), these three elements
are also the ones that lead to a US$109 million loss for every US$1 billion invested in projects.
The poor alignment of projects with the general organisational strategy is held responsible for the
unsuccessful outcome of 44% of the projects (Project Management Institute, 2014).
When it comes to failed software projects, most organisations declare that they face delays,
budget overruns, and unmet expectations. IDG Research partnered with iRise in order to
conduct a study among enterprise-level CIOs and IT decision-makers located in North America.
The survey showed that 27% of the projects are delivered late, 21% of the projects go over
budget and another 16% are unable to meet the expectations of the end-users. According to 57%
of the surveyed executives, the root cause for the failure was the inaccurate requirement
gathering. Almost half of the respondents also spoke about poor collaboration between teams
(IDG Research, iRise, n.d.).
In 2014, PWC concluded a 10-year spanned analysis of the top reasons for project failure and
highlighted a certain degree of constancy when it comes to determining factors. The interesting
part of the analysis revealed that most of these underlining factors reflect basic project
management elements, relating to “poor estimates, changes in scope and poorly defined goals

and objectives”. In an overly dynamic environment, the results are even more surprising,
appearing that executive officers, project managers and PMOs alike have not integrated properly
and efficiently the knowledge accumulated in previous projects, as they keep coming back to the
same basic concepts (PWC, 2014).. This report is one of the most exhaustive of specific research
and reports into this area over the time frame; even though it is from several years ago, not much
has been reported since that changes the perspective.
2004

2007

2012

2014

Bad estimates/

Bad estimates/

Poor estimates in the

Poor estimates in the

missed deadlines

missed deadlines

planning phase

planning phase

Scope changes

Scope changes

Lack of executive

Change(s) in scope

sponsorship

mid-project

Poorly defined goals

Insufficient resources

Changes in
environment

Insufficient resources

and objectives
Table 2.1 Top 3 reasons for project failure

The most pressing project failure reason, poor estimates, and missing deadlines relate to a high
degree to how societies and cultures think of time. In a more time-relaxed environment, meeting
a certain deadline may be regarded as relative when compared to other priorities. Cultures that
are relationship-driven, such as the ones in the Middle East, South America, and Asia, may tend
to overlook deadline slippages, as tolerance and understanding are fostered. On the opposite side,
there are societies that treat time as money or value (e.g., The United States of America). The
requirements management stands strongly related to the time issue. It is a clear distinction
between projects with clear expected outcomes and projects that have vague requirements with
new features and modifications appearing all the time. And yet again, one must adapt to cultural
behaviour. For those that treat time as fluid, the concept of a “carved in stone” product that may
not change at all during the creation process will seem as unreasonable and rigid (Beckman,
Time Orientation and International Success, 2014).
Resource management and capacity planning were identified by executives as the third most
critical failure reason. Most mature organisations are better positioned to reap the benefits of

suitable resources management. When compared to less mature entities, they were found to have
reduced by 30 to 60% the over-committing of resources and thus improved visibility into
resource capacity (Planview, 2014). A RefineM April 2014 survey showed that the vast majority
of project managers (90%) are prompted with more complex and global projects while being
asked to do more in a shorter time span. At the same time, resources remain scarce. In order to
reduce the complexity of the project management process, which currently includes 47 items to
be performed, RefineM proposed a shortened toolkit of processes to be followed in order to
avoid failure (RefineM, 2014):
•

Project schedule (97% usage on more than 75% of projects)

•

Project charter (52% usage on more than 75% of projects)

•

Stakeholder analysis (26% usage on more than 75% of projects)

•

Work breakdown structure (39% usage on more than 75% of projects)

•

Resource allocation (39% usage on more than 75% of projects)

•

Communications plan (40% usage on more than 75% of projects)

•

Risk register (29% usage on more than 75% of projects)

•

Performance reporting (42% usage on more than 75% of projects)

Under this exercise, it is extremely important to notice the low usage of most of these key
components, especially the reporting of performance, which is critical for in-progress control and
re-alignment.
The Project Dashboard
A while back it was sufficient for a project to be delivered on time and within the budget to be
considered successful. Project managers were not focused then on building complex project
dashboards to follow the evolution of the project during its key phases. After the business world
has passed through one of its worst financial crises, the project’s outcome must now answer a
totally different question “Did it deliver value to the business?” The experience led project
managers to understand that a project that fits timeframe and budgetary constraints may well
receive a poor user adoption and thus the benefits described in the business case can no longer be

achieved. And even in the case of a successful implementation, the sales component may not be
influenced as expected. Nowadays, project managers must partner with the customer in order to
better understand the expectations of the organisation and the end-user of the product/service
implemented (Parker, 2014).
The project’s Key Performance Indicators (KPIs) must be tailored by the specificities of the
organisation and its projects. There are some key categories that are present in almost all project
dashboards. Inside a certain organisation, a common dashboard should be used for all projects
even though not all projects will need to answer all categories/indicators. The alignment of
dashboards is required as at the end of a financial year the executive team will need to use
indexed measurements of all projects in order to understand the overall performance of their
project management team and then it will be able to split the results per business lines and
targeted customers (internal or external) (Center for Business Practices, 2005).
Before a project manager can understand how the project can deliver value to the business, the
business drivers must be clearly defined and transposed into measurable performance indicators.
The problem or opportunity the prompted the appearance of the project is the starting point,
while the identification of the business objectives meant to address the problem or to reap the
benefits of the opportunity must follow. Key Performance Indicators (KPIs) are measurable and
quantifiable indicators that are defined together with the stakeholders prior to the start of the
project. It is advisable to order KPIs by priority and to make sure that they respond or support a
certain business goal and objective. The decision-making process must not be left outside of this
initial project definition stage. Stakeholders must specify how the critical decision-making will
be performed throughout the project and also deliverables acceptance conditions must be clearly
defined and specified in quantifiable indicators (Parker, 2014).
The emergence and full-speed development of performance reports and dashboards led to the
increased availability of performance control and faster critical decision-making but also left
organisations questioning what to choose and apply from the plethora of available tools and
techniques. Practice showed that rarely dashboards are accompanied by targets and benchmarks
that would be able to provide a wider perspective and full picture view.

The Advanced Performance Institute concluded in 2012 a survey that had the objective to
understand how the performance measurement activity evolved in its 20-year history since the
introduction of the Balanced Scorecard by its creators, Dr. Robert Kaplan and Dr. David Norton.
A worryingly result showed that 20% of the companies continue to operate in deep dark when it
comes to measuring performance. Among these, 5% declared that they have no or very little
performance data, while a further 15% reported that the little data they gather is collected and
utilized in an ad-hoc, sporadic and uncoordinated manner. Another 12% are confronted with
limited insights even though they collect data in a structured environment. KPIs represent the
most used performance measurement tool with more than 75% of surveyed companies reporting
it as the core tool used. Organisations usually use this type of tool to measure financial,
operational, customer-related, employees related and sales/marketing performance (reported by
more than 50% of the companies) (Marr, 20 Years of Measuring and Managing Business
Performance, 2012).
In order to be regarded as a good KPI, the indicator must follow the below guidelines (Parker,
2014):
•

Aligned with the company’s strategy and vision;

•

Optimised usage and reach – organisation-wide strategic value is preferred over noncritical local business outcomes;

•

Measurable.

•

Realistic – cost and time constraints must be aligned with the culture of the organisation;

•

Attainable – targets must be based on observable, achievable, reasonable and credible
conditions.

•

Clear – misinterpretation and ambiguity must be avoided.

•

Understood – individuals and groups that must meet these indicators have to clearly
understand how their work will influence the realisation or failure of achieving required
targets.

•

Predictive – historical data may be used to offer a longer-term perspective and trend.

•

Agreed and responsibility acknowledged by all involved stakeholders.

•

Reported – timely reports sent to all stakeholders and contributors lead to prompt
corrective actions.

The selection of the proper Key Performance Indicators is not as straightforward as it may seem.
There is an estimated number of 5,000 performance indicators identified by the literature and
performance experts. Bernard Marr, a renowned performance manager expert, put his mark on
the domain and picked the key areas of the business and selected the most innovative and widely
used indicators. At the end of the process, the list was reduced to around 100 KPIs grouped in six
business lines (Marr, Interview – Key Performance Indicators, 2011):
•

Financial performance

•

Customers

•

Market and marketing efforts

•

Operational performance

•

Employees performance

•

Environmental and social sustainability performance

Based on the above theoretical notions and prior to performing research on the matter, the below
simplified and easy to use project dashboard. The dashboard comprises two sections:
1. The Current Status of the project with its four sub-sections: the project scope clearly
defined along with the current project status visually represented with one of the status
colours (green, yellow or red) and additional information on the status – whether the
project is on schedule, on budget and its current completion percentage. The team and
lines of reporting are also presented graphically, while issues and concerns are
disseminated dynamically at each status update. The frequency of the status report is
decided together with the stakeholders and can run from a weekly, monthly reporting to
one based on the completion of certain milestones of the project.
2. Key Performance Indicators grouped in financial, process, people and customer. For each
of the KPIs, a target must be defined – for example, no delays accepted or zero errors and
defects etc.

Financial Indicators
A major concern for the stakeholders and sponsors is that the project will go over budget and
thus it is extremely important to report on this metric in a timely manner, so that costs can be
controlled and anticipated. The deviation of the actual costs from the budgeted amount can be
either negative or positive. A negative deviation may not always signal cost optimisations, but
may also refer to a delay in the start of certain phases that lead to an artificial reduction in
anticipated costs. Return on investment (ROI) is defined as “the amount, expressed as a
percentage that is earned on a capital calculated by dividing the total capital into earnings before
interest, taxes, or dividends are paid.” It is expressed in percentage and the objective is to
maximize it (KPI Library, n.d.); in order for the KPI to be measurable and comparable, a targeted
ROI must be specified from the beginning of the project.

Process Indicators
A project is usually divided into milestones, each with its respective deadline. A delay in days is
calculated for each milestone and further cumulated in a delay per project metric. This value can
be also negative, which will signify in this case that the milestone/project was delivered ahead of
schedule. The target for this KPI is regularly set and targeted to be equal to zero delays; any
deviation is considered to be detrimental. Early delivery may show an improper estimation of the
required resources effort, which will leave those resources unengaged in subsequent
projects/tasks and lower their satisfaction index on the short term. A delay is yet even more
detrimental as it may impact the evolution of other projects that were counting on sharing the
same resources, not limited to people. Although all organisations thrive for zero errors and
defects, practice shows that it is unreasonable to target perfect scores. The quality level of
products and services is usually measured in defects per thousand or million units and
benchmarks per industry are widely available (lean manufacrute, n.d.). When it comes to ITrelated errors, the number of defects is usually calculated by the total lines of code. A line is
counted if it is not a blank or comment line, regardless of the number of statements per line (KPI
Library, n.d.). Even though the number of defects is a good indicator to reveal the level of

quality, it does not provide a full picture, especially when it comes to severity considering that
some defects may be categorise as minor. The number of reworks expressed in man-hours comes
to complement that. Both the number of defects and the number of rework (man-hours) must be
minimized.
People Indicators
Both indicators can be plotted on a 0 to 100 scale, averaged based on input coming from all team
members – the higher the indicators, the better. The Employee Engagement Level is defined as
the “measurable degree of an employee’s positive or negative emotional attachment to his/her
job, colleagues and organisation that profoundly influences his/her willingness to learn and
perform at work”, while the Employee Satisfaction Index reveals the measure of the “satisfaction
of employees and helps to objectively identify the top satisfiers and dissatisfiers of an
organisation’s workforce.” (Verma, A., 2013)

Customer Indicators
The Customer Satisfaction Index is rated on a 0 to 100 scale and can be collected through
surveys sent to all customers of a certain product or service. Customers can be either external or
internal. The objective is to maximize customer’s satisfaction. The number of defects and errors
is calculated also at the level of the customer – the number of complaints is, in this case, a
measurable and quantifiable metric. If a certain number of errors identified during the
implementation or production process is anticipated, error-free products should be targeted at the
level of the customer. A high number of defects and complaints are usually translated also in a
low satisfaction index.

Figure 2.1 Project Dashboard Key Performance Indicators

2.9. Conclusion
Gaps in Literature

Research Questions

Project lifecycles at the beginning & end of RQ1: What are the key themes related to the
a project. The people metrics have

mobilisation and demobilisation phases from a

limitations as only typically cover

human perspective and how are project

employee satisfaction and engagement

management offices dealing with it in terms of

levels. How does this relate to big

processes and strategies?

technological projects? Many organisations
policies are set up with respect to current
operational protocols. They do not cater for
the personal development and growth of
the individuals. They take a pure project
delivery perspective, miss-aligning with
employee needs.
In terms of reviewing organisations, that

RQ2: What are the key issues and themes in

undergo large scale innovate technological

large scale innovative technology projects

projects. The research or current papers

involving international workforce?

that have been reviewed only show
projects that happen on a national scale,
and not an international level. Many
organisations conduct IT Governance
amongst separate offices or units within the
organisation.
The gaps in literature have limited

RQ3: What are the challenges in moving to

coverage of current limitations, in terms of

cloud from a legal, data protection and privacy

cloud, privacy and security in terms of a

perspective?

legal perspective. Its either purely legal or
technical policy, there is no combination or
merge between the two components, which
leaves an extensive gap in current policies.

Nor does the literature extend to future
policy, and the impact it truly has on
technology.
The literature is very generic related to best RQ4: What are the industry priorities, barriers of
practices for project and change

adoption and current technological landscape?

management along with the functionality
of the technology, specifically the
applicability to a specific industry context.
There is no combination of definitive
priorities between the research points, that
would allow all business units to achieve
their core KPIs when a change
management project is executed. All the
current research is focused purely on a
mass scale, there are no specific
frameworks that have been designed for a
specific industry that have had sufficient
academic research put into them.
Table 2.2 Conclusion Gaps in Knowledge

Chapter 3 - - Research Methodology
3.1. Overall Research Activity Undertaken
The research concucted several studies using different research methods with further detail of
the methodology covered within the individual research study chapters. As shown below in
Table 3.1.
Study Title

Research

Research Approach Instruments

Chapter

RQ1.

Action based

Interviews, Questionnaires

4

2. Simulation as RQ2.

Action based

Interviews, Questionnaires and

5

Question
1. Starting &
ending Project
a Service

specific technical analysis for
accuracy

3. Data

RQ3.

Legal research

Review of legislation, future

Protection &

analysis and

legislation and analysis of the

Cryptography

Technical

limitations.

aspects(secondary)

Questionnaires disseminated to

6

specific sample
5. Industry

RQ4.

Context

Business Research

Questionnaires disseminated to

Approach

specific sample and population

8

within the business context
6. Applied

RQ4.

Research

Action based as

Observations and specific

participant

technical analysis for accuracy

9

Table 3.1 Research Plan
The primary method taking with the majority of the research studies and for the main
research studies was an action research approach which used an iterative approach to collecting
and analysing data.

Action research was undertaken for a variety of reasons.
•

Ease of access (working within industry)

•

Unique position to conduct academic research within industry

•

Primarily it provided the opportunity to capture the richest of the complexity of the

research context.
The benefits of an action research approach are that it focuses on generating solutions to
practical problems and empowers the researcher to engage with the research and subsequent
implementation activities (Mayer, 2000). A typical action research methodology takes a fivestep approach, as follows:
•

Step 1: Identify the Problem

•

Step 2: Devise a Plan

•

Step 3: Act to Implement a Plan

•

Step 4: Observe

•

Step 5: Reflect and Share

Using this methodology, the approach starts with identifying the problem, which in this case was
to determine if the simulation software was able to run via a cloud service. The second step was
then to devise a plan around the migration of the service to the cloud and then test the success
criteria. The next step was to execute the plan and implement the service, via a cloud
provisioning model. This is the part of the approach where the action research is taking place via
an iterative approach. After the plan was implemented, the researcher would observe how
the service was or was not working. Once the researcher has had time to observe the situation
then the entire process of action research was reflected upon, and at times the whole research
approach may start over again (McCallister, 2011).
The researcher was a participant observer within the two main research case studies and was
present for top management meetings; from the inception of project to start-up; to designing the
service; all the way throughout the whole project, till the end state of each of the case studies.
This access provided rare insight into what goes on in a multinational organisation during large

scale projects. Along with access to top management meetings, the researcher had access to the
critical roles and in one case study was the primary role for orchestrating one of the biggest
cloud pilots within the industry. The research itself used an academic approach to a real-world
case study.
During the observation and reflection stages of the action research approach, mixed methods
were used to evaluate the success of the project. These included quantitative methods that were
used to determine the technical success criteria. These methods looked at indicating whether the
data would be consistent before migrating to the cloud and then in determining the run-time
performance of the simulations within a cloud environment.
The researcher used a mixed method of both qualitative and quantitative data, in the form of
surveys and interviews. These was distributed to both technical and business staff to find insight
into trends that occur and organisational challenges. The use of a mixed method helped back up
one set of findings from one method of data collection underpinned by one methodology, with
another different method underpinned by another methodology. The researcher designed a series
of survey questionnaires that included both Boolean and open-ended questions, so that the
resulting data would be both qualitative and quantitative.

3.2. Action Research in Literature
Action research can be defined as a simple two-stage process (Blum,1955). The core concept in
the execution of action research is to perform ana analysis of the research point at hand. As
mentioned above in the change management review, we will be performing an action research
methodology to analyse how to optimally conduct the change management process. It is
important to note the following two steps when conducting action research. The first stage called
the diagnostic stage involves an analysis of the social situation. Hypotheses are formulated
concerning the nature of the research domain (Wood-Harper & Baskerville, 2017). It is
important to document and make these hypothesizes correctly to keep a clear outline of what the
purpose of the action research is and to ensure that the action research is executed correctly. In
the second stage, the therapeutic stage involves change experiments. In this stage, changes are

introduced, and the effects are studied. (Wood-Harper & Baskerville, 2017). These change
experiments are the fundamentals of creating the perfect framework for a change management
process. Depending on certain characteristics of the change management process that is being
attempted to be executed, we want to ensure that the change experiments are correctly designed
to give the best possible results.
It is possible to divide the two main stages of action research into six sub-points to give a more
detailed description of what action research is, and what its core focuses are when it is being
conducted. These can be characterized by (1) it's multivariate social setting, (2) its highly
interpretive assumptions about observation, (3) intervention by the researcher, (4) participatory
observation and (5) the study of change in the social setting (Wood-Harper & Baskerville, 2017).
These six points clearly show the level of detail that is adhered to during the action research
process. It is not simply a guide to research, but a detailed methodology to ensure the social and
ethical implications during the research and change experiments, are given a good level of focus
too.

The life cycle of action research
Action research has been a research topic since the early 1940s. it is commonly divided into four
sections where the focus or understanding of what it is changed drastically with enhancements to
the process or the value of the research.

3.3. Positionality
The situational context of the author in the research, was that the researcher was an active
participant in the research, this impacted the research design taken along with the research
methods including how the researcher had access to data/interviewees and research sites. The
consideration of this role was implemented within the data analysis, along with the write up of
the findings. The impact of the positionality in terms of how this research could be reproduceable
by other researchers. In the case of neutrality, it leads to issues due to potential bias or subjective
bias that the researcher may develop over the research. This was considered upfront in the

research design toe and take into account the professional proximity to the research data, which
is a requirement for the researcher to fill gaps that exist within the literature. The scarcity of
research in this area is also a reason for the researcher to take the action approach as it can be due
to researchers covering such a wide area to not have access to industry or large-scale projects.
The researcher's heritage was an advantage in the ability to have unique access to people,
projects and the insights that are gleaned from the data collection and in terms of the ability to
just being able to conduct the research. This heritage of coming from industry also provides a
unique opportunity to more likely get richer and more accurate responses.

3.4. Ethical Considerations
The research is a mandatory requirement by the university was approved with an ethical
certificate issued. The research proposal was formalized only once the review of supervisors was
done with strictly adherence to ethical research practices. The ethical considerations covered six
main areas:
•

The research minimises the risk of harm for anyone conducting it

•

The data and information obtained was done through a consent process

•

The anonymity and confidentiality of persons and or individuals was carried out.

•

No deceptive practices would be conducted, and it was transparent for research subjects

•

All research participants had the right to withdraw from the research

•

All retained research data was stored in a secure an accessible environment and remained
so for the duration of the research

Participative action research has extra ethical challenges being a participant within the research
and the potential due to a senior position to impact employees and projects research. To address
these challenges adhered to the guidelines in Wood-Harper & Baskerville, primarily
through explicitly and transparency to the overarching management team and below structure.
Several ethical considerations were considered to ensure that the research was conducted in an
appropriate manner (Babbie & Mouton, 2001). To comply with ethical considerations in

conducting research all the individual participants provided verbal consent to be interviewed and
to fill out questionnaires. The participants willingly participated in the research within the
individual studies after they were approached by the researcher (Leedy, 2000; Neuman, 2000).
The aims and objectives for the research and the process taken was clearly communicated to
them. It is common practice to request written consent, (Silverman 2009) indicates that highly
formalized ways of securing consent should be avoided in favour of fostering relationships in
which ongoing ethical regard for participants is sustained. In the individual studies verbal
consent was deemed appropriate. Further along these lines it has been argued that the strength of
qualitative research often lies in the informality of the communication as well as the interactive
nature of the research process (Fritz 2008).
The aims and objectives of the research was explained to the participants and the participants
were told that should they wish to withdraw at any point during the interview or providing input
to questionnaires they could do so. Permission to record the findings of interviews was also
obtained from the participants and none of the participants had difficulties or expressed concerns
with the summarisation of any parts of the involvement they had in the research.
Given the research included personal data, it was appropriate to emphasize the confidentiality
and anonymity of the information to ensure that trust was established. It was also made clear to
the participants that the researcher was an active participant in the research and not just an
observer and would have full access to the information gathered gleaned from all the individual
participants. This research complies with the policy outlined by the University of Portsmouth on
data management. All research data is stored securely and protected from loss, unlawful or
unethical access, and in accordance with all other applicable requirements of the regulatory
environment.

Chapter 4 - - Research Project: Starting & Ending a Project
4.1. Introduction
The main aim and objective of the research was to conduct an assessment of the ability of Project
Management Offices to understand and cover the expectations of project employees once the
project has concluded. The employees who conducted the pre- and post-assessment where on a
multi-discipline innovative technology project based internationally in Japan with all members
mobilising and demobilising from the base organisations. The researcher was an active
participant in the research and was in the position of head of IT for the project.
As international assignments gather a higher share of the business world every year, the
understanding of the project mobilisation and demobilisation concepts represents a must for an
efficient managerial performance.
Large scale international projects are diverse by nature and they can reflect long-term and shortterm assignments, while providing the employee with a higher social and financial status, but
also with increased challenges. The organisations deploy a series of strategies and policies that
target the smooth integration of the employee into the project, followed by a properly managed
demobilisation process back to the base organisation. The project management office strategies
include areas such as the personal development offerings for the employee. Organisations
usually act based on stardarised and written procedures implemented through the assistance of a
dedicated team, serving the organisation at global or regional level.
The main objective of this research resides into the mobilisation and demobilisation process,
analysed from multiple angles:
•

The typology of the employee in the mobilisation phase given the demographic structure
based on variables such as age, gender, marital status and seniority within the
organisation.

•

The specificity of the international assignment established from the perspective of length,
and repetitive character.

•

The particularities of the company’s demobilisation process analysed through the
existence of a written policy and its usage length, the centralisation level of activities and
how the entire process is planned and managed.

•

The expectations of the employees faced with the perceptions of the organisation upon
the main demobilisation components: new job assignment expectations, main concerns
regarding personal development.

•

The effects of a closed demobilisation process upon the future collaboration with the
employer and subsequent project assignments.

4.2. Research approaches
In order to provide a complete analysis of the activities related to starting and ending an
innovative international project a mix of research methodologies was used. Both the quantitative
and the qualitative areas of the project have been analysed through structured questionnaires and
semi-structured interviews. These methods also called for the application of both inductive and
deductive methods.
Structured questionnaires and semi-structured interviews are often seen as complementary with
strengths that can cover the weaknesses of each other citation. Questionnaires handle the more
objective part of the research with quantitative data that can be extrapolated to the general
population and can that provide the pattern of the population’s behaviour. However, the results
of the questionnaires can be influenced by factors, such as: inappropriate questionnaire design;
sample representativeness and non-response errors; biased questionnaire design and wording;
respondent unreliability; faulty interpretation of results, etc (Harris, 2010).
On the other hand, interviews are seen as tapping people for information about different topics,
such their attitudes toward a certain phenomenon. (Buchanan, 2009) Data is gathered through
personal interactions that often lead to guided answers and bias. However, interviews are more
exploratory, as participants can ask for clarifications, elaborate on ideas, and explain

perspectives in their own words, contrary to the questionnaire where they are mostly forced to
choose from a pre-defined set of answers that might or might not fit their actual perception. The
presence of an interviewer could also lead the interviewee to answer in a particular way that is
considered socially desirable. This behaviour is reduced within the questionnaire method, as
participants understand they take part to a large, sampled questionnaire, in which their answers
are easily mixed with others. (Harris, 2010).

4.3. Participants
The project employees where all stationed and mobilized and demobilized from the project
location in Japan to and from base organisations. Their statistics reveal the diversity of the
research:
•

40 project employees that were starting the project and expected to be placed on future
projects received the pre-project questionnaire – 21 of them answered the survey with a
response rate of 52.5%.

•

10 of the project employees continued on the project and were excluded from the post
project questionnaire.

•

From the remaining 30 project staff; 12 responded to the post-project questionnaires
(40% response rate).

PMO executives were selected from the employee’s base organisations with the sample
consisting of 25 executives, nine of the invited PMO executives answered the survey (36%
response rate). They were located in Europe, Africa and Asia.
In terms of gender distribution, the pre- and post-project questionnaires benefitted from the same
structure even though they differed in total number of respondents. Around 71.4% of the
respondents were males, while the remaining 28.6% were females. The unequal distribution
among gender groups is an acknowledged fact, as the Global Relocation Trends – 2011 Survey
Results reveals that only 18% of the international assignees are females (Brookfield Global
Relocation Services, 2001). As shown below in Figure 4.1:
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Figure 4.1 Gender Distribution (pre- and post-project questionnaires)
In terms of age, most of the respondents are situated between 35 and 64 years old. Both the preand post-project resulted in comparable percentages for this age group: 85.7%. As shown below
in Figure 4.2 and Figure 4.3
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Figure 4.2 Age Distribution - pre-project questionnaire

0%
7% 7%

18 - 24 y.o.

21%

25 - 34 y.o.
43%

22%

35 - 44 y.o.
45 - 54 y.o.
55 - 64 y.o
65 + y.o.

Figure 4.3 Age Distribution - post-project questionnaire
The marital status structure reveals some interesting facts about the population. Both the pre- and
post-project questionnaire reveal that the majority of the assignees are married (61.9% for preproject and 64.29% for post-project). All of them are males. The second marital status category
as coverage is the single one with 28.6% for pre-project and 21.4% for post-project. Nearly all
respondents are females – only one exception. As it was an international project the findings
indicate that females with spouses and or children did either not get assigned or did not apply for
the project. For each questionnaire a separated person (both males) and a divorced (both females)
one responded. As shown below in Figure 4.4 and Figure 4.5.
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Figure 4.4 International project assignees number
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Figure 4.5 Post Project Numbers
Regarding the PMO executives that actually answered the questionnaire their seniority within the
organisation is diverse as presented in the graph below in Figure 4.6.

1 year or less

0%
33%

Between 1 and 5 years
45%
Between 5 and 10
years
22%

More than 10 years

Figure 4.6 Seniority in the Organisation

4.4. Procedures – Questionnaires
Three questionnaires have been created with the objective of capturing the specificities of the
project process as being seen from all three angles: the point of view of the employee with
his/her expectations regarding the following project process; the point of view of the recent
project employee that is able to assess whether his/her expectations have been met; and the PMO
department’s point of view regarding the entire process and how well is the project component
managed within the organisation.
Each questionnaire comprised several sections:
•

The demographic section that explored the typology of the pre- and post-project
population, along with the characteristics of the organisations that send employees on
projects.

•

The assignment characteristics mainly focused on length and accompanying situation.

•

The project policies within the organisation regarding the centralisation level of activities,
the existence of a written project policy and planning particularities for the project
process.

•

Project expectations and concerns regarding the future employment situation and the
challenges faced by the trailing family, backed by the strategies deployed to counteract
the concerns implied by the project process.

•

The leaving phenomena generated by the project analysed from the perspective of the
percentage of employees that leave or intend to leave the organisation and the interval of
time at which the leaving occurs.

•

The appreciation of the will to embark on a repeated project assignment given the
previous experience and how it was handled by the organisation.

4.5. Procedures – Interviews
The structure created for the post-project and PMO executives’ questionnaires has been used to
define the semi-structured questions for the interview. A large organisation has been approached
for the in-depth analysis of the placement process. The organisation holds more than 50,000
employees, over 3,000 pre project employees and over 6,000 post project employees. Also, one
interview with a male married pre project employee aged 32 years old was conducted.
For estimating the differentiating elements of the placement processes when a smaller scale
organisation is concern, the deductive analysis was used based also on all other components
gathered through questionnaires and interviews.

4.6. Findings
At the questionnaires level, the approach to analyse all three layers – pre-project, post-project
and PMO executive -, reveals mixed results. There are several components for which there is a
high consensus between interviewees belonging to the main three categories, as there are some
aspects for which PMO executives do not seem to understand in a high degree the expectations
of the project and post-project employees regarding the placement process.
As a rule, international project assignments have a high length (more than 3 years) and are
mostly offered to senior employees (more than 10 years). The most common form of
international assignments as stated by the PMO executives is the one in which the employee is
able to take to the host country the spouse/partner and children.

Around 65% of the organisations own a written placement policy, but there is still a high
diversity when it comes to the centralisation level of placement activities. The placement
planning does not usually start at more than 6 months before the close of the project, although
some project staff expect that some preparation to take place at the beginning of the assignment.
When it comes to the expectations and concerns of placement, there is still a lacking consensus
mainly between employees on the project and those that just completed a project on one side and
the view of the PMO executives on the other side. Even though 44.4% of the PMO executives
consider their company manages the placement process well, a high percentage (33.3%) is still
undecided, while the remaining 22.2% of PMO executives declare that are unsatisfied with the
process.
Post project employees, in their majority, do not intend to leave the company that placed them on
the project. However, PMO executives state in a percentage of 77.8% that below 5% of their
employees leave the company in the first 12 months upon completion of a project. Among the
main reasons for leaving the company are an insufficient compensation package or receiving a
better offer from another organisation.
If the PMO executives are highly confident that post project employees would choose to embark
on a new project assignment (100% of them state as likely or very likely that the post project
employee will apply for a new international assignment), the post project employees are not that
decided. There is high share of post project employees (42.9%) that do not know if they will
apply to a new assignment in the future, with also 14.3% that declare that they would not take
that road again.
Even if the results of the three questionnaires cannot be easily extrapolated to large populations,
their results represent a starting point for more in-depth analysis. They also explore the project
process from multiple angles, focusing on concerns and expectations and their coverage degree,
subjects that are lacking from the main surveys detailed above.

The semi-structured interviews addressed to a PMO team leader and a post-project capture the
main concepts of the above detailed questionnaires: centralised activities of project with a
written policy in place that offers a sense of organisation. This is an ingredient specific to large
companies that hold a higher experience when it comes to project assignment.
In the case of smaller companies, it is expected that the project process is handled more on a
case-by-case procedure, as there is no need to centralize activities given the reduced scale and
number of international offices. However, in the case of small companies, the apparent lack of
organisation and transparency is replaced for the pre project employee by the sense of pride
implied by being one of the few internationally experienced employees.
The findings of the interviews are mostly in line with the results of the questionnaires offering a
more in-depth view of some of the aspects, like the reasons behind the deployment of certain
policies or the existence of certain project activities characteristics. Such as how large companies
usually create a position of transfer advisor that handles the entire logistics process regarding
project or even establish a dedicated team. As it resulted from the PMO executives’
questionnaire, the written policies were mostly added between 3 and 5 years ago, but in the case
of longer-established organisations, written policies appeared earlier. This is mostly a necessary
step as generally their area of international assignments is complex and poses higher challenges.
The assignments are mostly 3-4 years in length, but due to skill shortages assignments can start
from 6 months and go up to 2 years or even more.
A complex written policy can also accommodate all types of accompanying situations – singlestatus assignments, accompanied by spouse/partner and children, where the case. Taking into
account the presence on multiple international locations and cultures, the failure percentages
differ by location having as primary factors the cultural challenges and the inability of the family
to adjust to the new environment. Juggling with a variety of challenges given by the complex
structure of international assignments, PMO executives belonging to large organisations cannot
only operate on a generalized written policy, but also need to possess the ability to adapt to each
situation and find the most proper solutions starting from the written guidelines. A PMO

executives belonging to smaller organisations is mostly forced to apply the same behaviour, but
without the help of written guidelines.
Organisations admit that they try to find the most suitable job for the post project employee after
the return to operational roles, but in some cases, employees are given a specific role that does
not necessarily match the skills of the employee with the job assignment. Often companies use a
dedicated platform for job searching that assists post project employees to find a suitable place.
Organisations intend to grow further their international assignees and to help the organisation’s
culture to evolve.
The post project employee benefits from a lower compensation package, placing the financial
situation as the main concern. Among the conclusions of the interviews, the addiction to the
project employee life is one of the most pressing ones, leading also to employees leaving the
organisation as they desire to take on another project position given the higher status and
compensation package. An interesting fact is that organisations tend to accept the leaving
percentages as an expected norm of the process and do not try to reduce them through targeted
policies or strategies.

4.7. Discussion
The aim of this section is to discuss in detail the findings of the questionnaires and the interviews
going question by question with a comparative view upon layers – pre project employee, post
project employee and PMO executives.
The assignment length indicated similarities and provides an indication that a link exists between
longer assignment types; such as how pre project employees have chosen in their majority
assignments that have a length higher than 3 years (76.2%). The same situation applies for post
project employees that declare in a proportion of 85.7% that their international assignment lasted
more than 3 years. As shown below in Table 4.1.

Assignment Length

Pre-project

Post-project

questionnaire

questionnaire

Less than 1 year

4.76%

7.14%

Between 1 and 3

19.05%

7.14%

More than 3 years

76.19%

85.71%

Total

100.00%

100.00%

years

Table 4.1 Result from questionnaire
In order to assess the degree of alteration of the post project employee’s experiences, a question
targeted to identify the time that passed since the end of the last assignment has been defined. As
shown below in Figure 4.7.

60.00%
0.55

50.00%
40.00%
30.00%

0.27

20.00%
10.00%

0.09

0.00%
Less than 6 months
ago

0.09
Between 6 and 12
months ago

Between 1 and 3
years ago

More than 3 years
ago

Figure 4.7 Last Assignment End
As a more general rule, interviewed PMO executive answered that the average assignment length
is higher than 3 years, but in a lower percentage (55.6%). The prevalence of cases decreases
along with the length of the assignment. As shown below in Figure 4.8
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Figure 4.8 Average Assignment Length
Asked whether the international assignment under analysis their first assignment is both pre- and
post-project employees answered affirmative in a proportion of 71.4%, while the remaining
28.6% stated that they are repeated pre project employees.
The similarities between pre- and post-project results are also revealed at the next indicator –
accompanying situation. The single-status assignment takes 42.9% from each of the samples,
with fairly equilibrated distribution among the remaining two assignment types. However, at the
level of the PMO executives’ questionnaire, the respondents consider that the most common
form of accompanying is the pre project employee together with the spouse/partner and children.
As shown below in Table 4.2.
Status Situation

Pre-project

Post-project

PMO

questionnaire

questionnaire

executive’s
questionnaire

Single status

42.86%

42.86%

0.00%

Partner/spouse

23.81%

21.43%

11.11%

Partner/spouse and children

33.33%

35.71%

88.89%

Total

100.00%

100.00%

100.00%

Table 4.2 PMO Results
International assignments are usually offered to more senior employees, as shown in the graph
below. The structure of the pre- and post-project questionnaires is fairly balanced taking into
account seniority with employees working from more than 10 years within the organisation
holding 57.1%. As shown below in Figure 4.9.
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Figure 4.9 Seniority Within Organisation
When project assignments fail to meet their objectives, assignees are recalled to the organisation
or are dismissed. The PMO executives were asked regarding the prevalence of this phenomena
and 44.4% of the respondents stated that between 5% and 9% of the assignees are
recalled/dismissed. Still a high percentage is obtained by the prevalence of between 10% and
19% (33.3% of respondents). As shown below in Figure 4.10.
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Figure 4.10 Recall/dismiss percentage for International Projects
The organisations own written project policies in a high percentage. The three samples are
balanced within categories with small differences when it comes to the “Don’t know” answer
that was not available for PMO executives. All the written policies identified by PMO executives
have been defined between 3 and 5 years ago. As shown below in Figure 4.11.
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Figure 4.11 Existence of Project Written Policy

The centralisation degree of project activities is revealed by the following question. Pre project
employees state that project is handled only 7.8% on a case-by-case procedure, the situation
changes dramatically when the post project employees are asked (35.7%). The difference in
perception might come from a system that is not made visible to the users and becomes evident
only after the pre project employee returns to the base organisation, but it could also reveal the
complexity of project activities that call for a case-by-case analysis even when regional or
globally centralised departments are established. It appears that the case-by-case procedure and
the regional centralisation are the ones to make the swap, as the global centralisation keeps a
constant pace from one questionnaire to another (42.9%).
The vision of the PMO executives regarding the centralisation level reverses even more the
perception of pre- and post-employees. According to the results, the majority of the organisations
handle the project activities at regional level (44.4%), while the case-by-case procedure takes the
second biggest share (33.3%). This structure appears to be inconsistent with the acknowledged
levels of centralisation in the business world that consider an 86% of centralisation (total or
partial) (Weichert Relocation Resources Inc, 2010) versus 66.6% as revealed by the PMO
executives’ questionnaire. As shown below in Table 4.3.

Centralisation level

Pre-project

Post-project

PMO executive’s

of project activities

questionnaire

questionnaire

questionnaire

Globally centralised

42.86%

42.86%

22.22%

Regional department

52.38%

21.43%

44.44%

Case-by-case

4.76%

35.71%

33.33%

Don't know

0.00%

0.00%

0.00%

Total

100.00%

100.00%

100.00%

department

procedure

Table 4.3 Centralisation Results
According to the PMO executives, the planning of the project process takes place mostly starting
from 3 months before the project (77.7%). Their strategy is not able to cover the pre project

employees’ expectations regarding their future project, as they place their expectation 6 months
before the project (47.6%) or even at the beginning of the assignment (14.3%). Differences
appear also when post project employees evaluate their last project process. They declare in a
proportion of 61.5% that the project is planned between 6 and 3 months prior to project. As
shown below in Figure 4.12.
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Figure 4.12 When Project Planning Starts
Regarding the new job position’s expectations four components have been analysed. The first
one relates to the responsibility of the organisation to identify new proper job positions. What is
interesting to note is that PMO executives provide a positive answer only in 22.2% of the cases,
situation that cannot meet the need of the pre project employee and post project employee when
they consider the process of identification of the most proper job assignment, as they agree more
with the statement – 61.9% and 50%, respectively. The neutral position of the PMO executives is
the main differentiator (33.3%), as this category is missing from pre project employees and post
project employees. As shown below in Figure 4.13.
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Figure 4.13 Perception of if organisation is responsible for identifying new job
The second component tested concerning the job assignment expectations is the responsibilities
and complexity of tasks. Again, the PMO executives’ perception fails to meet the expectations of
both pre project employees and post project employees, as once more the neutral position of the
PMO executives (66.7%) is detrimental. As shown below in Figure 4.14.
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Figure 4.14 The job position should provide higher responsibilities and more complex tasks

A third element tested is the ability of the environment to tap on the international expertise
gathered through the international assignment. The perception of the pre- and post-project
employees is once again different than the one of the PMO executives, but on a reversed scale
for this component. PMO executives agree with the statement on a large share – 77.8%, while
pre- and post-project employees agree on a lower scale – 57.1% and 50%, respectively. As
shown below in Figure 4.15.
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Figure 4.15 Perception that job position should leverage international expertise
The last component tested brings the highest consensus between all categories of interviewees.
Respondents disagree largely with the statement and consider that the compensation package
should be lower than the one detained during expatriation: 57.1% for pre project employees,
64.3% for post project employees and 66.7% for PMO executives. There is still a share of 14.3%
for both pre- and post-project employees that consider that agree with the statement and whom
expectations cannot be met in the real business world. As shown below in Figure 4.16.
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Figure 4.16 The compensation package is expected to be comparable or higher
However, when transcending the topic from expectation to the real level of compensation, pre
project employees acknowledge that in reality the compensation package would most likely be
lower (71.4%) or constant (28.6%). As shown below in Figure 4.17.
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The consensus is regained in part when project counselling is discussed. A high proportion of the
respondents agree that no project counselling is required and provided – 61.9% for pre project,
64.3% for post project and 44.4% for PMO executives. As shown below in Table 4.4.

Project counselling

Pre-project

Post-project

PMO executive’s

questionnaire

questionnaire

questionnaire

38.10%

35.71%

44.44%

0.00%

0.00%

11.11%

No counselling provided

61.90%

64.29%

44.44%

Total

100.00%

100.00%

100.00%

Provided to the post project
employee
Provided to the post project
employee and the family

Table 4.4 Project counselling results from questionnaires

The PMO executives’ feedback regarding the project main concern reveals that the respondents
focus only on two main concerns: an inappropriate new job assignment (66.7%) and the inability
of the company to build on international expertise (33.3%), while the concerns of both the preand post-project employees are much more complex. They feel also pressed by the inability to
adjust to the new home-country conditions, the job security or the challenges faced by their
spouse/partner and children. This discrepancy leaves a lot of room for frustration, as PMO
executives might be focusing on addressing only the two above mentioned concerns, while preand post-project employees expect more. As shown below in Figure 4.18.
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Figure 4.18 Distribution of International Project Concerns by employee type
Pre and post project employees apply a fairly similar strategy when it comes to counteracting the
economic, political and social challenges specific to their organisation upon return. The most
important information network is formed from family and friends (42.9% for both
questionnaires), while the media takes the second biggest share (38.1% for pre-project and
28.6% for post-project). The need to perform a pre-project visit is also an expected strategy. As
shown below in Table 4.5.

Strategy to counteract economic, political

Pre-project

Post-project

and social challenges

questionnaire

questionnaire

Keeping up to date by reading frequently

38.10%

28.57%

0.00%

0.00%

local news
Get informed regarding the economic
situation of similar families

Keeping in touch with family and friends

42.86%

42.86%

Perform a pre-project visit

9.52%

7.14%

Request expert opinion

0.00%

0.00%

Other

9.52%

21.43%

Total

100.00%

100.00%

Table 4.5 Strategy to counteract challenges results table
The PMO executives offer a quite different strategic set. They tend to use the services of an
expert in the matter (44.4%), while still identifying one of the most required information
networks: the offering of periodic updates. They also meet the expectations of the pre project
employee by offering an invitation to a pre-project visit. As shown below in Figure 4.19.
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Figure 4.19 Strategy to counteract economic, political and social challenges
The concerns having as subjects the trailing family members are even more diverse. There is
only one concern that was identified by all three categories of respondents – the need to return to
the host country. Other important concerns are the adaptability difficulties to different
educational systems sensed by the children and the lack of proper job opportunities for the

spouse or partner, both of them not being identified by PMO executives in their answers. As
shown below in Table 4.6.

Main concern regarding family

Pre-project

Post-project

PMO executive’s

challenges

questionnaire

questionnaire

questionnaire

Adaptability difficulties to

25.00%

50.00%

0.00%

0.00%

12.50%

11.11%

8.33%

25.00%

0.00%

0.00%

0.00%

11.11%

58.33%

12.50%

33.33%

Other

8.33%

0.00%

44.44%

Total

100.00%

100.00%

100.00%

different education system
The range of modifications of
their daily routine
Lack of proper job opportunities
for my spouse/partner
Adaptability to cultural
differences
The need to return to the host
country

Table 4.6 Main concern regarding family challenges
Another differentiated perception is noticed at the expectations level. Pre and post project
employees consider that the expectations level of others is constant or higher after they return
from a project assignment, while in the eyes of the organisation the expectations are actually
lower - 77.8% of the PMO respondents as opposed to only 4.8% pre project employees and
21.4% post project employees. As shown below in Figure 4.20.
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Figure 4.20 Expectations level expressed by the organisation
Regarding the attrition levels, pre-project is either tempted to remain in the company with no
intent to leave after project (52.4%) or are willing to leave in the first six month after return
(33.3%). As shown below in Figure 4.21.
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Figure 4.21 Future collaboration with the employer - pre project employees

The expected trend set by pre-project employees is fulfilled in a high degree by the actual current
employment status of post project employees. A share if 42.9% of post project employees still
work for the same employer, while the same share of respondents answered that they left the
company in the first six months, followed by a percentage of 14.3 that left between 6 and 12
months after returning to operational roles. The magnitude of the phenomena is generally
situated below 5% of the post project employees leaving the company as stated by 77.8% of the
PMO respondents. As shown below in Figure 4.22.
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Figure 4.22 Current employment status - post project employees

Even though the results concerning the main reason for leaving the company offer once again
diverse structures, there are two reasons that are largely acknowledged by all categories of
respondents: compensation package perceived as insufficient and the receiving of a better offer.
As shown below in Table 4.7.

Leaving main reason

Pre-project

Post-project

PMO executive’s

questionnaire

questionnaire

questionnaire

No appropriate job available

23.81%

11.11%

0.00%

14.29%

44.44%

55.56%

Family issues

0.00%

0.00%

11.11%

Adaptability difficulties to new

0.00%

0.00%

0.00%

Received a better offer

42.86%

22.22%

33.33%

Other

19.05%

22.22%

0.00%

Total

100.00%

100.00%

100.00%

within the company
Compensation perceived as
insufficient

employee status

Table 4.7 Results table on reasons for leaving
When asked if they would embark on a new project assignment, pre project employees respond
affirmatively only in a proportion of 28.6%, while post project employees are more willing to do
so (42.9%). Even though an increase at the post project employees’ level, the percentages
obtained are still inconsistent with the perception of the PMO executives, which are very
confident in their project process and consider that in 100% of the cases employees would likely
or very likely take on a new project assignment. There is also a high share of the pre- and postproject employee’s population that is undecided – 38.1% for pre project employees and 42.9%
for post project employees.
The interviewing part of the research reveals similar trends on both PMO executives and post
project employee’s level. With the help of a transfer adviser and a globally centralised team that
handles the project process following stardarised procedures, the entire experience of project is
perceived by the interviewed post project employee as a relatively painless process. This is
expected to be contrary to the perception of a post project employee employed by a smaller
organisation, as these facilities usually are in the initial phases of standardisation and
centralisation.

In the case of the organisation subjected to the interviews the written policy has been in
operations for over 15 years, going through the globalisation process about 7 years ago. For
small scale organisations, written policies started to appear later on and usually centralisation and
regionalisation are lacking as the number of project facilities is quite limited and there is no need
to expand on a regional or global level.
For large organisations, the common assignment length averages around 3 and 4 years and can
be also project based for which the length starts from 6 months and usually expands up to 2
years. The international reach of the organisation in question is defined by the presence on 6
continents and 25+ countries, offering a truly international culture and a diverse mix of project
assignments that are often repeated ones. The pre project employee is compensated through a
mixed payment package that includes a host location portion plus a base offshore portion.
Smaller organisations could focus more on project-based assignments that are shorter in length
and own a smaller set of objectives.
The interviewed post project employee benefitted from a previous international expertise prior to
taking on the latest assignment of 4 years in length. The assignment was located in Nigeria,
giving the pre project employee an exposure to the African culture that offered a challenging
environment both for the post project employee and the trailing partner. Project started 3 months
before the actual return and was perceived as a smooth process.
After returning to non-project roles, the organisation assists the post project employee in
identifying a proper job assignment, process in which the employees’ skills are matched to the
company needs. The needs of the employee are also taken into consideration, but they cannot be
met with certitude, as there are cases when the employee is assigned to a given role. There are
cases when the post project employee is responsible to find the new job assignment with the help
of dedicated tools deployed by the organisation. The matching process of the employees’ skills
and expectations when selecting a new job assignment is facilitated by the diversity of the
organisation. Along with the decrease of scale, it is harder and harder for PMO executives to
assist the post project employee in finding the suitable job within the company.

Both the PMO executive and the post project employee interviewed agreed that the
compensation package is lower than the one obtained during expatriation due to the elimination
of incentives, accommodation, travel benefits and tax benefits. The level of responsibilities is
equal or higher upon return, while the organisation seeks to use the gained project exposure. The
organisation is also keen on growing further its post project employees and on strengthening its
project culture. In the case of small organisation, as assignments are usually project based, the
company is not necessarily looking to build a project culture, but it is more interested in
expanding its business abroad through the presence of pre project employees on the international
markets.
While the PMO executive declares that no offering is provided in helping the post project
employee and the trailing family integrate easier, the post project employee speaks about reading
materials and spouse support network as offerings.
The main concerns of the post project employee are highlighted once again through the financial
component and family adjustment challenges. Carrier prospects are also among the main
concerns. When prompted to think about other challenges that affect the post project employee
and the trailing family, both the PMO executive and post project employee include the social
status as a concern. The educational system, cultural differences and the professional network in
the organisation complete the list of concerns. It is interesting to note that the post project
employee stated that he did not prepare at all for handling the challenges mentioned above. The
lack of preparation or strategising is sensed also in the PMO executive’s answer regarding the
deployed retention policies – “we accept the numbers”. It is expected that this is also the
behaviour of PMO executives working in smaller scaled organisations, as post project employees
view the project assignment like a gantry for accessing large organisations.
This is also the main leaving reason as employees want to take on a new pre project employee
position or they just receive a better offer from another company or a more challenging position.
In the first year, similar to the main finding of the questionnaire, around 5% of the post project
employees leave the organisation. Financial reasons are also the core motivation of the

interviewed post project employee for leaving the company that could be retained if the company
is able to offer incentives and other intellectual ways to stimulate and challenge the employee.
The PMO executive believes that post project employees would take on a repeated project
assignment given the increased financial and social status and their addiction to the pre project
employee life. The post project employee on the other hand is also considering the need of the
company to cover basic requirements, while offering a secure and live developing situation.

4.8. Conclusion
After analysing from a diverse perspective, the project processes a series of conclusions emerge.
As PMO departments consider that they maintain a properly managed project process, this is not
always the perception of the pre project employees and post project employees. On multiple
components there is a high discrepancy between the expectations of the employees and the
offerings of the organisation. Employees are willing to take on a project assignment due to the
higher social status and financial situation, mostly disregarding the cultural differences that exist
between locations. Cultural concerns are defined as the main concern in a limited number of
cases, being shadowed by more stringent financial concerns.
In the latest years, organisations are dedicating more time to the definition of written project
policies that offer a higher degree of transparency and organisation. A large part of them opt for
globalising or regionalising the project activities by building dedicated teams that have the
responsibility to handle the process beginning to end. Project planning usually begins 6 months
before the assignment ends, matching in some degree the expectations of the employees.
Losing a part of the benefits given by the project assignment, the compensation package of the
post project employee is usually lower, situation that proves challenging for both the post project
employee and the family that need to accommodate to a lower social and financial status given
not only by the reduced level of finances.

Post project employees appear to handle the project process well without looking for special
guidance and tend to use their own network to limit the accommodation challenges by keeping
touch with their family and friends during the assignment. They have a sense of security that
keeps them away from soliciting expert opinion on the matter.
Up to 10% of the post project employees choose to leave the company in the first year after
return. The leaving percentages differ a lot from one organisation to another and from one
country to another as they pose a diverse plethora of challenges. When they choose to leave, post
project employees state that the insufficient compensation package and the desire to pursuit a
better offer are among the most important considerations.
Even if the organisations exhibit a high confidence that their employees would take on a new
project assignment, both pre- and post-project employees keep a somewhat blurred vision, being
mostly undecided. When they do choose to embark on a new project assignment, they usually
consider their enriched social and financial statuses, along with the addiction developed for the
pre project employee life.
The contributions of this research are related to the needs of project personnel before and at the
end of a project, along with how PMO departments deal with this in terms of policies and
procedures. The impact from the findings indicate that the needs of the employees are not
sufficiently taken into consideration and organisations have the potential of losing valuable
human talent if the concerns related to the human aspects of employees pre- and post-project are
not necessarily dealt with.

4.9. Recommendations
The complex area of market research methods applied complemented in part the reduced scale of
the research. As obtained results cannot be representatively extrapolated to large populations, the
questionnaire and interview findings offer a complete, but rather low scale perspective of the
project process.

As a next step the scale of the analysis should be enhanced in order to provide more
representative samples of the targeted populations: pre project employees, post project
employees and PMO executives. Also, the range of the interviews should be enlarged in order to
comprise small, scaled companies, as well, for which the deductive method has been used for the
purpose of this exercise.
Considering the discrepancies noticed between the Human Resources representatives and the
employee’s views, it is advisable for the PMO departments to build specific tools such as
questionnaires, frameworks and or digital systems that are able to capture the specificities and
requirements of their employees when taking on a new project assignment, analysing both their
pre project employee and post project employee lives.

Chapter 5 - Research Project: Simulation as a Service
5.1. Introduction
During the last 20 years there has been a continuing trend towards IT industrialisation. This has
resulted in IT services becoming repeatable and usable by a wide range of customers and service
providers. This is because of the increasing commoditisation of technologies, virtualisation and
the rise of service-oriented software architectures, along with the dramatic growth in use of the
Internet. These factors constitute the basis of a discontinuity that offers opportunities to shape the
relationship between those who consume and those who provide IT services. The discontinuity
implies that the ability to deliver specialized services in IT can now be paired with the ability to
deliver those services in an industrialized and pervasive way. The reality of this implication is
that users of IT services can focus on the business capability of what the services provide, rather
than how the services are implemented or hosted. Similar in nature to how utility companies sell
power on demand to subscribers, IT services can now easily be delivered and provisioned as a
contractual service. This is not a new concept, but it does represent a different model from the
licensed-based, on-premises models that have traditionally dominated the IT industry.
Cloud services provide a new way of delivering computing resources. Several types of cloud
computing platforms exist, of which the main types are public, private and hybrid. Public clouds
are normally offered by commercial organisations that provide access for a fee. Private clouds
exist within are contained within a specific organisation and typically are not available for
outside use. Hybrid clouds are a mixture of private and public clouds with the typical setup being
that of a private cloud that has the ability to call upon additional resources from a public
cloud (Chang, 2014).
The main advantage of cloud computing is the ability of equilibrating the access to computing
resources for all types of businesses, regardless their dimensions and investment capabilities.
These advantages include cost efficiency, scalability, concentration, security and accessibility
with a further list below.

This research outlines the overview, key issues and themes that emerged in a study of a largescale project within a mid-sized multinational company that ran a pilot to provision a scientific
simulation software package via a public cloud.

5.2. Research Methodology
The research was conducted via a case study, taking an action research approach which used an
iterative approach to collecting and analysing data. The benefits of an action research approach
are that it focuses on generating solutions to practical problems and empowers the researcher to
engage with the research and subsequent implementation activities (Mayer, 2000). A typical
action research methodology takes a five-step approach, as follows:
•

Step 1: Identify the Problem

•

Step 2: Devise a Plan

•

Step 3: Act to Implement a Plan

•

Step 4: Observe

•

Step 5: Reflect and Share

Using this methodology, the approach starts with identifying the problem, which in this case was
to determine if the simulation software was able to run via a cloud service. The second step was
then to devise a plan around the migration of the service to the cloud and then test the success
criteria. The next step was to execute the plan and implement the service, via a cloud
provisioning model. This is the part of the approach where the action research is taking place via
an iterative approach. After the plan was implemented, the researcher would observe how
the service was or was not working. Once the researcher has had time to observe the situation
then the entire process of action research was reflected upon, and at times the whole research
approach may start over again (McCallister, 2011).
For this research, the researcher was a participant observer who was present for: top management
meetings; from the inception of project to start-up; to designing the service; all the
way throughout the whole project, till the end state of deciding if the service would be

provisioned via the cloud. This access provided rare insight into what goes on in a multinational
organisation during a large-scale cloud service project. Along with access to top management
meetings, the researcher had access to the critical role of the Head of IT strategy & projects,
which was the primary role for orchestrating one of the biggest cloud pilots within the industry.
The research itself used an academic approach to a real-world case study.
During the observation and reflection stages of the action research approach, mixed methods
were used to evaluate the success of the project. These included quantitative methods that were
used to determine the technical success criteria. These methods looked at indicating whether the
data would be consistent before migrating to the cloud and then in determining the run-time
performance of the simulations within a cloud environment.
The researcher used a mixed method of both qualitative and quantitative data, in the form of
surveys. These were distributed to twenty-four employees of both technical and business staff to
find insight into trends that occur and organisational challenges. For participants be considered
for selection, they needed to have senior positions managing technology budgets in organisations
that had revenue over $10 million per annum. The use of a mixed method helped back up one set
of findings from one method of data collection underpinned by one methodology, with another
different method underpinned by another methodology. The researcher designed a series
of survey questionnaires that included both Boolean and open-ended questions, so that the
resulting data would be both qualitative and quantitative. Qualitative data was used
and analysed in the following approach. Questionnaires with open-ended questions were sent
to twenty-four pre-selected participants, coming from a wide range of both technical and
business staff. The Questionnaires were distributed electronically via an online survey tool, with
replies sorted and trends were identified to find commonalities. Upon the initial analysis another
set of quantitative questionnaires was distributed to further investigate the findings and
commonalities. The decision on the selection of interviewees was determined via a deductive
approach to responses.
Examples of the specific questions that were used in the survey are listed below.
•

Was the project a success

•

Is cloud a viable provision model for scientific applications

•

Is cloud scalable to run simulations

•

Was the organisation ready for cloud

•

Does the organisation need to introduce new processes for the adoption of cloud?

Examples of the specific open-ended questions that were asked are listed below.
•

What emerging themes were identified?

•

What key issues that were identified

•

What was the impact of key issues?

5.3. Case Study
The case study is based on a midsized international company with a headquarters in Europe with
operations in Europe, the Middle east and Africa. The company has approximately 5,000
employees located over seven countries with revenues consistently averaging between $810 billion dollars and has a corporate culture that promotes innovation.
The company was exploring the possibility of migrating scientific simulation software
that has significant computing and storage requirements into a cloud based HPC
environment service delivery model. The benefits of moving from on-premise
to a cloud provisioning model were that it would enable the scientific community within the
company to flexibly increase compute via a cost effective, on-demand, pay-per use
model (Jackson et al, 2012).
Security has been identified as a concern for some organisations in the adoption of cloud, with
privacy and data ownership amongst the key factors for organisations deciding not to move to
the cloud (Chang, 2011), the common reason for security being the sceptical question “who
would trust their essential data out there somewhere?” (Ambrust, 2010).
However due to the sensitive nature of the sensitive scientific data, the project would need to
determine real practical questions in relation to the security decisions required in moving the

service to a cloud HPC. Certain industries involved in scientific work, such as the petrochemical
industry have very strict rules about the movement of data outside of their jurisdiction, due to the
fact that the data is considered a national asset.
It has been identified that there is a direct link between data protection and the growth of cloud
computing as numerous hypotheses have indicated that the scale of cloud computing
implementations may be affected in the short to medium term due in part to data protection
risks (Eldred et al, 2015).
Listed below are the risks related to this project.
•

Data security: is affected by shared technology vulnerabilities, data loss and data leakage,
hijacking of traffic, malicious insiders or insecure APIs, and the reverse threat
model whereby malicious customers are able to undermine cloud services (Lambo,
2012).

•

Confidentiality issues: due to the possibility of data exposure and leakages, this may lead
to confidentiality breaches of the sensitive scientific data.

•

Data integrity issues given the loss of control of data processes; the organisation might be
faced with the compromising of the sensitive scientific data.

•

Business continuity: the organisation may suffer from business discontinuities and
concerns related to the reliability of the cloud HPC. The organisation would need to make
sure that proper storage, backup, and disaster recovery systems are in place at the cloud
provider premises (Lambo, 2012).

•

Federated clouds: the above-mentioned risks are heightened when using federated clouds
that call for multiple data transfers and thus generate a higher loss of control over the
sensitive scientific data.

If successful, this new capability would enable the company to compete with much larger
companies who had the capital to invest in the development and maintenance of large scale onpremises super-computing environments. A project was conducted to do a formal evaluation
of migrating the service to the cloud and to determine if the concept was feasible from a
technical and economic perspective, before a decision to invest further into a

cloud provisioning service model was decided. The project was a multimillion-dollar project,
lasting over a year that consisted of a five-person project team, with twelve other stakeholders
from IT and outside IT who were involved in the project.

5.4. Problem Statement
Scientists within the organisation within this case study were being challenged with a need for
superior simulation modelling, as both the supply of information and the sophistication of
quantitative techniques increases. The organisation invested heavily
in technology that providing a vastly higher resolution of raw data, generating unprecedented
volumes of data. All this additional data enables finer-scale simulation, as the geo-cellular
models they simulated burst through the 10 and 100 million cell thresholds. As impressive as
these advances were, they only represent more granular approaches to
traditional modelling methods.
As the models increase in size, the organisation requires significantly more computing resources
to run, given the increasing complexity with detailed models needing to run hundreds of times to
quantify uncertainties and define the risks. The growth in demand for high performance
computing was exceeding the supply from vendors. This results in the organisations’ science
community needing to limit simulations due to computing capacity and was the driving force in
running a proof of concept to explore new sources of high-performance computing capacity via a
cloud provisioning model.
With the organisation investing in the project, it would need to determine real practical questions
in relation to simulation as a service such as:
•

Will the project be successful?

•

Is cloud a viable model for scientific applications

•

Is cloud scalable for simulations

•

Is the organisation ready for cloud?

•

Will new processes need to be implemented for cloud?

•

What themes would emerge

•

What key issues would be faced

5.5. Project Plan
The project plan was drafted during the development of the business case. The project was
broken down into six milestones, with each milestone having an estimated time. The milestones
consisted of having: a signed off business case; a contract agreement with vendors; a high- and
low-level design; the implementation; testing and finally an analysis conducted on the results
leading to the project findings. Overall, the initial estimation of the project plan was that it would
take around five months to complete, however the actual time for the project was fifteen
months. Significant challenges were faced in almost every step of the project plan.
Business Case: This stage took four months instead of an expected one month, as the
biggest delay was in getting approval and buy-in for the business case, with the critical element
revolving around the way that the sensitive data used within the simulations would be
protected.
Contract: Similar to attaining business case approval, getting a contract signed with the software
vendor took four months instead of the expected one month. This was because neither the
organisation nor the software vendor could come to an agreement around intellectual property
rights. In the end the situation was resolved as both parties agreed to waive rights.
Design & Implementation: The design took twice as long as expected, due
to stringent internal information and data security requirements. This impacted the
implementation as the vendor software required using a physical license dongle. As the project
took an action research approach, the design and implementation phases took an iterative
approach and required reworking of the designs during the implementation phase.
Testing of the service was approximately three months the same time as initially estimated.

Findings: The findings took two months instead of the estimated one month, as the key themes
and issues, led to some insightful findings, which required further investigation into finding
commonalities and in conducting in depth interviews to validate the findings. As shown below
in Table 5.1.

Milestone

Timelines
Estimated

Actual

Business Case

1 Month

4 Months

Contract Agreement

1 Month

4 Months

Design

6 Weeks

3 Month

Implementation

1 Week

1 Month

Testing

3 Months

3 Months

Findings

1 Month

2 Months

Table 5.1 Milestones
The methodology used by this pilot was an iterative one and this fitted in with the research
design of an iterative action research project with a clear connection to the action research that
was conducted
A major contribution to the methodology was the inclusion of the feasibility step, which is the
second step that occurs right after determining the business opportunity. This step had a
governance aspect specifically looking at the architecture, including information security by
determining what impact the business opportunity had on the current architecture in terms of
information security and the technical landscape and if the opportunity was in compliance with
information security guidelines. This would also include what the license restrictions were put
forward by vendors and if they could be incorporated into the organisation’s security architecture
guidelines without violation. The feasibility step also looked at the legal and regulatory
feasibility by determining the security requirements for the data used and setup of the cloud
according to region. If data privacy or national data repository requirements specify that data
may not move between geographical borders, then this is a no-go for the solution. The below
figure provides the delivery framework that was developed. As shown below in Figure 5.1

Figure 5.1 Delivery Framework

5.6. Technical Design
The design was developed with the guiding principle that the architecture would need to be
secure, lean and agile. This is because it was hypothesised that it would drive efficiencies and
reliability through an elastic architecture that could dynamically scale up or down compute
clusters as needed. The objective of the design was to simulate a real-life corporate network
within a cloud scenario, so that the cloud service would be almost identical to the on-premises
service, so that data could easily be moved in and out. As such a Virtual Private Cloud-VPC in
the Amazon European datacentre was setup to act as the “corporate network”. The next step was
to create a VPC in an Amazon US datacentre to act as the “cloud network”. The connections
between the installations were facilitated through the use of OpenVPN which was installed on
standard Linux Amazon Machine Images.
A major design requirement for running simulations in the cloud involves how to transfer large
datasets between the corporate network and the cloud environment. To achieve this, a cloud

network attached storage-NAS server was provisioned in the cloud, with a virtual device in the
Amazon cloud configured to acts as a NAS front end to Amazon’s object-based data cloud,
simple storage service-S3. Due to the large storage requirements; there was a need for a common
internet file system, which is a standard way that computer users share files across corporate
intranets and the internet, with a network file system interface. This design is commonly known
as a cloud storage security gateway system and is considered a secure way for encrypting and
decrypting data as it is either uploaded or downloaded via Amazon’s S3 by examining the
consistency of the contents and preventing data tampering (Wang et al 2013).
The next design step was to create the Simulator software head node in the cloud. This node
would be static and would be where the simulation jobs would be submitted to and then run in
a dynamically created computer cluster. The head node rand on a red hat enterprise Linux node
running on an Amazon C3.xlarge size server. This server was selected as it had the required
compute capacity need for the simulations along with having a solid-state drive and a 10GB
network interface. The design choice for using a solid-state drive is that they offer higher
performance compared to traditional storage devices and are needed in HPC systems, especially
those with a growing demand of supporting big data applications (Chen et al, 2013).
A major security challenge was in the need to connect the simulation software’s physical
Universal Serial Bus-USB license dongle to a virtual server. This was resolved via the use of a
USB network device server being placed within a de-militarised zone-DMZ within the corporate
network. This enabled the mapping of a USB port to a virtual server over the network. The USB
port on the device server was then mapped to the simulator license server in the DMZ and was
configured with a public IP. The DMZ was also configured to allow traffic between Amazon and
the license server.
Figure 24 depicts the conceptual design which indicates the three main networks within the
setup, the Amazon cloud, the virtual office and the DMZ and the major components within each
of these networks.

A key component in the design was the NAS secure storage gateway (which also acted as a
cache). The data was de/encrypted as it passed through the cloud NAS and resided in the amazon
storage, until it was to the NAS in the virtual office cloud, where it was then de/encrypted and
passed into the main data source. As shown below in Figure 5.2.

Figure 5.2 Data flow
Along with the data flow there was a need to have a connection into the corporate DMZ as the
simulation license server needing to be on the same subnet as the USB device server, thus not
enabling the license server to be placed in the Amazon Cloud. The detailed design for this is
depicted in Figure 5.3.

Figure 5.3 Detailed Cloud Architecture

5.7. Technical Validation
Before the simulation cloud service was provisioned, an on-premise validation test was needed
to ensure that simulations would run with the same accuracy regardless of the technology
provisioning model. The approach taken for testing was to test out the characteristics with
different stakeholders, to ensure requirements from users and those supporting the simulation
software were properly gathered. The guidance provided was that the validation would need to
ensure that the business characteristics, such as the need to ensure consistency when running
simulation on the scalable dataset. The technical characteristics were that CPU performance
scalability would need to be performed.
To achieve this, four cases were run on a workstation and then moved to the company’s onpremise cluster which had a maximum of 8 core CPU’s. The test ran the cases on the on-premise
cluster using one, four and 8 CPU’s to ensure consistency. The results from this indicated that
moving the simulation jobs, did not have an impact on the jobs and once this was successful the
simulation jobs could be migrated to the cloud service.
The case with a single CPU on a workstation was completed in 20.9 hours, while the case on the
on-premise cluster was completed in 19.6 hrs. The run time for the on-premise cluster with four
and eight 8 CPUs ran at 7.7 and 5.7 hours respectively. The in-house cluster setup at the time of
this study did not allow job executions on more than 8 CPUs.
With the run simulations being validated and with the performance of the on-premise service
being measured, the next step was to compare this against the results of the performance within
the cloud provisioned serviced.
The wall clock time decreases as more CPUs were added, for both calculations for the onpremise and cloud service. It was observed that on-premise calculations stagnated at more than 4
CPUs, resulting in sublinear scaling. This is contrary to the performance via the cloud service,
which observed close to linear scaling. Assuming that this linear scaling persists when adding
more than 8 CPUs, extrapolating from this observation, it was hypothesised that for larger jobs,

the performance of the cloud provisioned service would significantly increase compared to what
can be achieved on-premise. This analysis is not exhaustive but was severely limited by the size
of the on-premise service having only 8 CPUs. Figure 5.4 indicates the wall clock time in hours
versus the number of cpu’s used.

Figure 5.4 On-premise & Cloud Performance Validation

5.8. Data Collection & Analysis
Once the system was implemented and had passed the technical validation aspect, twentyfour individuals involved in the project completed a questionnaire, with 15 coming from IT and 9
from outside.
The 24 interviewees were asked: whether they thought the project was a success; whether cloud
was a viable service model for scientific applications and if cloud was a scalable to run
simulations; if the organisation was ready for cloud and if the organisation needed to introduce
new processes for cloud. For data analysis purposes yes equating to a score of 1, while a no
equated to a score of 0. The response and standard deviation were calculated as indicated in
Table 5.2 below. Not all questions had an input, as respondents preferred not to say, and the
breakdown is as follows:
•

Question 2: 4 participants declined

•

Question 3: 1 participant declined

•

Question 4: 1 participant declined

The following key insights were indicated
•

80% indicated that the project was a success, and justified the response by indicating
either the project had met its milestones and or that business value had been achieved

•

71% indicating that cloud was a viable service model for scientific applications.

•

79% indicating that cloud is scalable.

•

Surprisingly only 25% indicated that the organisation was ready for cloud.

•

71% indicating that the organisation needed to implement new processes for cloud.
Response
Yes

MEAN

STANDARD
DEVIATION

No

& (Total %)
1. Was the project a success

20

4

0.833

0.381

3

0.850

0.366

4

0.826

0.388

17

0.261

0.449

7

0.708

0.464

(80%)
2. Is cloud viable for scientific

17

applications

(71%)

3. Is cloud scalable

19
(79%)

4. Is the organisation ready for

6

cloud

(25%)

5. The organisation needs new

17

processes for cloud adoption

(71%)

Table 5.2 Success Criteria
The same interviewees were then asked their opinion of the three major themes which emerged
during the life of the project. As shown below in Table 5.3.
The following key insights were indicated

•

62.5% indicated that politics were a prevalent theme, 38% indicated that politics was
the first theme, 25% indicated it was the second theme. Politics was defined as “selfserving behaviors, used to either increase or decrease the probability of obtaining
positive outcomes in organizations".

•

Innovation was second with 45.8%, 25% for the first theme, 8% for the second and
13% for the third.

•

Security at 33.3%, 13% for the first, 17% for the second and 4% for the third.

•

Other key themes included vendor solutions, intellectual property rights, a lack of the
required skills, internal processes, business value and change.
Theme First Second Third Inclusion
Total %
Business

1

2

0

12.5%

Change

0

2

1

12.5%

Innovation

6

2

3

45.8%

Intellectual

2

2

1

20.8%

Politics

9

6

0

62.5%

Processes

0

2

1

12.5%

Security

3

4

1

33.3%

Skills

0

1

2

12.5%

Vendor

3

1

1

20.8%

Value

Property
Rights

Solutions
Table 5.3 Emerging Themes
Interviewees were then asked their opinion of the three major issues which emerged during the
life of the project. The following key insights were indicated:

•

Politics was again the highest at 66.7% which was aligned with the responses from the
emerging themes, with 42% of respondents indicating it was the first issues while 25%
indicated it was the second issues and similar to themes zero respondents indicated that it
was the third issue.

•

Project Management was second with 37.5%, 21% for the first theme and 16.5% for the
second.

•

Contracts and Processes were tied for the third issue both with a response of 20.8% with
contracts had a response of 12.5% for being the first issue and 4.15% for being the
second and third issues.

•

4.15% identified processes as being the first issue and 16.65% for being the third issue.

Other key issues included capability of staff, lack of clear KPI’s to measure and information
Security. As shown below in Table 5.4.
Key Issue

First Second Third Total Total
%

Capability

2

2

0

4 16.7%

Contracts

3

1

1

5 20.8%

KPI’s

0

1

1

2 8.3%

6

0

Politics

10

16

66.7%

Processes

1

0

4

5 20.8%

Project

5

4

0

9 37.5%

Management
Security

0

0

1

1 4.2%

Table 5.4 Key issues
Interviewees were then asked to rank on a scale of low, medium, high their expectations, how they felt at
the start and at the end of the pilot, the rating of organisational politics, and the impact of people, trust in
security and technology risk measured against politics. The main outputs from consolidating this data
were how organisational politics were the highest and that the biggest impact on this was down to the

trust in security, which was high, followed by people which was medium and lastly the technology risk
having a low score.
The definition of politics used related to the organisational strategy, point of view and the processes and
practices that are used to achieve and exercise positions of governance, organised control of data
and organisational systems as highlighted as shown below in Table 5.5.

Theme

Low Medium High Average
(1) (2)

(3)

%

Expectations

13 8

3

1.58

Feeling at Start

10 4

10

2.0

Feeling at End

5

10

9

2.17

Organisation Politics 3

2

19

2.67

Impact of People on 8

6

10

2.08

9

10

2.21

2

1.46

Politics
Impact of

5

Trust in Security on
Politics
Impact of Technical 15 7
Risk on Politics
Table 5.5 Table showing processes and practices

5.9. Political cloud
The pilot was initially resisted by internal members of the IT department that were responsible for
supporting the upstream simulation software. This delayed the approval of the business case and finally
sign-off was given by executive management. Constant issues arouse due to specialists in the software not
being available to work on the project; this halted progress until a mandate was given to give full support
to the project. During the installation a firewall change request was raised and approved to allow access
from the cloud into the corporate network and issues were raised about the motivations and ethics of the
approver, however new information security policies had just been introduced and had not properly been
communicated to all approvers.

Respondents when asked did not indicate information security to be an issue as the upstream data
was publicly available and the technical risk was deemed to be very low. This along with the input from
the interviewees which indicated politics as being the number one theme and key issue provides insight
into the fault lines that exists with how organisation behaviour and the perception of trust in security pose
a real threat to the adoption of cloud. This is not the first time that politics has been indicate as a barrier to
the adoption of cloud, as it was indicated as far back as 2009 in a Gartner survey. However, what is
different about the political cloud is how prevalent it was in the key issues identified and how strongly it
was linked to trust of the cloud. Other factors to consider in this are how the organisation was not ready
for cloud and would need to introduce new processes to support cloud.
Resistance to change is a normal human response as employees seek to translate the change to a personal
context, which can be greatly magnified by fear of the unknown. This aligns with the insights provided
by the study as respondents clearly indicated that the biggest impact on organisational politics in regard to
people, trust in security and technology risk with the number one reason was the trust in security which
was high even though they thought the technical risks were very low. If the political cloud is driven by the
trust in cloud, then building a maturity assessment at the start of the project to understand
the organisations culture and the trust in security would clearly assist in the delivery of the project as the
project could be planned accordingly to further train and develop staff on the impact of cloud, before any
implementation would occur. This activity was not included in the project, but the insights received after
the fact, could help in any future cloud project by being able to measure and mitigate the risks of the
cloud.

5.10. Discussion
The pilot was initially resisted by internal members of the IT department that were responsible
for supporting the simulation software. This delayed the approval of the business case. Design
challenges arose during the design and implementation stages due to stringent internal security
requirements.
This was a surprising finding as the respondents did not indicate information security to be an
issue, this along with the data captured from the surveys indicated that politics was the pervasive
theme and key issue of moving to the cloud. Considering that the project was determined a

success, but that the organisation was not ready and would need to introduce new processes to
support cloud. This leads to a finding of how organisation behaviour and the perception of trust
in security pose a real threat to the adoption of cloud. This is indicated by 2009 Gartner survey
with indicates that politics is a challenge of cloud service adoption (Gartner, 2009).
Resistance to change is a normal human response as employees seek to translate the change to a
personal context, which can be greatly magnified by fear of the unknown (Berube, 2012). If
internal policies and security concerns are a significant challenge in cloud service adoption, then
building a maturity assessment at the start of the project to understand the organisations culture,
internal processes would clearly assist in migration to a cloud service, and the delivery of a cloud
service project could then plan accordingly to further train and develop staff on the impact of
cloud, before any implementation would occur. This activity was not included in the project, but
the insights received after the fact, could help in any future cloud project by being able to
measure and mitigate the risks of the cloud.
The data which was collected using an action research approach indicates that a lot is still
unknown about dealing with challenges during the initiation stages of a cloud project were the
realisation that the change from one modal of working to another different modal has a
significant impact on the success of a project. Though the project was validated as being a
success, through the research instriments conducted within the research, several emergent themes
did impact the adoption. One significant emergent theme from the research was that
the organisation did not have the appropriate internal policies.
The research shows that the evaluation and adoption of simulation as a service project, which is a
considerable change to business practices, will likely involve more than technical performance
and business improvements: It will also need to consider the wider political fault-lines of issues
that would impact the acceptance from various stakeholders.

5.11. Conclusion

Cloud computing is maturing, but there is still a lot that remains uncertain for its adoption within
enterprises, such as the organisational changes brought about by cloud computing. Cloud
services that support simulation via a HPC environment are attracting more attention in
literature, in big business and in governments. Within the research Four primary opportunities
and challenges were identified for cloud HPC within the industry context
Opportunities:
1.

Agility: The flexibility to ramp up or down can be a differentiator as industry conditions
(that is, oil prices) change. However, data is limited on cloud for HPC because it is an
emerging trend.

2.

Cost saving: In low-price environments, not all companies will want to go the capital
expenditure route and invest a lot in a solution that is otherwise available at an affordable
price in the cloud.

3.

Renovation: Adopting cloud-based simulations as a service models not only helps in using
the best available computing resources (public and private), but also opens the door for the
adoption of many other solutions, such as cloud-based big data analytics or nonphysics
modelling.

4.

Innovation: IT and business work together on the value that can be derived by adopting a
faster and more economical solution. This also helps in changing internal processes and
practices, such as in the use of engineering modelling in major capital projects that ramp
up and down during the life cycle of the project.

Challenges:
1.

Scalability and usage requirements: Does the organisation run a static number of scientific
simulations, it might only be required at certain times and by certain users.

2.

Cloud architecture model: Network costs could significantly increase while overhead costs
(such as security, energy and so on) could go up or down.

3.

Existing on-premises HPC environments: If these are quite mature, stable and wellintegrated with the applications and data for upstream modelling and engineering

modelling, then moving them to the cloud will require overcoming software licensing
requirements, customisation, data security and data transport issues. Users can either look
for services with a circuit directly connected into the cloud provider or use a low-latency
bandwidth service with specific third-party solutions for moving data into the cloud.
4.

The need for multiple technical solutions to integrate between applications that may have
specific licensing requirements, such as the need for a physical dongle, or may be specific
to a single location or region.

Cloud computing is maturing, but there is still a lot that remains uncertain for its adoption within
enterprises, such as the organisational changes brought about by cloud computing. Cloud
services that support simulation via a HPC environment are attracting more attention in
literature, in big business and in governments.
This research has reported on research exploring the practicalities of conducting a
significant simulation as a service project within a large company. This research further explores
the practicalities and contexts the issues of applying cloud to larger compute processing needs.
This is one of the few works that covers simulation as a service in a real-life project. The
research involved an iterative methodology based upon an action research methodology and
covered all the stages of the project from creation to evaluation. The pilot project and research
focused on evaluating the possibility of running simulation as a service which leverage a cloud
infrastructure to address the HPC needs of the multinational company using a range of criteria,
including technical capability and wider business case.
It was a successful project and the insights taken from this work can further be used to make
informed decisions about moving simulations to the cloud. Lessons learned from this would be
that doing a proof of concept is a good method. The data which was collected using an action
research approach indicates that a lot is still unknown about dealing with challenges during the
initiation stages of a cloud project were the realisation that the change from one modal of
working to another different modal has a significant impact on the success of a project.
Though the project was validated as being a success, several emergent themes impacted the

adoption. One significant emergent theme from the research was that the organisation did not
have the appropriate internal policies
The research shows that the evaluation and adoption of simulation as a service project, which is
a considerable change to business practices, will likely involve more than technical performance
and business improvements: It will also need to consider the wider political fault-lines of issues
that would impact the acceptance from various stakeholders.
Developers and project managers can take practical guidelines from this research that can be
used to make informed decisions about moving simulations to the cloud. These examples are in
the form of design, validation steps but more importantly the need to get feedback from different
stakeholders before starting a project and the need to have an understanding of the potential
political impact may occur similar to this project in terms of project delays and in design
requirements. Key contributions to knowledge are that even if the project is successful,
the organisation may not be ready for cloud and that new processes would need to be developed
to operate via a cloud provisioning model. For considerably sized projects of this type the
recommendation is to run a pilot first and to plan and execute the development of internal
processes that are required to enable the organisation to be cloud ready.

Chapter 6 - Research Project: Data Protection & Cryptograpny
6.1. Introduction
Cloud computing is not viewed as a new technology, but more as a new way of delivering
computing resources. Several types of cloud computing platforms exist, of which the main types
are public, private and hybrid. Public clouds are normally offered by commercial organisations
that provide access for a fee. Private clouds exist within a specific organisation and typically are
not available for outside use. Hybrid clouds are a mixture of private and public clouds with the
typical setup being that of a private cloud that has the ability to call upon additional resources
from a public cloud (Chang, 2014).
The mainstream cloud computing frameworks are infrastructure as a service (Iaas), platform as a
service (Paas) and software as a service (SaaS). Infrastructure as a service is divided into
compute clouds and resource clouds, with the compute cloud providing access to computational
resources such as CPU’s, while resource clouds contain managed and scalable resources as
services to users. Platform as a service provides computational resources via a platform upon
which application and services can be developed and hosted. Software as a service often referred
to as application clouds, provide applications/or services using a cloud infrastructure or platform,
rather than providing cloud features themselves (Chang, 2013).
The main advantage of cloud computing is the ability of equilibrating the access to computing
resources for all types of businesses, regardless their dimensions and investment capabilities.
These advantages include cost efficiency, scalability, concentration, security and accessibility
with a further list below.
•

Productivity gains supported by economies of scale for all enterprises

•

Data centres that provide cost-effective, secure and sustainable computing power

•

Increased accessibility for SMEs to computing resources coupled by a stardarised
interface usage

•

Efficient scaling of resources

•

Resources concentration

•

Timely access to updates and defaults

•

Effective audit and evidence gathering useful in forensic analysis

An independent research from Vanson Bourn reveals that 70% of the interviewed CIOs
considered that “cloud computing and virtualisation technologies had the biggest positive impact
on business in 2011”.
Cloud computing is on the rise all over the globe. Research conducted by IDC in 2011 revealed
that $8.2 billion is expected to be spent by European companies on cloud professional services in
2015 compared to only $560 million in 2010. Private cloud facilities in the EU are becoming
more prevalent; however, organisations still resist public cloud services, mainly due to concerns
over security and last-mile connectivity issues. Europe is also in the incipient stages when it
comes to hybrid cloud and best practices development. It is expected that the mass adoption of
cloud computing will emerge in parallel with the development of best practices and regulations
(IDC, 2012).
In an ideal cloud-computing world the global landscape would be developed by homogenous
countries that offer a consistent and complementary set of regulations. This is not the case today,
as studies reveal the disparities between groups of countries where developed countries are
considered to be more cloud-ready than developing countries. However, developed countries are
still plagued by an improper alignment of their legal aspects, while developing countries are
faced with a long way to go until being cloud prepared. This is one of the main concerns, as
developing countries are also the countries that managed to obtain positive economical results in
a very turbulent period, bringing great prospects for the cloud-computing industry, if handled
efficiently (BSA, 2012).
This research will look at data protection concerns with cloud computing and limitations in terms
of their applicability with cloud computing. It will specifically focus upon the European General
Data Protection Regulation, which will supersede Directive 95/46/EC, which is aimed for
adoption in 2015, but was only ratified and implemented in 2018. The research will also briefly

touch upon differences between EU & non-EU data protection legal systems and how binding
corporate rules could be used to mitigate certain gaps.
Given the vast range of data protection regulations, the focus of the analysis will be placed upon
international data transfers that imply a European Member State and outside EU states. Three
main hypotheses are launched from the beginning as a support for the research objective.
As such, the research captures a picture of the cloud computing global phenomenon resulting in
emerging clashes, or fault lines, between differences over regulation governing data protection.
The research also identifies how these fault lines can be addressed from practical perspective as
well as raising further emergent issues. The research can also be considered as providing a strong
case study of global technology adoption phenomena within a globally interconnected and reliant
world and the emergent issues that arise from such technology adoption processes.
The global nature of the Internet of Things and cloud has and will result in emerging challenges,
such as who is liable for data protection and security breaches of personal data. This research
will also look at the impacts that cryptography might have in a more connected cloud such as
those used with IoT. As the world becomes more interconnected, we are likely to see more
example of technology practices sweeping the globe and raising further data protection
challenges; much like the fault lines between tectonic plates. This research provides contribution
by capturing some emerging impacts and challenges and how they relate to the internet of things
and the need for solutions to have the appropriate cryptography safeguards.
The research follows on from the already gleaned research on legal system and looks if
cryptography would have an impact. First by conducting research from secondary sources and
then in the analysis of this against the previous findings.
The research then conducted on a sample of 39 IT managing professionals coming from a host of
industries such as retail, finance, manufacturing and petrochemicals. This moved out of the
specific industry context to see if cryptography was a common theme.

6.2. Data protection concerns with cloud computing
When personal details are given to an organisation or individual, they have a legal duty to keep
these details private and safe. This process is known as data protection, as opposed to ‘data
controllers’ which are those who control the contents and use of personal details. There is a
direct link between data protection and the growth of cloud computing as numerous hypotheses
have indicated that the scale of cloud computing implementations may be affected in the short to
medium term due to identified data protection risks as listed below.
•

Data security: the cloud customer is under the obligation to ensure that the cloud
provider takes adequate technical and organisational security measures and that it will
provide contractual warranties regarding the security of data processes. Data security
is affected by shared technology vulnerabilities, data loss and data leakage, hijacking
of traffic, malicious insiders or insecure APIs, and the reverse threat model whereby
malicious customers are able to undermine cloud services (Cloud Security Alliance,
2012).

•

Lawfulness in data processing; it will be difficult for customers to assess the
lawfulness in data processing carried out by the provider. Given the fact that the
customer (data controller) is the person responsible to safeguard the lawful processing
of personal data this risk can lead to administrative, civil or criminal sanctions. For
example, under the United Kingdom’s Data Protection Act 1998, in case of data
security breaches the cloud customer and not the cloud provider, would be fined up to
the prescribed amount of £500,000 by the Information commissioner’s office (U.K.
Information Commissioner’s Office, 2010).

•

Data security breaches: that may or may not be notified to the data controller.

•

Unlawfully obtained data; exposure of the cloud provider to the risk of handling
unlawfully obtained data by the data controller.

•

Multiple jurisdiction storage: when data is moved to the cloud, the loss of control
may translate into the storage of data in multiple jurisdictions. Although this action
minimises the effects of concentrating risks into one “basket”, other compliance
issues arise, mainly generated by the differentiated status of countries in owning
adequate levels of protection. The main concerns are related to personal data, which

can be excluded from the cloud transfer or can be replaced with anonymous features
before compliance issues are resolved.
•

Confidentiality issues: due to possible data exposure and leakage that may lead to
confidentiality breaches.

•

Data integrity issues given the loss of control of data processes; the data controller
might be faced with data compromise.

•

Business continuity: customer may suffer from business discontinuities and concerns
related to the reliability of cloud services. The data controller needs to make sure that
proper storage, backup, and disaster recovery systems are in place at the cloud
provider premises (Lambo, 2012).

•

Federated clouds: the above-mentioned risks are heightened when using federated
clouds that call for multiple data transfers and thus generate a higher loss of control
for the data controller.

There is an inherent need to understand the impact of these risks when an organisation is looking
to move its data into a public cloud. The European Network and Information Security Agency
has identified risk ratings for information security on the cloud (Enisa, 2009). Table 6.1
categorises a simple impact matrix on these risks into the impact level they have on data
protection and the on the level of jurisdiction reach, with multiple jurisdictions and data transfers
being considered as having a critical impact, while data integrity and/or business continuity are
rated in the lowest impact category.

Critical impact

Medium impact

•

Data security breaches in federated clouds

•

Lawful usage of data in federated clouds

•

Multiple jurisdictions emergence

•

Data security breaches in single based environments

•

Lawful usage of data in single based environments

•

The cloud provider’s risk of handling unlawfully
collected data

•

Confidentiality breaches

Low impact

•

Data integrity issues

•

Business discontinuities

Table 6.1 Data protection impact on reach of jurisdictions
Privacy concerns are amongst the main topics within the risks of cloud computing (ITU-T
Technology Watch Report, 2012). Cloud computing providers should be able to guarantee that
there is no potential third party access to cloud facilities, revealing thus the two dimensions of
privacy protection, the ability of the cloud provider to transfer and store private information and
the ability to maintain privacy in future conditions (IA Newsletter, 2010). The privacy notion is
complex in nature, especially in the world of cloud computing in which users have various
expectations of confidentiality, control and service responsiveness when defining their privacy
requirements (Creese, et al, 2009). This concern for privacy is highlighted within the World
Economic Survey dated 2010 which indicates that 90% of Europeans rate privacy as a very
serious constraint on adopting cloud computing (World Economic Forum, 2010). Similarly, the
U.S. Department of Commerce declared that the ability to “safely use services such as cloudbased email and file storage to their full potential depends on privacy protections that are
consistent with other computing models” (U.S. Department of Commerce Internet Task Force,
2010).
The following is a set of questions that should be considered prior to the setup of any cloud
service (Wessing, 2010):
•

How will data be stored by the cloud provider? (e.g., shared with other customer data)

•

What assurances will the provider offer, ensuring that any personal data will only be
processed in accordance with the customer instructions? (e.g., will it be deleted upon
request)

•

Will encryption be used or in certain cases be permitted?

•

Does the provider have any relevant industry accreditations, such as ISO27001-2005?

•

What is the provider’s security measures and do they maintain a security plan?

•

How will security breaches be monitored and reported?

•

How will the provider respond to security breaches?

•

Do customers have access to security audit reports or other evidence of the providers
security track record?

Many US companies, who have interest in European companies, have to keep their data inside
Europe due to data protection and security issues and will have already placed part of their
infrastructure in Europe. For example: Microsoft in Amsterdam and Dublin, Rackspace in UK,
and Amazon in Dublin (European Parliament, 2012). The need to have data stored as close to the
home country as possible is not just a European view with 86% of US end users wanting to keep
their data stored within North America, with only 9% of the respondents including Europe on
their list of acceptable storage locations (Cloud Industry Forum, 2012).

6.3. Data protection in Europe
On the 25th January 2012 the European Commission released plans in the form of the General
Data Protection Regulation (GDPR) to be a single law to unify data protection within the EU.
The EU’s European council has decided to aim for adoption of the GDPR in 2015 with a planned
transition of the years before it takes effect. The ratification took place on the 14th April, 2018,
with the implementation taking place on the 25th May, 2018. The implementation leads to the
following:
•

The emergence of a unique set of regulations for the European cloud providers. The
elimination of regulations’ diversity calls for a sole enforcement authority for each
company (“a one stop shop”) – the one present on the market where the provider settled
its main base. The same rule applies at individuals’ level.

•

The elimination of unnecessary administrative and reporting costs burden, which is
expected to save businesses around € 2.43 billion each year. (European Commission,
2012) This measure implies that companies will require only one authorisation that will
be valid across all EU Member States.

•

The support provided to SMEs across Europe to grow, by exempting the large majority of
them from the appointment of a data protection officer, while their data protection impact
assessments will refer only to the data processing activities that bear high risks. They will

also be exempted from the duty to document their data processing activities. According to
the European approach, SMEs are considered the companies with less than 250
employees. Vivian Reding, the Vice-President of the European Commission in charge of
Justice, Fundamental Rights and Citizenship, considers that the regulative process should
start by “thinking small first” (Reding, 2012).
•

The creation of clear regulations for international data transfer defined by streamlined
approval processes that offer an automatic recognition of approval for all national
authorities once one of them has given prior approval to the binding corporate rules.

•

Companies and institutions will be obliged to notify data breaches to the national
supervisory authority and the concerned individuals as soon as possible, ideally in 24
hours.

•

The individuals’ right to be forgotten is protected through the proposal – individuals will
be able to request the deletion of the personal data from the provider’s premises if there is
no legitimate reason for continuing to keep the information. According to the Special
Eurobarometer 359, the access to personal information stored by institutions should be a
free service, although still around 28% of the Europeans are ready to pay for access, if
needed. Europeans agree more when it comes to claiming their right to be forgotten, as
75% of them want to be able to delete their personal data whenever they decide, and not
only when they choose to terminate the contract with the service/website or Internet
provider (European Commission, 2011).

•

The right to portability recognised to the individuals, change that is expected to increase
the competition level among cloud computing providers. The right to portability is one
of the main requirements coming from the European citizens, as they consider in a
proportion of 71% that it is important to be able to transfer data (European Commission,
2011).

It provides the area of international data transfers with more details and clarity, establishing its
coverage, as well as the contractual terms that can replace the existence of an adequacy approval at
the level of the third country (European Commission, 2012). A comparative view regarding the
main principle of data protection within the international environment – the adequacy principle –
As shown below in Table 6.2.

Topic

General Data Protection Regulation

General

The GDPR sets the conditions to be fulfilled by the controller and the processor,

principle

specifying also that compliance must include onward transfers from the initial third
country or international organisation to a subsequent one.

Coverage

The GDPR extends the scope of the regulations to third countries, territories or
processing sectors within that third country, or international organisations.

Establishing

1. Considering the rule of law, relevant legislation in force, both general and

protection

sectoral, including public security, defence, national security and criminal law, the

adequacy

professional rules and security measures which are complied with in that country or
by that international organisation, as well as effective and enforceable rights
including effective administrative and judicial redress for data subjects.
2. Assessing the existence and effective functioning of one or more independent
supervisory authorities in the third country or international organisation with
established responsibilities in data protection.
3. The existence of international commitments the third country or international
organisation in question has entered into.

Transfers by

1. A controller or processor may transfer personal data to a third country or an

way of

international

appropriate

organisation only if it has provided appropriate data protection safeguards in a

safeguards

legally binding instrument.
2. The appropriate safeguards shall be provided by:
(a) binding corporate rules;
(b) standard data protection clauses adopted by the Commission;
(c) standard data protection clauses adopted by a supervisory authority;
(d) contractual clauses between the controller or processor and the recipient of the
data authorised by a supervisory authority.
3. In the absence of a legally binding instrument, the controller or processor shall
obtain prior authorisation for the transfer, or a set of transfers, or for provisions to
be inserted into administrative arrangements providing the basis for such transfer.
Table 6.2 Adequacy principle for GDPR

GDPR fills a legislative void that existed in the current technological environment, which has
significantly evolved since 1995, when the previous Directive was put in place. Each Member
State had previously individually adapted its data protection procedures with the current situation
defined by an increased diversity that is blocking cloud computing from tapping its enormous
potential. GDPR was widely seen as a need, for many years before hand with 90% of the
Europeans are in favour of harmonised data protection regulations. Regarding the administrative
level for the enforcement rules, two opposite poles forces emerged, with 44% of Europeans
considering that enforcement should be conducted at the European level, while 40% would like
to keep national level enforcement. Latvia, Luxembourg, Germany, France and Belgium are the
main sustainers for European level enforcement, while Sweden, the United Kingdom, Denmark,
Slovenia and Finland would cast their vote for national enforcement (European Commission,
2011).
Analysing the Regulation of the European Commission, criticism has emerged in two ways:

•

Part of the experts consider that GDPR goes too far and that only a minimum set of
regulations should have been proposed, still offering Member States the possibility to
explore more on their current traditions.

•

Other experts consider that some of the rights are not fully protected through the
regulations, giving as example the right to be forgotten, which might be only partially
protected through the data deletion from the initial cloud computing provider, given
the indexing processes of companies, such as Google.

Table 6.3 provides an overview of potential issues with GDPR in regard to cloud computing.
Potential Issues
The inability of new regulations to capture the entire prevalence of cloud computing upon data
protection
The resistance of Member States to renounce at their traditional approaches in order to embrace a
unitary perspective
Member States will have to collaborate closely and act at the request of other national data
protection authorities, given that each data holder will address the request to the national authority
that will further need to follow the request and foster to its resolution
The need to balance and integrate EU’s regulation with already established regulations of other
countries
Table 6.3 : Potential Cloud Computing issues with GDPR

6.4. Data protection outside Europe and impact on cloud computing
Although at a first look the global world is defined by a clear majority of countries that were not
able to tap on the cloud opportunities yet by establishing proper data protection policies. Figure
6.1 indicates regional distribution for cloud services and highlights how the cloud computing
segment is concentrated in the hands of some major cloud computing powers: North America,
Western Europe and Japan that hold an estimated 92.6% of the total cloud traffic in 2012.
(Gartner, 2015).

Figure 6.1: Cloud Services Regional Distribution
Only recently, the European Union managed to raise interest for the United Sates to participate to
discussions regarding data protection law adaption. The U.S. current out-dated and restrictive
regulations are viewed as contradictory in parts by EU’s representatives, however, there is a long
journey from discussion panels to actual legislative reform. On a positive note, Japan, which is
the third prominent segment in cloud computing, already benefits from a data protection law that
is partially inspired by the European Union’s perspective. A summary of the current situation is
listed below.
•

Vast environment that offers no easy path towards unification from data protection
perspectives

•

Over 90% of the cloud computing world is concentrated in North America, part of the
European Union and Japan

•

Timid steps made for aligning regulations among big drivers, with less interest shown
in the North American segment

•

Increased interest deployed by Asian markets that own proper infrastructure and
scalability, but are lacking proper regulations

•

Bilateral discussions held between U.S. and the European Union offer valuable
insights required during EU’s law reform

6.5. Differences in Data protection laws between the EU and non-EU countries

When data is transferred from Europe to outside Europe using cloud computing services, data
protection is perceived as one of the major obstacles. Where obstacles exist, opportunities also
arise. The countries that are willing and have the capability to offer proper data protected
environments will be the ones that see their cloud computing thriving.
After clearly stating in the beginning of 2011, the lack of interest of the United States officials to
negotiate on data protection themes, European Commission Vice-President Viviane Reding
acknowledged that discussions held in 2011 and 2012 revealed a firm commitment for personal
data protection for both parties (Reding, Bryson, 2012). Both the European Union and the United
States show interest when it comes to the other side’s data protection developments, as indicated
by the recent joint statement that “The transatlantic digital economy is integral to our economic
growth, trade and innovation. Cross border data flows are critical to our economic vitality, and
to our law enforcement and counterterrorism efforts. We affirm the need to promote data
protection, privacy and free speech in the digital era while ensuring the security of our citizens.
This is essential for trust in the online environment.” (EU-US Summit, 2014). In practice the
steps taken by the EU to approve Microsoft’s cloud commitments was a good indication of this
(EU Commission, 2014), however in practice it appears to be more difficult as only a few weeks
later a judge in the US ordered Microsoft to hand over a customer’s email, which were held on a
server in Europe (BBC, 2014).
The recent regulation drafts presented in the beginning of 2012 were essential in bringing the
EU’s and US’s regulatory systems closer, at least regarding guiding principles (Reding, Bryson,
2012).
The United States is probably one of the few countries empowered with the luxury of refusing or
showing reduced interest when it comes to negotiating regulations with the European Union,
Smaller countries however that are on the lookout for increasing their cloud computing reach,
view the start of negotiations as an opportunity, rather than an imposed act. For example, Japan
initiated its first private-sector data protection law in 2003 after publicly declaring that it targets
to comply with Europe’s data-export protection rules. (Adams, Murata, Orito, 2010) The US’s

self-regulatory system significantly differs from the soon to be one-stop-shop approach proposed
by the European Union.
Differences in domestic data privacy systems are not a 21st century novelty. Going back to 1980
with the adoption of the OECD Guidelines and subsequent APEC forum, international efforts
have been initiated for the development of a common framework for data protection. (Reisman,
2012) Being a signatory of international, globalised regulations does not guarantee a follow-up
implementation within the domestic market. This was the case for the United States that did not
implement the OECD Guidelines after signing the document.
Although consistent steps have been made towards the reduction of the differences between
Europe’s data protection legal system and the countries that dominate outside the Europe
framework, new collisions in ideas are expected to emerge once discussions start to take the form
of adopted rules. Issues with the new EU proposal may arise if approved and implemented in the
current format, as the regulation indicates about prohibited “transfers of personal data to
countries which do not ensure an adequate level of protection.” Currently 80% share of the
global ICT market is still unable to meet this request coming (BSA, 2012), as the compromise of
closing a contract between the data controller and the recipient that can ensure protection is
“very difficult to implement, particularly in cloud computing that entails that continuous transfer
of personal data” (European Parliament, 2012).
Rated with a lower impact on cloud activities is its positive effect on the competition level, the
so-called “jurisdiction shopping” may come into play where users embark on a lookout for
jurisdictions that can offer the protection level they require or that could bring competitive
advantages. On the contrary, the 90% of individuals and organisations that feels overwhelmed by
the general confusion when dealing with cross-border data transfers that should be a primary
concern for the state institutions (European Parliament, 2012).
The European Union has set a very ambitious Digital Agenda that spans up to 2020, one major
strategy of this is to “Accelerate cloud computing through public sector buying power” which
will help build a single EU market for cloud computing (European Parliament, 2012). While

analysing this opportunity of crossing European borders while enhancing cloud services, does
lead the European Union to be criticised for the harsh regulations that would further isolate it
from any other country or region that is not considered sufficiently developed from data
protection perspectives, while the European Union has every right to fear crossing its borders
through international data transfers, especially to countries that do not have a modern cloud
regulative system in place.
Table 6.4 provides a simple impact matrix between different data protection laws between the
EU and non-EU countries.
Critical impact

•

Discussions held between world’s economic powers are still
conducted in the light of restricted domains, and not on a
general, comprehensive level.

•

Regulations practiced by major players are contradictory and
difficult to be tracked from EU’s perspective.

•

Even if less differentiated regulations are defined, from
development to actual implementation there is a hard and long
road to be covered.

•

Increased diversity around cloud computing world, which
leads to barriers in risks assessment for European institutions
when crossing Europe’s borders.

•

Very high confusion sensed among individuals and
organisations regarding liability issues.

Medium impact

•

Different scales of interest across cloud computing world for
submitting to a global set of regulations

•

Possible closure of EU’s borders to unsecure countries, rated
as medium given the fact that this regulation is not yet final;
once and if implemented this situation will entail a critical
impact to the industry.

Low impact

•

The influence deployed by smaller self-regulated countries –
low impact at national, regional or global level, but could make
the difference between profitability and bankruptcy for certain
companies that operate in those designated environments

•

Jurisdiction shopping, that increases the competition among
countries for assuring they get as much as possible from the
global cloud market.

Table 6.4 Impact of different data protection laws between the EU and non-EU countries

6.6. Binding Corporate Rules
Even with GDPR currently in place and the undefined area of third countries adequacy
assessment leave a gap in the data protection area that cannot be covered easily through
legislative efforts. Indeed, the European Commission is actively engaged in reformation
processes that target to clarify the missing pieces, while modernising the legal framework, but
this is viewed as a long-term result.
Besides the extended duration of legislative reforms, analysed proposals could be implemented
in a very distinct format than the one when they were initially proposed. Taking all these aspects
into consideration, it is imperative that at least a partial clarification and solution be introduced
while the more advanced legislative process unfolds. “Binding corporate rules (BCR)” is a term
that is increasingly used when it comes to international data transfers that imply third countries.
The approval of the binding corporate rules given by one national authority is also enriched with
expansion coverage power over all national authorities in the light of GDPR.
After a successful application of binding corporate rules at the level of controllers, the Article 29
Data Protection Working Party advanced to another level by adopting in June 2012 a working
document on binding corporate rules for processors, both companies and data protection
authorities. BCR are viewed as “internal rules applicable to entities of a multinational company
and contain key principles legally covering the transfers of personal data coming from the
European Union”. They are regarded as an alternative to the Safe Harbor Principles and the

European Commission’s Standard Contractual Clauses. When transcended at the level of
processors, binding corporate rules should be able to provide clients with the security and
privacy of their data under European Union data protection regulations. The Article 29 Working
Party’s working document provides processors with a conditions checklist that must be fulfilled
for being granted their adequacy (Data Protection Working Party, 2012).
The A29 DPWP working paper also came as a response to the industry’s numerous requests to
move the usage of binding corporate rules at the level of processors as well. There are also
voices that demand BCRs to be included for community cloud, considering that there might be
cases when community members that belong to different corporate groups might own similar
interests. Even though improvements at the level of binding corporate rules are definitely a step
forward, their approval process remains a long and expensive procedure under the current
regulations. While Member States grant approval based on diverse conditions, there is still a
range of Member States that tends to remain on the safe side requesting an individual approval
for each transfer under an already approved BCR (Hon & Millard, 2012).
If applied on a large scale, binding corporate rules may solve one of the main issues implied by
both adequacy findings and Safe Harbor compliance, with their restrictive geographical reach. In
a July 2012 paper on cloud computing adopted by the Article 29 Data Protection Working Party,
the organisation states that companies that export data should act with increased diligence and
question the statement of the data importer that it owns a Safe Harbor certification. Also, cloud
clients should verify that standard contractual terms comply with national requirements
regarding contractual data processing (Data Protection Working Party, 2012). Global technology
adoption and tectonic plates.
This research has highlighted the global nature of cloud computing and how it resulted in rapid
adoption in many applications around the world. The chapter argues that with such global
technology adoption, there are likely to be areas for clashes between nations and regions, much
like the fault lines between tectonic plates. The example used is to focus on data protection
regulation and explore the significant challenges and emergent issues from a legislative
perspective. This provides interesting perspectives to inform policy makers covering data

protection and cloud computing services and provision, as well as on a more generic level the
global technology adoption processes and phenomena.
There may be many other areas for fault lines to emerge such as cultural differences. For
example, due to historical reasons, many countries within Europe have as a culture of secrecy
that would be almost unimaginable in the United States. One of the biggest social divides
between the US and EU is highlighted in how European law protects confidentiality verses the
US ethic of free speech and sharing feelings and information (Huie, et al, 2002). A specific
example of the differences is how revelations that the US National Security Agency conducted
surveillance on world leaders, such as German Chancellor Angela Merkel, which is now causing
series harm to transatlantic relations, simply because Europeans take it for liberty and that the
individual has a right to information self determination to be a protected basic right (Porsher, et
al, 2013).
For the adoption of a global technology modal, it is recommended that the aspect of checking the
legal data requirements for legislative feasibility before a technology is deployed to ensure legal
compliance within a specific country or region which is taken from the framework for assessing
and implementing HPC opportunities (Eldred, et al, 2014).
The below figure provides a framework related to the data protection laws and issues and
consolidates the key findings from the research conducted in this chapter. Step one is to assess
the data protection impact on the reach of jurisdictions as indicated in Table 1, if the impact is
low then the potential solution could be implemented within the cloud, while if the impact is
medium or critical the solution would need to be assessed against the current legal barriers with
the General Data Protection Regulation as indicated in Table 6.3 and Table 6.4. The next step is
to try and remove barriers either through adding safeguards (such as by using corporate binding
rules), change the solution scope or ultimately by considering not using cloud.

Figure 6.2: Framework for assessing EU legal impact of going for a cloud computing solution
This framework above in Figure 6.2: Framework for assessing EU legal impact of going for a
cloud computing solution offers a practical approach for assessing the EU legal impact of going
to a cloud computing solution and can easily be combined with other frameworks that look at
measuring the risk of cloud computing. One specific modal is the practical framework for
managing cloud computing risk (Foley 2013). This framework evaluates the risk of an
organisation in an easy to follow low, medium high rating by assessing two variables: the
criticality of the business process being supported and by the sensitivity of the data stored in the
cloud, however this framework does not look at the reach of jurisdiction and the legal impact of
the data and when combined with the framework for assessing EU legal impact of going for a
cloud computing solution can offer a practical solution for organisations wanting to manage the
risk of cloud computing.
Along with being relevant for other risk framework or modals it can also be relevant to other
areas of cloud provision, for instance it could be applied to the financial services industry

particularly in capturing the underlying fault lines of which data protection is a key issue.
Approaches to financial risk modelling have not improved since after the global financial crisis
of 2008 (Chang, 2014). The business intelligence as a service in the cloud modal offers a
solution to this via its dual approach to compute risk and pricing for financial analysis. However,
the BIaaS modal is not easy to fully implement due to privacy and data ownership issues
(Change, 2014), such as how personal data which is operated by multinationals operating on
different continents and using cloud services again operating across different continents may
inadvertently be breaking EU law. Another example of use within the financial services is how
the framework can be combined with the conceptual financial cloud platform that is based on the
Operational Risk Exchange that includes 53 banks from 18 countries that use the platform to
share operational risk data and provide useful feedback for participating banks about their
calculations (Chang, 2014).
The framework for assessing EU legal impact of going for a cloud computing solution can ease
the complexity by assessing the data protection impact of reach, the potential legal impact and
then by implementing the necessary removal safeguards for legal compliance for both the BIaas
and conceptual financial cloud platform.

6.7. Data Collection & Analysis
To follow on from the legal aspects of data protection, cryptography was considered to look at
the impacts it would have on cloud and in the drive for more connected devices (IoT).
A short survey was conducted on a sample of 39 IT managing professionals coming from a host
of industries such as retail, finance, manufacturing and petrochemicals. The question asked the
importance of cryptography in cloud IoT on a rating scale of 1 to 5, with 1 being very low and 5
being very high. The participants selection criteria were that they needed to be involved
with setting up the organisations cloud strategy, substantial management scope (over $5 million
budget, and 50 people). The expectation of the survey were to understand the perception that
cryptography would have on cloud IoT and if this would be a prevailing theme, with the
hypothesis being that it would be an importance aspect. As shown below in Table 6.5.

Mean Standard

P Value

Deviation
3.33

1.108183277 0.002565532

Table 6.5 Importance of Cryptography in Cloud IoT
The mean resulted in an average over neutral in terms of the importance of cryptography, slightly
moving towards the importance of cryptography in cloud IoT. The standard deviation was a little
over one place, while the p value indicated a null hypothesis.
The participants then answered if they had engaged in a cloud iot project, of which the majority
(74.358%) said no and then if they would go to a cryptography arbitrator or forensic specialist in
the event of a data-breach of which a slight majority (53.846%) indicated they would. The data
collection calculated yes as a one and no as a zero. As shown below in Table 6.6.
Question

Response
Yes

Have you engaged 10

No

MEAN

STANDARD
DEVIATION

29 0.25641 0.538

in a
cloud iot project
Is a crypto-

21

18 0.538461 0.505035

arbitrator relevant
Table 6.6 Yes or No Survey Questions
A further detailed look to determine if industry played a role provided inconclusive as the data
was similar across all and did not stipulate that it was specific to the energy industry. This results
in the aspect that globally the participants believe that cryptography arbitration is relevant.
When this is taken into consideration along with the previous research in terms of simulation as a
service, we can then determine that the knowledge in this space is limited in terms of the
technology and in the legal aspects of what to do in a data-breach scenario when it comes to
cloud.

Assuming that more connected things will require more advanced simulations that require
specific workloads, we can determine that demand for HPC workflows in the cloud will increase.
Looking at it from a purely technology perspective and in the terms of the current legal systems
nothing is different in relation to the legal exposure of cryptography from an industry perspective
at this time of writing.
The collection of this research has resulted in the formulation of a decision framework for
running HPC workloads in the cloud or within a cloud based IoT network. As shown below in
Figure 6.3 HPC Decision tree.

Figure 6.3 HPC Decision tree

Risk Topic

Defining Questions

National data

Is there specific regulation defining that subsurface data needs to stay within a specific jurisdiction, and what

repository for

conditions are placed on exporting it out of country? In cases where the data cannot leave the geographical

subsurface data

boundaries of the country, the options for HPC cloud may be limited. Ensure that the service provider is
explicit about the location(s) where the job would run and who would have sovereignty over the data.

Data

What are the security certifications of the service provider? What security processes and technologies are in

confidentiality

place to ensure almost negligible or zero data loss? What processes and technologies are in place to ensure
that no unauthorized access is given to any application, machine, program or person? How frequent is the
auditing done, and how frequently can checks be done by third parties on the service provider?
If the service provider needs to follow certain specific guidelines, or if security audit checks need to be
conducted at regular intervals, then discuss this in advance with the service provider. What sort of encryption
(if any) is required for subsurface or engineering data, and at what stage (that is, during processing or
simulation)?

HPC

Does the service provider support InfiniBand (a computer networking communications standard used in

requirements

HPC)? Microsoft Azure and Google support InfiniBand. Amazon provides EC2 placement groups and using

availability

placement groups enables applications to participate in a low latency, highspeed network. Does the
independent software vendor (ISV) support containers or dockers?
Many vendors and service providers may claim to support HPC on cloud. Ensure that they understand the
basic requirements of HPC on cloud, and that it is not just a normal enterprise cloud being repackaged and
sold as HPC cloud.

HPC cloud

How is licensing provided? HPC cloud software licensing is one of the major stumbling blocks preventing the

software licensing

adoption of HPC cloud software. Some large vendors have started providing pay as-you-go licenses, but most
of the smaller software providers still provide their keys through dongles. Some software has location-based
licensing, which limits the ability to run the software outside a specific country or region.

Data availability

Does the data move out of the campus? What precautions does the service provider take to ensure data
security? Does the provider have private circuits into the cloud platforms? What are the service provider's
data availability guarantees, and under what circumstances? What are the penalties in case of any outage or
lower performance? What data loss prevention measures does the service provider take during routine
operations?

Business continuity

What would be the business impact in case of service outage from the service provider? What are the service

planning

provider's backup plans?

Disaster recovery

What thoughts have gone into the DR plan for upstream modelling and engineering modelling so that

(DR)

business can continue in the event of an incident? In case of a disaster, what are the failover plans? Where
does the service provider host the primary and secondary solutions? What is the failover time? What would
be the maximum impact in the disruption of services in case of a disaster? Does the service provider conduct
regular DR drills? What are the best and worst times recorded by the service provider?
Recheck the past DR drill reports of the service provider and ensure that an internal impact assessment is
conducted in case of a disaster.

Service provider

How long has the service provider being in business? In which geographies? What has been the service

maturity, capability

provider's reputation? Have other peers used similar services, and, if so, what has been their experience?

and surety

What are the chances the service provider would go out of business very soon or be bought by another
player? What operational and security certifications does the service provider have? What are the penalty
clauses in the service agreement or contract?

Service quality

Has the service provider understood your service quality requirements over the various critical periods —
year, month or quarter? What service levels are required during those periods? What extra measures are in
place to ensure that service quality is met? Is the business aware of the quality measures being implemented
at the service provider's location, and has the service provider agreed to those measures?

Governance

How are your management, control, monitoring and auditing requirements taken care of — by the service
provider and by the managed service player?

Cost control

Does the organisation have a cost model for controlling costs? Cloud HPC pricing can fluctuate while
calculations are happening, especially when connected with the priority assigned to a job. In such cases, it can
be hard to manage a compute budget, and if a firm is heavily using cloud HPC, the cost may end up being
higher without a cost control framework in place.

Table 6.7 Risks and Defining Questions

6.8. Conclusion
With organisations benefitting from performance, innovation and technological evolution from
cloud computing in recent years, a consequence has been that even GDPR within the EU is not a
silver bullet for full transparency, control and adoption of cloud computing. In many
circumstances, organisations have often renounced their plans to enhance the usage of cloud
computing or were forced to spend considerable resources in order to become legally compliant
to avoid penalties from becoming incompliant with GDPR.
It is recommended that contractual provisions be viewed as an indispensable ingredient for an
efficiently protected cloud environment. In order for the cloud-computing industry to move to a
more stable and consistent environment, countries and organisations must obey to the muchneeded requirements of collaboration, communication and the ability to find common grounds.
These directions should lead the objectives setting for cloud-computing major players, as after all

“a healthy national market for cloud computing does not necessarily translate into a market that
is attuned to the laws of other countries in a way that lets data flow smoothly across borders”.
“Countries that wall themselves off are doing real harm” (BSA, 2012).
This research has made contribution in the following areas. Firstly, it provides a robust case
study of clashes (or fault lines) on a global scale between the data protection legislation in the
EU and non-EU countries. It also provides some guidance on how to address these clashes.
Secondly the research has made contribution in providing a snapshot of the current state, the
thinking and processes around cloud-computing data protection issues. As such it provides a base
for future research to compare and explore the result of changes and future interventions.
Thirdly, the research makes contribution by providing an example of the global technology
adoption phenomena which are highlighting clashes between national, cultural and legal norms –
the analogy we use are ‘fault lines’ between the global societal tectonic plates. The case example
of data protection legislation also adds insight on how these fault lines can be addressed from a
practical level. Consequently, the research hopes to make contribution to practitioners
(particularly cloud service providers and potential cloud service users), to technology adoption
researchers and to policy makers.
This research has limitations in that it does not look further into the impact of the differences
between EU and non-EU countries from a regional perspective and in terms of what proposal
may come from third party countries. The research also does not take into account other laws,
which are closely linked with data protection such as privacy and human rights laws. Other
aspects such as the technical advancements of moving data between different types of
technology could also be covered. Additional work could build upon the framework for assessing
EU legal impact of going for a cloud computing solution and could look at the fault-lines for the
multi-dimensions for the business and technology environment bringing out a generic version for
a wider set of issues such as social, ethical norms, politics, business practices, corporate rules,
culture and technology, and infrastructure culture.
The technical aspect of the research follows on from the legal learnings and used secondary
research sources to get a deeper understanding of cryptography, how it works, key things to

consider. The analysis gleaned and identified that it had limited impact in terms of data
protection from a legal perspective. The research then identified that many organisations had not
implemented cloud iot but did foresee potential issues with cryptography arbitration. Following
on from the following research a decision framework was developed to assess how, when are
where to migrate HPC workflows to the cloud.

Chapter 7 - Research Project: Industry Context
7.1. Introduction

This section covers research undertaken as an industry research director at a global research firm.
The context was to do research within the industry this gave almost carte-blanche in conducting
research activities. This was one of the few times the organisation conducted robust academic
type research as part of its overall research portfolio.
The research itself involved multiple researchers as would be expected of the position. This
gave unprecedented opportunity of access to high level executives within the global industry at
large. This also raises challenges for participative research, however in this case the role was in a
pure research observer, again following the guidelines of Wood-Harper & Baskerville, to ensure
that the research was not directed for personal gain.
Digital oil field projects have been deployed in isolated organisational siloes that trap useful
information and limit the internal transfer of best practices. Digital oil fields" (DOFs) as digital
solutions that monitor and control plant/ equipment (for example, wells, flow lines, tank batteries
and gas processing plants) or functional activities (for example, surveillance and drilling), or
provide near-real-time visibility into overall performance in the field. Over the past decade, oil
and gas companies have implemented such a broad array of DOF solutions that the term "digital
oil field" on its own no longer has specific meaning. This research provides a framework that
advances the understanding of DOFs by distinguishing solutions according to their business
purpose and the time horizon within which they act (Gartner, 2015).
Oil and gas plants and equipment are designed for a long life. Much of the equipment put in
place from the 1970s to the 1990s is still in operation today (much of it still running on analogy
backbones). Robust maintenance practices are essential to keep this equipment operating at
expected levels of performance without incident, especially under the harsh conditions of remote
field locations. Early DOF solutions combined data from equipment-mounted sensors together

with maintenance records to identify patterns and implement more sophisticated maintenance
programs. Over time, these solutions matured. They now incorporate sophisticated analytic tools
capable of identifying subtle patterns in the streams of operational data that can be used for a
variety of purposes.
•

Operational — Monitoring and controlling plant and equipment such as wells, flow
lines, tank batteries and gas processing plants

•

Strategic — Building organisational capabilities by leveraging data to improve
functional activities such as drilling and production operations

•

Enterprise — Enhancing business management practices with real-time data and
advanced analytics to optimise overall business performance

7.2. Methodology
A global survey on digital oilfields was conducted that identified survey candidates from 150 of
the leading oil and gas companies worldwide. Specific requirements for candidates were that
they should be involved in implementing digital sensor/ software or hardware solutions for
operations at an enterprise wide, regional or site-specific level. IT managers were identified as
good initial candidates to contact; however, due to the fragmented silos of DOF management, the
list also included business users such as asset, drilling and completions, and engineering
managers.
From the 150 companies only those companies with revenue over $1 billion were invited to
participate. The survey collected data from 66 participants from a variety of operating companies
(national oil companies, integrated operating companies and independents) from across the
globe. The survey gathered quantified data about DOF investments across a broad array of O&G
operating assets, including conventional onshore, unconventional onshore, shelf offshore, deepwater offshore and liquefied natural gas (LNG).

It was explained to the candidates that the survey was intended to introduce a framework that
would enable DOF solutions to be grouped based on similarity of purpose across companies,
thus enabling meaningful, like-to-like comparisons. Participants were given the choice to
respond by phone or via email on a strictly confidential basis. Not all survey participants were
able to answer the questions on the top three technologies used to manage data (54 respondents;
see Figure 7.1 Benefits from DOFs).

7.3. Results and Analysis

Figure 7.1 Benefits from DOFs

Figure 7.2 . Geographic Location of DOF Survey Participants
The data shows that DOFs address a very broad range of benefits across companies. Twenty-nine
different benefits were identified. Of these, 22 benefits were identified as the No. 1 choice for at
least one participant. The top benefit (to increase or optimise production) was the No. 1 choice
for only 23% of the respondents, meaning that more than three of four companies had other top
benefits for their DOF investments.
These findings are consistent with four concepts:
•

DOFs provide direct benefits to all functional domains including exploration, drilling,
completions, production operations, capital projects, and health, safety, security and
environment (HSSE) management.

•

The large number of top benefits implies that DOF projects follow a bottom-up approach,
which means that individual investments are designed to meet the unique needs of local
organisational and functional siloes independently from any overarching strategy for
priority list.

•

DOFs have become more sophisticated, and each is delivering multiple types of business
and operational value.

•

The combination of a broad range of benefits being pursued in multiple layers by bottomup teams in an isolated and independent fashion suggests that O&G companies may face
a difficult organisational challenge managing DOF solutions over their entire life cycle.

Figure 7.3 Top Priorities for Current Investments in DOFs
•

The top category for DOF priorities is "Improve business or operational performance of a
specific business asset or region" (50%). These results directly align with some of the
benefits listed in Figure 40, such as to "Increase production/optimise," which was the top
priority in that chart.

•

The second-highest category is "Improve business performance across multiple regions,
assets or functions" (36%). These results are consistent with the notion that historical
DOF projects have followed a bottom-up approach, but that greater priority is now being
given for enterprise solutions.

•

The vast majority of participants (86%) categorise their individual DOF instance into one
of the above categories. These results are consistent with the notion that DOF solutions
have become essential elements in business strategy for O&G companies.

•

The category "Improve the performance of plant, equipment or operating teams in one
specific location" was designed to represent the original driver for early DOF
investments. Now only 8% of DOFs were placed into this category. On the surface, these
results might suggest the notion that investments focused on plant and equipment have
dropped in priority. However, earlier results established that individual DOF instances
are now associated with multiple forms of value.

•

A similar situation exists for DOFs categorise under "Improve performance of a
functional activity, such as drilling, across the company enterprise." A future report will
compare the responses between participants from conventional business assets to those

from unconventional assets, as well as differences between types of reporting companies
(for example, integrated versus independent).
Oil and gas has been investing in DOFs for over a decade. The survey results clearly show that
O&G companies plan to continue making significant additional DOF investments in the future.
Nearly nine of 10 participants had defined plans for future DOF investments. Of these, the
majority (60%) plan to maintain investing at levels consistent with their 2014 program. Beyond
that, 36% plan to invest at significantly higher levels. Only 3% plan to decrease future
investments from current levels.
Participants were asked to categorise their priorities for future investments and the results
indicate:
•

"Improve business or operational performance" is still the top category for investment.

•

However, looking at only the top priority (as in, excluding second and third priorities),
the data shows that, in contrast to Figure 41, respondents elevated "enterprise level" DOF
investments (for example, "Improve business performance across multiple regions, assets
or functions") to the top category (41%).

•

Participants selected "Improve business or operational performance of a specific business
asset or region" as their second highest priority (35%). However, the Borda count, which
created a composite score across the first, second and third priorities, found that this was
still the top-ranked category.

•

This data supports the notion that power is shifting from business assets to the enterprise
in O&G companies — at least with respect to optimising business performance.

•

As before, these results raise a potential challenge for most O&G companies, which may
not have appropriately defined organisational roles for managing the required integration
and orchestrations demanded by enterprise DOF solutions.

Figure 7.4 Priorities for Future DOF Investments
Looking at the data for the first, second and third priorities for future investments, shows that
multiple forms of benefit are expected from future investments. When the top three priorities are
considered.
•

Enterprise optimisation: Improve overall business or operational performance (of the
enterprise or a business asset).

•

Strategic optimisation: Improve functional performance of a functional activity, such as
drilling, across the enterprise.

•

Operational optimisation: Improve the performance of plant, equipment or operating
teams in one specific location.

Prior studies conducted by others prior to this survey have typically found that "sustainability" is
a significant issue for investments. In this context, sustainability refers to an organisational
ability to manage an investment over its entire life cycle. To investigate this issue, the survey
asked a series of questions to identify the organisational entity responsible for managing the
DOF at various stages of its life cycle.

Figure 7.5 . Responsibilities for Defining Purpose/Scope vs. Maintaining Performance
Examining the survey results for the "defining purpose and scope" stage shows that, at this stage
of the DOF life cycle, responsibility/accountability is broadly aligned.
The top two roles accountable for DOF decision making are "regional or asset business
managers" (30%) and "corporate business managers" (23%). These results are consistent with the
previous results, that the top priorities for DOF investments are business and operational
optimisation.
•
•
•
•

Functional managers at the corporate level (20%) and regional/asset level (15%) also
represent significant portion of the decision makers at this life cycle stage. While they are
consistent with the secondary and tertiary goals shown in

Figure 7.4, it is interesting that the weight of these decision makers, which totals 35%, is
much greater than the weight of DOF instances that were classified as "strategic" (as in,
focused on functional optimisation) of only 5%. This suggests that there may be an

•

equivalency in the minds of some participants between functional improvements and
business performance.
Together with a small number of DOFs for which site managers are the decision makers,
business and functional roles account for 91% of the decision makers at this stage of the
DOF life cycle.

•

The survey also showed one unexpected result. For 8% of the DOFs surveyed, corporate
IT managers were responsible for making decisions about definition, purpose and scope.
While still a small percentage, it is a clear indication that the expectations for IT may be
changing from traditional support roles.

Results for the "maintaining end-to-end performance" stage show the composition of decision
makers at a later life cycle stage:
•

The number of roles making decisions at this stage has increased by 50% to a total of
nine.

•

Of all the roles included in the survey, only corporate business managers did not have
decision rights for at least one DOF.

•

The top two roles are both IT roles, with regional or asset IT managers having decision
rights for 30% of the surveyed DOFs and corporate IT managers have decision rights for
24%.

Clearly, the survey results show a shift in responsibility among roles after the initial investment.
During the "definition of purpose and scope" stage, business/functional managers are making the
decisions 91% of the time. However, once operational, responsibility for DOF decisions shifts to
other roles, with IT roles being the largest at 54%. There are a number of potential contributing
factors:
•

Site management takes greater control.

Site operations roles increased from 3% to 11% between the life cycle stages. And
regional/asset/functional manager roles increased from 15% to 18%. However, the total for both
only amounts to 29% in the later life cycle stage.
•

DOF solutions acquire multiple owners.

Earlier results showed that DOF investments are leveraged more than once to generate multiple
forms of business benefit (see Figures 40 and 42). This notion is consistent with the overall
growth in roles accountable for end-to-end performance from six to nine.
•

IT is the natural owner for shared DOF solutions.

IT is a suitable entity for managing solutions that are primarily technical in nature, and also is
well suited for balancing performance priorities among multiple business/functional siloes. This
is consistent with the growth in responsibility of corporate IT managers from 8% to 24% and
substantial increase in the role of regional or asset IT managers from 0% to 30% (the largest
single role).
•

Barriers Must Be Overcome to Realise the Aspirations of Future DOF investments

Clearly companies have significant aspirations for the impact of DOFs on business performance
as shown in Figures 40, 41, 42, 44, 45 and 46. However, as DOFs increase in scale to cover
multiple business siloes and increase in scope to address multiple types of value, many
significant barriers to progress can be expected to appear. Accordingly, this survey gathered
information about the specific barriers that companies faced in achieving their aspirations for
DOFs.
Given the remote locations of most company assets, it is not surprising that "communications
constraints to the field" is the top barrier to progress. This is a fundamental technical challenge
for all industries, not just oil and gas. Often there is no solution for the extreme locations where
operations conduct business. When solutions do exist, they can be extremely expensive and have
limited bandwidth (for example, satellite links to deep-water rigs). Oil & gas companies closely
monitor the progress of leading-edge communications technologies (such as point-to-point laser).
And they closely monitor the expansion of commercial communication services (such as fiber
down the west coast of Africa) in the remote areas they operate. In addition, they continuously
explore the suitability of enhancement technologies (such as high-compression algorithms) and
"edge" appliances (which shift some of the data analysis burden to field locations, minimising
the bandwidth required back to business locations).

Figure 7.6 Top Barriers Impeding Progress for DOFs
Beyond technical barriers, Figure 7.6 shows that three of the next eight top barriers relate to
challenges with organising and analysing the information from DOFs:
•

Weak and fragmented data integration (total of 44%)

•

Weak or fragmented data standards (total of 29%)

•

Weak or fragmented analytic capabilities (total of 25%)

These barriers are once again consistent with the notion that DOF projects are implemented in an
isolated, bottom-up approach.
However, when their data needs to be combined with data from other DOFs, or with data from
other systems such as asset, financial or transactional data, weak standards and fragmented
approaches become significant barriers to progress.

The use of advanced analytics to discover new business, operational and technical depends upon
integrating data from multiple sources. These sorts of barriers will cripple the ability to advance
data-driven optimisation of business performance in oil and gas companies.
The data presented previously on the nature of future DOF investments shows that they aspire to
achieve a broad range of value and benefits. Without mitigating action, these barriers can be
expected to impact the rate of progress.
The remaining three top barriers relate to challenges in obtaining the resources necessary to
accomplish DOF objectives:
•

Unclear organisational ownership (total of 32%)

•

Funding limitations (total of 30%)

•

Weak or fragmented governance over investments (27%)

These barriers are consistent with previous findings which identified a lack of clarity regarding
the management responsibilities for DOFs across their entire life cycle.
One interpretation of these results is that these barriers are the root cause for the other barriers
(except communications). This notion is supported by data from other sources (primarily Gartner
client interactions), which indicate that most oil and gas companies lack a clear strategy for
orchestrating DOF investments and achieving multiple types of value.
Without clear accountability for creating a comprehensive DOF strategy, and for managing
future DOF investments across their entire life cycles, oil and gas IT organisations may face
funding challenges and follow inconsistent priorities.

Figure 7.7 Top Three Technologies Used to Manage DOF Data
Of note is that the top two categories cited for DOF data management are production
management and control and automation. This indicates that DOF activity is still very much
focused on the day to-day process of monitoring and controlling production. Application areas
that are more long term in nature, such as advanced modelling and asset management, are
significantly less likely to be the centre of focus.
A number of respondents cited business intelligence (15%), custom development (13%) and
enterprise IT (9%) as the applications where they manage DOF data, thereby raising questions
about what data is going into these systems and how they are used. Most enterprise IT and BI
systems are not designed to manage the streaming time series data (OT data), which is core to

DOF activities. Most likely, these applications are used primarily for DOF reporting, and, as
such, are less strategic to the overall DOF mission.
Overall, the data indicates that O&G companies have yet to find much common ground on the
best way to manage the wide range of data types and sources needed by DOFs. At the same time,
it also indicates that DOF solutions cover the value chain from exploration to production, since it
includes reservoir, drilling, engineering, production and asset management data, with the core
focus being day-to-day production operations. As the market for DOF technology and
applications matures, the fragmentation shown in this survey will decline and more
comprehensive solutions will emerge.

7.4. Applications Used for Data Analysis
The top three vendor technologies being used to analyse data from your organisation's digital oil
field, are mostly the same as those listed in the question for Figure 7.8, but, as might be
expected, the responses were different.

Figure 7.8 Top Three Technologies Used to Analyse DOF Data
As with the survey results regarding the applications used for managing DOF data (see Figure
48), it is telling that production management and control and automation polled as highly as they
did. Typically, these applications are limited in their analysis capabilities, and the only
conclusion that can be drawn is that a limited amount of analysis is being done where they are
used. These applications will be predominantly used for daily production calculations and realtime analysis of equipment status, not for any type of advanced DOF analysis.
Also of interest is how highly business intelligence polled (59%). BI typically is used to analyse
business data and create reports on business performance. The strong showing of BI indicates
that, in addition to effectively managing day-to-day operations, significant investments are being

made to analyse and report the business results of DOF activities. BI typically would not be used
as an advanced analytics platform for analysing OT data in support of optimising DOF activities.
Advanced analytics polled quite low (8%). Tellingly, the use of spreadsheets polled significantly
higher (18%) than advanced analytics. This points to two conclusions: (1) DOF use of analytics
is still early; and (2) advanced analytics solutions, which address the needs of DOFs, are still
limited.

7.5. Data Storage and DOF Standards
The geographically dispersed nature of the O&G oil and gas industry creates multiple challenges
in terms of "where and how to store DOF data" as well as industry and governmental standards
for the "if and how data can be transported or shared" aspect. There are significantly different
architectures required for storing data, depending on whether it is stored at the site location, at
regional or functional locations, or at a central corporate location. In Figure 7.9 this is indicated
by 48% of survey respondents storing data at a central location, 24% storing at a regional or
functional level and 23% storing at the site location, while only 5% stored data in a company
managed cloud. In fact, the No. 1 barrier to DOF adoption is communication to remote sites (see
"Survey Analysis: How Business Aspirations and Challenges for Digital Oil Fields Provide
Opportunities for IT"). This is further complicated by various regulatory agencies and vendor
commercial licenses, which can dictate that certain data must stay in-country. As shown below in
Figure 7.9.

Figure 7.9. DOF Data Storage Sites
The data in Figure 7.10 clearly indicates a mix between industry and vendor standards, along
with the need for proprietary site and regional standards. One significant issue involves the
alignment with vendor standards, which may not necessarily enable the streamlining of data
integration between the various key categories within DOFs. Only 11% of respondents indicated
that they had no formal standards.

Figure 7.10 Data Standards for DOFs

Figure 7.11 Current Analytic Priorities for Digital Oil Fields

7.6. DOF Framework
Oil and gas plants and equipment are designed for a long life. Much of the equipment put in
place from the 1970s to the 1990s is still in operation today (much of it still running on analog
backbones). Robust maintenance practices are essential to keep this equipment operating at
expected levels of performance without incident, especially under the harsh conditions of
remote field locations. Early DOF solutions combined data from equipment-mounted sensors
together with maintenance records to identify patterns and implement more sophisticated
maintenance programs. Over time, these solutions matured. They now incorporate
sophisticated analytic tools capable of identifying subtle patterns in the streams of operational
data that can be used for a variety of purposes.
As DOF solutions continue to grow in sophistication, using them to improve overall business
performance is becoming a top business priority for most of Gartner's oil and gas clients. They
now offer three levels of benefit:
•

Operational — Monitoring and controlling plant and equipment such as wells, flow
lines, tank batteries and gas processing plants

•

Strategic — Building organisational capabilities by leveraging data to improve
functional activities such as drilling and production operations

•

Enterprise — Enhancing business management practices with real-time data and
advanced analytics to optimise overall business performance

Unfortunately, at the enterprise level, oil and gas companies struggle with fragmented
information management and analytic tools. Low degrees of integration among systems,
questions of data integrity (often the result of data being designed too narrowly for use in
broader, higher-level analysis) and lags in reporting timelines can make it difficult for
executives to make accurate, timely decisions. Even when a comprehensive architecture,
strategy and governance model has been defined, limited adoption by business assets often
cripples enterprise-level effectiveness.
Consequently, despite a significant investment in DOF solutions, oil and gas companies
continue to face significant challenges in leveraging real-time operating data for business
improvement.
Deployment of DOF solutions is typically highly decentralised, and project teams have few
controls over the technologies they select, the methods they use to manage information and the
mechanisms they adopt for security. DOF implementation projects typically focus on nearterm priorities and have narrowly defined scopes that focus on a singular objective (such as
scheduling efficient and economic maintenance of producing wells). Projects typically
implement a tactical solution based upon a specific vendor technology such as Spotfire,
Tableau, QlikView or Babelfish. This approach offers a fast path to valuable new operational
capabilities. However, this approach creates isolated solutions that bundle "monitor/alert"
capabilities (which often need to be customized for specific assets) together with "performance
analysis" capabilities (which are usually improved when they are integrated and stardarised).
This decentralised and fragmented approach for implementing DOF solutions almost always
has the unintended consequence of crippling more valuable analytics at higher levels.

Sourcing of certain operations activities is another major challenge that oil, and gas companies
face in managing their DOF investments. Upstream oil and gas companies are extensive
consumers of external services and are supported by a large ecosystem of providers. Sensing
opportunity, providers of all types are rapidly introducing a variety of interesting, but often
isolated and immature, DOF services to their catalogs:
•

Original equipment manufacturers (OEMs) such as GE are offering services to
monitor and analyse the data streaming from their equipment such as compressors.

•

Vendors of plant control systems offer similar monitoring and analysis services for
plants such as gas processing stations.

•

Oil field service companies such as Baker Hughes are providing broader DOF
services. They will monitor the performance of plant/equipment from multiple
manufactures, as well as the performance of the oil field services that they provide.

•

Emerging vendors, such as Verdande Technology, offer analytic services that
process operational data with specialized techniques for narrow functional
activities such as controlling non-productive time (NPT) during drilling

•

Offshore IT outsourcing companies, global system integrators, and ERP vendors
are now offering high-level monitor/analyse/alert solutions aimed at helping oil and
gas companies better manage an entire business asset (such as an unconventional
oil field or a pipeline).

Enterprise-level DOF solutions, on the other hand, are almost always developed internally.
They typically consist of a customized solution consisting of loosely integrated analytic tools.
Linking the elements within an enterprise DOF to generate reports or to conduct business
performance analysis requires significant levels of manual effort or a substantial amount of
expensive custom coding.
Given the isolated manner in which DOF solutions are deployed, it is not surprising that
accountability for managing them is unclear in most oil and gas companies. It is common for
the following management responsibilities of DOFs to be under resourced across their life
cycle:
•

Managing technology licenses and upgrades

•

Managing DOF-generated information

•

Defining and maintaining appropriate security

•

Integrating information and analytic constructs with other systems

•

Tracking and controlling total costs

•

"Sunsetting" at obsolescence

Fresh investments in DOF solutions are charging forward in multiple directions
simultaneously. A framework for classifying DOF solutions is needed to promote like-to-like
comparisons, identify best practices and manage interdependencies between individual DOF
solutions. However, no such framework has been widely adopted (or even proposed).

Figure 7.12 Time horizon vs Business objectives

7.7. Business Objectives
•

Operational Optimisation: Digital oil field solutions at this level use a variety of
electronic sensors to monitor and sometimes control the real-time operations of plant and
equipment.

•

Strategic Optimisation: Digital oil field solutions at this level reorganize lower-level data
and integrate it with data from other systems to monitor, analyse, model, simulate and
optimise the conduct of functional activities.

•

Enterprise Optimisation: Enterprise-level digital oil field solutions leverage operating
data to monitor, analyse, model, simulate and optimise overall business performance
through a variety of techniques such as dynamic scorecards and real-time collaboration
centres.

7.8. Time Horizon
Offline Analytics: Digital oil fields in this category seek to improve a broad range of
business capabilities and performance by combining data from multiple sources (e.g., realtime operations, business transactions, asset specifications and geotechnical models) to
enable advanced analytics that more accurately describe, diagnose and predict
performance, and improve decision making.
■ Real-Time

Performance: Digital oil fields in this category increase the transparency of

real-time conditions and directly improve the reliability, speed and effectiveness of
operational activities. They monitor operations in real time, provide broad visibility of
conditions, alert when conditions vary from expectations, automatically apply business
rules and (sometimes) initiate human/ machine workflow to address unique situations.

7.9. Type 1: Operational Analysis
Description: Type 1 DOF solutions gather and organize information (primarily from Type
4 [operations performance] DOFs) to conduct a wide variety of analytics aimed at
improving the performance of field equipment. These solutions employ a wide spectrum of
analytic objectives and techniques. These range from simple data visualisation (to increase
the transparency of operating conditions) all the way to intensive time-sequenced analysis
of multiple parameters to identify complex patterns that indicate an imminent or escalating
likelihood of an operating incident.

Value: DOF solutions at this level lead to better operating practices and parameters such
as optimised settings for submersible pumps. Improved operating practices result in:
•

More accurate and impactful operating decisions

•

Higher equipment performance

•

Lower operational risk

•

Faster and more appropriate responses to incidents

•

More accurate recording and classification of hydrocarbon flows

Challenges: The effectiveness of Type 1 DOF solutions is often hindered by fragmented and
isolated management of IT and OT domains, as well as by the adoption of multiple vendor
solutions that further fragment and isolate operating information. In many companies, the
situation is exacerbated by ambiguous accountability for responsibilities after a DOF project
has been implemented.

7.10. Type 2: Functional Analysis
Description: Type 2 DOF solutions gather and organize information to conduct a wide
variety of analytics aimed at improving the performance of:
•

Functional activities (such as the spud-to-production drilling process)

•

Engineering functions (such as "seismic while drilling")

•

Asset functions (such as predictive maintenance)

These solutions focus on a multitude of objectives (ranging from simple reporting of
delays/ costs to dynamic optimisation of resource allocation) and use a wide spectrum of
analytic techniques.
Value: DOF solutions at this level create models that accurately predict functional
performance. Reliable modelling and simulation enable analysts to discover ways to
improve functional performance, such as the ability to complete unconventional wells
faster and more economically.

Challenges: Type 2 DOF solutions are still a new management concept for some upstream
companies. Many business and engineering leaders have limited experience with them and
are unsure how to augment traditional methods for improving capabilities (which are
based on tacit knowledge and experience) with data-driven analytics and modelling. In
addition, the information management practices at most oil and gas companies are
inadequate for robust modelling and simulation of functional activities. Also, until
recently, little consideration was given for improving the capacity for functional
optimisation during the design of major capital projects.

7.11. Type 3: Business Analysis
Description: Enterprise DOF solutions integrate real-time operating data with other
information to optimise the business performance of major assets or operating regions.
They combine business, asset and resource information from IT systems with operating
data from OT systems to enable predictive and prescriptive analysis that is not possible by
other means.
Value: Enterprise DOF solutions are how oil and gas companies will shift their operating
strategy from a focus on completion of silo-based tasks to a strategy based on data-driven
optimisation of overall business performance. They provide executive managers with
timely, relevant and trusted information to enable more agile and impactful business
decisions.
Challenges: O&G companies have strong cultures that are based on powerful
organisational siloes. While it is clear that upstream companies are shifting their priorities
toward data-driven optimisation of overall business performance, they can expect to face
several years of confusion as they sort through competing/overlapping priorities,
fragmented solutions, a flood of new technologies and overlapping vendor offerings.
Unfortunately, the asset-first culture at most oil and gas companies stands in the way of
creating an appropriately defined/empowered role from orchestrating the universe of DOF
initiatives.

7.12. Type 4: Operations Performance
Description: Type 4 DOF solutions gather and organize real-time data from instrumented
plants and equipment to improve the transparency of operating performance and risks.
Sometimes they enable remote control of plants and equipment, or exercise control
autonomously based upon internal analytic capabilities.
Value: DOF solutions at this level improve the performance and reduce the risk of
routine field operations by monitoring the environment in real time, rapidly identifying
abnormal conditions and initiating appropriate responses.
Challenges: Type 4 DOFs face a variety of significant technical and economic
challenges. One class of technical challenges is associated with the sensor's physical
ability to survive and operate in the extreme conditions of oil field plants and equipment
(e.g., high pressure/ temperature, corrosive environment and risk of fire/explosion).
Another technical challenge is the lack of data standards for OT across vendors,
increasing the effort to integrate information across an entire oil field. Also, low
bandwidth, low reliability and high cost of network connections to field locations present
technical and economic challenges. In addition, the cost of retrofitting sensors to legacy
plant and equipment is often prohibitive, and the effort to map legacy PLC data into
historians is excessive (new oil fields are increasingly designed for extensive
digitalisation).

7.13. Type 5: Functional Performance
Description: Type 5 DOF solutions gather and organize operating data to improve the
transparency of functional performance, risks and decision making. They improve
collaboration and coordination of activities across multiple organisation entities and test
the effectiveness of innovations developed by Type 2 DOF solutions.

Value: DOF solutions at this level improve the performance and reduce the risk of fieldbased functions, engineering functions and asset functions. They do this by monitoring
performance, rapidly addressing unplanned events (or delays) and accelerating the
implementation of new operating practices.
Challenges: Deeply entrenched culture and fragmented information present two
potentially crippling challenges for Type 5 DOFs. Upstream oil and gas companies have
a strong culture that focuses on tacit experience for optimising performance. Few
traditional managers or engineers are well-skilled at using data analytics to innovate, and
they are often unclear about what real-time information they need to better analyse
functional performance. At the same time, the decentralised approach to implementing
DOFs has resulted in a fragmented data environment that increases the effort/cost
required to conduct analysis. New roles must be created, and new skills developed to
better organize the Type 5 DOF environment to provide information that accelerates and
enhances the analysis of functional performance.

7.14. Conclusion
The research ties in with the previous research in relation to low acceptance of cloud adoption
within the industry, along with organisation silos in terms of application priorities and data
management.
The survey results presented show six strong themes:
•

DOF solutions have become essential elements in business strategy for O&G companies.

•

DOF solutions deliver a broad range of value and each DOF provides multiple types of
value.

•

Optimising business performance across the company is becoming the top priority.

•

O&G companies have significant aspirations for future DOF investments.

•

Accountability for DOFs becomes less clear after the initial investment.

•

Significant barriers must be overcome to realise the aspired benefit from future
investments

To bring focus to the overall aspiration for DOF investments, the survey asked each participant
to categorise their specific DOF solution into a multilevel framework. The top level of this
framework has the following four categories:
•

Improve business performance across multiple regions, assets or functions.

•

Improve business or operational performance of a specific business asset or region.

•

Improve performance of a functional activity, such as drilling, across the entire company.

•

Improve the performance of plant, equipment or operating teams in one specific location.

Survey participants were asked to describe the top benefit for the specific DOF instance they
were reporting. Since the scale and scope of DOF investments was known to be large and
diverse, the data was gathered as follows:
•

Participants were asked to describe benefits in their own terms.

•

They were asked to provide the top three benefits for their specific DOF instance.

After reviewing the results, responses that addressed the same benefits were combined and coded
into a common list. Weightings were applied for responses designated as first, second and third
priorities. Then, Borda count methodology was used to prioritize the coded and weighted list.
It is in the interest of all oil and gas companies to manage their real-time operating data
effectively and to leverage investments in analytic capabilities for multiple purposes. To achieve
these objectives, companies must see the relationships between individual and isolated DOF
solutions, and have appropriate processes, technologies and people structures in place. The
framework is useful for highlighting which combinations of DOF types are complementary to
and/or dependent on others.
The DOF framework can assist industry to in its use to model for:
•

Inventory and classify existing DOF solutions into the framework, and identify the
technical, informational and governance dependencies among the types.

•

Separate solutions that monitor and control field activities in real time from those
that perform optimisation analysis offline.

•

Use the populated framework to identify the information, technologies and vendors
that should be stardarised and integrated with the rest of IT.

•

Combine the information and analysis from multiple solutions to enable higherlevel analysis and accelerate operational innovation.

•

Communicate the populated framework to increase visibility of best practices and
accelerate adoption across business assets.

•

Develop a strategy for orchestrating future investments across the entire portfolio
of DOF solutions

Chapter 8 - Decision Framework
8.1. Introduction
The overall aim of the research was to develop a novel decision framework for applying agile
science techniques within the energy sector. This sector has historically had difficulty in
adopting digital technology; due to capital investments in building industrial facilities and in
applying energy technology require large capital expenses; with decisions made over 20+ years.
The process safety nature also is an inhibitor for rapid technology adoption. This is conter
intuiative to Moores Law and the nature of change within the digital technology space. The
research uncovered four major complexities areas in terms of the industry context, organisational
landscape, technical landscape and the legal considerations.
•

Industry Context: the complexity in terms of the business priorities, barrier for technical
adoption, specific departments and functional areas. Examples are Multiple Business
Units, joint venture agreements within business units, financial management, etc. As
indicated through the research these complexities have an impact on the ability to deliver
in an agile science way.

•

Organisational Landscape: the complexity in terms of who is responsible for managing
the various stages of technology selection along with who is responsible for the end-toend support management of the technology. The research indicated this is mixed between
many different parties and from the industry perspective a clear delineation or best
practice is not is place.

•

Technical Landscape: the complexity in terms of the specific applications and workflows.
The research indicated in terms of scientific simulations that an existing application had
many technical challenges in being able to move to the cloud. The research on industry
context indicated that no clear standards exist in terms of data standards, neither do they
exist for the technology for managing and or analysing data.

•

Legal Considerations: the complexity related to data protection of specific industry data.
The research indicated that moving data between jurisdictions can create fault lines in

terms of the legislative risk. It was also observed that this can create areas of friction
where other aspects such as the political cloud can raise themselves.
The contributions from the research resulted in the following individual frameworks listed in
Table 26.
Framework

Chapter

Description

Delivery Approach

5

Framework for delivery big complex projects

Legal Decisions

6

Framework for assessing legal fault-lines when moving
data in and out of jurisdiction.

Technical Fit

6

Framework for assessing the technical fit and its
relationship to data protection requirements

DOF Assessment

7

Framework for assessing the industry use case, business
priorities and business capabilities
Table 8.1 Research Frameworks

Individually these novel frameworks solve specific aspects of the complexity, however they
alone do not fill the gap of an integrated decision framework. This is achieved by the creation of
a pre-project Strategic Assessment that covers the key domains and can be used to evaluate new
projects before execution to ensure success. The key domains will have certain aspects that
directly relate to specific frameworks, others that are shared or others from knowledge gleaned
through the research. The below table provides an overview of the domains and relationship to
the four areas of complexity.
Domain

Description

Strategy

Demonstrate alignment of the project to the business strategy for the
area. Investigate if the goals of the project are aligned to the vision and
strategy. What are business goals and success criteria for the project?
What is the project trying to achieve? Are metrics defined to measure
progress and benefit realisation?

Business

Investigate if the project impact stakeholder groups not initially targeted

Processes

by the project. Take these groups into consideration in communication
and change management plans. Identify business capabilities that will
be affected by the solution. Identify whether the business capability will
be created, used, updated or removed as part of this solution.
Investigate if it is possible to optimise business processes and
workflows as part of the project.

Project Team /

Ensure the project team has enough experience and that the appropriate

Stakeholders

career development aspects been covered? Based on an analysis of
affected business areas (directly and indirectly) relevant stakeholder
groups should be identified. Based on these, a communication strategy
should be tailored to target each group (target audience, objective of
communication, key message to communicate).

Governance

Ensure that a business sponsor exist. The business sponsor must be
aligned with the goals of the project and be aware of the downstream
consequences.
Who will manage the service/solution delivered by the project
afterwards? Verify that known risks are identified. Confirm importance
and criticality as well as mitigation strategies with relevant
stakeholders.

Data

Investigate what data types the solution will impact. For each type, data
owners should be engaged to ensure that data can be used and any
potential impact the solution will have to that data type clarified.
Investigate classification level, safety criticality and operational
criticality of affected data. Investigate necessary integrations a solution
will make use of and evaluate any potential consequences. Ensure that
all information domains directly or indirectly used or impacted by the
solution been uncovered.

Technology

Make a benefit analysis of utilising leading-edge technologies. Are the
business benefits worth the additional cost and risk. How will the
technology integrate with the existing technology landscape? How will

this technology be managed and does the support team have the
necessary skills?
Security

Conduct a security assessment of the solution delivered by the project.
Ensure that specific security and legal requirements around: data
processing and management, data protection, privacy, cryptography,
etc. are covered.
Table 8.2 Framework Domains

With this new framework added the agile science framework is developed using the complexities
as an input into the pre-project strategic assessment which then pulls the legal decision, technical
fit and DOF assessment framework. The output of this assessment then feeds directly into the
delivery approach to complete the Agile Science Decision Framework. As shown below in
Figure 8.1.

Figure 8.1 Agile Science Decision Framework

#

Domain

Question

1

Project

Is this the first

Description

Control
Optional

project for the
individuals
2

Governance

Does the solution

Ensure that a business sponsor Mandatory

delivered have a

exist.

business sponsor?
The business sponsor must be
aligned with the goals of the
project and be aware of the
downstream consequences.
3

Governance

Has a stakeholder

Based on an analysis of

analysis been

affected business areas

conducted?

(directly and indirectly)

Mandatory

relevant stakeholder groups
should be identified. Based on
these, a communication
strategy should be tailored to
target each group e.g., based
on the T-O-M model (target
audience, objective of
communication, key message
to communicate).
4

5

Governance

Governance

Has a receiver of the Who will manage the
project been

service/solution delivered by

identified?

the project afterwards?

Have identified

Verify that known risks are

risks been verified

identified. Confirm
importance and criticality as

Recommended

Recommended

6

Strategy

with relevant

well as mitigation strategies

stakeholders?

with relevant stakeholders.

Does the solution

Demonstrating alignment of

delivered by the

the project to the business

project align with

strategy for the area.

Mandatory

the business strategy
and vision for the

Investigate if the goals of the

area?

project are aligned to the
vision and strategy.

7

Strategy

Are the goals of the

Be very specific on the central Mandatory

project well

business goals and success

defined?

criteria for the project. What
is the project trying to
achieve?
Are metrics defined to
measure progress and benefit
realisation?

8

Strategy

Does the project

Investigate how the project

coincide with other

fits with other projects and

projects or

initiatives within the same

initiatives and are

area.

Mandatory

dependencies clear?
9

Business

Has effects on

Investigate if the project

Process

stakeholders not

impact stakeholder groups not

directly target by the initially targeted by the
project been taken

project. Take these groups

into consideration?

into consideration in
communication and change
management plans.

Mandatory

10 Business Process Has it been

Identify business capabilities

investigated which

that will be affected by the

business capabilities

solution. Identify whether the

are affected by the

business capability will be

project?

created, used, updated or

Recommended

removed as part of this
solution.
11 Business Process Has the possibility

Investigate if it is possible to

of optimising

optimise business processes

existing business

and workflows as part of the

workflows been

project.

Recommended

considered as part of
the project scope?
12 Information

Have Data Owners

Investigate what data types

of affected data

the solution will impact. For

types been

each type, data owners should

consulted?

be engaged to ensure that data

Mandatory

can be used and any potential
impact the solution will have
to that data type clarified.
13 Information

Have Data

Investigate classification

Management

level, safety criticality and

implications been

operational criticality of

considered?

affected data.
What is the impact if data is
not secured?
What is the impact if data is
not reliable?
What is the impact if data is
not available?

Mandatory

14 Information

Has integrations

Investigate necessary

between

integrations a solution will

applications

make use of and evaluate any

required by the

potential consequences.

Mandatory

project been
identified?

Are standard interfaces
defined and documented in
providing or receiving
systems?
Should the solution delivered
by the project provide access
to data via a standardised and
documented interface for
better re-use of data?

15 Information

Has it been

Has all information domains

investigated which

directly or indirectly used or

information

impacted by the solution been

domains are

uncovered?

Recommended

affected by the
system?
16 Information

Has the possibility

Investigate if the solution

of integrating with

delivered by the project could

existing master data

make use of existing master

stores been

data stores instead of

considered?

maintaining local copies or
duplicate data?
Are any changes required to
the existing master data stores
necessary?

Recommended

17 Application

18 Application

Is it known if the

Will the project require new

project requires any

applications to be deployed?

new or changes to

Will the project require

existing

changes to existing

applications?

applications?

Have main usage

Investigate how answers to

scenarios for the

the following questions will

system delivered by

impact the solution design and

the project been

implantation:

uncovered?

Which users will use the

Mandatory

Mandatory

system?
Will the system be used by
3rd parties?
Will the system be used
within science innovation?
19 Application

Has it been

Investigate if the system

investigated if any

implemented by the project

applications can be

might replace existing

decommissioned

applications.

Recommended

after this project has
been implemented?

Investigate if small changes in
scope would make
decommissioning any existing
applications a possibility in
order to achieve cost savings
and reduce architecture
complexity

20 Application

Has it been

Investigate the possibility of

investigated if

enhancing existing

existing applications applications instead of
can be reused as a

deploying new.

Recommended

basis for the
project?
21 Application

Have non-functional Define a set of non-functional
requirements been

requirements such as:

defined?

- Performance

Recommended

- Availability
- Maintainability
- Audit and control
- Compliance
22 Technology

Has it been

Investigate if the project can

investigated if the

utilise existing technologies

solution can be built

and technical standards or if

Recommended

on existing technical new are required.
standards of if new
are required?
23 Technology

24 Security

Has a benefits and

Make a benefit analysis of

trade-offs between

utilising leading-edge

leading edge and

technologies. Are the business

mature technologies

benefits worth the additional

been considered?

cost and risk?

Has a security

Conduct a security assessment Mandatory

assessment of the

of the solution delivered by

project been

the project.

conducted?
Table 8.3 key learnings from the individual research projects

Recommended

8.1. Conclusion

The framework can be used before the start of a project during the strategic assessment phase.
The Pre-Project Strategic Assessment is used to assess the key domains and then link into the
Technical Fit, Legal Decisions and DOF Assessment Frameworks. The resulting output is a
feeder into the Delivery Framework. The framework was designed to cover critical aspects that
had been gleaned throughout the research studies. The hypothesis is that by following these
collections of toolkits throughout a holistic framework, then when applying the learnings to a
real-life environment it will considerable reduce risk of technical, project and security/integraty
failure. The next chapter provides an overview in the context of a case study in the aspects of
how it can be used.

Chapter 9 - Research Project: Applied Approach to Project
9.1. Introduction
With the framework in place, it was then decided to test this framework out. To do this it was
applied in a non-commissioned project. Any learnings from this would be applied back into the
framework.
The approach taken was a mix of academic research methods in terms of measuring the
technological solution and industry based in terms of applying the agile science framework in
practice. First the pre-project assessment was conducted to ensure that learnings from the
industry context and priority for future investments analysis was done on the functional analysis
side of the DOF assessment framework. The technical fit assessment was completed to assess the
technical decision taking feedback from the legal decision framework as data would be
transferring between two countries across two continents. In this instance the technical fit was
fine for leveraging cloud services, however one of the countries had legal regulation which
stipulated that the type of data could not leave the country. In this case the technical fit then
leveraged a private cloud.
During the use of the Agile Science Decision Framework, it was identified that replacing all
analogue sensors in the oil field is very costly and normally only a fraction of them is done.
Currently, there is no cost-effective method to efficiently, reliably and accurately capture
analogue meter readings in a digital format. Operators are then left with only two options: either
replace them with digital (high capex) or continue with manual gathering (high opex). This
research then looked at how artificial intelligence, specifically deep learning computer vision
was used for the first time to capture analogue field gauges data with dramatic reduction of cost
and increase reliability.

This unique solution was implemented within offshore operations within the Caspian Sea. The
technology identified that only low-cost cameras were necessary, and gauges were able to be
tracked and identified using QR codes. During the field trial, operators were only required to
take pictures of the gauges at a given interval of time and upload the photos to the application.
After an innovative process of calibration, the acquired images were processed using artificial
intelligence and deep learning computer vision.
Routine manually gathered data was compared with data collected using this solution with the
following observations made:

• Date/time: Operators usually round time. The solution described records time on the
captured pictures automatically.

• Value: Manually gathered data is subject to reading, typing and transcription errors. This
solution has no error (provided a good calibration is done).

• Data Modification: Data gathered automatically with this solution has no human
intervention. Therefore, is not subject to alteration, copying or duplication.

• Data collection with pictures was completed in 1/10th of the time that manual processes
take.

• The business benefits from quicker operator rounds with improved accuracy in meter
reading data, and time stamps. The administrative burden for operators of filling in
extensive spreadsheets which are prone to error was reduced, this allowed them to collect
more meter readings or be reassigned by management to more important scopes of work
that bring greater value to the business. Once more it was proved that "a picture is worth
a thousand words".
Digitising an Oil field is a costly exercise that needs close supervision to avoid being impacted
by inefficiencies. Best results are achieved when priorities and objectives are defined early in the
project. For instance, if the objective is cost savings, the way that digitisation should be applied
is different to production optimisation. One thing is clear, regardless of the objective,
implementation of DOF is a constant battle against Cost and Time. As shown below in Figure
9.1

Figure 9.1 Improvement of Decision Making by DOF implementation
One needs to be aware that the most effective value is achieved without 100% digitalisation.
Often this is overlooked and during the Digitisation of the field, the extra cost is incurred without
tangible improvements in the value. The reason for that is that the oil field is not homogeneous
and not all parameters need to be monitored/optimised with digital devices. For instance, 90% of
the production comes from 10-20% of the wells in most fields. By digitising by priority, early
value can be brought to the project. Thus, influencing and encouraging stakeholders to grow the
digitisation effort from a purely monitoring perspective to value maximisation.
As previously discussed, there will always be a portion of the field that will remain analogue (for
cost/value reasons). This research brought a solution to the analogue fields where data coming
from analogue devices is read using computer vision and automatically added to the production
database minimising human intervention and manual processes.

9.2. Practicality
Repeating patterns on dependent variables is the preferred playground for Machine Learning. In
a mature database, there are many instances where machine learning could be applied. However,

as previously discussed, it should be applied with priority. In this research, we discussed perhaps
the most important parameter which is production. A user able to predict production has the
ability to optimise it and improve the future revenues.
Continuous metering of production is very costly. For instance, a multiphase production meter is
in the order of 100-300k US$ (and could be even higher depending on location and range).
Installing a multiphase meter on each well is a luxury which only a few fields with very high
production can afford. Instead, most fields need to share the metering facilities by using a test
manifold. Wells are then tested with a certain frequency and the daily rate is back allocated
(estimated) based on these tests.
Commonly, well production between tests is assumed to be constant until a new test is done.
This assumption can be improved by using instead a calculated value from a Virtual Flow Meter
(VFM). A relation exists between production oil rate and some wellhead parameters (Pressure,
Choke Size and GOR). This relation was improved with a self-calibration process and a VFM
was built. Resulting predicted production is extremely accurate compared with measured
production as shown in below plots. As shown in the below figure.

Figure 9.2 Predicted Production Rate by VFM vs. Actual Measured Rate
One of the more sensitive input parameters for this VFM is the wellhead pressure. In some cases,
when the wellhead pressure is measured manually (by observing analogue gauges) many human
errors are incurred (visual, typing errors, copying, duplication and many others).

The methodology used in this project eliminates all human errors whilst also reducing the time
and cost of acquisition when acquiring the pressure and temperature readings from analogue
gauges by using Computer Vision, these improvements in the input parameters resulted in a
more reliable prediction of production rates from the Virtual Flowmeter.
Recent advances in computer vision have enabled the identification and processing of irregular
shapes and patterns present in industrial applications. Below is a description of one such process
that can be used to extract gauge readings from photographs along with the presentation of the
results obtained.
A standard photograph of a temperature or pressure gauge taken with a low cost intrinsically safe
digital camera is shown below. In order to effectively process the gauge reading, the gauge, the
dial and the dial position will need to be identified. After this process is complete, the metadata
of the gauge (make, model etc.) will be utilized in order to decode the location of the dial relative
to the numbering scheme. As shown below in Figure 9.3

Figure 9.3 Example of Standard Photograph used
The process to extract information from a photograph follows four steps. First, the photograph
must be converted to black and white in order to reduce the noise present in the original
photograph. This is done to reduce the probability of identifying false contours. Second, the

major features are extracted using contour any number of contour identification algorithms.
These particular steps and the results are illustrated ss shown below in Figure 9.4 and Figure 9.5.

Figure 9.4 Example of grayscaled image

Figure 9.5 Example of contour identification
The third step in the process is to identify the gauge itself by selecting the appropriate contour
which corresponds with the highest probability to the circle which maps to the gauge. This is
often a complex process as many different circles can be identified in the contour identification
step. There is often a trade-off between the number of contours identified and the accuracy of the
circle identification.

The fourth step is to identify the line that corresponds the gauge dial. This is also a complex
process as many different lines are identified in the contour identification step and it is not clear
which line is the one that most closely maps onto the dial. Secondly, multiple lines can often
accurately map onto a dial. Because of this, it is critical to also identify the line with the correct
angle, i.e., which line most closely matches the imaginary radius drawn from the centre of the
dial to the symbol “pointed” at by the dial. Steps three and four are illustrated below. As shown
below in Figure 9.6 and Figure 9.7.

Figure 9.6 Example of circle identification

Figure 9.7 Example of dial identification
Once the circle and dial have been detected, the measured value is determined by comparing the
position (angle) of the dial in respect to an initial calibration done for each meter (maximum and

minimum angle correspond to maximum and minimum values, the value from any position is
done by interpolation).
The solution also used Quick Response (QR) Codes which acted as a mechanism for recording
tag information of the specific meters (Serial Number, Location, Meter Type, Manufacturer)
along with specific calibration indications which were referenced by the computer vision
module. This way, the operator does not have to identify the gauge. From the photo, the QR
provide all gauge identification information and any additional static data.
The next step within the rollout of the system is the configuration phase so that once a camera is
attached to a local computer it is automatically detected and securely transfers files to a secure
repository that will process the images and the subsequent image metadata such as the date, time
of image capture along with the camera model, serial number and image resolution. This way,
there is no need to input date-time. Instead, the system is using the date-time included in the
photo metadata.
The system then uses advanced analytics which further enhances automation through an
optimised work schedule and route optimisation. The end-to-end process is indicated in the
below diagram Figure 9.8.

Figure 9.8 Computer Vision Data Reading Process

9.3. Presentation of Data and Results
The results are as follow as shown below in Table 9.1: A total of 40 gauges on three platforms
were used in this experiment. Out of these 40 gauges, 33 were successfully read and processed.
Seven gauges were not correctly detected or processed because the quality of the photo was poor.
Of the 33 that were detected and processed, Average errors are as follow:
•

Platform-1 Pressure: 0.9%; less than 1%

•

Platform-2 Temperature: 0.8%; less than 1%

•

Platform-2 Pressure: 0.7%; less than 1%

Quality of the photos can easily be improved by simply training the operators on how to take
them (lighting, visualisation of the QR code, blurring, etc.).
•

Across all devices and platforms this resulted in the following overall metrics related to
accuracy:

•

Mean of the Error = -0.4%

•

Standard of Errors (SEM) = 1.1%

•

95% Confidence Interval (CI) +/- 0.4%

A high accuracy was obtained using this method.
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Table 9.1 Results table of gauge readings

9.4. Process Improvements
During the test, photos of the gauges were acquired at the same regular pre-established times as
manual analog reading was performed. This way results from the two methods (photos and
manual reading) were available for comparison purposes. As previously outlined, the values
from the photos were very accurate (less than 1% difference) proving very successful test.
However, the biggest difference and most value gained was in the procedural improvements
during acquisition and storage of the data outlined as follows:
During Manual gauge reading, the operator must go to each gauge, observe the value and type it
in a paper form along with the gauge ID and the date-time. This has several disadvantages:

• Did they read and type the correct value?
• Distracted and/or inexperienced operators can frequently read wrong values or make
typos

• Is the value from the correct device?
• Values from one gauge can be assigned to another device by mistake • Is the datetime correct?

• This is by far the most common mistake. Firstly, the operators used to round the time.
For instance, they usually take several readings from several gauges (a walk on the
facility) and all these readings are assigned to the same date-time when in reality
there are several minutes of difference. In addition, if they have a pre-assigned
recording/reporting time, they have the tendency to force the time of acquisition.

• Did they actually attend? (no auditable proof)
• There is no proof that the value reported is real and if it was acquired at the reported
date-time.

• The time required for reading, typing and checking
• Manually gathered data is subject to approvals, reviews, QC. This takes a
considerable amount of time and resources.

By the contrary, the data automatically acquired from a photograph, improved the process
significantly:

• Limited errors on value (from computer vision)
• Computer vision demonstrated to have an error of less than 1%. This is far better than
human error by observing the dial.

• No error on the device (from QR)
• The gauge is identified in the QR from the photograph.
• No error on date time (picture has date-time)
• This is one of the biggest improvements. The correct time of the acquisition without the
possibility to fake it.

• The picture itself is an auditable proof of the value
• This is an excellent improvement for sensitive gauges. For instance, delivery points.
• No typing, very fast process
Time for the acquisition was improved significantly since there is no verification on site
required. The comparison of the two methods and resulting improvements in the data acquisition
are summarized in the below picture Figure 9.9.

• Correct value?
• Correct device?
• Date-time correct?
• Did he go at all?
• Time required

ý

• No error on value
device
Taking a •• Correct
Correct date
-time
Picture • Auditable proof
• No typing

þ

Manual
Process

Figure 9.9 Manual Typing vs. Taking Picture

Similarly, there were improvements observed in the process of entering the values obtained
whilst in the field into the database. Both processes (manual and from photos) were compared.
The manual process consists of having the operator in the office/control room typing all field
acquired data into the database and later a supervisor QC/approving the data. This process has
several disadvantages:
•

Did the operator type the correct device, value and date-time?

•

When typing the field data into the database, typos and errors can occur.

•

Are they doing a copy-paste”?

•

This is a frequent practice when certain data is not available, operators have the tendency
to repeat the previous value.

•

The process needs QC, approval from the supervisor

•

Since there are many sources of errors, the reported values in the database are subject to
approval from the immediate supervisor.

•

Time and computer required for typing, QC, approval.

This process requires important time and resources that could be used more efficiently
elsewhere.
By the contrary, the data automatically acquired from a photograph improved the process
significantly since there is no action besides returning the camera to the control room. During
charging, the camera synchronizes and upload all pictures to a folder automatically. From this
folder, the computer vision process is triggered and obtained values are written directly into the
database. This represents several improvements:
•

No typing at all, charging and sync is automatic

•

Operators are not required to type (no human errors are possible).

•

Copying values is not possible (each value has an auditable picture) Since the operator is

not typing, forcing data is not possible.
•

No extra layer of QC and/or value approval

•

Supervisor only has to confirm that the process is running. No need to QC the obtained

values.
•

The operator is not required allowing them to do something more productive.

•

There is no need to type, QC data. The time saved is used for field operations instead of

having operators in the control room typing data.

•
•
•
•

Manual
Process
Typing

Is it correct?
Is this a copy?
Was this QC/Approved?
Time and computer
required

• No typing
• Auditable
• No QC / No approval
• No time / No PC required

Docking
Camera

Figure 9.10 Manual Typing vs. Automatic Synchronisation

9.5. Conclusion
The Agile Science Decision Framework proved useful in this project through an assessment of
the individual aspects in terms of assessing the correct approach to take in terms of:
•

The appropriate selection of team setup along with the motivational techniques for the
project staff.

•

The ability to conduct a technology fit and legal decision assessment in terms of data
protection aspects.

ý

þ

•

The ability to assess the business organisational complexity and in assessing the potential
business value.

Specific challenges existed in terms of being able to deploy such a project in harsh operating
conditions without being commissioned for work. The success in the approach was that the
framework indicated the approach to take in the ability to deal with the politics, business buy-in
along with technology complexities. The project team was also motivated by understanding the
individual needs at the beginning and end of the project.
It also aided in terms of understanding the business drivers as currently in the industry no costeffective methods to efficiently, reliably and accurately capture analogue meter readings in a
digital format without replacing every single gauge or meter in the field. Which along with the
high cost of meters, will have a significant impact on existing planning schedules. Introducing
electronic forms at the site via intrinsically safe mobile devices will still not mitigate humanerror and still will be more time consuming due to data entry requirements.
As indicated in the technical results of this research, leveraging the novel approach of data
capture and processing significantly improves the efficiency of inspection times, along with
providing reliable and accurate data capture avoiding also the high cost of equipment
replacement.
Important improvements were obtained in the captured data as well as the date-time reported. As
a direct benefit, the reliability of results from virtual meters and other process using these data
were also improved. The time required for the process was significantly improved. Cost and
resources required for data acquisition were reduced.

Chapter 10 - Conclusion
10.1. Introduction
The individual research studies reflected on and examined the findings of the specific research,
discussed how the research responded to the research questions, and discussed the evolution and
testing of the proposed Framework. This chapter summarises the research carried out and the
findings obtained. It also presents the theoretical and practical contributions of the research. It
ends by presenting the research limitations and plans for further work.
When starting the research, the focus was on individual projects and the success of this. Since
this time the world has moved towards Digital. Digital being the integration of people, process
and things to create disruption and transformation within existing industries. This is primarily
done through the integration of technologies such as cloud, big data, mobile and the use of data
driven models. Many of these projects end in failure due to the complexity of organisations and
existing industry norms.
The individual research studies and the overarching framework cover aspects that can help
improve the success in terms of adoption and mitigating many of the uncovered challenges that
exist. These include people, technology, organisational, industry and legal aspects.
This research has highlighted the complexity through a robust academic research approach as
opposed to an industry led marketing approach. The research question has been answered as
below in the following table and the contributions are discussed below.

10.2. Contribution
The research makes numerous contributions to existing research and novel research in
completely new areas. Major findings come from a huge research project that was over $1.5
million and is one of the biggest examples of simulation in the cloud, this research project had

sponsorship from Schlumberger in terms of the software and from Carnegie Mellon in terms
of how-to setup the cloud related to the individual application characteristics, the need for high
performance computing. Since the research has been conducted cloud providers now do offer
HPC in the cloud. The research firm Gartner did change position that cloud was technical (HPC
based) and not just multitenant. The researcher was awarded a best PhD student research award
at the International Conference on Cloud Computing and Services Science:CLOSER. (2015,
June) for the work entitled Simulation as a Service a case study of provisioning scientific
simulation software via a cloud service.
Other key contributions are understanding key themes when starting and ending a project and the
impact this has on employees during the stages. Other research was the first published detailed
analysis of the impact cloud had on legal system before and after GDPR which was published
before GDPR came out and helps shed light on what companies and policy makers can do with
this. Another contribution was a detailed study of the industry perspectives in terms of
technological innovation and provide a path forward.
A novel decision framework was developed and tested in a case study and allowed an
organisation to reach the benefits of deploying agile science that provided business benefits. A
summary of the contributions is listed below in Table 10.1.
Research Questions

Findings

Contribution & Impact

RQ1: What are the key

Findings from this research

This research question and

themes related to the

indicate many human factors and

the findings further the

mobilisation and

that project management offices are theoretical and practical

demobilisation phases from not necessarily focused on the

aspects of the human needs

a human perspective and

mobilisation and demobilisation

and wants at the beginning

how are project

aspects in terms of processes and

and the end of a project. This

management offices dealing strategies.

can be further developed

with it in terms of processes

through extending the

and strategies?

learnings with Human
Resource Departments and

how they implement the right
strategies and processes.
RQ2: What is the key,

Findings from this research

This research on its own was

issues and themes in large

enhanced our understanding of the

awarded a best PhD student

scale innovative technology organisational dynamics, specifically award. From a theoretical
projects involving

the political cloud aspect. In which perspective introducing new

international workforce?

the technology was not considered a concepts such as the political
risk, but in the fact that other aspects cloud which can further be
under data protection are able

developed. From a practical

disrupt the success of delivery such perspective the themes that
a project

emerged shaped future cloud
projects. This was the first
time in the industry that such
a project was done. It made
the news and concepts have
been applied within the
industry since. Side notes the
exposure of this project led to
the researcher joining a
prestigious commercial
research firm to focus on
such areas. The technical
research in terms of a
technical HPC cloud also
changed the global view of
cloud, for
which organisations in terms
of cloud users and cloud
vendors now market and
leverage this.

RQ3: What are the

Findings from this research

This research enhances

challenges in moving to

unlocked key insights into the

policy makers on what they

cloud from a legal, data

limitations that legal systems had in need to monitor post GDPR

protection and privacy

relation to the cloud before gdpr and to see how those limitations

perspective?

in terms of what issues would arise can be met. It also lays out
with the provisions within GDPR.

practical conditions such as
binding corporate terms in
which organisations can
manage around
the limitations.

RQ4: What are the industry The findings in this research

The contributions in this

priorities, barriers of

indicated that organisational silos

indicate that

adoption and current

exist in terms of the end-to-end

many organisations do not

technological landscape?

management of technology. This in leverage cloud and have
relation to the case study on

specific

simulation as a service indicate this architecture constraints which
was a theme and was compliant.

limit the adoption. It also put
forward what business
aspiration in terms of
investments are focused.

Table 10.1 Contributions

10.3. Summary of the findings
The research indicated the importance of managing a project during the mobilisation and
demobilisation stages taking into account the human perspective. This is important to ensure that
career development and progression exists so that it does not impact the project. More critically
if not taken care of in the effective manner human capital can be lost as employees may seek
other opportunities outside the organisation.

The research indicated that cloud within the energy industry was still at its infancy in terms of
industry specific workflows. This was observed when it was applied in a big multimillion dollar
case study; perception of the political cloud being a major issue. Years later, the adoption had not
grown as the industry context survey also highlighted that only 5% of respondents used cloud
and all of them were private clouds.
The novel Agile Science Decision Framework which was the culmination of the research proved
remarkably successful when applied to a real-life case study that had many complexities of
deploying novel next generation technology. The result was the ability to dramatically increase
the performance of a business with potential for further industry improvement.

10.4. Research limitations and delamination
The limitations of the research exist in that it deals with some big issues. While the research was
able to get exposure to big projects it was not able to get massive scale on certain aspects such as
starting and ending a project. This research could be further brought out by having exposure to
other similar projects and see if the themes emerge on a more macro-scale and what if any the
relation to these could be.
The same is true for ‘simulation as a service’ where the exposure to a one of its
kind project was excellent but having exposure to other such projects would help the ability to
scale. Further research on this could determine the impact the specific themes that arose would
have on other scientific simulations. Is it industry dependent, is it specific technical workloads?

10.5. Further research
•

Further testing of the methodology on new advanced technology as indicated in the
literature review While applied in practice the framework could be further tested and
enhanced on similar type projects, to find other themes that occur when applying agile
science. The framework itself could be expanded to other aspects of the energy industry
and determine its applicability across other sectors such as renewable energy, nuclear,

refining, etc. Further still it could be applied to industries that have similar complexity
such as water, mining, chemicals, manufacturing and even transportation. Further
research could also be applied to the framework in terms of its effects on other new
prevalent advanced technology as listed in the literature review.
Individual research areas could be further developed such as:

International Project Management, Starting and Ending a Project
As a next step the scale of the analysis should be enhanced in order to provide more
representative samples of the targeted populations: pre-project employees, post-project
employees, and PMO executives. Also, the range of the interviews should be enlarged in order to
comprise small, scaled companies, as well, for which the deductive method has been used for the
purpose of this exercise. Considering the discrepancies noticed between the PMO executives and
the employee’s views, it is advisable for the PMO departments to build specific tools that are
able to capture the specificities and requirements of their employees when taking on a new
international assignment, analysing both their expatriate and repatriate lives. This can also be
aligned with HR to see how synchronisation can be improved.

Simulation as a Service, Legal Aspects of Cloud and Cryptography
By using the measures that captured the fault-lines on the perception of trust in security, i.e., ‘the political
cloud’ and by incorporating the pilot methodology framework could produce a framework which would
further advance the success of large-scale cloud projects that use sensitive data in the cloud, by mitigating
delays in project schedules or by ensuring that cloud projects do not get completely derailed by the
emergence of the political cloud. This study also highlighted how the organisation was not ready for
cloud and that new processes were required to support cloud. Further work could look at developing
metrics which could help in the planning of cloud projects and could determine upfront what needs to be
done to implement new processes and in getting the organisation ready for cloud. Other factors to look at
are the project delivery methodologies, was the project properly supported and how did individuals feel
during the project stages. Capturing this information could provide critical insights in how to make not
only the project successful but ensure the organisation is ready to benefit on the capability that cloud

provides for the business. Since the completion of this research GDPR has been put into place, further
studies in terms of measuring if the forecasted limitations are accurate along with future developments in
this place would help to alleviate this.

Industry Context and applying the overarching framework
At the time of writing COVID-19 has significantly changed the global world as we know it. This has
resulted in the need for remote working and collaboration primarily through cloud-based technologies.
With transportation being significantly cut down energy demand has reduced with a surplus that is
causing price drops the world has never seen before. Further research upon the industry context (DOF
framework) in terms of updating the priorities, investments, challenges and new technological landscape
would further build out how projects are assessed, delivered along with what benefits have been
delivered. The overarching framework in itself could be tested out on further projects to determine what
individual aspects can be enhanced or if they are relevant in a post COVID-19 world.
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