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Abstract
This thesis utilises a broadly critical theoretical framework to examine the
convergence of two of the most significant societal developments of the 21st century
– the rapid and widespread proliferation of the World Wide Web; and the emergence
of violent Islamist extremism as a threat to the national security of Western
democracies.
The literature review identified substantial gaps in the existing knowledge, with the
most closely related research focusing almost exclusively on content generated by
the groups themselves and qualitative analysis of the types of content created. The
absence of a quantitative analysis that replicates the experience of a typical World
Wide Web user, by holistically incorporating the full breadth of terrorist-related
material, strongly supports the importance of this research.
Adopting a critical theoretical approach, the core objective of this research is to
understand whether the policies of governments and the digital hegemony of major
web-based information and media providers disproportionally amplify or reduce the
volume of content relating to terrorist organisations, testing the hypothesis that the
availability of material online regarding 21st century terrorist groups should broadly
reflect the actual threat posed by them.
This hypothesis is tested by looking at the correlation between data on the lethality
of such organisations and data on their prevalence on popular web platforms. This
required the creation of new methodologies for obtaining quality estimates of such
data. Quality metrics were devised and the collected data was disaggregated into
datasets for indicative estimates for the entire indexed Web available via search
engine platforms, for mainstream media, and for social media. The Islamist
extremist group ‘The Islamic State in Iraq and Syria’, also known as ‘ISIS’, was taken
as a specific example, although data for a broad cross-section of terrorist groups
were examined.
Results revealed that there is little correlation between the threat posed and the
availability of material relating to terrorist groups online. By a substantial margin,
ISIS currently poses the greatest threat of all the organisations considered in this
research. However, whilst ISIS does have relatively high levels of online prevalence
compared with other terrorist organisations, ISIS does not have the highest levels
of prevalence overall and this does not correlate with the actual threat posed by the
group. Potential explanations for this disparity are explored, but further research is
required to understand whether this is a natural phenomenon resulting from the
demographics of platform users, or the result of automated processes designed to
limit the availability of this content.
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Chapter 1: Introduction
Background
This thesis examines the relationship between terrorist organisations and
the World Wide Web and in particular, the major platforms on the World Wide Web
that provide a large proportion of information that is consumed by users in the
United Kingdom – Google, Yahoo!, Bing, Facebook, Twitter, BBC News, and Sky
News. The research is conducted using a broadly critical theoretical framework,
where the power structures being challenged are both the digital hegemony that
the World Wide Web and these particular platforms enjoy, and the policies and
practices employed by these platforms and governments to regulate content.
As the world becomes increasingly digitally globalised and interconnected,
exposure to news, social media, and other Internet material becomes an
increasingly fundamental method by which society seeks facts and forms opinions.
Understanding the availability of material relating to a particular phenomenon such
as terrorism on the World Wide Web is, therefore, a key step in understanding the
extent to which it may influence consumers of web-based information, or the
extent to which action taken to limit this material has been effective. This is
especially important where the predominance of certain material could be
considered disproportionate, as this can have a perverse impact on consumer
responses to that information.
The organisation commonly known as ‘The Islamic State in Iraq and Syria’
(ISIS) (also known as ‘Daesh’, ‘IS’, ‘ISIL’) has risen to prominence in recent years.
This has followed the acquisition of large swathes of territory, characterised by
high-profile acts of violence against the civilian populations in Iraq and Syria, and
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by large-scale, complex attacks attributed to the organisation in Western Europe
and elsewhere.
Correspondingly, this rise in prominence has been accompanied by a
tangible increase in public discourse, particularly within the Western news media
and social media. With ISIS, or any other terrorist organisation, this could result in
a disproportionate perception of threat, which, in turn, could lead to a greater
willingness to surrender rights and freedoms in exchange for protection from that
perceived level of threat. Conversely, the prominence of ISIS in the offline realm
may result in greater efforts by governments and online platforms to reduce the
availability of material online. Without the availability of data on the relationship
between online and offline spaces, it is not possible to conclude with any
confidence whether either of these phenomena are likely.
A review of the literature indicates that a study of the type undertaken here
has not yet been conducted, with the majority of the existing research focusing on
qualitative elements of the interaction between ISIS and the World Wide Web, or
highly focused quantitative studies of very specific elements of the relationship.
This could be indicative of the difficulties in quantifying any Web phenomenon and
the lack of a significant set of methodologies for doing so: the Internet is an
organic entity that is constantly changing, pages are added, removed and
amended every second; researching the Internet requires a holistic,
multidisciplinary approach, as both a technological and social science; and there
are as yet few bespoke tools or research instruments available to easily achieve
this.
However, there are significant benefits to adding a quantitative analysis to
the corpus of literature on the subject. This will provide an alternative perspective
on an under-researched phenomenon, potentially broadening the debate on the
impact of the World Wide Web not just on terrorist groups, but on society in
2

general. A quantitative analysis also provides a means by which it will be
theoretically possible to calculate the macro-influence that web-based material has
on certain issues as a means of identifying potential bias in advance of policy
formulation. It will also start to close the methodology gap for quantifying the effect
of the World Wide Web.
The core objectives of this research are to:
•

quantify the extent to which material regarding terrorist organisations is
estimated to be present within the publicly accessible search engine
indexed World Wide Web,

•

compare this estimated prevalence with other terrorist organisations,

•

quantify the actual threat posed by such groups and,

•

identify any correlation between the estimated prevalence and the actual
threat posed by these groups.

The aim of this research is not to identify material uploaded by terrorist
organisations or to quantify specifically attributable material, but to identify how
much of the total public space of the World Wide Web contains information
pertaining to or referring to such groups. In effect, the research will estimate the
amount of dialogue and media present in popular spaces on the World Wide Web,
which will provide an indicative comparative ‘value’ that the group has in
cyberspace.
Significance of Terrorism
Terrorism is by no means a new phenomenon and, whilst the earliest use of
the term ‘terrorist’ is generally thought to derive from the French Revolution during
the late 1700s, the use of violence and other coercive tactics to instil fear within a
population as a means of exerting political influence has been a feature of human
history for centuries. However, both the terminology and manifestation of the
3

phenomena have changed substantially over the centuries, with different groups,
ideologies, and tactics, defining several distinct eras of terrorism.
Having already established themselves with a number of high-profile
attacks in the previous years (such as the Yemen hotel bombings in 1992, the
World Trade Centre bombing in 1993, the US embassy bombings in 1998, and the
attack on the USS Cole in 2000), Al Qa’ida were already considered by most
Western democracies to pose the most serious terrorist threat even before the
complex attack on 11 September 2001.
The current era of terrorism is dominated by the activities of ISIS and other
Islamist extremist organisations with similar or aligned ideologies, somewhat, but
not entirely, eclipsing Al Qa’ida as the predominant threat to Western
democracies. Equally, both Al Qa’ida and ISIS are the product of earlier
movements and organisations established to resist Soviet or Western
interventions in South-East Asia and the Middle East, the wider radical movements
and politicisation of Islam that developed following the demise of the Ottoman
Empire, and the broad range of groups that emerged in the 1970s as a result of
the Israeli-Palestine conflict.
It could be argued, to varying degrees, that all modern terrorist
organisations trace their roots, both ideologically and tactically, from predecessor
organisations and movements, learning from the successes and failures of the
past. Similarly, governments, counter-terrorist organisations and intelligence
agencies have developed and honed responses to these threats; and populations
become accustomed to the increased security narrative, physical threat mitigation
measures and surveillance in public spaces, and, in some instances, increasingly
draconian legislation as a result of the perceived omnipresent threat.
Understanding the relationship between the threat posed by terrorist
organisations and responses by governments is critical, as both are equally
4

capable of exerting substantial influence on political agendas, and have a
widespread tangible impact on the lives of entire populations. For example, whilst
the impact on the individuals and family members of those killed or injured by
terrorist organisations is obviously devastating, the influence on the wider
population can create the conditions for acceptance of disproportionate responses,
trigger counter-movements, or otherwise modify individual or collective
behaviours. Equally, this influence can shape government responses, justify
increased expenditure on state security apparatus or the erosion of individual
liberties.
Significance of ISIS
ISIS is a multi-faceted Islamist extremist organisation, with followers
adhering to an extremist Salafi interpretation of Sunni Islam. The group can be
described as both a quasi-military, quasi-state organisation in relation to its
attempts to create a caliphate in Syria and Iraq; and as an international terrorist
organisation in relation to its activities outside of Syria and Iraq, where it operates
as a loosely affiliated network of sympathisers who subscribe to the ISIS ‘brand’
and ideology.
Whilst the origins of the group can be traced back to the late 1990s, ISIS
did not attract substantial international attention until it pushed Iraqi security forces
out of a number of key Iraqi cities in early 2014. This territorial expansion
continued substantially: ‘…at its peak in late 2014, the Islamic State controlled
more than 100,000 km2 of territory containing more than 11 million people, mostly
in Iraq and Syria’ (Jones et al, 2017, pxi).
Outside of Iraq and Syria, a number of ideologically compatible
organisations affirmed their allegiance to the organisation, adding new provinces
and territories in Libya, Egypt, Nigeria, and Afghanistan (Jones et al, 2017, pxi).
5

The group also claimed territories in Saudi Arabia, Algeria, and the Caucasus, but
did not effectively exert physical control over these areas (Jones et al, 2017, pxi).
In total, ISIS is believed to be operational in at least a dozen countries, with the
Terrorism Research and Analysis Consortium identifying 12 groups outside Iraq
and Syria that have pledged allegiance to ISIS (Zavadski, 2014, np).
Jones et al describe the critical role that foreign fighters have played in
helping ISIS achieve this rapid expansion across the region:
‘The Islamic State relies heavily on foreign fighters drawn from around the
world to seize and hold territory. One report found that more than 80
countries supplied recruits. Even as it pulls Muslims to its heartland, the
group also pushes violence and radical ideas outward from this base. The
Islamic State has shown an ability to expand rapidly outside its core areas
through a variety of strategies: sending and infiltrating its operatives around
the world to conduct attacks, inspiring local Muslims to commit terrorism as
part of local cells, and co‑opting a range of existing jihadist groups’ (2017,
p92).
Undoubtedly, whilst the professionally produced propaganda disseminated by the
organisation has been critical in attracting ideologically compatible recruits, it has
also generated significant opposition; and ISIS has become internationally
notorious for its gratuitous use of violence, including video recorded beheadings,
and the drowning, burning, and stoning of civilians and captured military
personnel.
In 2015, the organisation was estimated to have the support of over 30,000
fighters and an annual income of over $1bn (Gerges, 2016, p21). However, since
2015, as a result of sustained opposition by a combination of state and non-state
forces, ISIS has suffered a succession of military defeats, losing all significant
territory in Iraq and Syria by the end of 2017 with only pockets of resistance
remaining.
Despite these military defeats, the group has remained highly active as an
international terrorist organisation, with a high number of kinetic operations
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believed to have been conducted by the group, claimed by the group, or claimed
by affiliated individuals who have declared allegiance to the group.
This has included in 2015 the marauding firearms attacks in Paris, at a Tunisian
resort and subsequent attack at the Tunisian National Museum, the Sana'a
mosque bombings, the crash of Metrojet Flight 9268, bombings in Ankara and
Beirut, the 2016 bombings in Istanbul and Brussels and marauding attacks in Nice
and Berlin, the 2017 bombings in St Petersburg and Manchester, and a marauding
attack in Tehran.
As the organisation has lost the majority of the territory it seized and has
suffered substantial military defeats, it is likely that the group will seek to refocus
its activity on international terrorist operations, with operatives returning from Iraq
and Syria with extensive training and experience in conducting asymmetric
warfare. This presents a potentially significant risk to Western states and is likely
to remain a priority for Governments for the foreseeable future.
Significance of the Internet
The present manifestation of the Internet can be traced back to the 1960s,
with the conceptualisation and creation of the Advanced Research Projects
Agency Network (ARPANET). However, it was not until the early 1990s that Tim
Berners-Lee’s World Wide Web was released to the general public, prompting the
exponential growth of interconnectivity that now typifies this global
communications system.
Since then, the Internet and World Wide Web has radically influenced
social, educational, commercial, and political interactions by increasing the global
reach of individuals and institutions, increasing access to information, and
reducing the time taken for global communications from days to seconds.
Contemporaneously, advances in personal communications technologies have
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increased the portability and flexibility of access, with the Internet evolving from a
network primarily constituted of computers, to a network of myriad mobile devices
and an ‘Internet of things’.
The World Wide Web has also evolved from its initial manifestation into
‘Web 2.0’ (O’Reilly, 2005, np), a gradual process that has been characterised by a
shift from centralised content generated by a relatively small number of website
operators to a much more decentralised user-centric manifestation, with a tangible
shift towards user-curated content. Tim Berners-Lee disputes this
characterisation, stressing the initial intent of the World Wide Web was always to
be a tool for collaboration (Laningham, 2006, np); but the subsequent
development and contemporary prominence of social media has indisputably
changed the character of the World Wide Web from its early manifestations.
Whilst there are many versions of social media operated by multiple
organisations globally, and there is no commonly recognised definition of what
does and does not constitute a social media platform, the term is generally
accepted to refer to platforms that facilitate the virtual networking of individuals.
This networking is typified by the creation and sharing of content by individual
users and, increasingly, organisations, to a defined or public audience.
In terms of monthly visitors, Facebook is the most popular social media
website with over 20 billion visits per month (Similarweb, 2019, np), and the third
most visited website on the entire World Wide Web, second only to Google and
YouTube (a Google subsidiary). Following a number of precursor sites with limited
membership, Facebook opened to the general public in September 2006, and has
rapidly expanded to include the image-based social media platform Instagram, the
WhatsApp messaging service, and a number of other related interests.
The second most popular Western-based social media platform and sixth
most popular website on the World Wide Web is Twitter. Like Facebook, Twitter
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opened to the general public in 2006 and has rapidly expanded with over 4 billion
visits per month (Similarweb, 2019, np). Unlike Facebook, Twitter relies on a
functionality that allows users to share or review content based on themes, known
on Twitter as ‘hashtags’, allowing otherwise unconnected individuals to network
based on shared interests.
The Arab Spring in the early 2010s demonstrated the novel capabilities of
social media platforms compared to traditional forms of communication, with
otherwise unconnected individual end-users communicating and coordinating
activity based on their shared interest in events, whereas other forms of more
traditional communication typically require the identification of known individuals
and their email addresses or phone numbers.
During the Arab Spring in particular, ‘hashtags’ were used on twitter as a
form of command and control, allowing individuals with no personal connections to
rapidly disseminate information regarding locations and timings for protests; which
arguably led to much the more effective coordination of mass protests (Howard et
al, 2011, p2).
Terrorists also use social media as a platform for disseminating
propaganda, with examples of extremist material being posted to Facebook and
Twitter (Zelin, 2013, p7). The volume of regular Twitter and Facebook users
means that extremist material can potentially reach substantial audiences, as Zelin
highlights:
‘Social media can expose the global jihadi message to anyone, whereas before,
one had to knowingly want to be exposed to the message by going to the
forums’ (Zelin, 2013, p6).
Social media platforms have also been used during terrorist attacks, for example,
Mohamed Merah, responsible for the firearms attack in Toulouse that killed four
people in March 2012, reportedly created a Twitter account whilst he was
9

barricaded in an apartment awaiting the arrival of French security forces; and used
this account to send live updates (Zelin, 2013, p15).
However, one of the key features of social media – the ability for users to
create and upload content – also poses a potential issue for terrorist organisations,
as this format does not allow the levels of administrative and editorial control
inherent with dedicated websites managed by terrorist groups; so while social
media platforms are able to disseminate content to a large potential audience,
there is a risk that the credibility of the message is undermined due to lack of
editorial oversight.
The role of the mainstream news media is also a critical component of the
relationship between terrorism and the World Wide Web. In addition to the direct
dissemination of news regarding terrorist groups and their activities, the
widespread proliferation of on-demand news media via the Internet has
exacerbated the tensions that are a vital precursor to radicalisation by
broadcasting events and issues that fit with the radicalisation narrative (Davies,
2003, p27). One of the key issues that has led to the substantial global
marginalisation of Muslim communities has been military operations by Western
states in countries with large Muslim populations; with Moynagh & Worsley noting
that ‘the 2003 invasion of Iraq and its aftermath led to widespread coverage of
civilian casualties, which has been a powerful recruiting tool amongst Muslims’
(2008, p159).
This, combined with the volume of coverage of other conflicts in Bosnia,
Kosovo, Chechnya, and Tajikistan, evidences the narrative of terrorist
organisations that Islam as a religion is being threatened globally (Moynagh &
Worsley, 2008, p158). Additionally, mainstream media reporting of other events,
such as the alleged mistreatment of predominantly Muslim prisoners in US and
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British custody, further reinforces these narratives; and can marginalise and
alienate individuals who are then vulnerable to radicalisation.
Internet technologies and the World Wide Web are critical platforms for
disseminating this media coverage to a global audience, both via platforms that
contain the initial content, and other platforms that provide a forum for the
discussion of this content (Musawi, 2010, p11). There are also some critical
differences between traditional print and broadcast media and online news media
that can alter the psychological impact of the content.
For example, the ability of the consumer to proactively search for material
of interest can limit the context of the material and potentially bias the content,
which may distort perceptions of the size and scale of a perceived threat,
challenge, or issue. Picard suggests that:
‘Material is presented in ways that emphasize alarm, threat, provocation,
anger, and fear. This type of presentation, which is used in a variety of
types of reporting, works well in the reporting of conflict and terrorism
because the subject is likely to bring an emotional response and contains
inherently dramatic and tragic elements that can be sensationally reported’
(1991, p40).
Mainstream media disseminated on the World Wide Web also increases the
ability of consumers to access news in multiple jurisdictions, including news
articles from regional sources that would have been very difficult to obtain with
traditional print media, which can potentially highlight the relative importance given
to issues by different news agencies. For example, UK-based news media
provided substantial coverage of British military fatalities in Afghanistan, but
notably less on civilian casualties, which could lead to the perception that a greater
value is attached to the life of Western soldiers than Afghan civilians.
The widespread proliferation of technology for accessing the World Wide
Web, such as smartphones and tablets, has facilitated a new element of the
relationship between consumers and media outlets, with members of the public
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filming events in near real-time and providing them to mainstream news outlets.
This enhanced ability to provide footage of an event has increased the exposure of
news media consumers to world events, delivering a quantity of footage that was
not previously possible to much wider audiences.
Consumer interaction with the media is not a new phenomenon – listeners
have participated in radio programmes and readers have published letters in
newspapers for decades – but the proliferation of Internet technologies and the
World Wide Web has significantly increased the scale and reach of mainstream
media platforms in a way that has not previously been possible.
As with social media, the World Wide Web creates issues for quality
control, with the speed of online news potentially preventing the editorial scrutiny
inherent in other mainstream news broadcasting, which could lead to factually
inaccurate reporting being accepted as fact by consumers. Conversely, with a few
notable exceptions, news media on the World Wide Web is less likely to contain
government propaganda or be subjected to state censorship regimes than
traditional government owned or sponsored news outlets; and allow a greater
propagation of media coverage highlighting state abuses (Thomas, 2003, p114).
Hypothesis
Given the centrality of the World Wide Web and Internet technologies to
individual and organisational interactions with the physical world, it is reasonable
to hypothesise that there is some correlation between the prevalence of real-world
offline phenomena and virtual online content on the World Wide Web. This
hypothesis is based on the principle that the World Wide Web is a virtual extension
of the physical world that is created and used by humans, and provides virtual
mediums to complement similar physical mediums for communication and
expression.
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For example, Fuchs notes that ‘…human activities make the Internet work;
the technological structure can’t be separated from its human use and the
permanent creation and communication of meaningful information through the
Internet’ (2008, p96). This is critical, as human behaviour shapes both the
construction of the World Wide Web through programming, design, and
accessibility, and also the use of the platforms, where humans both generate and
consume the content:
‘Human actors permanently re-create this global knowledge storage
mechanism by producing new informational content, communicating, and
consuming existing informational content in the system. The technological
infrastructure enables and constrains human cognition, communication, and
cooperation’ (Fuchs, 2008, p96).
Therefore, for real-world issues that have a substantial impact on humanity, there
is likely to be increased discourse, debate, and communication. Before the
widespread proliferation of Internet technologies, this would have been conducted
predominantly in newspapers, radio, television, and other physical mediums of
interaction, such as face-to-face discussion. These have now been supplemented
by the World Wide Web, which has substantially increased both the quantity and
reach of information available to individuals.
However, as this information is largely generated by individuals, it is
reasonable to hypothesise that this content will broadly reflect the nature of the
wider physical world. As terrorism currently poses a substantial challenge to
individuals and organisations globally, it is reasonable to assume that there is a
substantial quantity of discourse, debate, and communication regarding terrorist
organisations; and this quantity will broadly reflect the influence or threat posed by
individual terrorist groups. Fuchs notes that this relationship between online and
offline realms:
‘…reflects societal problems in complex ways and social actions carried out
with the help of the Internet have complex effects on the antagonistic
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structure of society. Online action shapes and is shaped by the
antagonisms of contemporary society. In order to find out how the lives of
humans are affected and transformed by the Internet, the Internet needs to
be analytically related to the broader societal context’ (2009, p74).
Schroeder similarly postulates that ‘..the internet extends the reach and
intensifies the penetration of media into society, but in doing so it shapes these
orders or powers and is shaped by them…’ (Schroeder, 2018, p7). This mutual
relationship where platforms on the World Wide Web, including search engines
and media platforms, shape and are shaped by human activity creates the
potential for data to empirically prove or disprove this relationship, particularly
where it is possible to tentatively quantify at a macro-level, the extent to which
offline activity is likely to generate discourse. Any disparity between the two can
then be explored to allow the development of theories to explain this disparity.
Research aims
This research examines the intersection of two of the most significant
societal phenomena of the modern era: the challenges and opportunities
presented by the proliferation of global communications technologies, particularly
the World Wide Web; and the enduring threat posed by Islamist extremism and
terrorist organisations. This convergence is multifaceted and affects the character
of both phenomena. For example, terrorist organisations directly use the World
Wide Web, inter alia, as a clandestine communications platform, to disseminate
propaganda, conduct hostile reconnaissance of targets, and transfer funds. This,
in turn, has led to state actors monitoring, censoring, and countering this activity.
As such, elements of the character of the World Wide Web can be
considered a product of both action and counteraction by these hostile and state
actors. Similarly, the character of terrorist organisations can be considered a
product of their ability to support operational and organisational sustainment
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activity. For example, the decentralised and largely autonomous structures of
modern Islamist extremist organisations like ISIS and Al Qa’ida would not be
possible without the prevalence of the communications systems required to
propagate brand identity, cultivate new recruits, and project the product of their
organisations – terror.
Arguably, as ISIS suffer militarily in conventional armed conflict in Syria and
Iraq, their organisational paradigm is likely to shift further towards decentralisation
and the asymmetric tactics that have previously generated significant publicity,
and have been deployed successfully by other Islamist extremist organisations,
such as Al Qa’ida. This paradigm is reliant on propagating a ‘brand’ identity that
attracts autonomous recruits to conduct unilateral attacks without central direction
or support; a feat not realistically achievable without the deliberate exploitation of
the public spaces of the World Wide Web and the amplification of real-world acts
by mainstream and social media platform users.
Without an empirical quantification of the total prevalence of discourse
regarding ISIS in the public spaces of the World Wide Web, it is difficult to draw
any conclusions about the extent to which an average consumer of Web-based
information is exposed to or contributes to discourse regarding the group. This
quantification is a critical piece of the overall picture, adding to the already wellestablished analysis of ISIS propaganda and deliberate web-presence; and laying
the foundation for further research to examine the potential impact of this
discourse. The increasing use and importance of social and mainstream media
warrants additional scrutiny of these platforms within the overall analysis.
To answer the question ‘Does the number of results returned by popular
UK-centric web platforms reflect the assessed threat posed by the Islamic State in
Iraq and Syria (ISIS) and other terrorist organisations?’ there are many sub-
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questions that could be addressed and this research concerns itself with the
following six:
1. How prevalent is discourse regarding ISIS on the World Wide Web?
2. How does this prevalence manifest spatially across different
commonly used areas of the World Wide Web?
3. How does this prevalence and spatial manifestation compare with
other terrorist organisations?
4. What is the actual threat posed by ISIS?
5. How does this level of threat compare to other terrorist
organisations?
6. Is there any correlation between threat and online prevalence?

Thesis Outline
To address these questions, this research first examines the existing
literature to identify relevant research and contextualise this research within the
existing corpus of knowledge. The search methodology aims to identify material
relevant to ISIS as an organisation, ISIS and its relationship with the World Wide
Web, ISIS and its relationship with the media and social media, and other terrorist
organisations and the broader phenomena of the relationship between terrorism
and the World Wide Web. Collected material is then assessed for quality and
veracity, before discussing the relevance and importance of the material to this
research and the overall academic discourse.
The research methodology is then discussed in Chapter 3, exploring the
critical theoretical framework and positivist ideology underpinning the approach to
the phenomenon and the rationale for a quantitative rather than qualitative
method. A detailed description of the novel research instruments follows, with a
comprehensive analysis of the opportunities and challenges presented by this
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approach; and the criteria used to qualitatively assess the veracity of the
quantitative data collected to ensure future replicability is possible.
Chapter 4 examines the secondary data collected from the Global
Terrorism Database, which provides an indicative quantification of the threat
posed by ISIS and other terrorist organisations through two indices – the total
number of attacks conducted by each group and the total number of fatalities
inflicted.
Chapter 5 explores the data collected and how this relates to the primary
objectives of the research. The statistical significance of the data is examined and
conclusions presented and discussed. Issues encountered with the data collection
and analysis, and the limitations of the research, are discussed in parallel with the
positive contribution made to the overall corpus of knowledge.
Finally, Chapter 6 identifies lessons learned during the research experience
and presents options for further research to build on and complement the current
work.

17

Chapter 2: Literature review
Method
The scope and scale of the relevant literature is dictated by a number of
factors that must be taken into consideration when conducting a review, as these
will inform the methods used to search the literature; and the frameworks used to
assess it. Whilst there is a degree of commonality with the factors considered as
part of any comprehensive academic literature review, there are also a number of
factors unique or particularly prevalent to the interrelationship between ISIS and
the World Wide Web.
A significant challenge with any research conducted into terrorism related
subjects is the absence of agreed naming conventions and definitions. States,
organisations, and individual actors define and classify terrorism, terrorist acts,
and terrorist organisations differently, so there is no universally agreed or
recognised framework for assessing whether an individual or group is a terrorist.
This is further exacerbated by the highly fluid, ideology driven,
decentralised structures of many modern terrorist organisations, which allow
individuals to claim allegiance to a particular group without ever having been in
direct contact with the leadership hierarchy or other members of the group. This is
particularly prevalent with Islamist extremists who are motivated by similar
ideologies but are free to claim allegiance to any group that espouses that
ideology.
Additionally, there is significant debate surrounding the appropriate term to
describe ISIS, with authors using a variety of English and Arabic titles for the
organisation. In addition to many of these titles being fluid as they are politically or
ideologically determined, many also share similarities with entirely non-related
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phenomena (such as Isis also being an Egyptian goddess) or only describe subfacets of the group.
Similarly, commonly used technological nomenclature is not universally
recognised, agreed, or understood by the users of that technology, or by
academia. For example, ‘the Internet’ is often used as a general term to describe
the World Wide Web, which is only a constituent part of a much wider network.
The highly organic and constantly evolving nature of the World Wide Web and the
Internet in general also create significant challenges in defining processes and
actions. For example, during the early 1990s, electronic mail was largely
recognised as messages between desktop computer terminals via an electronic
mail service provider. However, with the advent of smartphones, instant
messaging applications, and social media, it is less easy to delineate these
different forms of electronic communication.
These issues with defining the phenomena can lead to significant
challenges when reviewing the available literature as the relevance is not always
clear, which can substantially increase the size of the potential body of literature to
be reviewed. Conversely, over-defining the scope of the literature review by being
too prescriptive risks reducing the size of the potential body of literature to be
reviewed to the extent where it is no longer a useful assessment of the available
literature.
A further issue that potentially reduces the availability of material for
assessment is the language used by the author(s). Without additional language
capabilities, the literature review can only be conducted in English. Whilst this is
potentially less of a problem with other research topics, it is a particular challenge
within the field of Islamist extremism research as many of the subjects, and those
conducting research into them, do not speak or write in English. Whilst it is difficult
to quantify the extent to which this is a problem, it should be recognised that a
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literature review in a single language is highly unlikely to capture the full range of
available material.
The history of ISIS in particular and terrorism in general, and the Internet,
also has a major influence on the scope and scale of the available literature. For
example, whilst ISIS are a relatively new phenomenon, their provenance as
Islamist extremists can be traced back decades to earlier political and extremist
organisations that began to form following the dissolution of the Ottoman Empire,
and, potentially, to the origins of Islam itself. Thus, it is possible to substantially
broaden or narrow the scope of the available literature to be reviewed depending
on the approach taken to delineate ISIS from precursor organisations, and the
extent to which the search focuses on particular historical aspects of the group.
Similarly, whilst the commonly recognised manifestation of the Internet has
existed since the early 1980s, the World Wide Web was not created until the late
1980s/early 1990s and the later addition of search engines, social media
platforms, and the increased variety and global availability of technology for
accessing these, has significantly changed the character of online interactions.
Understanding this chronology is a critical element of the literature review, as
material published before key milestones or events is likely to have a significant
impact on the usefulness of the material.
The research questions and the subject matter intersect multiple research
disciplines and, as such, the literature is likely to be contained in a variety of
sources and publications; and have been written and published by scholars from a
variety of backgrounds. This may increase the complexity of the available material,
as it is likely that research conducted on elements of the Internet, including the
World Wide Web, will be highly technical in nature and potentially require a higher
level of niche skills and understanding to properly comprehend.
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It is also likely that material relating to ISIS and terrorism will be
multifaceted and cross a number of disciplines. This could feasibly include
analysis from a niche political, historical, economic, military, psychological, or
theological perspective; and, whilst these perspectives are likely to provide a rich
seam of information, it is possible that the specificity of the material reduces the
overall utility for broader research into this subject area.
The deployment of a relatively novel research method also poses
challenges when reviewing the literature. As with all research, there is a balance to
be struck between conducting novel research to add an entirely new dimension to
the field, and deploying traditional research methods to contribute to the existing
body of research. Novel research methods and approaches are likely to reduce
the availability of supporting literature, whilst traditional research methods and
approaches may unhelpfully increase the availability of existing literature to a point
where a comprehensive review becomes challenging.
ISIS and the World Wide Web are significant topics of interest to both
academic and non-academic audiences. As such, there is a significant quantity of
published material covering both of these phenomena, which provides both a rich
body of information for review; and challenges in assessing the quality of the
material. For example, there are a number of publications that provide a useful
background and context to the emergence of ISIS. However, many of these will
lack the academic rigour of peer-reviewed journals or have an unknown empirical
provenance.
Sageman (2014) is highly critical of the impact that these publications have
on the overall quality of the literature:
‘…the rush of newcomers to the field had a deleterious effect on research.
The field was dominated by laymen, who controlled funding prioritizing it
according to their own questions, and self-proclaimed media experts who
conduct their own “research”. These “experts” still fill the airwaves and
freely give their opinions to journalists, thereby framing terrorist events for
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the public. However, they are not truly scholars, are not versed in the
scientific method, and often pursue a political agenda’ (Sageman, 2014,
p566).
This succinctly describes another major issue with the conduct of research into
this particular field – the financial incentives to generate material for governments
or public audiences diluting the quality of published literature; which is evident
during reviews of the literature as the quantity of available material is
disproportionate to the quality.
Correspondingly, whilst there is a large body of literature covering all
aspects of the World Wide Web, the quality and complexity is highly variable,
depending on both the author and the intended audience. For example, a large
body of information on the technical aspects of the World Wide Web is likely to be
specifically intended to translate complex technical information into language
easily accessible to those outside the discipline. This will be in stark contrast to
material intended for consumption by other experts in this field, which is likely to
be largely inaccessible to those from other disciplines of research.
Whilst reviewing the available literature, it is worth reflecting on the body of
material that exists that is not readily available. Due to the nature of ISIS and
terrorism, there will exist a large quantity of material generated by governments
and institutions on behalf of government organisations that is classified. Sageman
goes further and suggests that research is ‘mostly’ and ‘secretly’ undertaken by
governments (2014, p572), arguing that publicly available academic research
forms the minority of the total research conducted. Whilst there is very little that
can be done to address this, it is worth noting that the material available to the
academic researcher is not necessarily the same as the material available to those
with access to such material.
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The highly clandestine nature of terrorism and responses to terrorism also
means that there is potentially a vested interest in misleading, overstating or
understating, or concealing information made available to researchers (Jenkins,
2003, p6, quoted in Furedi, 2005, p307). Whilst this potential bias should be
recognised by the authors of the literature being reviewed, this will not always be
the case and it is important to recognise that either the author, or the subject
material, may have been influenced – knowingly or not – to further a particular
cause.
Other factors potentially reducing the body of available literature include the
legal and ethical issues often inherent with this phenomenon. Possession of
certain documents or articles is unlawful in many jurisdictions; and there could be
a risk that any research undertaken on terrorism related subjects will potentially
bring researchers into contact with unlawful material.
Research relating to the Internet also raises potential issues with the
principle of informed consent, as individuals generating content on the Internet
may be unaware or not consent to their content being analysed by researchers.
Whilst there are lawful and ethical means to mitigate these concerns, these issues
may deter some academics from conducting research or publishing material into
areas considered to be more contentious, reducing the availability of research in
these areas.
With these factors considered, the literature review focused on the three
primary areas of this research: ISIS’s overall prevalence on the World Wide Web,
ISIS’s prevalence on social media, and ISIS’s prevalence on mainstream media.
The literature review then considered material to frame and contextualise these
areas, before assessing: the empirical quality of the material, the relevance of the
material to the research question, the significance of the material to the field, and
any noteworthy observations or hypotheses proposed by the author(s).
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Terrorism on the World Wide Web
Conway (2017) suggests that the World Wide Web is playing ‘significant
and diverse roles in contemporary violent extremism and terrorism’ (2017, p91)
and, invoking David Rapoport’s Wave Theory, suggests that the World Wide Web
is likely to be as influential in transforming terrorism as the mass circulation of
newspapers, radio, and television have been previously (2017, p91).
In addition to proposing a number of other research questions that need to
be answered to advance the academic debate on this issue, including empirically
proving or not the role of the World Wide Web in the radicalisation process,
Conway also proposes that ‘comparison within and across a number of other
categories is also vital’ (2017, p83). These categories include comparison across
groups, countries, languages, and platforms as these are currently
underrepresented in the literature - a deficit this research is designed to address in
part with a cross-platform, multi-organisational quantitative analysis.
There are a broad variety of approaches in the literature to researching the
wider phenomenon of terrorist uses of the World Wide Web and other Internet
technologies. For example, Weimann provides a good general overview of how
terrorist organisations interact with the Internet, describing a broader utilisation of
the World Wide Web by terrorist organisations and identifying seven key uses –
data mining, networking, recruitment and mobilisation, instructions and online
manuals, planning and coordination, fund-raising, and attacking other terrorists
(2006, p111-145).
Conway (2006) explores in more detail the various facets of the relationship
between terrorism and the World Wide Web, concluding that whilst ‘researchers
are still unclear whether the ability to communicate online worldwide has
contributed to the increase in terrorist violence’, ‘online activities substantially
improve the ability of such terrorist groups to raise funds, lure new faithful and
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reach a mass audience’ (2006, p296). Conway goes further than Weimann, noting
the risk and balance that needs to be struck - and seems to be understood - by
terrorist organisations:
‘High levels of visibility increase levels of vulnerability, both to scrutiny and
security breaches. Nonetheless, the proliferation of official terrorist sites
appears to indicate that the payoffs, in terms of publicity and propaganda
value, are understood by many groups to be worth the risks’ (2006, p296).
Conversely, whilst Archetti (2015) explores the role that the World Wide
Web plays as a platform for communications, suggesting that ‘a greater
understanding of communication in the 21st century is essential to more effective
counterterrorism’ as ‘few seem to truly understand the reality of the digital-age
information environment’ (2015, p49), she also strongly criticises approaches that
focus on the World Wide Web as a facilitator of violent extremism in isolation of
the wider context that is pertinent to the phenomenon of radicalisation:
‘Such views are simplistic in their technological determinism - the belief that
a technology, due to its mere existence, must produce certain effects. They
overlook the fact that it is always humans (governments, citizens and
extremists among them) who use technology as a tool to advance their own
goals and that audiences, as already indicted, actively select and embrace
– rather than merely absorb – messages they are interested in’ (2015, p50).
Much of the literature reviewed during this research does indeed seem to
reflect this tendency to focus on how communications technologies have facilitated
the activities of terrorist organisations, rather than the individuals actually using
those technologies or the detailed interaction between human and network. This
research attempts to deviate from this tendency by applying methodologies that
are designed to be user-centric, rather than rely entirely on technical
methodologies. Furthermore, the central aim of this research is to quantify the
material available to end-users via selected platforms, rather than focus
exclusively on the behaviour of those platforms.
Gill et al. (2017) provide a quantitative analysis of convicted UK-based
terrorists to understand the extent to which they accessed the World Wide Web in
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advance of conducting terrorist activity. Their specific empirical findings support
the broad descriptive narratives given by Weimann (2006) and Conway (2006),
and note that the World Wide Web is:
‘largely a facilitative tool that affords greater opportunities for violent
radicalization and attack planning. Nevertheless, radicalization and attack
planning are not dependent on the Internet, and policy needs to look at
behaviour, intentions, and capabilities and not just at beliefs’ (2017, p100).
This reinforces one of the key themes in the literature – that the World Wide Web
and communications technologies should not be viewed in isolation without
context as causal factors in the propagation of terrorism, but rather discrete and
complex facets that are inexorably linked to offline factors.
Moynagh & Worsley (2008) provide a macro-analysis of the global effect of
communications systems; and how they have influenced the economy, the media,
and social interactions. This provides a useful context to Weimann and Conway’s
analyses of how terrorists have adopted these technologies in parallel with nonterroristic uses; and introduces the concept of ‘digital divides’ (Moynagh &
Worsley, 2008, p115) which, although not explicitly stated in the text, is a
contributory factor to creating the inequalities that can produce an environment
conducive to radicalisation. The concept of the World Wide Web highlighting and
promoting inequalities both directly through the content available online, and the
unequal provision of the underlying technologies remains largely unexplored by
academia.
Drawing comparisons with propaganda during periods of conflict, Ingram &
Reed build on this concept of the centrality of communications systems
development and their use, suggesting that contemporary analyses of extremist
propaganda often fail to consider and learn lessons from history (2016, p3) and
that, even with advancements in communication and military technology, some
patterns are evident, such as how to best deploy modern communications
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technologies, the type of messages to be delivered by these, and how to ensure
words are matched with actions (2016, p3).
Amble uses the term ‘new media’ to describe the collection of platforms that
are used for many-to-many communications, such as ‘blogs, web forums, social
networking websites’ and ‘applications that allow the sharing of user generated
content’ (2012, p340); illustrating the main differences between ‘new media’ and
traditional media:
‘Traditional media is characterized as “one-to-many” communication, where
the audience might be virtually limitless, but a small cohort of established
institutions selectively disseminate information. New media, by contrast,
substitutes these institutions with the same unlimited universe from which
audiences were previously drawn’ (Amble, 2012, p340).
Amble then goes on to explore terrorist uses of new media, highlighting four
principal areas where new media has enhanced terrorist capabilities: ‘propaganda,
recruitment, training, and operational command and control’. Whilst the use of the
Internet by terrorists is beyond the scope of this research, the impacts of such use
are not.
For example, if the principal aim of terrorists is to influence individuals and
governments, and propaganda is one of the major means by which this achieved,
a measure of success is the extent to which not just this propaganda has been
disseminated, but also the sum total of World Wide Web content as this provides
an indicator of overall interest and influence on one of the major means by which
individuals communicate and absorb information.
Altheide explores the relationship between the ‘mass media’ and terrorism,
postulating that the media actually promotes fear and that governments capitalise
on this fear to introduce policy changes and restrict freedoms:
‘Notwithstanding the long relationship in the United States between fear and
crime, the role of the mass media in promoting fear has become more
pronounced since the United States ‘discovered’ international terrorism on
11 September 2001. This discourse was grounded in several decades of
the ‘fear of crime,’ but it was also promoted by political action that sought a
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reorientation and redefinition of the role of the United States in world affairs’
(2007, p292).
Whilst this does not directly focus on the World Wide Web, the proliferation of
mainstream media content on the World Wide Web and extensive dissemination
made possible by Internet technologies exacerbates this hypothesised
phenomenon.
Similarly, Abdulla conducted a qualitative analysis of Arabic-language
message boards to identify and classify sentiment regarding the 9/11 attacks.
Whilst Arabic-language searches are out of scope for this research, this remains
relevant as an example of wider research in this space, particularly research
relating to the discourse and discussion that is the focus of this research; and
because it further highlights the relationship between the mainstream media and
terrorism.
Abdulla suggests that the mainstream media often interchangeably
characterises Arabs, Muslims, and terrorists:
‘Despite the fact that all Arab countries condemned the attacks, for the most
part, voices communicated through the mass media still failed to
differentiate between Arabs and Muslims, on one hand, and terrorists, on
the other’ (2007, p1065)
Abdulla then highlights examples of where the mainstream media has propagated
unconstructive stereotypes of Arabs and Muslims, or distorted media coverage
leading to the spread of Islamophobia (Abdulla, 2007, p1064). This analysis,
which links media reporting to real-world reactions, further reinforces the need to
understand the relationship between the mainstream media, the World Wide Web,
and consumers; particularly in the context of terrorism and its associated issues.
Benson proposes an alternative theory - that the Internet is not responsible
for increasing terrorism:
‘The threat of terrorism on the Internet has been exaggerated. Initially,
many of the hypotheses about the effects of the Internet seemed justified.
In the intervening time, however, enough data has been collected to provide
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evidence that transnational terrorists have not reaped a windfall in
capabilities because of the Internet’ (2014, p327)
This analysis is supported by evidence examining the capabilities of Al Qa’ida and
affiliated groups, noting that - whilst the Internet does provide some valuable tools
for terrorists - these are not sufficient to facilitate a tangible increase in capacity or
capability to undertake attacks.
Benson, broadly concurring with Archetti’s (2015) position, also notes the
threat posed by overstating the importance of the Internet in terrorist operations:
‘Exaggeration of the threat has egregious costs. The fact that the US
Congress has considered several times a bill to allow an “off switch” for the
Internet is a perfect illustration’ (2014, p327)
Furthermore, Benson argues that the World Wide Web ‘provides an opportunity to
defang transnational terrorism almost completely’ (2014, p328). In this respect, the
World Wide Web serves as a place for people to ‘talk, moan, preach, and
complain to their hearts’ content, thoroughly surveilled and significantly less
threatening than if they were to express their frustrations by action’ (2014, p328);
with law enforcement using the product of this content as an intelligence resource
(2014, p328).
This balance – understanding the function and importance of the Internet to
terrorists without over or understating the threat – is critical to the formation of
responses and policies, as there is an underlying risk that an overstatement of the
risk posed will lead to disproportionate responses that will not only potentially limit
the freedoms of the citizens they are intended to protect; but also potentially limit
the ability of law enforcement and intelligence agencies to monitor and interdict
terrorists in these spaces.
The criticality of this balance is reinforced by Brown & Korff, who note that
‘the privacy and non-discrimination rights that are core to the European legal
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framework are being challenged by the increased surveillance and profiling of
terrorism suspects’ on the World Wide Web; and suggest that
‘their disproportionate nature is problematic for democracy and the rule of law, and
will lead to practical difficulties for cross-border cooperation between law
enforcement agencies’ (2009, p119).
Whilst Brown & Korff refer specifically to the activities of terrorist and
counter-terrorist organisations, rather than the wider public discourse that is the
focus of this research, the relationship between the two is symbiotic and should
not be viewed in isolation. For example, ISIS and other organisations rely on the
dissemination of digital content to attract supporters and anti-ISIS organisations
also rely on this content to discredit the group. For both of these objectives to be
realised, that content must be available in public spaces and relies on individuals
and mainstream media organisations to further propagate and discuss it.
Lafree suggests that it is the speed and scale of change with the Internet
and World Wide Web, accompanied by a lack of robust empirical data, that is
responsible for ‘extravagant claims about the impact of the Internet on terrorism’
(2017, p93). Lafree’s assessment is supported by this review of the literature,
which noted in particular an absence of quantitative data or analysis of relative
prevalence or influence.
Lafree also proposes that the relationship between end-users and the
Internet is substantially more complex than a depository of information for passive
consumption or proactive interaction:
‘Like being inside a library, the Internet does not totally constrain our
choices, but it does influence the range of choices available, the types of
materials to read, the value these materials may have, how believable they
are, how they fit together, and even what their implications are for future
behaviour’ (2017, pp95-96).
This analysis is fundamental to the underlying principle of this research - that
understanding the nature, quality, and quantity of information on the World Wide
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Web are critical factors in advancing our knowledge of phenomenon in offline
spaces.
Zelin concurs that current research is highly focused on interactions
between terrorists and the Internet with very little analysis on non-terrorist
consumers and World Wide Web users:
‘...there is strikingly little empirical research on the manner in which jihadi
activists use the Web to propagate their cause. Whereas researchers and
policy analysts have systematically collected and analyzed the primary
source material produced by al-Qaeda and its allies, very little work has
been done on the conduits through which that information is distributed—
and even to what extent anyone is accessing that propaganda other than
counterterrorism analysts’ (2013, p1).
Again, this analysis supports the need for further research to increase
understanding of the entirety of the phenomenon.
Conway (2007) explores in detail the issue of World Wide Web governance,
and the issues posed by this in relation to the use of the World Wide Web for
terrorist purposes. Conway also notes the challenge of state regulation of terrorist
content online, which is a delicate balance of preventing the harms caused by
terrorism without curbing the freedoms the policies are designed to protect, and
suggests that sub-state actors, such as social media platforms, have been more
successful in this endeavour:
‘Over time, both state and non-state actors have endeavoured to curb the
availability of terrorism-related materials online with varying degrees of
success. Authoritarian governments have met with some success by
deploying technologies that constrain their citizens' ability to access certain
sites. There are fewer options for restriction available to democratic
governments, however, and although recently more restrictive legislation
has been promulgated in a number of jurisdictions, it is not yet clear that it
will be any more successful than previous attempts at controlling, for
example, cyber-hate. In terms of terrorist web sites and their removal,
private initiatives instituted by a range of sub-state actors in conjunction
with ISPs have been much more successful’ (2007, p32).
Conway concludes that these issues raise further concerns about ‘limits on speech
and who can and should institute these limits’ (2007, p32), in particular, sub-state
actors taking editorial decisions may serve to limit freedoms of speech, which
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Conway argues presents a case for establishing much more robust protections for
radical political speech to counterbalance any increased suppression of content by
World Wide Web platforms. Macdonald, Correia, & Watkin (2019) take this a step
further and propose that platforms exercising this editorial oversight of online
material is effectively a form of regulation and should be subject to the rule of law
like any other enforcement action.
Keen (2019) highlights lessons learned from action taken to counter
terrorist financing, and proposes public-private collaboration to ‘strengthen the
response to terrorist use of online communication services’ (2019, p8), as well as
safeguards to ‘mitigate the risk of unintended consequences similar to those
observed as a result of the CTF regulations’ (2019, p6). Both Conway and Keen’s
positions are highly relevant to this research for two reasons. Firstly, the policy
implications of the relationship between terrorism and the World Wide Web is a
key motivation for conducting this research. Secondly, actions taken, or not taken,
to remove terrorist content from the World Wide Web will almost certainly have an
impact on the number of results returned during data collection.
Gallacher (2020) discusses the automated removal of content, noting that
‘many social media and technology firms have begun to employ machine-learning
algorithms on their platforms to automatically block and delete content that is
classified as extremist’ (2020, p55), and is often sufficiently advanced that it can
‘distinguish original content from videos that discuss the same imagery in a
different context, such as news reports or commentary over previous footage’
(2020, p56). However, not all terrorist content is sufficiently extreme to trigger
these algorithms and additional techniques have also been developed to identify
‘hateful and dehumanising’ speech that doesn’t necessarily incite violence (2020,
p56).
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These processes reportedly enjoy a high degree of accuracy and success
in removing terrorist content:
‘Facebook reports that it automatically removes 99% of ISIS and al-Qaeda
material uploaded to the platform (Bickert and Fishman, 2018). Similarly,
YouTube reports that 98% of the videos that are removed for violating
violent extremism rules are detected by an automated system (YouTube
Official Blog 2017). During the second six months of 2017, Twitter removed
275,000 accounts for violations related to promotion of terrorism, and 93%
of these accounts were flagged for removal by automated tools (Twitter
Transparency Report, 2018)’ (Gallacher, 2020, p57).
However, Gallacher notes that this accuracy may be superficial and highlights
concerns about the potential for substantial false-positive results, a situation
exacerbated by the size and scale of the World Wide Web and the number of
terrorist and legitimate non-terrorist interactions with it. For example, in 2017
thousands of videos documenting human rights abuses during the conflict in Syria
were automatically but erroneously removed by YouTube, potentially undermining
any relevant judicial processes (2020, p58). There are also examples of
countermeasures being deployed to defeat these algorithms, raising further
concerns about these processes (2020, p59).
Gallacher suggests that these tools should not be considered a panacea
and should instead be viewed as an iterative process, where the systems
constantly evolve to keep pace with both the changing technology and terrorist
behaviour:
‘Whilst good progress has been made in developing automated
technologies to detect and remove extremist content, these tools are still in
their infancy and represent only the first step in a constantly changing
landscape. It is vital that platforms, governments, investors and the public
realise that automatic detection is not a problem that can be ‘solved’.
Rather, it is something that will require constant innovation and
development to avoid falling behind changes in the way extremist groups
use the Internet to spread extreme digital speech’ (2020, p62).
Van der Vegt, Gill, Macdonald & Kleinberg (n.d.) propose that these issues
of ‘contextual ambiguity’ that lead to potential false-positives or false-negatives
during automated content removal should be ‘addressed through effective hybrid
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systems, integrating both human and automated content moderation, where
collaborative, cascaded decision-making systems combine independent indicators’
(n.d., p10); and, perhaps acknowledging that this still wouldn’t present an entirely
infallible system, recommend a simple appeal process to address incorrectly
removed content and a knowledge sharing scheme to ensure appropriate
expertise is available to assess borderline cases.
Ramati (2020) reviews the phenomena from a legal and policy perspective,
comparing and contrasting approaches across a number of different jurisdictions.
Commenting on the approach in the UK, Ramati notes that ‘the official government
position is to put more pressure on Internet companies to remove extremist
content faster than they are currently doing, if necessary, through legislation’
(2020, p64). It is likely that this approach is the result of the apparently
unsuccessful attempts by the government to identify content, with 20% of requests
by the unit established by the government to monitor extremist content online
identified by Internet platforms as mistakes or unjustified (2020, p63).
Whilst these issues relate primarily to attributable content, which isn’t
explicitly the subject of this research (but will undoubtably be detected during the
data collection process), this remains highly relevant as the data collected will be
the product of both the quantity of material uploaded or made available to each of
the platforms and any action taken by the platforms to remove extremist content.
ISIS’s prevalence on the World Wide Web
There is a significant body of literature focusing on the relationship between
ISIS and the various facets of the World Wide Web. However, much of this is at a
micro-level and concentrates on a niche facet of the World Wide Web, such as
social media, specific chat rooms favoured by ISIS, or peer-to-peer encrypted
messaging services. Very little literature exists examining the macro-level
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relationship between ISIS and the World Wide Web and most of this is inherently
qualitative in approach.
Fishman (2016) explores the history of ISIS and postulates possibilities for
the future of the group. As a research fellow at the New America Foundation and
professor at the West Point Military academy, his work in this area is afforded
substantial credibility. This is reinforced by extensive referencing throughout the
text to a combination of academic and non-academic sources to support his
assertions.
This work also begins to explore the origins of ISIS’s web presence, which
was inexorably linked to earlier advances made by other and precursor extremist
groups in response to the changing technology landscape (Fishman, 2016, p25;
Fishman, 2016, p156). He further explores the use of the Internet as a tool for
disseminating propaganda (Fishman, 2016, p118) and compares and contrasts
this with al-Qaeda’s online presence (Fishman, 2016, p119). However, whilst
Fishman touches upon some of the issues surrounding the group’s use of social
media (2016, p157), this does not attract a wider quantitative analysis as proposed
in this research.
Simon (2013) explores the phenomenon of ‘lone wolf’ terrorism. The text is
well sourced and works systematically through a range of issues, providing a
valuable source of information on the rationale of these individuals, as well as the
threat posed by them. Inevitably, this particular facet of the phenomenon requires
a substantial analysis of the relationship between radicalisation and the World
Wide Web – and Simon provides this.
However, as the original text was published in 2013, prior to the emergence
of ISIS as a significant or recognised threat, this analysis does not focus
specifically on ISIS’s web presence, nor does it provide any quantitative analysis
of the phenomenon; however, this does not necessarily diminish the utility of the
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text as a useful resource on the impact that the World Wide Web has had on
Islamist extremist groups in general.
Weimann (2006), presents a well-sourced narrative on the wider use of the
World Wide Web by terrorist organisations, categorising 7 Instrumental uses: data
mining, networking, recruitment and mobilisation, instructions and online manuals,
planning and coordination, fund-raising, and attacking other terrorists (Weimann,
2006, pp111-145).
Whilst this provides a useful précis of how terrorist organisations interact
with the Internet – with substantial detail on certain facets - it does not quantify the
extent to which any group is present on the World Wide Web, or address the issue
of the general public, media, and social media platforms generating or amplifying
content. As the publication of the text substantially pre-dates the commonly
recognised manifestation of ISIS, it is reasonable to suggest that this text has
limited utility in this context; however, there will inevitably be some generalizability
across a broad range of Islamist extremist groups and remains a useful reference
text.
Whilst not focused exclusively on ISIS, Neumann (2016) is a well-sourced,
academic analysis of the phenomenon of radicalisation. Perhaps inevitably, this
includes a focus on the importance of the Internet in the radicalisation process,
with Neumann noting in relation to ISIS: ‘Never in the history of terrorism has a
group communicated so much and never has a terrorist campaign been so defined
by how it is perceived online’ (Neumann, 2016, p123). This is highly relevant to
this research into the hypothesis that there is likely to be a direct correlation
between the quantitative – how much ISIS is present - and qualitative – how ISIS
is perceived - elements of ISIS’s World Wide Web presence.
Neumann goes on to describe the ‘fighters’, ‘cheerleaders’, and ‘fans’ that
comprise an ‘online jihadi ecosystem’ (2016, pp124-129), which provides a useful
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starting point for this research - in addition to the ‘fighters’, ‘cheerleaders’ and
‘fans’ that knowingly and proactively create and disseminate propaganda and
material online, this research proposes that there is an additional element to this,
with media and social media platforms generating a significant quantity of material
discussing the group and its activities.
Both Musawi (2010) and Doyle (2004; 2006), investigate the incidence of
terrorist use of chat-rooms and online discussion boards, highlighting their utility as
clandestine communications hubs and recruitment tools. Musawi goes further, and
credits the Internet as a causal factor in the radicalisation process:
‘…rapidly rising Internet usage, high levels of youth unemployment, and the
continuing lack of real political change and sufficient peaceable outlets for
political dissent. These factors together create a situation in which jihadist
websites which offer radical, utopian solutions to complex social-economic
and political challenges can easily appeal to young people who are bored,
frustrated and lack basic opportunities to live full and productive lives’
(2010, p4).
However, these texts substantially pre-date the emergence of ISIS, are generally
qualitative narratives, and are primarily focused on areas of the Internet that the
majority of users will not visit. It is also noted that Musawi’s academic provenance
is unclear and Doyle is an investigative journalist which, coupled with the
commercial nature of these publications, could reduce confidence in the veracity of
the assertions made by the author.
ISIS’s prevalence on Social media
Research examining the relationship between ISIS and social media is by
far the most prevalent of all the literature reviewed. This could be for a number of
reasons, but it is likely to be a product of the period in which ISIS are operating,
where there is a general interest in – and concern with – the societal implications
of social media; and the well-known instances of ISIS operatives using social
media as a radicalisation and communications tool.
37

Aistrope (2016) provides a well-sourced, peer-reviewed article examining
social media as a component of counter-terrorism strategies. Whilst not explicitly
focused on ISIS, given the date of the article, the central theme of the text is the
role of social media as a radicalising influence with ISIS as the central beneficiary
of this particular phenomenon. Aistrope discusses counter-radicalisation efforts,
focusing on two particular programmes, and reviews the overall strategy of
countering ISIS propaganda in the social media space.
Whilst this provides an excellent narrative of this particular facet of the
problem and of the activity undertaken to counter it, this focuses exclusively on
ISIS propaganda and not the wider debate or discussion generated by third-parties
that represent the sum total of available content. Equally, this does not provide a
quantitative analysis of the problem; however, it does support conducting such an
analysis by underpinning the importance of the phenomenon and the recognised
issues with the current approaches to countering it.
Awan (2017) concisely elucidates the scope and scale of the relationship
between ISIS and social media:
‘Twitter has on average 350,000 tweets being sent per minute and 500
million tweets per day (Twitter, 2014), whilst Facebook remains the largest
social media network with 500 million active users and 55 million people
sending updates (Fiegerman, 2014). As this study will show, Isis have been
using both platforms as magnets that have attracted thousands of views,
comments, forums and posts’ (2017, p139).
This recognition inspires a qualitative analysis of a small sample of social media
posts to identify the impact ISIS is having on various social media sites, the type of
recruitment strategies being used, and the reaction of consumers to ISIS material
on Facebook and Twitter. This is achieved by conducting 4 searches on Facebook
and Twitter and then qualitatively analysing the results. Whilst this is much closer
to the type of analysis conducted in this research, the focus remains very much
qualitative and is of a much smaller sample size with 100 Facebook and 50 Twitter
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users.
Bloom & Daymon (2018) conducted a qualitative analysis of social media
content with a focus on the Telegram platform, succinctly highlighting one of the
key features of the system that make it simultaneously attractive to ISIS and a
substantial challenge to counter-terrorism efforts:
‘…Telegram was used to recruit and coordinate attacks in France and
Brussels, and unlike other encrypted messaging platforms such as
WhatsApp (used by the 2017 Westminster, UK attacker Khalid Masood),
Telegram cannot be traced after an attack. The prevalent use of peer-topeer encrypted messaging by ISIS does not show signs of decline despite
premature predictions that the group is in its final death throes’ (Bloom &
Daymon, 2018, p373)
The use of social media platforms for encrypted peer-to-peer messaging is beyond
the scope of this research for both methodological and editorial reasons as it is
inherently difficult to examine due to the encryption; and is also not likely to occupy
the spaces of the World Wide Web accessed by the majority of users that are the
focus of this research.
However, there is still substantial utility in this study. Firstly, it highlights
another area where ISIS is using a social media platform for radicalization and
communication purposes. Secondly, it is noted that the anticipated decline in ISIS
activity on Telegram has not been realised. Both of these considerations support
the principle of further research into the phenomenon.
Bloom, Tiflati & Horgan (2017) similarly examined the Telegram
platform, although rather than looking at the peer-to-peer communication element
of the platform, they conducted a content analysis of ISIS members and
sympathisers in the public areas of the platform. This very well sourced article
contains both quantitative and qualitative elements, quantifying the types of
content over time (Bloom, Tiflati & Horgan, 2017, pp7-8), and assessing
‘psychological responses and environmental perceptions of the users’ (Bloom,
Tiflati & Horgan, 2017, p5).
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This provides a valuable addition to the overall discourse as this information
provides a greater understanding of the techniques used by ISIS in the social
media space; and of the potential implications for consumers and responders.
However, as this research focuses explicitly on users believed to be ISIS members
or supporters, exclusively examines the Telegram platform, and deliberately
focuses on a small number of areas within the platform, there remains an
opportunity and imperative for a macro-level quantitative analysis of the
phenomenon.
Similarly, Alfifi, Kaghazgaran, Caverlee & Morstatter (2019) conducted a
large-scale observational study of one year of ISIS’ social activity, quantifying ‘the
size of ISIS presence on Twitter, the potential amount of support it received, and
its collective influence over time’ (2019, p58). This research highlights two
interesting aspects of this Twitter presence – the fragility of ISIS presence on the
platform when key user accounts are suspended, and the below average collective
influence of the organisation on Twitter (2019, p66). The authors note that further
research is needed on non-terrorist groups to provide a basis for comparison to
fully understand the implications of these findings (2019, p66) and the research
focuses on attributable material, rather than all of the material on the platform that
is the focus of this research.
However, it remains pertinent to this research as the relative presence of
the non-specifically attributable data that is the subject of this research will provide
a comparative analysis for prevalence across multiple platforms for multiple
terrorist organisations. Whilst this is not an identical approach, it could be argued
that the relative prevalence of material across these organisations is also an
indicator of potential overall influence.
Stern & Berger (2015) undertook a comprehensive and well-sourced
analysis of ISIS. Unlike other similar texts reviewed, this analysis also devotes
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significant attention to ISIS’s online presence, with two chapters wholly allocated
to the phenomenon and several other chapters exploring elements of this
relationship. For example, chapter five explores the ISIS’s use of propaganda,
including one of the most visceral elements of this – beheading videos (Stern &
Berger, 2015, pp120-125). Chapter six focuses on ISIS’s use of social media and
the challenges of addressing this use, whilst chapter seven largely focuses on
ISIS’s use of Twitter. These are highly relevant to this research as this describes
activity that forms part of the web prevalence this research seeks to quantify,
although it is noted that Stern & Berger do not engage in any quantitative analysis
themselves or explore the web-presence generated by third-parties.
Blaker’s (2015) qualitative assessment of ISIS’s use of social media
platforms as a means of disseminating propaganda, provides some useful
background to the overall discourse by highlighting some specific examples of
ISIS using social media to recruit followers. Of particular note, Blaker highlights
the ‘power of social media to induce vulnerable young people to ISIS’, observing
that three UK schoolgirls who travelled to Syria to join ISIS (2015, p6), two young
Australian males intercepted at Sydney airport attempting to travel to Syria (2015,
p7), and a 19 year old American female imprisoned for providing material support
to ISIS (2015, p7), appear to have been heavily influenced by social media.
Blaker does not provide any indication as to the extent that ISIS are present
on social media platforms, or quantify the impact that this may have on other
users; or of the wider prevalence of the group or discussions generated on the
World Wide Web. However, the qualitative findings of this report do strongly
support the need for additional quantitative research in this area, as the
importance of understanding the link between ISIS and the World Wide Web is
well made.

41

Gendron (2016), provides a qualitative narrative on the relationship
between the radicalisation process and the World Wide Web. This well sourced
and peer-reviewed publication goes further than other examinations of the
phenomenon, proposing that social media provides radicalisers with greater
opportunities to identify and exploit individuals:
‘The Internet has strengthened that bond insofar as it has enabled
charismatic preachers to achieve a global reach; social media sites provide
them with access to and information about target audiences and individuals
that they can then exploit; and the materials they post on dedicated jihadist
sites give them an enduring and pervasive presence within radical virtual
communities.’ (Gendron, 2016, p15)
However, whilst Gendron does briefly touch upon the scale of the problem
on Islamist extremist sites and forums (2016, pp12-13), a comprehensive
quantification of the scale of available content as a whole, and across all publicly
available platforms, is not within the scope of this article.
There is some literature that frames the phenomenon quantitatively,
however, these tend to be fairly narrowly focused. For example, Magdy, Darwish,
& Weber (2016), collected and analysed data on pro and anti-ISIS tweets on
Twitter. Whilst this is much closer to this research proposal, it does have some
critical differences. For example, it focuses only on Arabic results, which will be
beyond the comprehension of most Western audiences and does not explore the
wider range of social media, news media, and search engine results proposed for
this research.
Zelin (2013) undertook a quantitative analysis of Islamist extremist forums
and social media platforms, with empirical data quantifying the Islamist extremist
presence on these sites, including usage statistics and trends within defined
periods of time. This is a valuable resource as it is one of the few credible
quantitative approaches to this subject and is an excellent basis for further
research. However, it is noted that the research specifically focuses on Islamist
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extremists and associated individuals using the World Wide Web, rather than the
broader issue of total volume of material in public spaces online; and that the
research marginally pre-dates the commonly recognised manifestation of ISIS.
Fisher (2015) deployed network analysis and other big-data techniques to
‘identify the elements which have allowed groups to maintain a permanent
presence of their content online, despite efforts of Western governments working
with social media providers’ (2015, p3). This detailed research proposes that there
is a form of symbiosis between users – much like ‘a swarm of bees or flock of
birds’ – that forms a constantly evolving network that is resilient to outside
interference (Fisher, 2015, p5).
This paradigm is highly relevant to this research, as the broader World
Wide Web could be considered the ultimate resilient network, with the totality of
users (rather than just Islamist extremists and their sympathisers) forming the core
of an organic network sustaining and disseminating material. As such, a thorough
understanding of the quantity of a given material on that network is critical to our
overall understanding of the role played by the network and the impact this may
have on users.
Benigni, Joseph & Carley (2017) conducted a complex computational
analysis designed to identify ISIS supporters on Twitter. This comprehensive
quantitative analysis is much closer to the aims and methods of this research but
varies in several respects. Firstly, the aim of their research is to identify ISIS
supporters by qualitatively analyzing text, rather than quantifying total prevalence
including non-supporters. Secondly, their research focuses exclusively on Twitter,
rather than the entirety of the World Wide Web, or a cross-section of social media
sites. Lastly, whilst the research is quantitative, it is a quantitative evaluation of
predominantly qualitative data, rather than a novel quantitative evaluation of
quantitative data.
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ISIS’s prevalence on Mainstream media
There is surprisingly little literature focusing exclusively on the prevalence
of ISIS in online mainstream media spaces, or even the relationship between ISIS
and mainstream media outlets. This could be the product of this relationship
becoming subsumed into the wider discourse focusing on ISIS’s relationship with
the World Wide Web in general, or the apparent academic proclivity for research
focusing on ISIS generated content, which necessarily requires an analysis of
spaces where non-curated content is held.
Greene (2015) focuses on the importance of propaganda to ISIS and
compares and contrasts this with Al Qa’ida. Similarly, Friis (2015) presents a
qualitative analysis of ISIS’ use of beheading videos and compares the visibility of
these videos on the Internet against the visibility of the discourse of these videos
in US and UK political and media outlets. Whilst these also do not provide a
quantitative assessment of the proliferation this propaganda, Friis does underline
the importance of understanding the impact of new media technologies:
‘As new media technologies and transformations in the way in which
images can be produced and circulated increase visual interconnectivity
across borders and facilitate new ways of communicating the horrors of
war, it becomes increasingly difficult to understand war and violence without
taking visual media into account’ (2015, p726).
Haque, Choi, Phillips, & Bursztajn advance this by exploring the psychological
motivations of individuals who choose to join ISIS, concluding that:
‘Even superficial Internet exposure…can convince the young that they too
may participate in a world-historical narrative in which the enemy of
America is a beacon of hope for solidifying their emerging self’ (2015, p2).
Again, whilst this falls short of quantifying the proliferation of ISIS on the Internet, it
does strongly reinforce the importance of understanding this, as the issues around
exposure to the extremist material are clear.
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Whilst generally very well sourced, Ross’s (2007) analysis substantially predates the emergence of the commonly understood manifestation of ISIS and
examines material that in some cases pre-dates many of the social media and
World Wide Web spaces that are the subject of this research; however, there is
still significant utility in the text in so far as this delivers a foundation for further
research in this area.
For example, the text provides an account of the various types of research
that have been conducted into the relationship between terrorism and the news
media, and outlines the broad themes of this research. Ross then examined the
research methods used and proposes some gaps that could be filled by further
research, including research to gauge the effects of media coverage on public
opinion. Whilst not directly correlative to this research, the quantitative analysis of
the total web prevalence of ISIS could be considered the first step towards a
quantitative analysis of the impact that this prevalence may have on consumers.
Glazzard (2019) explores the continuing pressure applied by governments
on social media platforms to more closely regulate content and remove terrorist
material. This includes examples of activity undertaken by social media platforms
to remove terrorist content, and some of the incongruence in the attitudes towards
social media and mainstream media. Whilst there is no quantitative analysis of the
phenomenon, this research does highlight one of the key challenges of conducting
research in this area, namely the fluidity of the World Wide Web and content on
social media platforms, particularly where content is subject to automated removal
or other editorial oversight.
Literature to support the proposed method
There are various texts exploring the use of the Internet in general, and
search engines specifically, to support social science research. However, these
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tend to focus primarily on identifying sources of information, undertaking online
surveys, and the ethical considerations of using the Internet as a research
medium. However, there is substantial precedent within the literature for the
individual elements of the methodology deployed for this research.
Croft, Metzler & Strohman (2015) provide a detailed technical account of
the end-to-end processes deployed by search engines to retrieve and present
information to users and note that ‘Estimating the total number of documents
stored in a search engine is, in fact, of significant interest to both academia (how
big is the Web?) and business (which search engine has better coverage of the
Web?)’ (2015, p86). They go on to describe in detail how the counter that is used
to provide the quantitative data that is the subject of this research works. They
also note that intelligent processes will rank and prioritise content, but that the list
of returned results is typically the same (2015, p211). Croft, professor of computer
science at Massachusetts Amherst University, Strohman, principal software
engineer at Google, and Metzler, senior staff software engineer at Google and
former research scientist at Yahoo!, are afforded considerable credibility with
respect to the assertions made about the technical function of search engines.
Ogas & Gaddam (2011) use search engines to undertake a quantitative and
qualitative analysis of human sexual behavior. This method uses rankings to
determine popular search terms, rather than using pre-defined search terms to
quantify a phenomenon, but the basic concept, that search data is a valid
quantitative indicator of volume, applies to similar methodologies.
Enomoto & Douglas (2019) utilise Google Trends to quantify interest in
certain search terms in the period of time immediately before and after terrorist
attacks linked to ISIS. Their method involved generating a list of terrorist incidents
involving ISIS and then entering terms such as ‘join ISIS’, ‘join jihad’ into Google
trends to see if interest was higher before or after the terrorist attacks. There are a
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number of apparent methodological flaws with the approach, but the utilisation of
Google data to quantify user-platform interactions is a sound premise for this type
of research.
Similarly, Spink, Jansen, Kathuria, & Koshman (2006) use queries
submitted to Google and other search engines as a means of comparing the
overlap of search engine databases, as do Bharat & Broder (1998) who, in
addition to deploying the method in their research on database size and overlap,
note that measuring results returned from queries is a published approach for
estimating search engine coverage (1998, p2), which at a technical level is the
same outcome sought from this research using the same method.
Scheitle (2011) assesses the utility of Google in producing measures of
societal phenomenon, hypothesising that:
‘if people are concerned or interested in a particular issue, they will be more
likely to search for resources, news, websites, discussion boards, and other
types of information related to that issue. As interest goes up or down over
time, these searches will increase or decrease as well’ (2011, p287).
Whilst the method deployed differs slightly, in that it uses the numbers of queries
submitted, rather than number of results returned as the primary dataset, the
rationale that offline behaviour reflects online behaviour and can be detected using
search engines is identical. Furthermore, Scheitle’s results do indicate that there is
strong correlation between offline and online phenomena, with the issues of ‘‘gas
prices,’’ ‘‘immigration,’’ and ‘‘terrorism’’ presenting correlations ranging from 0.74
to 0.88 (2011, p287).
Mowshowitz & Kawaguchi (2005) use search terms submitted to search
engines to calculate bias across a large number of search engines. Whilst this
approach is automated using a specialised tool developed by the authors, rather
than entering them manually, the basic premise of submitting queries and
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analysing the quantitative results as a means of measuring a phenomenon is the
same as the methodology used in this research.
Vaughan & Thelwall (2004) also deploy a similar method to quantify search
engine bias. Pages with a known quantity were submitted to a number of search
engines using the same Boolean operators used during this research to restrict
results to the Facebook, Twitter, BBC News and Sky News domains. Vaughan &
Thelwall then compare the numerical values returned as a means of comparing
performance across platforms.
Van den Bosch, Bogers & de Kunder (2016) use queries entered into
search engines as a means of estimating the total size of the indexed World Wide
Web. This method relies on comparing the numerical value provided by the
counter, which represents the total number of pages, documents and other
artefacts that contain the word or words queried on the World Wide Web, with an
external corpus of known quantities to compare the prevalence of words between
the two. By comparing the relationship between words with a known occurrence in
the corpus with the occurrence on search engine databases it is then possible to
estimate with a high degree of accuracy the number of overall pages and
documents on the World Wide Web. This technique closely mirrors both the
premise and technical basis of this research.
Given the relative novelty of the methodological approach used, a strong
qualitative component is necessary to provide sufficient reassurance that the data
collected relates to the query and is not a product of an unknown Internet
anomaly; and this aspect is also supported in the existing literature.
For example, Hawking et al. (2001) conducted an analysis of the
performance of various search engines by qualitatively assessing the results of
queries by using a panel of judges to review and rank the results. This very well
sourced and conducted research builds upon numerous previous studies
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undertaken by others and strongly validates the use of this methodology as a
quality assessment tool; although given the passage of time it is not possible to
directly extrapolate the results to this research so additional data is required.
Additionally, the proposed method is designed specifically to replicate the
experience of an ‘average’ consumer of World Wide Web, social media, and
mainstream media material. In this respect, some of the more complex techniques
involving data mining, AI, or machine learning, are less relevant to this research
due to their artificiality and lack of opportunity for a qualitative assurance during
data collection. This further reduces the availability of relevant literature as the
more technical approaches tend to fall outside of the social science discipline and
are largely technical, often focusing more on the technique than the output.
Conclusions
There is a substantial body of literature exploring the links between
terrorism and the World Wide Web. However, this tends to focus on the individual
facets of the relationship, rather than significant research specifically examining
the scale or potential impact that this online presence has. The existing research
is also mainly qualitative, rather than quantitative, which could be a reflection of
the complexities involved in researching this phenomenon, or an indication of
researcher bias towards qualitative methods. It is also clear that there is a
significant commercial market for qualitative narratives on ISIS in particular and
terrorism on the World Wide Web in general.
It is also clear that there is an apparent bias towards research on the
relationship between ISIS and social media, with a significantly greater quantity of
material identified during the review than any other aspect of phenomenon. This
could be a reflection of a general academic interest in social media or an interest
in content specifically generated by ISIS rather than content generated by others
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relating to ISIS, which would reduce the utility of studies examining curated spaces
on the World Wide Web.
The review also highlighted a number of gaps in understanding that can be
addressed by further research, as well as some of the challenges and complexities
of doing so. For example, there is a perceptible dearth of quantitative research into
the use of the World Wide Web by ISIS in general, and into the overall impact of
ISIS’s prevalence on the World Wide Web. This is in stark contrast to the
numerous studies that have qualitatively examined the content of social media
posts. This is understandable, as there may be a perception that more can be
learned from the content than the quantity of the material, and the size and scale
of the quantitative options may discourage research in this area.
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Chapter 3: Empirical research methodology
Introduction
The chosen method is designed to answer the following six questions:
1. How prevalent is discourse regarding ISIS on the World Wide Web?
2. How does this prevalence manifest spatially across different
commonly used areas of the World Wide Web?
3. How does this prevalence and spatial manifestation compare with
other terrorist organisations?
4. What is the actual threat posed by ISIS?
5. How does this level of threat compare to other terrorist
organisations?
6. Is there any correlation between threat and online prevalence?
As these questions are concerned with prevalence, a quantitative approach is
taken to collect and assess numerical data, supported by a qualitative assessment
to assure the veracity of the data collected.
However, whilst these questions are primarily statistical, it is recognised
that this prevalence is of interest because of the story this tells about, and the
impact that this may have on, the end-users of the World Wide Web who will be
both generating and consuming the material that is the subject of this research. As
such, one of the guiding principles of this research is to collect and assess the
data using techniques and processes that closely mirror those of an ‘average’ enduser, to avoid automation or artificial intelligence presenting results that do not
match the reality observed or experienced by the offline end-user community.
Critical Theoretical Framework
Budd describes Critical Theory as a ‘foundational perspective from which
analysis of social action, politics, science, and other human endeavours can
proceed’, noting that ‘research drawing from critical theory has critique
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(assessment of the current state and the requirements to reach a desired state) at
its centre’ (2012, p175). Applying this to the field of terrorism studies, Jackson
defines the application of Critical Theory as ‘terrorism related research that selfconsciously adopts a sceptical attitude towards state-centric understandings of
terrorism and which does not take existing terrorism knowledge for granted but is
willing to challenge widely held assumptions and beliefs’ (2007, p246); and Toros
& Gunning argue that ‘a Frankfurt School-inspired critical theory approach can
indeed provide a rich framework for thinking about terrorism and terrorism studies
which can appeal well beyond the confines of those who describe themselves as
critical theorists’ (2009, p87).
To answer the core research questions and to test the hypothesis that
material relating to 21st century terrorist organisation online should broadly reflect
the actual offline threat posed by them, a critical theoretical framework is used. In
particular, the research is designed to identify and challenge the relationship
between terrorist organisations, the large multinational hegemonic organisations
that provide and control access to information on the World Wide Web, and the
state institutions that exert control over these.
The use of data to identify the casual factors that may influence the
relationship between offline and online realities directly challenges the power
structures that exert control over both realms, as an imbalance in either direction –
with information artificially promoted or suppressed – can directly influence
consumers of that information and could create the conditions for loss of liberties
and freedoms. The research is also designed to challenge any conceptualisation
of terrorist organisations existing in uniform hierarchies, with real world lethality
translating directly into other metrics, such as the amount of fear an organisation
generates, the cost to governments or, in the specific example of this research –
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the amount of discussion, media coverage, and quantity of material in publicly
accessible spaces in the World Wide Web.
Ontology/epistemology
It is important to acknowledge the influence of the researcher on the
selection of the question and the method of answering it (Bryman, 2012, p39),
which can manifest itself in both the epistemological predisposition of the
researcher and the practical constraints within which the researcher conducts the
research. Positivist or interpretivist ideologies can significantly influence the
approach taken to conducting research (Gilbert, 2008, p138), leading to the
employment of particular quantitative or qualitative methods without recognising
the merits of alternative options (Robson, 1993, p38); or the deliberate selection of
research problems to fit preferred methods.
Even where the method appears to address the research problem
appropriately, this does not necessarily indicate that the researcher has not
exerted some form of influence, as the selection of a theme or question to be
answered can be considered a product of the researcher’s interests, abilities, and
perception of the issues to be addressed. As this research has been conducted
as part of a Professional Doctorate programme, where employment in a relevant
field is a prerequisite, the selection of the research questions, the methods used to
answer them, and the perceived value of the knowledge generated to a
professional, rather than solely academic, audience are inexorably linked to the
researcher – arguably more so than with research conducted for a traditional
Doctorate.
As the aim of this research is to measure the extent of a particular
phenomenon, a quantitative approach has been proposed, with qualitative
elements to ensure data quality. Gilbert opines that a key benefit of employing
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quantitative methods is the ‘relative precision and unambiguity’ of the results
(2008, p35). This is particularly applicable with the proposed method, as there is
little requirement for interpretation during the data collection phase, which can
improve the credibility of the research and make it easier to convince reviewers
that a rigorous and robust method has been employed (Lamont & White, 2005,
p11).
However, it could also be argued that a quantitative method is not as
effective as a qualitative method in this instance, as positivistic approaches are
often considered unsuitable for measuring natural phenomenon (Cicorel, 1964
cited by Davies, Francis & Jupp, 2011, p144). In this respect, there is scope to
address the aim of this research qualitatively by asking a different question and
employing a different method. For example, interviews or surveys could be
conducted to measure perceptions of the phenomenon, rather than, or in addition
to, measuring the availability of the phenomenon online. This could be done over a
broad demographic sample or a sample of specific stakeholders, such as
journalists, politicians, or academics.
The research design
Rationale
There are a number of practical considerations that support the chosen
method. Firstly, the absence of ‘live’ participants provides significant benefits as it
mitigates the risk of interviewer and location influence (Davies, Francis & Jupp,
2011, p144), issues with gaining access to participants/respondents, issues with
anonymity, and the considerable time and cost that can be involved in interviewing
or surveying large numbers of people.
Secondly, the chosen method mitigates a number of issues regarding the
collection and storage of data; and the prevalence of bespoke software for
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analysing quantitative data also makes a quantitative method attractive in this
instance. Finally, the method minimises potential role-conflict by eliminating the
need to interact with employees, or the need to collect information from within, or
regarding, the organisation.
Limitations
There are, however, four key issues with the chosen method. Firstly, this
can only be considered a first step towards measuring overall prevalence. The
Internet measurement tools currently available are relatively crude and require
substantial development before a broadly accepted metric for measuring wider
prevalence is available. Secondly, it will only attempt to measure the prevalence of
content on the platforms selected for examination and does not capture all
information on the World Wide Web. However, the platforms selected are
significant in terms of size, scale, and popularity, and, as such, provide a valuable
indicator of overall prevalence on the World Wide Web as well as the spaces that
are characteristic of online phenomena.
Thirdly, it will potentially not be as effective as a qualitative method for
exploring the reason for, or the impact of, this prevalence. This is a recognised
limitation with quantitative methods and does not necessarily indicate that the data
is invalid, rather it presents a case for conducting further research to complement
and build on the numerical data collected.
Finally, the data will be geographically and temporally fixed, which reduces
the generalisability of the data (Davies, Francis & Jupp, 2011, p61). This issue
extends to all research where the World Wide Web is the subject of examination,
as it is an organic entity and constantly changes, and manifests differently across
jurisdictions. However, this also does not invalidate the method or the data
collected. The variations identified over time and space also represent important
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data and this research lays the foundations for further research to be conducted
for comparison. Furthermore, to resolve the issue of data being temporally fixed
at the point of collection and the constant evolution of the World Wide Web, there
would need to be an entirely new methodology devised to appropriately capture
data and analyse trends. As noted in the literature search, there are no such
current methods available to do so in this way.
Whilst the data will only provide a snapshot of the World Wide Web at the
moment that the measurements are taken in the place that they are taken, this is
likely to be relative, in so far as changes to the Indexed Web, or at least the way
that they are retrieved by search engines, are likely to be broadly reflected across
all of the search terms being examined. As such, whilst it is acknowledged that
the influence of the researcher cannot be entirely divorced from the selection of
the question or the method chosen to address the question, on balance, the
chosen method provides the best current opportunity to provide new data that is
currently lacking from the academic discourse on this issue.
Definitions
It is important to recognise the other key issues with research of this type
and offer mitigation where possible to ensure the validity of the data collected. One
of the principal issues is the lack of consensus regarding nomenclature and
terminology – particularly in respect to the terms ‘Internet’ and ‘World Wide Web’,
which are often used interchangeably and inconsistently. This research relies on
the Oxford dictionary definitions, which define the Internet as:
‘A global computer network providing a variety of information and
communication facilities, consisting of interconnected networks using
standardized communication protocols’ (Lexico, 2019, np).
Whereas the World Wide Web is defined as:
‘An information system on the Internet which allows documents to be
connected to other documents by hypertext links, enabling the user to
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search for information by moving from one document to another’ (Lexico,
2019, np).
These definitions describe a physical system of networked communications
platforms (the Internet) that, inter alia, hosts the virtual information system of
content (the World Wide Web). For the purposes of this research, data collection
will be conducted on the World Wide Web, rather than the entire Internet.
Even within the confines of the World Wide Web, it is necessary to
delineate and define the area of study, partly to accurately replicate the experience
of the majority of information consumers and partly to reflect the constraints of the
technology and approach. For example, within the World Wide Web there is a
‘deep web’ that contains data that has not been indexed by the mainstream search
engines and a ‘dark web’ that contains pages specifically designed to elude search
engine crawlers (Bradbury, 2014, p14). This area is often used for clandestine
purposes, including criminality, and often hosts information that is not intended for
public consumption but is accessible due to poor data protection protocols.
However, as the ‘dark web’ does not form the part of the World Wide Web that is
accessed by the majority of typical users and cannot be accessed using the
chosen data collection method, it is outside the scope of this research.
There is a similar issue with the definition of terrorist groups and there is
little consensus amongst academics, policy makers, or the general public about
which groups, or activities committed by groups, should be considered terrorist or
terrorist activities. Often, branding an organisation as a terrorist group or not is
more of a political statement than an objective terminology. Even with relatively
well-known terrorist organisations – including ISIS - there is also substantial
variation in the use of names to describe the same organisation and equally
substantial variation in the spelling of those names, an issue that is exacerbated
by multiple languages.
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External Influence
It is also important to recognise that the character of the World Wide Web is
influenced by a multitude of other factors before the researcher exerts any
influence. For example, the World Wide Web is subject to state influence and is
heavily censored or controlled to varying extents across geographic locations and
from time to time. Within individual jurisdictions, Internet Service Providers may
filter or promote certain content to users and individual operating systems and
installed software may influence the data available to researchers.
The language or characters used to display information on Web Pages may
also influence the ability of IT systems configured in different languages using
different characters to recognise or present the information. As such, the
replicability of the research is dependent on recognising these influencing factors
and aligning data collection techniques accordingly.
These geographic considerations influence all web-based research, but
other than recognising that these are potential issues for internationalising this
research, they are highly unlikely to tangibly denigrate the replicability of this
research within the same jurisdiction. In this case, the research was conducted in
the UK and there is no evidence in the literature to suggest that the quantitative
data collected during this research would be different for any other UK-based
research submitting the same queries into the same platforms during the same
period of time.
The World Wide Web is also an organic construct and is constantly
changing, with pages added, altered, or removed every second. At a macro-level,
this is unlikely to have a significant impact on the overall data within a relatively
small period of time. However, if this research was replicated several years later, it
is likely that there would be tangible variations in the data due to the highly
itinerant nature of the World Wide Web. At a micro-level, individual results
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identified in the dataset could be altered or removed within seconds or minutes,
which could potentially alter the qualitative assessment of the data. As such, the
data can only truly be considered a valid portrayal of the World Wide Web at the
moment that the data was collected.
The final primary issue with conducting research on the World Wide Web is
the scale of the available data. There were an estimated 1.6 billion websites on the
World Wide Web at the time of data collection (Internet Live Stats, 2019, np), each
of which may have multiple constituent pages or subdivisions, multiple versions in
different languages, and cached historical versions. Within each of those sites
there may be multiple references or sources of information relevant to a
researcher; however, not all of these may be visible or available at a given time
due to the way in which search engines function and display results.
Due to the size and scale of the World Wide Web and the absence or
reliable tools for collecting data from the whole web simultaneously, this research
relies on the interrogation of popular web platforms to provide data for the
prevalence of material within those platforms. In addition to providing a valuable
insight into the nature of the material on these widely used platforms, this platform
prevalence data also provides a potential indicator of prevalence across the wider
World Wide Web.
Even with these limitations, the World Wide Web provides such a rich
source of data and is so central to routine social and business interactions that it
remains a valuable resource for sociological and criminological research.
However, there are inherent risks related to conducting research on the World
Wide Web, particularly when this research is associated with terrorism. The
primary risk posed is inadvertently committing offences under the provisions of the
various terrorism and communication statutes. This risk is mitigated by the
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proposed method, which does not require access to any websites other than the
search engines being employed to generate results.
There is also a very peripheral risk of coming into contact with terrorists,
however, the proposed method does not require any webpages to be opened or
examined as the measurements are taken solely from search engine results. This
should provide sufficient mitigation against any unintended contact with other
World Wide Web users. As a final safeguard, the research will be conducted via
the University’s proxy server to formalise and legitimise the data collection activity
in the unlikely event of challenges being encountered.
The research methods
Data to estimate threat
Measuring threat is an inherently complicated task as it is a multi-faceted
phenomenon, the principal dimension of which is identifying a potential future risk.
In the context of understanding the threat posed by individual terrorist
organisations, an assessment of threat would typically be based on available
information regarding the intent, capability, and capacity of that organisation to
cause harm; and governments invest significantly in intelligence to predict and
mitigate this threat.
Much of this assessment is classified and beyond the reach of academia,
but at a macro-level, governments do publish limited information about their
assessment of the strategic risk posed by terrorist organisations. For example, in
CONTEST, the Counter Terrorism strategy of the UK Government, it states that:
‘The UK is facing a number of different and enduring terrorist threats. The
increased threat has mainly been caused by the rise of Daesh and the
creation of its cult-like “Caliphate”, combined with the persistent threat from
Al Qa’ida. Daesh has been constrained militarily by the actions of a global
coalition in which the UK is playing a leading role, which has eroded most of
its territory and severely degraded its central propaganda apparatus. But
Daesh’s ability to direct, enable and inspire attacks still represents the most
significant global terrorist threat, including to the UK and our people and
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interests overseas’ (CONTEST, 2018, p7)
The report goes on to suggest that the proliferation of radicalisation on the
Internet, and availability of simple attack methodologies represents ‘a profound
effect on the threat to the UK’, and that ‘Islamist terrorism is the foremost terrorist
threat to the UK’ (CONTEST, 2018, p7).
The difficulty of utilising this assessment in a broader context is that it is
likely to be based on a number of sources of information, many of which are likely
to be classified. Another way to measure the threat of terrorist organisations
would be to assess how fearful people are of a particular organisation. As a
primary objective of terrorist organisations is to instil terror and fear in target
populations as a mechanism for inducing change, it could be argued that the
threat posed by the group directly correlates to its ability to inspire fear. This data
could be collected by interviewing a broad cross-section of society to qualitatively
and quantitatively measure perceptions of individual terrorist organisations and the
level of fear that each of these groups generate.
However, fear of a phenomenon is a fundamentally subjective construct
that manifests in very different ways across a range of subjects and is inherently
difficult to measure empirically. Skogan, referring to studying the fear of crime,
notes that:
‘…there is no clear consensus on what the concept means or how it is best
measured and that studies that measure the concept in conceptually
diverse ways find that different operationalizations of fear are only
moderately correlated with one another’ (1999, p47).
This view is supported by Pain, who opines that fear has ‘indistinct meaning’, that
reactions ‘may be as disparate as the crimes themselves’ (2000, p367, citing Warr,
1985; Gordon and Riger, 1989); and that fear is ‘often unreflective of the broad
range of reactions to crime of many people’ (Pain, 2000, p367, citing Kinsey and
Anderson, 1992).
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Whilst none of these issues are insurmountable, as the threat data is to be
compared with data collected from the Internet, which will include news articles,
social media content, public forum discussions, debate, and discourse on events
that have already occurred, it is sensible to consider a dataset that captures
broadly the same period of time; rather than fear of future acts. For example, a
dataset that lists prior acts of terror could be compared with the prevalence of
material on popular online platforms to identify any relationship between the realworld offline threat posed by an organisation and the online manifestation of the
group.
The Global Terrorism Database (GTD) hosted by the National Consortium
for the Study of Terrorism and Responses to Terrorism (START) provides an
excellent resource, with over 180,000 global terrorist incidents between 1970 and
2017 recorded, with substantial metadata on the perpetrators, victims, attack
methodology, and other information. The dataset is accompanied by a published
codebook, which allows researchers to scrutinise and understand the methodology
employed to construct the dataset. The criteria for inclusion in the GTD dataset is
that ‘the incident must be intentional’, ‘the incident must entail some level of
violence or immediate threat of violence’, and ‘the perpetrators of the incidents
must be sub-national actors’ (START, 2018, p10).
Additionally, to be included in the GTD dataset, at least two of a further
three criteria must be met: ‘the act must be aimed at attaining a political,
economic, religious, or social goal’, or ‘there must be evidence of an intention to
coerce, intimidate, or convey some other message to a larger audience (or
audiences) than the immediate victims’; or ‘the action must be outside the context
of legitimate warfare activities’ (START, 2018, p10).
These published criteria provide some confidence in the validity of the data,
but also identify some potential flaws with the data collection methodology. For
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example, GTD incident number 201710310039 relates to an arson attack on a
church in Sussex (GTD, 2019a, np). The first three criteria for inclusion have
clearly been met – the act appears to have been intentional, it involved violence
against property, and appears to have been committed by sub-national actors.
However, any relationship with the remaining three would appear to be
highly tenuous – whilst the target was a religious building, there appears to be little
evidence that this incident was intended to attain a religious goal, or to coerce,
intimidate, or convey a message to a larger audience. As such, whilst this dataset
undoubtedly provides a wealth of useful information, it is also important to
recognise the limitations and potential for anomalies inherent with any dataset of
this magnitude.
Another consideration is the method by which the data is allocated to a
particular organisation. An incident is attributed to a group based on open-source
reporting that either carries claims of responsibility, or suspected responsibility,
neither of which are particularly empirical methods for collecting data. However, in
this context, this method is not entirely without merit, as terrorist groups typically
seek to claim responsibility to capitalise on the publicity, so it is much less likely
that incidents will be incorrectly attributed. It is also worth noting that, if the media
are widely speculating that a particular group was responsible for an attack, that
group generates publicity whether they were responsible or not; so suspected
responsibility in this respect would likely achieve similar levels of prevalence on
the World Wide Web.
It is also important to acknowledge that there is also a temporal disparity
between the GTD dataset and any primary data collected from the World Wide
Web, as the GTD dataset includes two decades of pre-Internet material and does
not currently hold any data for 2017 to the present day. However, this does not
reduce the utility of the data for several reasons.
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Firstly, the GTD data was originally obtained from the World Wide Web, so
despite the disparity, if the information appears in the GTD dataset, then it exists
on the World Wide Web along with the primary data to be collected. Secondly,
despite the database missing one and a half years of data, it does so uniformly
across all groups, so any attacks conducted between 2017 and 2019 would be
missing for all groups.
However, this does pose a disadvantage for groups such as ISIS, who have
been active during this period and would have increased the number of attacks
and fatalities during this period, whereas a number of the historic groups would not
have. As such, in the absence of any further data, the key measurement for this
research is the relative threat posed by each terrorist organisation on the list of
terrorist groups proscribed by the UK Parliament up until the end of the data
collection period in 2017.
There are also instances where the metadata records more than one
organisation as responsible for an incident. For example, GTD record number
201705240010 (GTD, 2019b, np) states:
‘Assailants abducted two Chinese nationals in Jinnah Town neighborhood,
Quetta, Balochistan, Pakistan. At least one other person was injured during
the kidnapping incident. Both hostages were killed on or before June 8,
2017. The Khorasan Chapter of the Islamic State claimed responsibility for
the attack. Additionally, sources suspected that the incident may have been
carried out by the Baloch Liberation Army (BLA)’ (GTD, 2019b, np).
In this instance, there are two organisations attributed to the incident, so it will
appear in searches for both Islamic State and the Baloch Liberation Army. Whilst
this does not invalidate the data for individual organisations, as both have
generated media attention for the incident, it does need to be recognised when
considering the combined figure for the entire cohort, as there will potentially be
other duplications that cannot easily be identified and disaggregated.
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The database can be interrogated with a number of search criteria,
including the location of incidents, the type of group involved, or the name of the
organisation confirmed or suspected to have perpetrated the attack. For the
purposes of objectively measuring the historic or current threat posed by an
organisation, there are two pieces of metadata for each record that are most
relevant – the number of attacks undertaken by an organisation, and the number
of fatalities attributed to an organisation.
To retrieve this information, the 138 search terms from the list of
organisations proscribed by parliament (Appendix D) were used to identify records
for each of these groups. A common-sense approach was taken to including or
excluding organisations based on minor variations in spelling or presentation;
however, where there was no obvious match between the precise search term
used and records in the database, no data was captured.
Furthermore, as each of the records returned relate to individual
organisations and are not replicated for multiple alias names, the results of each of
the organisations that appear in the dataset with different alias names were
combined to provide an aggregated result for each of the 84 organisations listed in
the proscription document. Of these, 19 organisations returned no results using
the search protocols. This absence of data can be the result of a number of
factors.
In some instances, this will be a reflection of the actual activity undertaken
by an organisation, where a group has confined its activity to proselytising,
radicalising, fund raising, or logistical support, but has not undertaken an attack, it
will not be listed in the data. Al Ghurabaa, a UK-based Islamist extremist group, is
one such example of this phenomenon.
There may also be instances where the database does hold information
relating to these groups, but catalogues them under an alias name or aggregates
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them with a similar group; or it may simply be that the data collection methodology
has failed to capture any activity undertaken by that organisation due to an
anomaly in the established criteria or mechanism used to obtain and analyse the
data. With over 180,000 records it is not possible to individually scrutinise and
validate each entry, however, for the 19 with no data present, a number of tests
with alternate spellings were conducted and lists reviewed alphabetically to
attempt to identify any anomalies to ensure that these absences were not the
result of user error, but no evidence was found to suggest that this was the case.
Data to estimate prevalence
To develop a methodology required to answer the research questions of
prevalence, a dataset needs to be constructed using data retrieved from the World
Wide Web that quantifies the prevalence of ISIS and other terrorist groups across
the selected platforms and disaggregates this prevalence across these spaces on
the Web. The first step in this data collection process is to identify the terms that
will be used as the subject of the research, the areas of the World Wide Web to be
searched, and the method used to search these areas with the chosen terms.
As previously noted, there is little consensus regarding what does or does
not constitute a terrorist organisation and there is substantial debate over the
criteria for labelling an organisation as such, much of which is ultimately a
subjective judgement by the parties involved. This is problematic, as inconsistent
judgements at this stage of the research process could translate into a less robust
dataset being generated. For example, avoiding or including less well-known
groups could artificially increase or decrease the prevalence of ISIS within the
cohort.
This situation is further complicated by the naming conventions used by
different organisations to label terrorist organisations, which are not uniformly
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accepted or deployed and could also denigrate the veracity of the data collected.
For example, it is feasible that certain naming conventions will generate more or
less results than others, therefore, at the very least, there is a requirement for
consistency in the approach used in the data collection stage to ensure that results
are not influenced by this variance.
There are two potential solutions to these problems. The first, would be for
a set of protocols to be established that provide an objective set of criteria against
which the inclusion of a particular group is assessed. A set number of terrorist
organisations could be chosen, and then a review of the literature conducted to
identify any terrorist organisations that meet this strict criterion.
The main problem with this approach is that there would be a reliance on a
viable cross-section of terrorist organisations being identified. During the literature
review, only a very small number of terrorist organisations were actually
mentioned by name, which reduces the viability of this option. There are also
methodological issues with limiting the size of the sample to an arbitrary figure
without any empirical rationale.
The second approach would be to identify a pre-existing list that has been
generated by a robust process and follows the same naming conventions
throughout. Whilst this is not a perfect solution and does not entirely discount the
possibility of bias, external influence, or flaws in approach, it does significantly
improve the consistency of approach and increases the validity of the data.
Given the UK-centric quality of the research, a UK source was chosen to
provide the list of terrorist organisations to underpin the dataset. The UK
Parliament list of proscribed organisations (Parliament, 2019 citing Home Office,
2019) was selected as it provides a clear articulation of the grounds for
proscription, the rationale for proscribing each of the organisations listed, a robust
process for proscribing or deproscribing organisations that typically includes a
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public debate of the evidence in Parliament, and a consistent application of
naming conventions. Furthermore, the Parliament list includes alias names for
organisations where applicable, which resolves some of the issues with naming
conventions. The full list can be found at Appendix D.
This list provides 138 terms for the dataset, with 84 primary terrorist
organisation names and 54 alias or alternative names. To ensure consistency of
approach across the cohort, the names were copied and pasted directly from the
Parliament list and placed within quotation marks to ensure that only exact
matches of these terms would be applied. This is particularly important where the
names of terrorist organisations are made of otherwise benign words.
Whilst this provides a considered and viable approach to limiting researcher
influence on the research, there is one notable flaw with this approach. The
naming conventions used by parliament do not include all regional variations,
nicknames, acronyms, or aliases and it is not feasible to collect these as it would
potentially artificially increase or decrease the number of searches made for a
particular organisation which would bias the results. However, it has to be
recognised that several popular terminologies for some of these terrorist
organisations will be missing from the research as a result.
It is also important to recognise the limitations of conducting the searches
only in English and using only Roman script. Whilst this may provide results that
are representative of an English-speaker conducting searches from the UK or
another English-speaking Western country, it limits the generalisability of the
results more widely as it will not be representative of the results returned if the
searches were conducted using other languages or scripts. For example, ‘Boko
Haram’ returns over 17 million results on Google, but only 1.4 million results for
‘’ﺑوﻛو ﺣرام, the shortened Arabic name for the group. Therefore, if the searches
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were conducted in Arabic (or any other language or script), the results would be
different.
This means that there is also the potential that this will introduce bias into
the results, if, for example, the majority of information on a particular group on the
World Wide Web has been written in a non-English language and script, as it is
possible that the English language and Roman script searches will identify fewer
results for this group. However, this risk is moderated by two critical factors.
Firstly, the predominant language of the World Wide Web is currently English, with
over 60% of pages being presented in English – more than all other languages
combined (W3techs, 2020, np). This means that searches conducted in English
currently present the best possible single language method for interrogating these
pages.
Secondly, the risk does not appear to manifest as a strong negative bias in
those organisations where it might reasonably be expected that results could be
higher in certain languages. In the Boko Haram example, the Arabic result is many
orders of magnitude lower than the Roman script English translation. This is likely
due to Arabic pages occupying only approximately 1% of the total content World
Wide Web (W3techs, 2020, np). This pattern is replicated with the Arabic script
 اﻟدوﻟﺔ اﻹﺳﻼﻣﯾﺔ ﻓﻲ اﻟﻌراق واﻟﺷﺎمproviding only 649,000 results on Google for ISIS
(compared with over 4 million in English), the Arabic script رﻛﺔ اﻟﻣﻘﺎوﻣﺔ اﻟﺷﻌﺑﯾﺔ ﻓﻲ ﺑﻼد
 اﻟﮭﺟرﺗﯾنreturning only 23,600 Google results for Al Shabaab (compared with over
4.7 million in English), and the Tamil script தமிழ% ழ வ'(தைல+ ,லிக.
providing only 217,000 Google results for the Liberation Tigers of Tamil Eelam
(compared with over 500,000 English).
However, even though language and script do not appear to generate any
substantial issues with the methodology, it is important to recognise that they will
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still exert some influence over the results that are returned as the World Wide Web
is an international construct of multiple languages and scripts. As such, along with
the other factors, the results can only be considered a true reflection of the data
available to a UK end-user conducting their activity on the World Wide Web in
English, and wider replicability is not possible without further research to assess
the impact on these results of a range of international and geographically specific
factors.
Data sources
The next step is to identify the platforms to be interrogated and a method
for quantifying and spatially disaggregating the presence of these 138 terms
across the platforms selected. The primary means by which users interact with
data on the World Wide Web is via search engines, with Google.com being the
most visited website on the World Wide Web (Similarweb, 2019, np). As a key
aspect of the research is to search representative areas of the Web and to
replicate the experience of an end-user, there is merit in establishing a method
that utilises common search engines.
There are several challenges with this approach. Firstly, the detailed
technical operation of individual search engines is extremely complex and much of
the information regarding the exact processes and functions is either proprietary
information and not in the public domain; or is in the public domain but is so
technical that it is beyond the competence of many researchers. For example,
Google uses over 200 factors to rank results (WebFx, 2019, np), and whilst these
factors are in the public domain, the exact calculations that took place at the point
that Google indexed a particular site are not in the public domain, so it is
impossible to see how Google applied these factors in any individual case.
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Secondly, different search engines are likely to return different results and
there is likely to be significant influence on the data from the method used by the
chosen search engine. Hawking et al describe the basic functioning principle of
many search engines:
‘Most current Web search engines consist of two key components. One is a
crawler (Koster) whose job it is to create a Web snapshot by identifying,
selecting and fetching documents and the other is a text retrieval system
(TRS) operating over the snapshot collection. The quality of search results
clearly depends upon the performance of both search engine components.
Relevant documents may fail to be retrieved either because they were not
fetched by the crawler or because the TRS failed to rank them
appropriately’ (2001, p38)
In this respect, the search engine is not searching the entirety of the World Wide
Web – it ‘crawls’ through the World Wide Web and creates a database or index of
the pages that it finds and searches this database when an end-user submits a
query. The key consideration for this research is that the individual databases held
by different search engines are different, so queries submitted on different search
engines will return different results.
Lastly, search engines are revenue-raising enterprises and have an interest
in promoting or demoting certain information for commercial reasons. Similarly,
search engines may choose to promote or demote particular results for other
unknown reasons. Again, much of this information will be proprietary and not in the
public domain, so it is difficult to quantify the effect that this will have on the data.
In some respects, these issues can be considered a reflection of the enduser experience being emulated by this research. However, to enhance the validity
of the data, identify any bias inherent with a particular search engine platform, and
ensure a broad cross-section of data is available, multiple search engines
belonging to different owners will be used and the results aggregated before being
compared with the threat data as a representative sample of the World Wide Web.
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The first search engine to be interrogated will be Google, owned by parent
company Alphabet Inc., as this is not only the most used search engine it is also
the most visited web page on the World Wide Web (Similarweb, 2019, np). The
second search engine to be interrogated will be Yahoo!, owned by parent
company Verizon, and the second most popular English-language search engine
after Google (Similarweb, 2019, np). The third and final search engine to be
interrogated will be Bing, owned by parent company Microsoft and the third most
popular English-language search engine (Similarweb, 2019, np).
Using the most popular English-language search engines supports the
imperative to identify platforms that are representative areas of the World Wide
Web and to replicate the end-user experience. Additionally, using three different
platforms owned by three different companies increases the chance that: different
‘crawlers’ will be used to collect website information, different content will be
present on their databases, and different algorithms will be used to rank the results
returned.
The next challenge is to establish a method for disaggregating results to
assess the spatial distribution of prevalence across social media and mainstream
media platforms. This requires both the identification of data sources and a
method for retrieving and qualitatively assessing the data. Facebook and Twitter
were selected as the most popular English-language, primarily text-based, social
media platforms. Whilst YouTube and Instagram also have significant traffic, they
are primarily video and image-based, therefore it was judged that qualitatively
analysing results would be too complex for this data collection exercise; although it
is acknowledged that there would be substantial utility in conducting such a study
in the future.
BBC.co.uk was selected as the first mainstream news media source as it is
the most popular site within the news media category in the UK (Similarweb, 2019,
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np). However, selecting a second similar source for comparison proved more
complicated for two reasons. Firstly, the other high-ranking news media sites in
the UK were primarily newspapers with a web presence, rather than a television
broadcaster with a web presence. Whilst comparing different types of news media
sources would not have been entirely unhelpful, and would have been adhered to
the protocol of representative spaces and replicating the end-user experience, it
was judged that it would be preferable to compare two similar types of data source
to enhance the validity of the data.
Secondly, some of the news websites operate paywalls, which lock content
in secure areas and are only available to subscribers. As the BBC.co.uk site does
not employ a paywall, it was judged that a similar site would need to be selected to
ensure that the two sources provided broadly comparable access to content. The
first broadcast media company with a web presence on the list of most visited
websites in the UK was Skynews.com, so this was selected as the second
mainstream news media data source.
Due to the way in which the search functionality on the mainstream news
media sites will inevitably differ and the issues presented by the need for user
accounts and networks on Twitter and Facebook, a search engine will be used to
interrogate these platforms, rather than the integrated search options. Google has
been selected to perform this function as the most popular search engine. There is
an argument for also conducting all of these searches on multiple search engines,
however, it is judged that the relative popularity of these sites coupled with the
very small number of sites being interrogated significantly reduces the potential for
search engine bias; so for reasons of practicality only one search engine is used.
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Search protocols
The techniques used to retrieve the desired information follow a set of predefined search protocols to ensure consistency across all results and to ensure
maximum validity by designing out processes that may lead to erroneous or
misleading data. For example, all of the search terms identified in the Parliament
list of proscribed organisations will be entered into the search engines within
quotation marks to exclude partial results. All of the search terms will also be
directly copied and pasted into each search engine to reduce the risk of
misspelling or other errors producing anomalous data. The use of quotation marks
forces the search engines to return only results that exactly match the query and
limits the scope for contextual ranking by the platforms.
To disaggregate the social and mainstream news media results, Boolean
operators will be used to limit returned results to those contained within the
platforms being interrogated. For example, the Boolean operator ‘site:[URL]
[‘SEARCH TERM’]' will return only results for the website URL entered using the
specific term entered.
As results are returned, a counter underneath the search box automatically
produces a figure quantifying the number of results returned by the platform to that
particular query. It is this figure that is the subject of this research, as higher
numbers of results will indicate a greater prevalence of material on that platform
relating to the term entered into the search box. The number returned will be
recorded in a spreadsheet and compared with the results produced by other
search terms to provide a comparative analysis.
A number of organisations on the Parliamentary document used as a
source list have multiple alias names. As such, it is necessary to aggregate these
to provide a robust figure for the total prevalence of that organisation without
inflating the figures by conducting multiple searches for the same organisation.
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This will also reduce any unforeseen bias as a result of naming conventions by
providing a greater sample of names for each organisation to be assessed against
where this is made possible by the list. For example, ISIS is listed with seven
possible names, so seven searches will be conducted across all of the platforms,
and then the mean average taken of these results to provide one figure for the
organisation.
Quality assurance
There are a number of external factors that may influence the data
collected, the most significant of which is the unknown impact of the search engine
processes and algorithms on the results returned to individual queries. There is
some merit in maintaining the unadulterated results, as this is truly representative
of the end-user experience in these spaces, as their online experience will also be
influenced by the behaviour of Internet Service Providers, search engines, and
other systems. However, to enhance the validity of the data collected, there is a
compelling argument for implementing a quality assurance protocol to at least
identify data that may be anomalous.
This is not a simple undertaking as any anomalous results returned by the
search engine are likely to be a result of either the algorithms used or commercial
arrangements to promote or demote certain information, neither of which are likely
to be detailed publicly. The scale of the results returned also make it impossible to
review each result or a considerable number of results; and, even if this was
possible, it often isn’t clear from the metadata provided by the search engine to
make robust qualitative judgements about the veracity of the data.
It is, however, possible to review a small sample and infer from the quality
of that sample a level of confidence in the rest of the results returned. For
example, when a search engine returns responses to a query, it will normally
return multiple pages of results. The front page will typically return the results that
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the search engine algorithm determines are the most relevant to the query, with
potentially hundreds of factors influencing this decision:
‘For a typical query, there are thousands, even millions, of web pages with
potentially relevant information. So to help rank the best pages first, we also
write algorithms to evaluate how useful these web pages are. These
algorithms analyse hundreds of different factors to try to surface the best
information the web can offer, from the freshness of the content, to the
number of times your search terms appear and whether the page has a
good user experience. In order to assess trustworthiness and authority on
its subject matter, we look for sites that many users seem to value for
similar queries. If other prominent websites on the subject link to the page,
that’s a good sign that the information is of high quality’ (Google, 2019, np).
Several methods of gauging quality were considered, including sampling multiple
pages of results. However, as we know that the platform uses these factors to
prioritise results in order of relevance, it is reasonable to conclude that the highest
quality data is near the top of the results, with the quality diminishing incrementally
towards the bottom of the list of results; and previous studies of search engine
quality indicate that end users primarily focus on the highest ranked material and
that quality should be assessed using these results.
For example, Spink, Jansen, Kathuria & Koshman consider first page results
an important research area as the majority of users view only the first or second
page of results (2006, p241). Croft, Metzler & Strohman concur, stating that many
users review ‘just the first page or two of results’, and as such ‘the focus of an
effectiveness measure should be on how well the search engine does at retrieving
relevant documents at very high ranks (i.e., close to the top of the ranking)’ (2015,
p318). Similarly, Hawking, Craswell, Bailey & Griffiths review previous studies of
search engine quality, including Gordon & Pathak (1999) and Leighton & Srivastava
(1997), before proposing their own approach to measuring search engine quality.
All three of these studies review only the top 20 results returned to each query as a
measure of quality (2001, p36).
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As such, a qualitative assessment of the first page of results should give a
good indication of the quality of the overall results. Therefore, if there are a
number of results on the first page that are clearly anomalous, irrelevant, or
unclear, it is reasonable to assume that the overall results are likely to be similarly
affected. There may be limits to the utility of this approach as the quality may
diminish at a higher rate towards the lower end of the results, but as an indicator of
quality, it provides an additional layer of assurance that the data actually relates to
the phenomenon that is the subject of the research.
To record and assess the quality of the returned results, a search pro forma
was completed for each of the 138 search terms that are the subject of this
research. The numerical data from each of the seven searches was recorded and
the front page of results from each search copied and pasted into the search pro
forma to capture the qualitative information. Results that are clearly not relevant or
where there is substantial ambiguity were marked in red and counted. This figure,
with the number of total results and number of results on the first page, provides a
quality metric for adjusted results.
Whilst not identical, this technique of reviewing a small sample of returned
results from the front page of a search engine is broadly comparable with previous
assessments of search engine quality:
‘We asked judges to imagine that they themselves had submitted the
queries and to evaluate the answers on that basis. However, we also
instructed them to judge each document independently of the others and to
score as relevant any page which included material which was “on-topic”
and which contributed information not contained in the query. We asked
them not to make any judgment about the correctness of information given
and not to require that pages returned in response to a question were in the
form of an answer. In line with past TREC methodology, judgments were
binary and made on the basis of textual content alone. Either a document
contained relevant content and was judged relevant or it was judged
irrelevant’ (Hawking et al, 2001, p40).
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For example, where 𝑓 is the number of results returned on the front page
and 𝑟 is the number of results on the front page judged to be relevant, 𝑞 is the
quality metric:
𝑟
=𝑞
𝑓
And, where 𝑡 is the total number of search results returned to a search query, 𝑎 is
the adjusted return:
𝑡 × 𝑞=𝑎
To remove any bias created by the naming conventions used, or the
individual processes or algorithms used by individual search engines or sites
interrogated, the mean average of each category will be calculated by taking the
adjusted return and dividing this figure by the number of platforms within the
search category. Where 𝑎 is the qualitatively adjusted figure, 𝑝 is the number of
platforms within the category and 𝑛 is the total number of results across those
platforms once qualitatively assessed and averaged for accuracy:
𝑎
=𝑛
𝑝
The criteria for assessing the relevance or irrelevance of a particular result
are necessarily flexible and ultimately a subjective judgement. However, there are
a number of factors that can be unambiguously codified into the assessment
protocols. For example, results that are not in English and are not clearly related to
the search query will be excluded, as they are not obviously relevant. This follows
the principle that the research should wherever possible replicate the end-user
experience as these returns are not likely to influence or be of utility to the average
UK-based end-user.
Similarly, some of the search results are clearly designed to promote
certain websites by returning the exact search term submitted to the end-user
framed within the promoted website, but are clearly so out of context that they are
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obviously not valid returns. For example, certain online retailers and peer-to-peer
retail sites will return ‘BUY [SEARCH TERM] FROM [RETAILER]’ or similar as an
automated response to any search query and promote this on the front-page.
Similar phenomena exist with some online news sites that promote front-page
results and return the exact query entered by the end-user.
There will also be instances where results returned are clearly identifiable
as something other than the term being searched for. This may be as result of an
anomaly with the search engine, or the term that has been entered very closely
resembling another subject. Where these are identified, these will also be marked
as irrelevant.
A degree of flexibility will be afforded to results that do not strictly match
these criteria. For example, a result that is in a non-English language, but clearly
contains words or phrases that are closely associated with terrorism would be
included, as this closely complies with the principle of replicating the end-user
experience. Conversely, where the exact term has been returned but there is
insufficient context to make a judgement and there are further doubts about the
veracity of the result, this will also be marked as irrelevant.
To reduce the disruption to the text caused by the inclusion of images and
video thumbnails, the search engines will have images disabled to allow the text to
be copied and pasted into search records. This will not remove the metadata or
titles of the videos and images and these will still be counted in the overall results.
Replicability and Validity
The detailed function of search engines is complex and much of the
technical information regarding their operation is commercially sensitive and not in
the public domain. However, using the relevant technical and academic literature,
it is still possible to understand and describe the core processes that enable
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search engine operations. It is these core processes that have provided the
researcher with substantial confidence that the data returned from these searches
is valid, is an accurate representation of the information sought by the deployed
method, as well as highlighting the implications for the replicability and
generalisability of the research. This research relies on the well-respected and
comprehensive technical description of the end-to-end operation and functional
characteristics of search engines provided by Croft, Metzler & Strohman (2015),
which describes in significant detail the various facets that combine to generate
and present results to search queries.
When a user submits a query to a search engine, they are not submitting
that query to the entire World Wide Web. Instead, the user is submitting the query
to the database of that particular search engine operator. This database is
generated by the search engine ‘crawling’ the World Wide Web and capturing data
about individual websites, pages, and other artefacts that it finds (2015, p17). This
data is then analysed, classified, and ranked according to the particular protocols
deployed by the search engine operator. Each search engine operator will use
different crawlers and protocols, which will generate different databases.
Additionally, a single search engine operator may deploy multiple physical
databases globally to increase search efficiency.
Once the data is stored on the databases, search engines retrieve data in
response to user queries. The data retrieved will be the same for all users, but
most search engines also use intelligent processes, such as the customisation of
results to specific users based on a number of known factors, in response to
known contextual information, such as geographic location or previous search to
rank these results:
‘One characteristic of most current search engines is that the results of a
query will be the same regardless of who submitted the query, why the
query was submitted, where the query was submitted, or what other queries
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were submitted in the same session. All that matters is what words were
used to describe the query. The other factors, known collectively as the
query context, will affect the relevance of retrieved documents and could
potentially have a significant impact on the ranking algorithm’ (2015, p211).
Google states that it does this in two ways – via a process for users logged
in with Google accounts, and via a process for those not logged in with a Google
account. Google captures data from those with accounts and uses this to
generate a profile of the user to better predict interests and requirements as a
means of ranking results and advertisements. Google applies a similar process to
those without accounts, using the unique MAC address of devices to generate an
unattributable profile by storing searches made from that device for 180 days
(Google, 2019).
These profiles are then used in conjunction with other intelligent processes
to rank the results to the individual assessed to be submitting the query. It is of
relevance to this research, that the results returned by the search engine will be
the same to any user submitting the same query, the intelligent processes only
affect the ranking of those results. The exact impact that this may have on the
qualitative element of this research is unknown, as the exact profile generated by
Google and the algorithms applied based on this profile are both unknown.
However, given the highly specific queries submitted, and the Boolean
retrieval operators used to restrict the freedom of interpretation by the search
engine, it is highly likely that the intelligent processes normally used to rank results
were diminished or removed during data collection, further increasingly
replicability:
‘The Boolean retrieval model was used by the earliest search engines and
is still in use today. It is also known as exact match retrieval since
documents are retrieved if they exactly match the query specification, and
otherwise are not retrieved. Although this defines a very simple form of
ranking, Boolean retrieval is not generally described as a ranking algorithm.
This is because the Boolean retrieval model assumes that all documents in
the retrieved set are equivalent in terms of relevance, in addition to the
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assumption that relevance is binary’ (Croft, Metzler & Strohman, 2015,
p235).
Additionally, the absence of any relationship to anything remotely commercial that
could generate tailored advertisements or other commercial processes, means
that it is highly unlikely that the qualitative element of this research would be
materially different to any other user submitting the same queries within the same
time period and jurisdiction; and no evidence was found in the literature to
contradict this.
The quantitative data that is the subject of this research is the counter
underneath the search bar that records the number of results returned. There is no
evidence that this is affected by any of the ranking, prioritisation, customisation, or
any other intelligent processes that may be deployed by a search engine to
provide tailored results to a user. In fact, the technical literature indicates that the
number returned by the counter represents the total number of documents or
pages within the database that match the search terms used:
‘Word occurrence statistics can also be used to estimate the size of the
results from a web search. All web search engines have some version of
the query interface…, where immediately after the query…and before the
ranked list of results, an estimate of the total number of results is given’
(Croft, Metzler & Strohman, 2015, p83).
As Boolean operators were used when the queries were submitted, this figure
represents the number of documents or pages that exactly match the rules
introduced by those operators. Typically, this involves first finding all of the
artefacts containing the first term, then searching those artefacts to find any
containing the next term until the only artefacts returned by the platform match
exactly with the query (Croft, Metzler & Strohman, 2015, pp83-86).
As the terms submitted to the search engines during this research were
within quotation marks, only results that exactly matched those terms would have
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been counted and, as there is no evidence in the literature that the ranking
processes employed by search engines to prioritise the results returned to the
user affect the counter or otherwise interpret or alter the search process under
these conditions, the number of results returned by the counter would be the same
for any researcher replicating the research method within the same period of time
and jurisdiction.
This figure returned by the search engine represents the total number of
results within the World Wide Web as indexed by that particular platform and is the
product of several factors. The first factor is the method by which the search
engine operator crawls the World Wide Web. These crawlers may be programmed
in such a way that they do not locate certain websites, pages, or other artefacts, or
they may fail to capture certain information for whatever reason. Once captured,
this information might be misclassified or otherwise misinterpreted, preventing it
from being counted accurately. Finally, the platform operator may consciously
remove material from their database either by manually targeting or using
autonomous and intelligent processes to remove content.
Whilst the exact extent of the influence of these factors on the quantity of
material identified when a search query is submitted is unknown, it is nevertheless
relevant to this research that this final figure produced by the platform in response
to a query and collected as the primary data for this research, represents the total
number of matches within the database once all of these factors have taken effect.
It is also relevant that this figure represents the totality of the information available
to an end user using that platform to navigate the World Wide Web, both as a
strong potential indicator of overall prevalence on the World Wide Web once
aggregated across multiple platforms, and as a basis for comparing this availability
across platforms to understand the impact on the end user of the behaviour of
these platforms.
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Process Summary
In summary, the following processes were deployed to collect the data:
1. The names and aliases of all terrorist groups currently proscribed by the UK
Parliament were copied and pasted verbatim, within quotation marks, into
three search engines – Google, Bing and Yahoo!
2. These subjects were also entered into Google for Boolean searches of
Facebook, Twitter, BBC news, and Sky News.
3. The number of results for each of these searches was recorded in a
spreadsheet.
4. The results on the first page of each search was counted and qualitatively
assessed for relevance
5. The number of relevant results was divided by the total number of results
on the first page to provide a quality metric
6. This quality metric was then multiplied by the total number of results to
provide an adjusted return
7. Where multiple aliases were listed for a single organisation, the mean
average for that organisation was calculated
8. Mean averages were calculated across each of the three categories to
reduce search engine bias
9. The quantitative and qualitative data was then stored on a search pro forma
The research experience
The main reflection on the overall experience was the challenge of
collecting and collating the data for the subsequent analysis. Whilst the method
deployed was relatively simple, the time taken to individually input each search
term into the search engine, record the observed results on a spreadsheet, make
qualitative judgements about each individual search, and capture and record the
qualitative data for replicability, was considerable; and, ultimately, a highly
mechanical and not very enjoyable experience.
Conducting 7 searches for each of the 138 terrorist organisations and
aliases generated 966 unique quantitative search results that needed to be
accurately recorded for further analysis. The qualitative data that was copied and
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pasted into the search forms generated nearly 300,000 words over nearly 1,500
pages, which – even with a relatively modern high-end computer – caused delays
and system errors due to the quantity of data held. As such, there were some
significant frustrations with data management that further increased the overall
time taken to conduct the data collection element of the research.
One of the key principles of the research design was the requirement to
closely replicate the experience of an end-user and, as a result of this
requirement, highly manual techniques were chosen instead of more technical
automated techniques, which may have been able to achieve similar results
without the need to devote such a substantial proportion of time to a relatively
inefficient method of data collection.
Similarly, reviewing the qualitative elements of the data was significantly
more challenging than anticipated due to the volume and type of data returned.
Much of the data was very similar, which meant constantly reviewing text with very
little variation over a protracted period of time. Much of the data returned was also
not in English, which posed additional physical and mental challenges when
reviewing substantial volumes of text. Maintaining concentration, interest, and
accuracy whilst providing sufficient comfort breaks was a real – and largely
unexpected – challenge.
Maintaining consistency whilst assessing the qualitative data was an
anticipated challenge, but the scale of the data collected and the number of
qualitative judgements required was unexpectedly complex. Whilst there is a highdegree of consistency in the qualitative judgements, it would be very difficult, if not
impossible, to exactly replicate this with a different researcher, as many of these
judgements are so subjective that it would be challenging to codify these in such a
way that another researcher would arrive at broadly the same conclusions most of
the time.
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Reflecting on these aspects of the research, on balance, the additional
effort required to methodically collect, collate, and assess the quantitative and
qualitative data was necessary to provide a robust defence of the veracity of the
collected data. The advantages of replicating the experience of an end-user are
also clear. However, it is recognised that researchers with a different subset of
research skills, incorporating higher-levels of technical competency, are likely to
be able to generate an automated process that achieves all of the above aims with
only limited denigration of the attempted end-user replication, and the potential for
qualitative judgements to be undertaken autonomously by algorithm to improve
replicability and consistency. In this case, it would be possible and desirable to
add significantly more data sources by searching additional search engines, social
media, and mainstream news media sites.
The most positive aspect of the data collection was the ultimate generation
of a large dataset of quantitative data for analysis, proving the utility and concept
of the chosen method; and the additional generation of a large body of qualitative
data that could potentially be exploited by further analysis or to support a different
research paradigm. Whilst the process may have been unexpectedly laborious,
the end results are sufficiently robust and provide a fascinating foundation for the
subsequent analysis; and potential areas for further research.
The thesis was then significantly reshaped and refocused to ensure that the
data collected was more closely aligned to the core research questions, and
significant further evidence provided to support the relatively novel approach used
to collect data. This also resulted in some adjustments to the overall conclusions
to ensure that these reflected the nature of the questions being posed and the
inferences that could be drawn from the data collected. Whilst this necessitated
substantial additional work, this has ultimately resulted in a much stronger thesis
being presented.
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Conclusion
There are always going to be multiple ways to approach a research
question and the influence of the researcher in both the selection of a problem to
be addressed by the data, and the method of collecting data, cannot be ignored.
However, there is merit in conducting a quantitative study of this type, as there is
little quantitative data on this phenomenon in general, and none on the specific
issue of total prevalence either on popular platforms or extrapolated to the World
Wide Web. Additionally, the approach selected provides numerous advantages
over more technical studies, including the qualitative replication of the end-user
experience, and the accessibility of the techniques used which allow for greater
replicability.
The qualitative elements used to assure the quality of the data are not a
panacea to the issue of unknown factors influencing the results. However, they do
provide a good indicator of validity and allow for any seriously anomalous results
to be identified. Despite the obvious limitations of selecting a very small sample for
qualitative assessment – a handful out of potentially millions of results – it is
judged that there is greater benefit in identifying potential issues than relying on
the validity of the raw data; particularly as the qualitative element most closely
replicates the end-user group that is ultimately the underpinning facet of this
research.
The overall experience was mixed, with significant frustrations in conducting
and managing a large dataset with a high number of subjective qualitative
assessments required on data that posed challenges in terms of both the scale
and repetitiveness of the task. However, this was balanced by the generation of a
robust dataset for analysis that has substantial potential utility beyond this
research endeavour.
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In retrospect, it may have been desirable to conduct this research
collaboratively with an expert in World Wide Web technologies and programming
to automate some of the data collection process. Whilst this would inevitably
reduce the relationship between the data and the end-user experience, this would
be offset by the potential to search many more sources of data with many more
search terms.
Using automated processes for data collection and analysis would also
provide the opportunity for a longitudinal study to be conducted. This will allow for
the data to be gathered repeatedly over a period of months or years to conduct a
comparative analysis of total prevalence over time and map this to other key
events. For example, significant attacks or atrocities by a terrorist organisation are
likely to increase the total prevalence of this particular group on the World Wide
Web as mainstream news media outlets report the incidents and social media
users amplify this content and generate and discuss further content.
There would also be scope to conduct a cross-jurisdictional study to assess
the impact of geographical factors on the prevalence of ISIS and other terrorist
groups. For example, multiple researchers in several countries could replicate this
research at the same time using the same techniques and the results compared,
providing a spatial as well as temporal snapshot of the material available to the
end-user community.
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Chapter 4: Actual Threat Posed: Findings and Discussion
The actual threat posed by ISIS and the other terrorist organisations that
are the subjects of this research is measured by two primary indices - the number
of kinetic operations undertaken and the number of fatalities inflicted by an
organisation. The rationale for using two measures is to account for highly
disruptive organisations that undertake substantial numbers of kinetic operations
over time, but inflict relatively few fatalities, whether by design or not; and
organisations that may have conducted only a small handful of operations but
have killed large numbers of people. Both circumstances are likely to generate
fear and promote the notoriety of an organisation, so it is necessary to consider
both metrics.
For example, GTD record 201709150004 refers to a failed attempt to
detonate an improvised explosive device (IED) on the London transport network.
The IED failed to fully detonate and there were no fatalities, although 29 people
were injured. ISIS subsequently claimed responsibility for the attack and this was
widely reported in the media (GTD, 2019c, np). However, whilst this incident would
be captured within the content that was quantified during the primary data
collection exercise, this would be absent from any analysis that focused
exclusively on fatalities.
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Relative Number of Kinetic Operations
Table 1: Relative Number of Kinetic Operations (ATTS84) (Top 10)
Organisation

Attacks

Rank

%

Islamic State of Iraq and the Levant

7,279

1

25.60%

Al Shabaab

3,292

2

11.58%

Irish Republican Army

2,827

3

9.94%

Boko Haram

2,418

4

8.50%

Al Qa’ida

2,366

5

8.32%

Partiya Karkeren Kurdistani

2,310

6

8.12%

Basque Homeland and Liberty

2,024

7

7.12%

Liberation Tigers of Tamil Eelam

1,606

8

5.65%

Abu Sayyaf Group

527

9

1.85%

Hamas Izz al-Din al-Qassem Brigades

440

10

1.55%

Of the 84 groups in the cohort, 19 did not return any data, either because
the organisation has not conducted any kinetic operations, these operations have
not been added to the database, or there was an unidentified issue with the
functioning of the database at the time of interrogation. The remaining 65
organisations that are listed in the GTD database generate 28,434 records of
incidents; although as previously noted there is scope for some double counting
due to the way in which the database is constructed. Full results are at Appendix
N.
Within this dataset, ISIS is by far the most prevalent in terms of the number
of kinetic operations undertaken, with over 7,000 operations accounting for over a
quarter of all of the operations listed. It is worth noting that this number would
actually be marginally higher if the dataset contained data for 2018 and up to the
present day, as they remain an active terrorist organisation. However, this would
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be relative to other organisations, as a number of the other groups within the
cohort are also active, so the extent of this potential bias is limited to the more
historically active organisations that are currently dormant.
The number of attacks attributed to ISIS is significant for two of reasons.
Firstly, the number of attacks relative to the rest of the cohort are substantial, with
over double the number of attacks of the second highest scoring organisation (Al
Shabaab) and more than the second and third highest scoring organisations
combined (Al Shabaab and the IRA). Secondly, the relatively brief period of time in
which the group has been operating. For example, the IRA has an operational
history spanning several decades, and Al Qa’ida has an operational history of over
20 years, but ISIS only has a recorded operational history of 6 years on the GTD
database (GTD, 2019, np).
The inclusion of Al Shabaab in second place is significant for similar
reasons, with an operational history of approximately 10 years on the GTD
database and an area of operations that is largely limited to the Horn of Africa
(GTD, 2019, np), over three thousand attacks represents a much more
concentrated threat than that seen from groups with a longer operational history
and wider geographic reach.
For UK-centric research, the inclusion of the IRA in the top tier of results
was expected, but it is important to recognise that, as previously observed with
ISIS and Al Shabaab, the nature of this threat is qualitatively different due to the
length of time that the group was operational. For example, the IRA has
approximately 41 years of records on the GTD between 1970-2011, which
represents a mean average of approximately 69 attacks per year, whereas ISIS
has succeeded in conducting a mean average of approximately 1,200 attacks per
year.
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This evidences a very different threat profile presented by these two
organisations. The higher number of attacks within a shorter period of time
suggests a higher tempo of operations or a larger number of operatives
conducting operations, presenting a particular set of challenges for law
enforcement and governments; especially if this threat is geographically dispersed
and methods of attacks are novel and disparate. The IRA’s lower number of
average per annum attacks represents a sustained campaign over a longer period
of time, concentrated within a small geographic area, which poses a different set
of challenges to law enforcement and governments.
Boko Haram and Al Qa’ida present very similar numbers of attacks, with
8.5% and 8.3% of the total results respectively. However, whilst Al Qa’ida’s
operational history can be traced back to 1992 (GTD, 2019, np), Boko Haram have
only been operational since 2009 (GTD, 2019, np), so these figures represent a
substantially higher operational tempo than Al Qa’ida. Similarly, Al Qa’ida have a
much wider geographic reach, including attacks conducted in New York and Paris
in 2001, Istanbul in 2003, Madrid in 2004, London in 2005; whereas all attacks
conducted by Boko Haram have been limited to the sub-Saharan region of Africa
(GTD, 2019, np), representing a much more concentrated threat profile.
Partiya Karkeren Kurdistani (PKK), with just over 8% of the total cohort,
present a similar threat profile to the IRA, with an operational history spanning
over 30 years, concentrated predominantly within Turkey and bordering countries,
with a small number of attacks conducted in Western Europe (GTD, 2019, np).
Similarly, Basque Homeland and Liberty (ETA), have an operational history of
nearly 50 years, focused predominantly within Spain and the surrounding regions,
the Liberation Tigers of Tamil Eelam (LTTE) have an operational history of over 40
years, focused predominantly within Sri Lanka and South-Asia, and Hamas have
an operational history of nearly 30 years with operations focused predominantly in
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the Middle East and North Africa region; all of which represent a much more
protracted and geographically limited threat than ISIS or Al Qa’ida.
Both the Abu Sayyaf Group (ASG) and Hamas appear in the top ten, but do
so with results that are substantially lower than the rest of the top ten cohort, with
an approximately 24% difference between Hamas in 10th place and ISIS in first
place, and ASG in 9th place holding a share of the cohort three times lower than
LTTE in 8th place; demonstrating a wide range of results within the wider cohort,
with the top four results representing over half of all attacks undertaken by the 84
terrorist organisations.
Relative Number of Fatalities
Table 2: Relative Number of Fatalities (FATS84) (Top 10)
Organisation

Fatalities

Rank

%

Islamic State of Iraq and the Levant

46,611

1

37.93%

Boko Haram

20,328

2

16.54%

Al Qa’ida

16,283

3

13.25%

Liberation Tigers of Tamil Eelam

10,989

4

8.94%

Al Shabaab

9,336

5

7.60%

Partiya Karkeren Kurdistani

4,955

6

4.03%

Irish Republican Army

1,901

7

1.55%

Armed Islamic Group

1,465

8

1.19%

Sipah-e Sahaba Pakistan

1,284

9

1.04%

Hamas Izz al-Din al-Qassem Brigades

1,081

10

0.88%

The fatalities data (Appendix O) represents over 122,000 deaths between
1970 and 2017 for the 84 terrorist organisations that are the subject of this
research. This represents a mean average of approximately 1,400 deaths per
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terrorist organisation if all of the organisations demonstrated broadly equal levels
of lethality; and just over 2,600 fatalities per annum if all deaths were distributed
equally across the 47-year period of data collection. However, the distribution
present in the data indicates that certain terrorist organisations are substantially
more lethal than an equally distributed cohort by many orders of magnitude; and
many of these fatalities have been inflicted within a relatively narrow period of
time.
This data also suggests that, in purely numerical terms, the 84 terrorist
organisations do not present a substantial threat to life globally, with the mean
average of 2,600 fatalities per annum representing little significance when
compared to the wider global annual fatalities figure of over 56.6 million (United
Nations, 2017, p10). However, what the data does not demonstrate is the sociopolitical impact of these deaths, or number of lives saved due to operational
failures by individual groups, as a result of law enforcement intervention, or any
other factor. Without intervention, these relatively low figures could have been
substantially higher, so it is important not to ignore the potential as well as the
actual threat posed by terrorist organisations.
ISIS is responsible for the highest number of fatalities, with 46,611 fatalities
representing nearly 40% of the entire cohort. Again, this is noteworthy due to the
relatively brief period of time that the organisation has been active, particularly
compared with more established terrorist organisations such as Al Qa’ida and the
IRA; and because this figure is double the next highest scoring organisation and
over 37 times higher than the tenth highest scoring organisation, representing a
significant figure within a cohort of highly active groups.
Also significant, is that whilst there is some very obvious observed
correlation between the number of attacks and number of fatalities - with eight
groups appearing in the top ten of both lists - there are some notable differences,
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which suggests that not all organisations are equally effective at inflicting fatalities
from kinetic operations, whether by design or not.
This is illustrated by the Armed Islamic Group and Sipah-e Sahaba
Pakistan (SSP), who are 8th and 9th respectively in terms of fatalities inflicted, but
do not appear in the top ten for number of attacks, scoring 14th and 19th
respectively. This suggests that both groups inflict disproportionate fatalities from
relatively few kinetic operations.
Conversely, ETA and ASG appear in the top ten list for number of attacks
but not for fatalities inflicted, scoring 12th and 13th respectively. This indicates that,
whilst these organisations are prolific in terms of conducting kinetic operations,
they are disproportionately ineffective at translating these into fatalities.
Table 3: Number of Fatalities Per Attack (Top 10)
Organisation

Fatalities
Per Attack

Rank

Tehrik-e Taliban Pakistan

20.50

1

Turkestan Islamic Party

10.23

2

Harakat-Ul-Mujahideen/Alami

9.76

3

Boko Haram

8.41

4

Sipah-e Sahaba Pakistan

7.98

5

Babbar Khalsa

7.33

6

Haqqani Network

7.05

7

Abdallah Azzam Brigades

6.92

8

Al Qa’ida

6.88

9

Liberation Tigers of Tamil Eelam

6.84

10

Within the wider cohort of 84 terrorist organisations, the mean average is
just over 4 fatalities per kinetic operation (Appendix P). 20 organisations exceed
95

this average, some by a significant margin, with Tehrik-e Taliban Pakistan
averaging over 20 fatalities per kinetic operation. Whilst ISIS does not rank in the
top ten for fatalities inflicted per attack, they still inflict above average fatalities with
a mean average of just over 6 fatalities per attack. However, overall, none of these
indices represent a substantial threat to life from individual terrorist attacks.
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Chapter 5: Estimated prevalence on Web Platforms: Findings and
discussion
Introduction
The data collection exercise produced significant quantities of both
quantitative and qualitative data for analysis. 966 searches - representing 138
search terms across 7 platforms - were conducted, providing over 508 million total
results; and nearly 300,000 words of qualitative data over nearly 1,500 pages of
search records. Once mean averages were taken to reduce the possibility of
unknown algorithmic bias being introduced by a particular platform, the total cohort
of search terms across all platforms interrogated was assessed as being just over
169 million results. Of those, approximately 8,000 results (0.005%) were from the
mainstream media sites and just over 645,000 results (0.38%) were from the
social media sites.
Once the data had been adjusted using the metric produced by qualitatively
assessing the first page of returned results, the total cohort of search terms on the
platforms interrogated was assessed as being approximately 128 million results.
Of those, nearly 8,500 results (0.006%) were from the mainstream media sites and
just over 515,000 (0.40%) were from the social media sites. The introduction of the
quality metric did not materially alter the percentage of mainstream media or social
media results within the overall cohort.
The data distributions of the prevalence estimates are typically lognormal,
often truncated. In such cases the standard deviation is often several times the
value of the mean and the data collected follows this pattern. For example, the
social media datasets have the variability, with a standard deviation of 19,726 and
a mean of 3,384 for Twitter, and a standard deviation of 21,122 and a mean of
3,564 for Facebook. The Google dataset is also highly distributed, with a standard
deviation of 1,958,335 and a mean of 397,638. Sky News has a standard
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deviation of 91 and a mean of 17, whilst the BBC News dataset has a standard
deviation of 302 and a mean of 69.
The Yahoo! and Bing datasets also have a slightly lower distribution, with a
standard deviation of 4,697,297 and a mean of 1,213,759 for Yahoo!, and a
standard deviation of 4,263,461 and a mean of 1,153,185 for Bing. The fatalities
dataset has a standard deviation of 5,928 and a mean of 1,463. The attacks
dataset has the lowest overall distribution with a standard deviation of 1,022 and a
mean of 339. All of the distributions have very high variations. Once aggregated,
social media data has the most variation, with the mainstream media having the
second highest and search engines having the lowest.
Data Quality
Notwithstanding the potential issues previously identified with the qualitative
data quality metric, this method did provide a means to calculate the probable
minimum quality of the data collected. Comparing these values with the raw data
provides a numerical value for the quality of the results returned from each of the
searches undertaken. Given the size of the cohort, it would have been preferable
to conduct a greater qualitative assessment of the results to further improve the
accuracy of this value, however, this was not practical for this research exercise
due to time constraints and other external factors.
The mainstream news media platforms had the highest quality level, with
98.2% of search results being assessed as relevant. The second highest level of
quality was assessed to be the social media platforms, with a calculated quality of
79.7%. Finally, the search engine platforms returned an assessed quality level of
75.8%. These values are inversely proportionate to the size of the cohort, with the
largest number of results providing the poorest assessed accuracy and the
smallest cohort providing the best.
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Table 4: Raw Data Accuracy
Platform
Google
Yahoo!
Bing
Average
Sky News
BBC News
Average
Twitter
Facebook
Average

Non-Adjusted

Adjusted

Accuracy

80,687,820
210,681,542
216,013,633
169,127,665
6,258
10,943

63,951,042
158,718,922
161,957,980
128,209,315
6,254
10,646

79.26%
75.34%
74.98%
75.81%
99.93%
97.29%

8,601
562,935
727,450
645,193

8,450
484,178
544,816
514,497

98.25%
86.01%
74.89%
79.74%

Within the search engine cohort, Google provided a marginally higher level
of accuracy than Yahoo! and Bing; and marginally above the mean average for the
search engine cohort with an assessed accuracy of 79.2%. Yahoo! and Bing
provided broadly comparable performance with 75.3% and 74.9% respectively.
Within the mainstream media cohort, Sky News returned a marginally greater level
of accuracy than BBC News with 99.9% and 97.2% respectively. Twitter
demonstrated an 11.1% higher level of accuracy thank Facebook – the highest
variance across all of the quality metrics – with 86% against 74.8% for Facebook.
The application of the quality metric had a tangible impact on the overall
data values presented for analysis (Appendices E, F, and G), in some instances
entirely negating the initial results and substantially demoting an organisation
within the rankings. The most significant illustrative example of this phenomenon is
the treatment of the search term “KADEK” by all three search engines, with
Google returning over 5.46 million results, reduced to zero by the quality metric,
and 305,000 results reduced to 27,727 on both Yahoo! and Bing searches.
Whilst this might appear to be an anomaly with the quality metric, closer
scrutiny of the qualitative data collected during the data collection exercise
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vindicates this approach, with the qualitative data indicating that in addition to
being a recognised alias name for the Partiya Karkeren Kurdistani, ‘KADEK’ is
also a common first name in Indonesia and a character in Star Trek. These factors
appear to have substantially influenced the returns provided by the search
engines, with very little information indicating relevance to the terrorist
organisation.
A comparative analysis of the non-adjusted and adjusted returns also
increases confidence in both the validity of the method and the data produced,
with 8 of the top 10 ranking search terms in the aggregated search engine data
appearing in both non-adjusted and adjusted returns in a broadly similar order;
and, interestingly, the 2 search terms not consistent across both groups are alias
terms for the same organisation, so the overall aggregation of organisational
aliases by mean averaging the data later in the process will be unaffected.

Table 5: Most Frequent Terms – Top 10 Non-Adjusted Search Engine
Average
ORGANISATION

RESULT

RANK

%

"Ulster Volunteer Force"

21,095,667

1

"Loyalist Volunteer Force"

21,042,433

2

"Call to Submission"

20,295,667

3

"Islamic State of Iraq"
"Islamic State"
"Jaish e Mohammed"
"Boko Haram"
"Ulster Freedom Fighters"
"The Saved Sect"
"Islamic State of Iraq and Syria"

14,020,000
11,730,000
8,694,333
8,230,000
7,215,067
6,807,400
5,091,667

4
5
6
7
8
9
10

12.47
%
12.44
%
12.00
%
8.28%
6.93%
5.14%
4.86%
4.26%
4.02%
3.01%
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Table 6: Most Frequent Terms – Top 10 Adjusted Search Engine Average
ORGANISATION
"Ulster Volunteer Force"
"Loyalist Volunteer Force"
"Islamic State of Iraq"
"Islamic State"
"Jaish e Mohammed"
"Boko Haram"
"Ulster Freedom Fighters"
'Islamic State of Iraq and the
Levant'
"Islamic State of Iraq and Syria"
"Call to Submission"

RESULT

RANK

%

19,176,848
18,939,100
12,713,333
10,000,556
7,845,723
6,996,345
5,363,638
5,038,667

1
2
3
4
5
6
7
8

14.95%
14.77%
9.91%
7.80%
6.11%
5.45%
4.18%
3.93%

4,240,000
4,046,667

9
10

3.30%
3.15%

A final method for assessing the veracity of the data is the analysis of the
qualitative data recorded from the front pages of the search engines during data
collection. The qualitative search records were submitted to a word frequency
analysis in NVivo 12, with the 100 most prolific terms containing 3 letters or more
returned (Appendix H). If the data contained significant anomalous elements then
atypical words would be expected in the qualitative data. However, not only does
the frequency analysis not contain any unexpected or unexplained words in high
numbers, the frequency analysis also broadly supports the quantitative data with a
high frequency of words for the search terms that scored most highly, such as
‘Islamic’, ‘state’, ‘Boko’, ‘Haram’, ‘Ulster’, ‘Iraq’, and ‘Syria’.
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Figure 1 – Depiction of qualitative word frequency analysis

Naming conventions
Given the substantial number of alias names itemised in the Parliament list
of proscribed organisations, the 138 search terms deployed for data collection
actually represent 84 separate organisations and therefore mean averages have
been calculated for those organisations with multiple alias names on the list to
further delineate the results. For example, ISIS has seven names recorded in the
Parliamentary list of proscribed organisations, so the results of the queries for
these seven search terms were combined and the mean average taken to provide
a representative figure for the organisation.
Once the data had been further revised to represent the 84 constituent
organisations without alias names, the total cohort of search terms on the indexed
World Wide Web was assessed as being 80,163,284 results. Of those, 3,896
results (0.005%) were from the mainstream media sites and 292,897 (0.37%) were
from the social media sites. Again, the introduction of this metric did not materially
alter the percentage of mainstream media or social media results within the overall
cohort.
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Table 7: Process for Reducing Potential Bias
Function

Formula

Example

Establish
a quality
metric

𝑟
=𝑞
𝑓

Dawlat al-Iraq al-Islamiyya
returned 581 results on
Google. There were 10 results
on the front page (𝑓) of which
8 were judged to be relevant
(𝑟) which provides a quality
metric of 0.8 (𝑞)

Establish
a quality
adjusted
figure

𝑡 × 𝑞=𝑎

The 581 results (𝑡) are then
multiplied by the quality metric
(𝑞) to provide the adjusted
value of 465 (𝑎).

Remove
Search
Engine
bias

(𝑎 + 𝑎 + 𝑎)
=𝑛
𝑝

The adjusted figure for Google
is added to the adjusted
figures for Yahoo! (2,853) and
Bing (2,212) then the mean
average (𝑛) is calculated by
dividing by the number of
platforms in the group (𝑝),
providing a figure of 1,843

Aggregate
to remove
alias
name bias

(𝑛 + 𝑛 + 𝑛 + 𝑛 + 𝑛 + 𝑛 + 𝑛)
=𝑧
𝑜
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Dawlat al-Iraq al-Islamiyya is
an alias name for ISIS and
belongs to a group of 7 alias
names. All 7 𝑛 values are
added then divided by the
number of alias names (𝑜) to
provide a final figure for the
organisation (𝑧) of 4,896,711

Aggregated search engine prevalence
Table 8: Search Engine Prevalence Estimates (SE84) (Top 10)
Organisation
Result
Rank
%
Ulster Volunteer Force
19,176,848
1
23.92%
Loyalist Volunteer Force
18,939,100
2
23.62%
Boko Haram
6,996,345
3
8.72%
Ulster Freedom Fighters
5,363,638
4
6.69%
Islamic State of Iraq and the
4,896,711
5
6.10%
Levant
Jaish e Mohammed
3,925,305
6
4.89%
Mujahidin Indonesia Timur
2,739,617
7
3.41%
Red Hand Commando
2,555,634
8
3.18%
Al Shabaab
2,081,817
9
2.59%
Popular Front for the Liberation of
1,397,970
10
1.74%
Palestine-General Command
The search engine data is aggregated to reduce any bias introduced by the
individual algorithms deployed by the search engines to provide a more
representative snapshot of the data available for comparison with the threat data
and provides two points of data for the purposes of this research. The first, is the
total cohort against which individual organisations will be assessed to provide a
baseline for a comparative analysis against mainstream and social media. The
second, will be to provide an indicative estimate of the total potential availability of
content on the World Wide Web and to rank individual organisations within this.
The full results for the aggregated search engine queries are at Appendix I.
The top ten search engine results account for 85% of the total return for this
category, with the Ulster Volunteer Force and Loyalist Volunteer Force accounting
for nearly 50% of all results in this category. This was largely unexpected, as was
the prevalence and absence of other groups within this category, the total number
of results, and the division between the three search engines used.
The inclusion of Northern Ireland related groups is not unexpected,
particularly given the propensity of search engines to return results that are
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geographically relevant, but it is highly unusual that one of the most prolific and
arguably most well-known organisations – the Irish Republican Army – is absent
from the top ten; and equally unusual that the relatively unknown organisation Red
Hand Commando is present. Furthermore, the extent of the prevalence of the top
two organisations and four loyalist organisations in total is noteworthy because
there is little evidence to suggest that they have recently engaged in kinetic activity
or otherwise been particularly prolific in the media.
One potential explanation is that both of their names are comprised of
otherwise completely benign words and there is a possibility that, despite the
Boolean operators being used to exclude anomalous results, the search engine
algorithms have provided returns where there are frequent occurrences of these
words individually, but not necessarily in the correct order or grouping. Further
scrutiny of the technical literature on the behaviour of search engines in response
to Boolean queries indicates that this highly unlikely and this is supported by the
quality metric, which already removed a number of anomalous results..
Perhaps more significant, is the relationship between the individual results
generated by Google, Yahoo! and Bing. For example, it is clear that the
aggregated results more closely align with the results provided by Yahoo! and
Bing, with the top ten results being almost identical across Yahoo!, Bing, and the
aggregated search results. This indicates that the influence of the data collected
from Yahoo! and Bing has largely negated the data collected from Google once
the three datasets were aggregated and that the unusual results are almost
certainly the result of the way that the Yahoo! and Bing platforms responded to the
queries.
For example, Google only returned 45,200 results for Ulster Volunteer
Force, yet Yahoo! returned 8.4 million and Bing 7.5 million results. Equally, the
Loyalist Volunteer Force had only 27,300 results on Google, but over 28 million on
105

both Yahoo! and Bing. Whilst it is acknowledged this could represent unknown
errors in the returns, this possibility has largely been reduced by the qualitative
tests conducted during the data collection exercise and the Boolean operators
used to restrict the freedom of the platforms.
It is much more likely that, due to the differences in databases generated by
the web crawlers and algorithms used to return results, Yahoo! and Bing edit out
less of the content than Google by using less complex algorithms, or use different
algorithms that respond differently to those used by Google. This theory is
supported by the overall metrics, where Yahoo! and Bing provide over double the
results on average than Google; although this does not fully explain such a
significant divergence in this instance.
Similarly, it is unexpected that Al Qa’ida – architects of arguably the most
significant single terrorist incident in recent history - are not in the top ten; and
even more unexpected that they are not even in the top twenty, with a search
engine ranking of 21 out of 84. There are many plausible explanations for this
phenomenon. It could conceivably be that ISIS are now the primary focus for
Islamist extremists and counter-terrorism professionals alike and Al Qa’ida no
longer enjoy the online presence and influence that they used to.
It could also be the result of the opposite problem encountered by the loyalist
paramilitary organisations, in that the search term is so specific, with so many
spelling variations available, that ‘Al Qa’ida’ simply did not generate the same
number of results as another variation of the spelling, or indeed another term used
for the group. Even with the naming conventions mitigation in place, which include
five separate alias terms for the group, this is a more plausible explanation, as the
group is noteworthy for using many alias names and attracting allegiance from
associated regional and international organisations with entirely different naming
conventions.
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Another plausible theory is that the platforms deploy automated content
removal algorithms and that these have, by design or accident, more strongly
targeted some of the more active and well-known groups, whilst leaving some of
the less active or well-known groups less affected. It could also be that the
divergence across platforms is indicative of this automated content removal being
applied more or less effectively than another platform. However, it is not possible
to definitively conclude either way with the data available.
The inclusion of Boko Haram is not entirely unexpected due to their
currency as an active organisation that has recently undertaken kinetic activity;
however, their comparative score against the loyalist paramilitary organisations
and the rest of the cohort is noteworthy, particularly when reviewed against results
for mainstream and social media. Boko Haram is described in the proscription
document as:
‘…a prolific terrorist organisation, based in Nigeria that aims to overthrow
the Nigerian Government by carrying out indiscriminate, mass casualty
attacks. They have targeted all sections of Nigerian society – Muslims,
Christians, rich, poor, civilians and members of the security forces alike –
as well as members of the international community. For example, an attack
near Abuja on Christmas Day 2011 that killed at least 26, and an attack on
a bus station in Kano City in March 2013 that killed over 60, were both
attributed to the organisation.
The organisation has also sought to attack Western targets in Nigeria. In
August 2011, the organisation claimed responsibility for a suicide attack
against the UN building in Abuja that killed 26. They have targeted
westerners for kidnapping in the last few years (Parliament, 2019, p40).
For what is essentially a regional organisation, with influence predominantly limited
to West Africa, this prevalence is significant both in terms of the overall ranking
and in comparison to the other organisations in the top ten organisations.
Jaish e Mohammed (JeM), at number six, is also a significant result. JeM
was ‘established in 2000 by Masud Azhar who remains its leader. The group was
formed following Azhar's release from prison in India in response to demands by
the hijackers of the Indian Airlines flight in December 1999’ (Parliament, 2019,
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pp21-22). The stated aim of the group is to achieve ‘the 'liberation' of Kashmir from
Indian control as well as the 'destruction' of America and India’ (Parliament, 2019,
pp21-22). ‘JeM carried out a number of terrorist attacks against Indian interests
during 2000. It claimed responsibility for a grenade attack in May against Indian
government buildings in Kashmir’ (Parliament, 2019, pp21-22). Whilst JeM has not
attacked UK interests, ‘there are indications that JeM is gaining support among
militant Kashmiri separatists and that it has a number of supporters in the UK’
(Parliament, 2019, pp21-22).
As another primarily regional organization, with limited geographic reach
and relatively low media profile, this is another unexpected result. The specificity
of the name means it is less likely that the returns were influenced by anomalous
results. However, it must be acknowledged that the inclusion of the name
‘Mohammed’ in the query may have biased the results in the same way that
otherwise benign words in Loyalist Volunteer Force and Ulster Volunteer Force
may have unknowingly biased those results, although the technical literature
indicates that this is highly unlikely with the Boolean operators deployed during
data collection.
Another plausible explanation is that, whilst this organisation operates
within a relatively narrow geographic area, that area itself is one of the most
densely populated on the planet and also has a substantial number of Internet
users, with India and Pakistan estimated to have over 600 million Internet users
(Internet World Stats, 2019, np). As such, it is reasonable to conclude that this
unexpected prevalence may be the result of significant numbers of World Wide
Web users within a particularly populous region generating and amplifying content
that influences the total global cohort.
This hypothesis is supported by JeM’s social media ranking, which is also
relatively high at approximately 3%, and mainstream media ranking, which is not
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as high at approximately 0.5%. The significance of these results being that the
mainstream media queries were conducted on UK-centric platforms which may
diminish results that are not UK-centric or with a broad geographic reach; but the
social media and search engine results have a broader international profile and
include user-curated content, so the more users there are in a region, the more
user-curated content there is likely to be from that region.
Another unexpected but significant result was the inclusion of Mujahidin
Indonesia Timur (MIT), which is described in the proscription document as:
‘…Indonesia's most active terrorist group based in the mountainous jungle
of Poso, in Central Sulawesi. Its leader, Abu Warda also known as Santoso,
is one of Indonesia’s most wanted terrorists. The group’s modus operandi is
to attack the police and the army which includes the use of explosives
(including the use of IEDs), and shootings.
MIT have been responsible for deaths of more than a dozen police officers
in Poso in the last three years. They have also used kidnappings and
beheadings of Christian farmers in Poso to dissuade the local populace
from assisting the police. MIT pledged its allegiance to Daesh in July 2014
and are assessed to have links to other Daesh affiliated terrorist groups in
the region. MIT has claimed responsibility for a number of recent attacks
and has threatened attacks on targets across the country including the
capital (specifically the Jakarta police headquarters and the presidential
palace in a video uploaded on 22 November 2015). In September 2015 MIT
was banned as a terrorist group by the USA and the UN’ (Parliament, 2019,
pp51-52).
Again, this description is of an organisation operating within a relatively narrow
geographic area and with a limited international reach, although pledging
allegiance to ISIS does increase the international profile of the organisation.
As with JeM, this unexpected prevalence could be the result of the search
terms used, as ‘Indonesia’ and ‘Mujahidin’ could return substantial anomalous
results based on those terms. However, the behaviour of the search engines with
similar queries does not support this hypothesis, with the terrorist group Indian
Mujahideen returning only 0.1% of the total search engine results, despite
similarities in nomenclature.
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Indonesia has approximately 143.2 million Internet users (Internet World
Stats, 2019, np), so it is plausible that a large population with an interest in the
organisation has generated and amplified content to the extent that this has
influenced the global results. However, this hypothesis is not proven with the
collected data, as neither the social media nor mainstream media results support
this position, as both have very low individual results of approximately 0.5%. A
further data collection exercise reviewing other social media and mainstream
media platforms that might be more popular with users in the region may explain
this phenomenon, but this was outside the scope of this exercise.
Whilst not entirely unexpected, due to their currency as an ongoing threat
and recent press coverage within the international broadcast media, Al Shabaab
is, nevertheless, another primarily regional organisation with limited international
reach. They are described as waging:
‘…a violent campaign against the Somali Transition Federal Government
and African Union peacekeeping troops in Somalia since the beginning of
2007. A feature of their campaign has been the adoption of terrorist tactics
such as suicide operations, close quarter assassinations and road-side
bombings. On 2 February 2010, members of AS announced their intention
to combine the jihad in the Horn of Africa with the global jihad led by AQ. It
has also openly expressed a desire to attack targets in Kenya, where a
number of British interests are present (Parliament, 2019, p38).
Despite this largely regional focus, they rank significantly in the search engine
results with 2.6% of this category, higher than Al Qa’ida, the IRA, and other wellestablished groups.
Furthermore, the significant results in the search engine cohort are
supported by similar results in the mainstream and social media cohorts with 4.5%
and 15% of the respective results, which suggests that the volume of content on
these platforms is at least partly driven by substantial volumes of news and social
media content.

110

Whilst historically highly prolific and currently still active, the inclusion of
The Popular Front for the Liberation of Palestine-General Command is another
unexpected addition to the top ten. The group is described in the proscription
document as:
‘…a left wing nationalist Palestinian militant organisation formed in 1968.
The group’s aim is the destruction of Israel and is opposed to any
negotiation with Israel and believes solely in a military solution to the IsraeliPalestinian conflict. It is based in Syria and was involved in the Palestine
insurgency during the 70s and 80s. It was the first Palestinian group to use
suicide squads. The group has used barometric bombs to blow up aircraft
and has sent parcel bombs.
From its outset the group has been a Syrian proxy. Since the late 80s the
group has been largely inactive and during the 1990s, the PFLP-GC limited
its activities to training and equipping other terrorist groups, such as Hamas
and the Palestinian Islamic Jihad. However, PFLP-GC has been fighting in
the Syrian war, including in Yarmouk Refugee Camp in July 2013. The
group also issued statements in support of the Syrian government,
Hizballah, and Iran.
The group has been designated as a terrorist group by the USA, Canada
Israel and the European Union. The group is also subject to a domestic
asset freeze. The group is not the same as Popular Front for the Liberation
of Palestine’ (Parliament, 2019, pp45-46).
There is the possibility that the lengthy name, comprising largely benign words,
may have influenced the overall results. However, this hypothesis is not supported
by the technical literature, or the observed behaviour of the search engines, which
provided very low returns for ‘Orange Volunteers’ (0.04%) and ‘17 November
Revolutionary Organisation (0.01%)’, which also contain similarly benign words.
It is also much less likely that large numbers of World Wide Web users
have influenced the results, as the social media results are very low (0.15%), and
regional populations and Internet usage are not as significant and are less likely to
have tangibly influenced the results. However, the organisation does generate
significant returns in the mainstream media category, ranking 11 overall with
1.14% of the total cohort.
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This could be indicative of the organisation having a much more prolific
news media profile than any user-curated interest, but this hypothesis is not
entirely proven with the available data. Additional research conducted over a
broader cross-section of regional mainstream media channels, such as Al
Jazeera, and any popular regional social media platforms would be necessary to
provide further confidence.
Finally, the inclusion of ISIS in the top ten is not unexpected, but the total
percentage and relative rank within the cohort is slightly more surprising,
particularly given the number of terrorist incidents linked to the group in the UK
and internationally; and their centrality to the conflict in Syria and Iraq. The most
likely reason for this relatively low result is the mathematics behind the formula
used to eradicate potential bias through naming convention. For example, the
aggregated return for the search engine cohort places ISIS in 5th place in the
overall ranking with approximately 4.8 million results, representing 6.11% of the
total cohort.
This figure has been calculated by taking the mean average of the same
search term entered into three separate search engines, then combined with six
other terms that are common aliases of the group that have been subjected to the
same process, before a mean average of all seven results is taken to eliminate
any bias introduced by variations in spelling or nomenclature. Whilst not perfect, it
does substantially reduce anomalies created by the different search engine
databases and algorithms; as well as reduce naming convention bias.
However, in some instances, the process of calculating mean averages
may reduce the overall performance of a particular organisation where very high
returns for one search term are introduced into equations with a search term with a
disproportionately low return. Similarly, a very high result for one search engine
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may be substantially lowered if it is introduced into equations where another
search engine has provided a much lower result.
This appears to have been the case with ISIS within the search engine
cohort, as the term ‘Islamic State’ returned 23.9 million results on Google – the
highest individual result for that platform. However, Yahoo! returned only 3.2
million and Bing 2.8 million, which reduced the mean average for the cohort to
around 10 million. This did not materially alter the relative rankings, as the term
‘Islamic State’ without any further aggregation is 4th within the cohort.
The influence of Yahoo! and Bing on the aggregated results is
acknowledged, but these findings remain valid as they demonstrate that there is
an unknown variable influencing the results across the three platforms. Given the
design of the methodology, it is highly unlikely that the counter is displaying
erroneous data and it is almost certain that the numbers produced are an accurate
representation of the quantity of material matching the query on the platform
databases. As the Boolean operators are also known to return only exact matches
to the query, it is highly unlikely that the platforms have misinterpreted the query or
provided anomalous data. This is supported by the additional quality control
protocols in the methodology that have already identified and reduced any
potential bias caused by naming conventions during data collection.
It is, therefore, much more likely that the designed behaviour of the
platforms, such as the method used to collect data for the search databases, or
deliberate activity by the platforms, such as automated content removal, have
materially influenced the number of results returned by each platform. This
hypothesis is supported by the difference in accuracy observed across the three
platforms during data collection and the variation in results. It is also entirely
plausible that offline environmental factors, such as real-world events, or large
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numbers of users within an area associated with a particular organisation, have
increased the volume of content available on these platforms.
Google prevalence
Table 9: Google Prevalence Estimates (G84) (Top 10)
Organisation
Boko Haram (BH)
Al Shabaab
Islamic State of Iraq and the
Levant (ISIL)
Irish Republican Army
National Action
Liberation Tigers of Tamil Eelam
(LTTE)
Popular Front for the Liberation
of Palestine-General Command
Haqqani Network (HQN)
Abu Sayyaf Group (ASG)
Jaish e Mohammed (JeM)

Result

Rank

%

17,083,333
4,768,000
4,081,202

1
2
3

50.34%
14.05%
12.03%

1,365,833
1,102,785
506,421

4
5
6

4.02%
3.25%
1.49%

423,000

7

1.25%

406,800
378,000
356,991

8
9
10

1.20%
1.11%
1.05%

In basic numerical terms, Google has approximately 12 times the amount of
monthly traffic than Yahoo! and Bing combined, with 60.5 billion monthly visits,
compared to Yahoo! with 3.7 billion monthly visits and Bing with 1.3 billion monthly
visits (Similarweb, 2019, np). Due to the very high number of users, high-level of
qualitatively assessed accuracy, and Google’s status as the most visited website
on the World Wide Web, there is substantial value in the interrogation of this
platform to understand not only the prevalence of material within Google’s
databases, but also as a wider potential indicator of prevalence on the World Wide
Web. Full results are at Appendix J.
There are some significant similarities and differences between the
aggregated search engine results and the standalone Google results. Firstly, five
of the top ten search engine results are also within the top ten standalone Google
results, with Islamic State of Iraq and the Levant, Boko Haram, Jaish e
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Mohammed, and the Popular Front for the Liberation of Palestine-General
Command all featuring in both lists.
Al Qa’ida and the Irish Republican Army – both notable absences from the
aggregated search engine Results – are both in the Google top ten, along with
National Action, Hasam, and the Liberation Tigers of Tamil Eelam. It is noteworthy
that neither the Ulster Volunteer Force or Loyalist Volunteer Force appear in the
top ten Google results, placing 37th and 43rd with only 0.07% and 0.04% of the
results respectively compared to nearly 50% combined in the aggregated results;
and there are no other Loyalist paramilitary groups in top 20.
This is significant, as this demonstrates a substantial variance in the results
returned by the different search engines; and can be considered a tangible
qualitative influence on the experience of the end-user, as platform choice has a
proven impact on the data returned in response to identical queries. In numerical
terms, Google provides less than half of the results returned by Yahoo! and Bing
individually with approximately 34 million total results compared to approximately
105 and 101 million results for the 84 terrorist organisations, but has a marginally
higher quality metric and more users. Therefore, the availability of terrorist-related
content is directly correlated to the platform used by that end-user to browse the
World Wide Web.
As previously noted, this substantial disparity between the overall number
of results returned by the three platforms and the overall proportion of results
returned to individual queries is a significant observation. Whilst there is
insufficient evidence to identify causality, the systematic evaluation of the likely
impact of the methodology suggests that this disparity is most likely to be the
result of either the way the platforms collect and produce data or another process
that has removed data from the platforms.
Another noteworthy addition to the top ten list is Hasam, which is described
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as ‘…an extremist group using violent tactics against the Egyptian security forces
and regime. The group have claimed responsibility for a number of attacks and
assassination attempts in Egypt’ (Parliament, 2019, p54). Whilst they are a current
and active organisation with recent high-profile media coverage, they are another
largely regional group with limited international reach or influence; so it is
somewhat surprising that it features so highly within the Google ranking with 1.4%
of the total cohort with only 0.1% of the total search engine cohort. An
examination of the disaggregated data reveals some interesting variance in the
results returned by the search engines.
For example, whilst the overall search engine result is an aggregation of the
mean average of the four terms associated with the group in the proscription
document and the mean average of these terms across three search engine
platforms, the individual search query results highlight substantial differences in
the way that the queries were handled by the search engines. The single search
term ‘Hasam’ returned nearly 350,000 results from Google but zero results from
either Yahoo! or Bing.
Closer scrutiny reveals that both Bing and Yahoo! initially returned 176,000
results each, but were all removed from the adjusted figures as all of the frontpage results were qualitatively assessed to be unclear or irrelevant. Google also
removed around two-thirds of the results for this single search term with a quality
metric of only 0.3 due to the number of irrelevant or unclear results returned by the
query.
Whilst this explains why Hasam did not feature more highly in the
aggregated search engine results, it does not explain how a relatively small,
geographically limited organisation managed to score so highly in the standalone
Google results. Furthermore, Hasam does not perform strongly in either the
mainstream or social media cohorts, with 0.03% and 0.12% respectively, which
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rules out the presence of substantial content being missed by the other search
engines. This is despite these searches being conducted via the Google platform
using Boolean operators, which reduces the likelihood that this is an unexplained
product of the way Google works.
To fully understand this phenomenon, it would be desirable to collect
substantial further data on the organisation, with a particular focus on regional
news media, as the most likely hypothesis for this result is that there is published
material that has been added to the Google database that is not present on the
Yahoo! and Bing databases. This would explain the strong results for Google but
no correlation with the Boolean searches conducted on Google that would have
excluded this material.
To complement this data collection, it would be advantageous to conduct
further work to understand the differences in data collection methodology between
the main search engine platforms. Notwithstanding the already rehearsed issues
with commercial proprietary and the complexity involved in understanding how
individual platforms work, any further study that elucidated the differences in the
handling of geographically or linguistically diverse information would progress the
study of extraordinary differences in results across platforms and provide an
opportunity to further identify and mitigate these anomalies where applicable. A
further study on the application of autonomous processes to remove terrorist
related content would also be beneficial, as they may disproportionately remove
content regarding more well-known organisations, whilst leaving groups like
Hasam with higher levels of content on these platforms.
Liberation Tigers of Tamil Eelam (LTTE) are described in the proscription
document as ‘a terrorist group fighting for a separate Tamil state in the North and
East of Sri Lanka’ (Parliament, 2019, p22), who have ‘mounted both a military
assault and a terrorist campaign, the latter mainly in Colombo. Attacks are mostly
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targeted against Sri Lankan military and leading politicians using suicide bombers.
Attempts to assassinate the Sri Lankan President in late 1999 and early 2000
were attributed to the LTTE by the media and the Sri Lankan authorities’
(Parliament, 2019, p22). The proscription document further notes that the ‘LTTE's
International Secretariat is based in the UK and is responsible for the group's
press releases. The UK is also a source of funds for the LTTE’ (Parliament, 2019,
p22).
It is noteworthy that an organisation with a relatively small geographic
footprint, who have been largely operationally inactive for over a decade, score so
highly in the standalone Google results, with 0.7% of the total results for the
cohort. Unlike some of the other organisations reviewed that exist within very
highly populated regions, with very high numbers of Internet users, Sri Lanka has
only approximately 6.7 million Internet users (Internet World Stats, 2019, np), so
this prevalence cannot be easily explained by a large demographic creating and
amplifying content. This hypothesis is supported by the relatively low results in the
social media cohort with 0.1% of the results, 25th overall.
Furthermore, the specificity of the name reduces the likelihood that this
prevalence is the product of the nomenclature generating anomalous results. This
position is supported by a number of other organisations within the standalone
Google results with generic or benign terms in their names that have not
generated significant results, such as the Irish People’s Liberation Organisation
with 0.01% and the 17 November Revolutionary Organisation with 0.002% of the
total cohort.
A more plausible explanation is the longevity of the organisation, with over
thirty years of operations; and the period in which the organisation operated which
was largely before the current proliferation of social media and other World Wide
Web forums. This is supported by the relatively low social media result as above,
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but relatively strong result in the mainstream media cohort, with 0.8% of the total
results and 12th overall in this category. It is also plausible that their high ranking is
the result of autonomous content removal algorithms less effectively targeting the
group compared with others.
National Action is another organisation in the Google top ten that was not
present in the aggregated search engine result top ten. National Action is
described in the proscription document as:
‘…a racist neo-Nazi group that was established in 2013. It has a number of
branches across the UK, which conduct provocative street demonstrations
and stunts aimed at intimidating local communities.
Its activities and propaganda materials are particularly aimed at recruiting
young people. The group is virulently racist, anti-Semitic and homophobic.
Its ideology promotes the idea that Britain will inevitably see a violent ‘race
war’, which the group claims it will be an active part of.
The group rejects democracy, is hostile to the British state and seeks to
divide society by implicitly endorsing violence against ethnic minorities and
perceived ‘race traitors’ (Parliament, 2019, p53).
As the only neo-Nazi group in the Parliamentary list of proscribed organisations, a
UK-centric group, and a relatively new organisation, this inclusion is significant.
It is also significant that this organisation ranks substantially higher than the
Irish Republican Army and Al Qa’ida, with over three times more results than the
IRA and nearly seven times more results than Al Qa’ida, particularly given the
relative threat, historic lethality, global reach, and membership size of these
organisations compared with National Action. This phenomenon is further
reinforced by relatively strong performances in both mainstream and social media
categories, ranking in 7th place in both of these categories, substantially higher
than either Al Qa’ida or the IRA. This is not fully explained by any anomalies
presented by the aggregation or mean averaging of results and is most likely to be
the product of increased interest in the organisation due to its recent proscription
and press coverage of support given by the group to the murderer of Jo Cox MP.
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The group also has 6.9% of the total standalone Google cohort, compared
with only 0.75% of the aggregated search engine results. This is interesting, due to
the way in which some of the search terms for the aggregate result do not adhere
to the general trend of Google searches returning substantially fewer results. For
example, the search term ‘National Action’ returned 4.3 million results on Google,
with only approximately 1.2 million each returned by Bing and Yahoo!; whereas
the total results for each platform in the search engine category indicate that the
overall trend is for Yahoo! and Bing to return over 2.5 times the quantity of results
than Google.
Unlike LTTE, National Action also has very strong results for both
mainstream and social media, placing 7h in both of these categories with 2.2% and
0.7% respectively. This supports the hypothesis that the generally high result on
the Google search is due to high levels of news media and user-curated content,
rather than an anomaly with the search engine algorithms; but does not fully
explain why the Google results are generally higher for this organisation than the
wider trend. To fully understand this, further research would need to be conducted
on the wider phenomena of search engine quality and content removal, by
measuring key search terms across a wider cohort of platforms over a longer
period of time to understand whether there is any discernible correlation.
Finally, the most significant differences between the aggregated search
engine and standalone Google results is the change for ISIS from 6.1% in the
aggregated results to 44.7% in the Google results, nearly double the highest score
for the highest placing organisation on the aggregated list; and Boko Haram rising
from 8.27% in the aggregated results to 26.7% in the standalone Google results.
Together, these two organisations account for over 70% of all the returns in this
category.
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This outcome also does not conform with the trend of Google returning
generally lower results than Yahoo! and Bing, with Google returning over 20
million more results than either Yahoo! or Bing for the single search term ‘Islamic
State’. Furthermore, this phenomenon only exists with this single search term – all
of the other six search terms that form the aggregate for the organisation return
substantially lower results for Google than Yahoo! and Bing; and are many orders
of magnitudes lower, with ‘Dawlat al Islamiya fi Iraq wa al Sham’ returning only
185 results compared to 23.9 million for ‘Islamic State’.
This provides unambiguous evidence that the naming conventions used for
each organisation have a tangible impact on the generation of results when used
as search queries. Even though search engines utilise intelligent processes to
guess what the end-user is looking for and present the most relevant results, it is
clear from these results that this does not translate into identical or even broadly
comparable results being returned. This evidence not only vindicates the
methodology of aggregating known aliases to provide a more representative
dataset for the wider Web, it also provides an indication of the importance of
search terms on the end-user experience.
For example, we now know that Google is the most popular search engine
and marginally the most accurate, but returns far fewer results than other search
engines. If the end-user had searched for the full commonly recognised English
name for the organisation ‘Islamic State of Iraq and Syria’ on Google instead of
‘Islamic State’, they would be presented with less than a million results, instead of
nearly 24 million results. However, the same experiment on Yahoo! or Bing would
have the opposite effect, with the search term ‘Islamic State of Iraq and Syria’
returning 5.6 million and 6.1 million respectively, instead of only 3.2 million or 2.8
million respectively for the search term ‘Islamic State’.
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From this it is possible to conclude that the end-user experience will be
highly influenced by not just the search engine being used, but also the terms
being used, as it is a combination of both of these factors that will determine both
the quantity and quality of the results. This is significant, as it provides a greater
understanding of the end-user experience and of the factors that shape the
content presented to them. It also provides an indication of the type of artefacts
stored within the platforms’ databases, as the queries return only exact matches to
Boolean operators, conclusions about the popularity or use of various
nomenclatures can be made.
Yahoo! and Bing prevalence
Table 10: Yahoo! Prevalence Estimates (Y84) (Top 10)
Organisation
Ulster Volunteer Force
Loyalist Volunteer Force
Ulster Freedom Fighters
Jaish e Mohammed (JeM)
Islamic State of Iraq and the
Levant (ISIL)
Mujahidin Indonesia Timur (MIT)
Red Hand Commando
Boko Haram (BH)
Baluchistan Liberation Army
(BLA)
Popular Front for the Liberation
of Palestine-General Command

Result

Rank

%

31,500,000
28,350,000
8,485,714
5,816,801

1
2
3
4

29.86%
26.88%
8.04%
5.51%

5,009,763
4,157,143
3,848,571
1,976,471

5
6
7
8

4.75%
3.94%
3.65%
1.87%

1,932,857

9

1.83%

1,790,909

10

1.70%
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Table 11: Bing Prevalence Estimates (B84) (Top 10)
Organisation
Loyalist Volunteer Force
Ulster Volunteer Force
Ulster Freedom Fighters
Jaish e Mohammed (JeM)
Islamic State of Iraq and the
Levant (ISIL)
Mujahidin Indonesia Timur (MIT)
Red Hand Commando
Popular Front for the Liberation
of Palestine-General Command
Boko Haram (BH)
Baluchistan Liberation Army
(BLA)

Result

Rank

%

28,440,000
25,854,545
7,560,000
5,602,124

1
2
3
4

28.15%
25.59%
7.48%
5.54%

5,599,166
4,043,077
3,799,231

5
6
7

5.54%
4.00%
3.76%

1,980,000
1,929,231

8
9

1.96%
1.91%

1,715,000

10

1.70%

The results for Yahoo! and Bing have significant similarities and it is
believed that this may be the product of the two platforms sharing the same
underlying technologies to collect and return results. The overall numerical results
are broadly similar, with 105 million and 101 million results for the 84 terrorist
organisations respectively, compared to just under 34 million for Google.
This considerably higher number of results could be the product of a
number of phenomena. Firstly, it could be the result of these search engines using
much more effective crawler processes than Google, which results in these
platforms identifying and storing much more data to be returned to queries.
Secondly, it could be the result of these platforms being significantly less accurate
than Google and returning higher number of anomalous results. Finally, it could be
the result of Google employing much more rigorous content control processes,
such as the automated removal of terrorist related content. However, it is not
possible with the data available to definitively identify which of these factors, or
combination of factors, has influenced the data.
It is clear from the aggregated data that it is heavily influenced by the
Yahoo! and Bing datasets. This is evidenced by the similarities in percentage
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distributions and ranking of terrorist organisations. As noted with the analysis of
the aggregated data, there are some interesting inclusions and exclusions in the
top ten lists that are the result, particularly the relatively low performance of ISIS,
the IRA, and Al Qa’ida, and relatively high performance of a number of loyalist
paramilitary organisations. A review of the impact of the deployed methodology
does not indicate that these figures are an erroneous product of the data collection
method, and it is much more likely that this is the result of the behaviour of these
platforms during the data collection or response stages of the process.
This is particularly noteworthy, as it indicates that, whatever the cause of
this apparent disparity in the data, the Yahoo! and Bing datasets do seem to
physically contain more data relating to these lesser known, less active, less
notorious groups, and largely regional organisations than some of the larger, more
active organisations that could reasonably be expected to dominate these lists.
This observation recommends the need for further research to qualitatively identify
the differences in platform behaviour to fully understand the cause of this
phenomenon.
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Mainstream media
Table 12: Mainstream media Prevalence Estimates (MM84) (Top 10)
Organisation

Result

Rank

%

Boko Haram
Islamic State of Iraq and the
Levant
Ulster Freedom Fighters
Al Shabaab
Haqqani Network
Saor Eire
National Action
Liberation Tigers of Tamil Eelam
Irish Republican Army
Ulster Defence Association

1,488
657

1
2

38.18%
16.86%

426
176
160
158
89
71
70
58

3
4
5
6
7
8
9
10

10.94%
4.50%
4.11%
4.04%
2.28%
1.82%
1.80%
1.48%

The mainstream media results (Appendix K) are an integral part of this
research, as strong performance in this category indicates that a terrorist
organisation is attracting considerable media interest. If this does not correlate
with performance in social media or search engine categories, it would further
indicate that the organisation is attracting disproportionate media interest; and this
is likely to unconsciously influence the end-user community consuming this
information.
The mainstream media results are many orders of magnitude lower than
the results returned by the search engines, with the highest result less than 1,500,
compared with over 19 million for the aggregated results. In total, the mainstream
media cohort represents less than 0.004% of the total search engine cohort that
represents the overall population for this research. However, it is important to note
that no conclusions can be inferred from this figure as the total number of
mainstream media platforms interrogated dictates the number of searches
conducted and therefore the number of results. Beyond recognising that this is a
relatively small sample, there is no further evidentiary value to this figure.
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The BBC generally returned a higher quantity of results, with just under
double the number of total results of Sky News, but with a slightly lower level of
accuracy, complying with the overall trend of smaller sample sizes presenting
higher levels of accuracy. In fact, the mainstream media cohort presented the
highest levels of qualitatively assessed accuracy, with over 98% of results
returned assessed to be accurate. This is significant because the mainstream
media sites were interrogated using Boolean operators on Google. As such, it
would be reasonable to conclude that the mainstream media sites would present a
similar level of accuracy to the search engine being used to perform the searches,
but this is not the case.
The accuracy of Google was measured at approximately 79% and Sky
News was over 99%, a substantial increase in assessed quality. From this, we can
conclude that either Google becomes much more accurate when searching
substantially smaller sample sizes, or the mainstream media sites are designed in
such a way that they are able to present better quality results when interfacing with
search engine queries. This symbiosis between search engine and mainstream
media platforms is an important element of the end-user experience, as it further
evidences the criticality of the combination of platform and search term to the
quality and quantity of content displayed.
The top ten mainstream media results share considerable commonality with
the top ten aggregated search engine results and Google results, with Boko
Haram, ISIS, Al Shabaab, National Action, LTTE, and the IRA appearing in one or
both of these lists. However, the top ten mainstream media results also present a
number of organisations that do not appear in the search engine cohorts, including
the Haqqani network, Saor Eire, the Ulster Freedom Fighters, and the Ulster
Defence association.
From the groups that share high levels of commonality with the search
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engine results and social media results, it can be concluded that these
organisations are likely to have a sizeable relative presence on the World Wide
Web. The organisations that return high levels of mainstream media results but
perform relatively less strongly in the other categories would indicate that there is
a bias in the media towards these groups that increases their prevalence on these
platforms. For example, Saor Eire account for only 0.01% of the search engine
results and are ranked 73 out of 84, but account for over 4% of the mainstream
media results and are ranked 6 out of 84.
This lack of overall prevalence, but strong prevalence in the mainstream
media category, is likely to be the result of extensive press coverage that is not
supported by wider online discourse on forums, academic or policy discussions, or
on social media. This hypothesis is supported by the moderate ranking of the
group on social media, with 0.06% of the total cohort, ranking 37 out of 84, which
is greater than the search engine result of 73 out of 84 but still considerably lower
than the mainstream media result of 6 out of 84.
The Haqqani Network follow a similar trend, with much stronger mainstream
media results than the overall result in the aggregated search engine category.
The organisation is described in the parliamentary proscription document as:
‘…an Islamist, nationalist group seeking to establish sharia law and control
territory in Afghanistan. It is ideologically aligned with the Taleban, and aims
to eradicate Western influence, disrupt the Western military and political
efforts in Afghanistan. The group is demanding that US and Coalition
Forces withdraw from Afghanistan. The group is led by Jalaluddin Haqqani
and his son, Sirajuddin’ (Parliament, 2019, p49).
The proscription document goes on to note that the organisation:
‘…continues to play an active and influential role in the Afghan insurgency
in the East of the country and is seeking to expand its influence in to other
areas of Afghanistan. While it can be difficult to identify specific HQN
responsibility for attacks, given the Taleban practice of claiming attacks on
behalf of the insurgency as a whole, the group believed to have been
responsible for the recent attack against the British Embassy vehicle in
November 2014 which killed six people including a UK national and an
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Afghan member of UK Embassy staff and injuring more than 30 people’
(Parliament, 2019, p50).
This involvement in the Afghan insurgency in general and probable role in direct
activity against UK interests is likely to account for the high levels of mainstream
and social media results ranking 5th and 6th place with 4.1% and 0.8%
respectively, compared to ranking only 23rd with 0.3% in the search engine
category.
Saor Eire and the Ulster Defence Association are noteworthy additions to
the top ten due to the current, and lengthy, period of inactivity of both
organisations, even more so when both groups, but particularly Saor Eire, largely
pre-date the widespread proliferation of the World Wide Web and current online
mainstream and social media platforms. Furthermore, when compared to Al Qa’ida
and others who have presented a much more recent and much more prolific threat
to not just the UK but also wider Western interests, this performance attracts
additional significance.
For example, despite being largely defunct since the late 1970s, Saor Eire
attracts over 4% of the total mainstream media results, whereas Al Qa’ida only
achieves 0.07% of the total cohort. This is despite the current and historical
relative lethality of both groups and broader geopolitical influence of Al Qa’ida and
associated Islamist extremist groups. This phenomenon could be the result of the
mainstream media searches prioritising results that are UK-centric, however, given
Al Qa’ida’s involvement and association with kinetic activity against UK interests,
this is unlikely to account for such a large disparity.
This hypothesis is not supported by the data gathered during the social
media platform searches either, with Saor Eire returning poorer results than Al
Qa’ida. However, there are two conclusions that can be drawn from this data.
Firstly, there appears to be no evidence to support a link between the relative
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lethality of an organisation and performance in the mainstream media category.
Secondly, there appears to be no evidence to support a link between historical
inactivity or longevity and performance in the mainstream media categories.
Both of these conclusions indicate that there are other factors influencing
the relative performance of terrorist organisations on mainstream media platforms,
which is likely to support the hypothesis that news media content does not
correlate with actual threat; and, as such, is likely to significantly and
disproportionately influence the perceptions of end-users towards specific groups,
if not terrorism as a whole. It is not possible with the data available to identify the
cause of the disparity identified, but it is likely that the behaviour of the platform
has influenced the results, either by collecting disproportionate content from the
Web, or by removing large quantities of content relating to some organisations but
not others.
Even more noteworthy, is the lack of correlation between the relative share
of results between the search engine category – which serves as the virtual wider
population for this research – and the mainstream media results, which strongly
indicates media reporting bias towards certain organisations. For example, the
total share of the cohort for Boko Haram in the mainstream media category is over
four times greater than the share for the group in the total population. Similarly,
ISIS attracts over two and a half times the total share of the mainstream media
category than the search engine categories; and this trend continues to varying
degrees with the entire top ten list of organisations for the mainstream media
cohort. This anomaly cannot be easily explained with theories associated with the
collection or removal protocols employed by platforms.
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Table 13: Mainstream media Estimates (MM84) Top 10 Share
Comparison with Search Engine Estimates (SE84)
Organisation

Result

Rank

MM%

SE%

Boko Haram
Islamic State of Iraq and
the Levant
Ulster Freedom Fighters
Al Shabaab
Haqqani Network
Saor Eire
National Action
Liberation Tigers of Tamil
Eelam
Irish Republican Army
Ulster Defence
Association

1,488
657

1
2

38.18%
16.86%

8.73%
6.11%

426
176
160
158
89
71

3
4
5
6
7
8

10.94%
4.50%
4.11%
4.04%
2.28%
1.82%

6.69%
2.60%
0.35%
0.01%
0.75%
0.37%

70
58

9
10

1.80%
1.48%

1.03%
0.13%

Social media
Table 14: Social media Prevalence Estimates (SM84) (Top 10)
Organisation

Results

Rank

%

Boko Haram

180,250

1

Al Shabaab

44,068

2

Islamic State of Iraq and the
Levant
Jaish e Mohammed
Abu Sayyaf Group
Haqqani Network
National Action
Palestinian Islamic Jihad Shaqaqi
Indian Mujahideen
Jund al-Aqsa

33,058

3

9,045
6,120
2,515
2,103
1,226

4
5
6
7
8

61.54
%
15.05
%
11.29
%
3.09%
2.09%
0.86%
0.72%
0.42%

1,066
1,000

9
10

0.36%
0.34%

The disaggregated social media results (Appendix L) are also an integral
part of this research, as strong performance in this category indicates that a
terrorist organisation is generating significant public interest, as these platforms
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are largely non-curated spaces. As one of the primary motivations of terrorist
organisations is to generate fear as a vehicle for proselytising a particular cause,
tangible public discourse in non-curated spaces is arguably a greater measure of
success than mainstream media reporting as this indicates that the target
audience are responding to real-world kinetic activity and propaganda.
If the social media results strongly correlate with mainstream media results,
but do not adhere to a similar trend presented by the wider population represented
by the search engine results, then it would be possible to conclude that one
platform influences the other. However, whilst it is an attractive proposition to try
and prove causality between mainstream media consumption and the subsequent
generation of social media content, it would not be possible to empirically prove
this influence without gathering further qualitative evidence.
Conversely, if performance in this category does not broadly correlate with
performance in mainstream media or search engine categories, it would further
indicate that the organisation is attracting disproportionate public interest, and that
this is not an amplification of news media reporting. All of these factors would
evidence strong public interest in an organisation and, potentially, a
disproportionate or unconscious influence on the end-user community consuming
this information.
As with the mainstream media results, the social media results are many
orders of magnitude lower than the results returned by the search engines, with
the highest result less than 180,000, compared with over 19 million for the
aggregated results. However, the quantity of social media results is also
substantially higher than the mainstream media results, with over 290,000 results
for the social media cohort compared with just under 4,000 for the mainstream
media cohort.
This is likely to be a reflection of the broad international reach of both
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Twitter and Facebook, compared to the relatively narrow reach of Sky News and
BBC News. This hypothesis is supported by the monthly traffic statistics for the
highest performing platforms in each category, with Facebook attracting just under
20 billion visits per month compared with the BBC that attracts just over 550
million visits per month (Similarweb, 2019, np).
It is also worth noting that the mainstream media sites are largely
repositories of information generated and curated by a relatively small number of
journalists, whereas the social media sites are platforms designed to host content
generated by the large number of users, many of whom will share the same
content, some of which will be amplified from mainstream media, so it is
reasonable to expect that the quantity of results would be much higher for this
cohort.
In total, the social media cohort represents just over 0.3% of the total
search engine cohort that represents the overall population for this research. As
with the mainstream media cohort, it is important to note that no conclusions can
be inferred from this figure as the total number of social media platforms
interrogated dictates the number of searches conducted and therefore the number
of results. However, with the exception of Instagram and YouTube, both of which
are primarily visual rather than text-based platforms, there are far fewer popular
social media platforms used by Western end-users than there are potential
mainstream media platforms.
Facebook generally returned a higher quantity of results, but with an overall
lower level of accuracy, complying with the previously observed trend of smaller
sample sizes presenting higher levels of accuracy. Additionally, Facebook
marginally generated the lowest level of qualitatively assessed accuracy overall at
74.8%. This is significant because the social media sites were interrogated using
Boolean operators on Google; and, as such, it would be reasonable to assume
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that the social media sites would present a similar level of accuracy to the search
engine being used to perform the searches, but this is not the case.
It is also worth noting that, unlike the mainstream media platforms used in
this research, both of the social media platforms utilise member only areas
accessed via the generation of a user account and the submission of credentials.
To ensure generalisability, no user accounts were created to collect data for this
research and it is unlikely that the Boolean operators used in Google would have
returned materially different results had this been done as they are, by design,
highly specific tools. However, in terms of replicating the end-user experience, it is
important to note that a registered user with an established network will receive
content from the platform based on their assessed interests, which will push or
promote content that is not necessarily representative of the total quantity present
on the platform.
Whilst not necessary for the purposes of understanding the total
prevalence, further research could be conducted, potentially with the cooperation
of the social media platform operators, to understand the impact of geographic
location and membership within networks on the type of content pushed to the
end-user by the platform. This would provide a much broader understanding of the
impact of social media on the end-user in general and provide the opportunity for a
more detailed understanding of the potential prevalence of terrorist related
content. However, this is likely to be complicated by the proprietary nature of the
algorithms that calculate end-user interests as these are primarily used to push
advertisements and generate revenue for the platform operator.
The top ten social media results also share considerable commonality with
the top ten aggregated search engine results, Google results, and mainstream
media results; with Boko Haram, ISIS, Al Shabaab, National Action, Jaish e
Mohammed, and the Haqqani Network appearing previously in these lists.
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However, the top ten social media results also present a number of organisations
that do not appear in the other cohorts, including the Abu Sayyaf Group,
Palestinian Islamic Jihad, Indian Mujahideen, and Jund al-Aqsa.
The groups that share high levels of commonality with the search engine
results and mainstream media results are organisations that have a sizeable
relative World Wide Web presence. However, the organisations that return high
levels of social media results, but perform relatively less strongly in the other
categories, would indicate that there is a bias in the end-user communities on
these platforms towards these groups that is responsible for this overall increase
in prevalence on these platforms.
The Abu Sayyaf Group (ASG) is described in the Parliamentary proscription
document as:
‘…an Islamist extremist group which is based in the Southern Philippine
island of Mindanao. The ASG was formed in 1991 by Abdurajak
JANJALANI from the most radical elements of the Moro National Liberation
Front and the Moro Islamic Liberation Front. Estimates of its numbers of
members have ranged from 80 to 1200’ (Parliament, 2019, p29)
In terms of kinetic activity, the group is described as having:
‘…committed a number of kidnappings: 21 people of different nationalities
were kidnapped from a tourist resort in eastern Malaysia on 23 April 2000;
on 28 August 2000, an American citizen was kidnapped by ASG and held
captive for eight months; and on 27 May 2001, the ASG conducted an
armed raid on a holiday resort taking twenty people hostage and killing two
of the American hostages during their captivity. The ASG has killed
hostages when ransoms have not been paid. The ASG is known to have
links to Al Qaida’ (Parliament, 2019, p29).
The inclusion of ASG in the top ten social media results is significant for a number
of reasons.
Firstly, the relative performance of ASG in the social media cohort is much
higher than in the search engine and mainstream media cohorts, with 2% of the
total cohort, compared with 0.3% and 0.9% respectively; indicating that the group
generates disproportionately high levels of public interest and discourse on social
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media. Part of this could be explained by the largely UK-centric mainstream media
sites that could excessively reduce the overall share of results in that category for
non-UK based organisations. However, this supposition is not supported by the
available evidence, as performance in the mainstream media category is actually
higher than performance in the search engine category, which indicates that the
organisation receives a higher proportion of mainstream media coverage than
expected.
Secondly, as the group is largely concentrated in the Philippines, with a
very limited geographic footprint, this would be expected to reduce the level of
international interest in the group and potentially reduce the overall quantity of
discourse. A very large number of users in a particular area could be responsible
for non-conformance with this trend (as per the results for JeM in the search
engine category, where the group operates in an area with 600 million World Wide
Web users), but this is not supported by the evidence – with 67 million World Wide
Web Users (Internet World Stats, 2019, np), the Philippines does not have an
extraordinarily high number of users to significantly increase this prevalence.
It is more likely that this prevalence, particularly when considered against
the lower prevalence in the other two categories, is the product of the activities of
the group, which include complex kinetic operations, lengthy kidnap operations,
operations that include international victims – particularly Americans - and
association with Al Qa’ida, is likely to substantially boost the public profile of the
group. Alternatively, the group could enjoy relative immunity from automated
content removal processes, either as a result of flaws with these protocols, or
because the content returned does not meet the threshold for removal.
Another addition to the social media top ten is the Palestinian Islamic Jihad
(PIJ) group which:
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‘…aims to end the Israeli occupation of Palestine and create an Islamic
state similar to that in Iran. It opposes the existence of the state of Israel,
the Middle East Peace Process and the Palestinian Authority’ (Parliament,
2019, p24).
PIJ is further described as having ‘carried out suicide bombings against Israeli
targets in the West Bank, Gaza, and Israel’ but ‘has not acted outside the Middle
East and has not targeted UK or Western interests. However, PIJ has threatened
to target the US embassy and its personnel if it moves from Tel Aviv to Jerusalem’
(Parliament, 2019, p24). There is judged to be ‘no overt PIJ presence in the UK’
but ‘there are some individuals in the UK who may maintain links with the group’
(Parliament, 2019, p24).
The inclusion of PIJ in this list is significant as it ranked 27th and 17th out of
84 in the search engine and mainstream media cohorts with 0.2% and 0.6%
respectively; and there is no obvious mathematical reason why this would
translate into a score of 8th out of 84 with 0.4% of the social media cohort. Again,
the group is geographically limited with a relatively small international footprint;
and with no obvious large end-user community creating disproportionately
prominent levels of traffic. As such, this result is more likely to be attributable to
the kinetic activity or propaganda of the organisation generating content on social
media, or a function of platform behaviour collecting or removing content
disproportionately.
Another addition to the top ten social media cohort that is not in either the
search engine or mainstream media categories is the Indian Mujahideen, which is
described as:
‘...a terrorist organisation that has carried out a number of indiscriminate
mass casualty attacks in India since 2007. They use violence to achieve
their stated objectives of establishing an Islamic state in India and
implementing Sharia law.
The organisation has generally targeted civilian targets - such as markets
with the intention of maximising casualties. The organisation has also
attacked Hindu places of worship and areas popular with Western tourists.
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The organisation has also publicly stated its intention to target British and
American tourists’ (Parliament, 2019, p39).
The Indian Mujahideen perform strongly in the social media category,
ranking 9th out of 84 with 0.3% of the total cohort, relatively strongly in the
mainstream media category, ranking 17th out of 84% with 0.6% of the total cohort;
but not particularly strongly in the search engine cohort, ranking 42nd out of 84 with
0.1% of the total cohort. The predominance of social media content juxtaposed
with comparatively low overall prevalence is evidence of substantial discussion
and content on social media.
However, they are another organisation with a relatively geographically
limited presence as their kinetic activity is predominately focused on the Indian
State; and, as previously noted, the size of the World Wide Web user community
in India has the ability to bias the results, particularly within the social media cohort
where content is generated by the end-user community, rather than a much
narrower journalist community. This hypothesis is neither conclusively proven nor
disproved with the available data, although the lower mainstream media results
relative to the social media results do suggest that this is likely to be a causal
factor.
The final new entrant into the top ten of the social media cohort is Jund alAqsa (JAA), which is described as:
‘…a splinter group of the Al Nusrah Front (ANF). JAA has been active in
Syria against the Syrian Government since September 2013 and is
primarily operating in Idlib and Hama.
JAA is believed to be responsible for the attack on 9 February 2014 in
Maan village killing 40 people including 21 civilians. JAA and Ahrar al-Sham
are reported to have uploaded YouTube footage of their joint offensive
against the village, although neither group has claimed responsibility.
During July 2014, JAA supported the Islamic Front in an operation to seize
Hama military airport.
ANF released a document summarising its operations in August 2014,
which included details of an attack that targeted a resort hotel conducted in
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collaboration with JAA’ (Parliament, 2019, p48).
Another primarily regional group with a limited international footprint, JAA rank 10th
out of 84 in the social media category with 0.3% of the total results; which is in
stark contrast with the mainstream media and search engine results, ranking 31st
out 84 with 0.1% and 49th out of 84 with 0.07% respectively.
There is no obvious mathematical explanation for this phenomenon and no
large regional World Wide Web community to potentially bias the results,
particularly given the very large variance between the search engine and social
media results; therefore, it is reasonable to conclude that this strong performance
on social media is more likely to be the result of substantial discussion and content
generation on these social media platforms, or a product of any content collection
and removal protocols employed by the platform.
Cross-Platform Prevalence
Of the 84 organisations examined for this research, just 22 account for all
40 top 10 positions in the search engine, Google, mainstream media, and social
media cohorts. Three of these organisations – Boko Haram, Al Shabaab, and ISIS
– appear in the top 10 of all four cohorts.
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Table 15: Cross-Platform Prevalence Estimates (Top 10)
Organisation
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17

18
19
20
21
22

Abu Sayyaf Group
Al Qa’ida
Al Shabaab
Boko Haram
Haqqani Network
Hasam
Indian Mujahideen
Irish Republican
Army
Islamic State of Iraq
and the Levant
Jaish e Mohammed
Jund al-Aqsa
Liberation Tigers of
Tamil Eelam
Loyalist Volunteer
Force
Mujahidin Indonesia
Timur
National Action
Palestinian Islamic
Jihad - Shaqaqi
Popular Front for
the Liberation of
Palestine-General
Command
Red Hand
Commando
Saor Eire
Ulster Defence
Association
Ulster Freedom
Fighters
Ulster Volunteer
Force

Search
Engine

Google

Mainstream
media

Social
media
X

X
X
X

X
X

X
X
X

X
X
X

X
X
X

X

X

X

X

X

X
X

X
X
X

X

X
X
X

X

X
X

X

X
X
X
X

X

X

Due to the significant variance in the orders of magnitude across the 3
types of platforms, it is not possible to add all of the results to obtain a final
aggregated value for each of the organisations. However, it is possible to obtain a
representative final value by associating a score with an organisation’s combined
performance across each of the 3 platforms. The standalone Google, Yahoo! and
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Bing results are excluded from this process as they are already aggregated within
the search engine cohort.
With 84 organisations and 3 platforms, with each organisation allocated a
rank between 1 and 84 on each platform, there is a scale between 3 and 252
points against which the combined values of all of the results for an organisation
can be assessed. Once the 3 rank figures have been combined and deducted
from the 252-maximum value, a total score representing cross-platform
performance is produced (Appendix M).
Table 16: Cross-Platform Prevalence Estimates: Relative Scores (Top 10)
Organisation
Boko Haram
Islamic State of Iraq and the
Levant
Al Shabaab
National Action
Jaish e Mohammed
Ulster Freedom Fighters
Haqqani Network
Irish Republican Army
Popular Front for the Liberation of
Palestine-General Command
Abu Sayyaf Group

Combined
Rank

Final Rank

Total Score

5
10

1
2

247
242

15
30
32
33
34
35
39

3
4
5
6
7
8
9

237
222
220
219
218
217
213

43

10

209

These cross-platform prevalence scores provide a much clearer indication
of relative performance across the three categories and is a good potential
representative indicator of an organisation’s total footprint on the World Wide Web.
Notwithstanding some of the limitations identified above, it is possible to infer from
this data the effectiveness of an organisation in generating news articles, posts,
debates, discussions, and other content as a result of their kinetic and propaganda
activities, and the data collection and removal protocols employed by the various
platforms.
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Total Prevalence
It is extremely challenging to extrapolate these results across the wider
cohort of the total World Wide Web, not least because there is no reliable or stable
figure for the number of websites or webpages, which have been variously stated
as being anywhere within a range between the low billions and low trillions.
WorldWideWebsize.com uses an empirical method to estimate that there are
currently 5.26 billion pages, based on an aggregation of data extrapolated from
Bing and Google, and previously Ask and Yahoo! (2019, np). This data is the
minimum estimated size of the indexed World Wide Web and is based on numbers
extrapolated from a known baseline of word frequency. The search terms with a
known frequency are then submitted as queries and the results recorded in the
same way as this research.
Accepting that there are many possible ways to estimate the size of the
indexed World Wide Web and that there is conjecture over the accuracy and
validity of some of these methods, given the recognised scientific approach used
and the similarities in data collection methodology, it is reasonable to accept 5.26
billion as a rough order of magnitude against which to assess the recorded
prevalence to provide a similar rough order of magnitude of proportional
prevalence.
With a baseline of 5.26 billion indexed webpages, even the Ulster Volunteer
Force, the most prolific organisation in terms of total search engine Prevalence,
represents less than 0.3% of the total pages available to a user. Even the
combined total of all the aggregated search engine results amounts to only 1.5%
of the total indexed World Wide Web and this figure is likely to be substantially
lower as there will be significant duplication of results as the searches were
undertaken individually and there will be pages containing multiple references to
organisations that are detected in multiple searches.
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This is in stark contrast to the proportional prevalence of other
contemporary issues that represent a significantly larger percentage of the total
indexed web, with ‘Trump’, ‘Brexit’, and ‘Climate Change’ returning aggregated
search engine results much higher than individual or collective results for terrorist
organisations. As such, it is not reasonable to infer from the data that, in purely
numerical terms, the total prevalence of content relating to terrorist organisations
on the World Wide Web is either substantial or significant in isolation or in
comparison to other issues.
Table 17: Total Prevalence Estimates – Comparisons
Organisation

Results

Rank

%

Trump

460,866,667

1

8.74%

Climate Change

263,500,000

2

3.20%

Brexit

125,000,000

3

2.37%

84 Terrorist Organisations

80,163,284

4

1.5%

Ulster Volunteer Force

19,176,848

5

0.3%

ISIS

4,896,711

6

0.09%

Whilst this conclusion is empirically robust in terms of the methodology and
data, it is subject to some important caveats due to the way that this theoretical
prevalence manifests in reality. The theoretical availability of material on the
indexed World Wide Web as a whole, does not necessarily correlate with the
actual availability identified on the platforms investigated during this research, or
other areas of the World Wide Web accessed by individual users. For example, if
a particular user largely confines their online activity to relatively limited areas of
the World Wide Web where none of this material is present, then the total
prevalence of material does not necessarily correspondingly influence that
individual. Similarly, that user is only likely to generate or amplify content within the
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online areas they inhabit, so the presence and influence of material is highly
dependent on the online spaces inhabited by users.
That does not, however, mean that this data is not important. Firstly, the
availability of content, wherever this may be on the indexed World Wide Web,
represents an interest that led to the generation of that content, and an opportunity
for an end-user to view and interact with it. The more content there is, the more
interest and increased and opportunities for interactions to take place has been
demonstrated. Secondly, the relative prevalence of this information provides an
indication of the interest in a particular organisation and terrorism as a whole, even
if that interest is not uniformly distributed across the entire user community. Lastly,
as webpages are ranked in terms of popularity, it would be possible to conduct
further research to identify the areas where this content is most prolific and then
assess the levels of exposure based on the demographic of visitors to those sites.
Relative Web Presence of ISIS
Given the currency of the organisation, both as an international terrorist
group and as a quasi-military, quasi-state organisation in Syria and Iraq; and as an
organisation responsible for, or associated with, a high number of recent kinetic
operations that have attracted significant attention for the type and levels of
violence used, it was expected that ISIS would present overwhelmingly as the
highest-ranking organisation. However, this has not been the case.
In the search engine category, which also serves as the wider virtual
population for this research, ISIS only achieved 6.1% of the total results for that
cohort, ranking 5th overall out of 84 organisations. Even more significant, is that
the 6.1% share achieved by ISIS is substantially and notably below the 23%
achieved by each of the top two organisations in this category.
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Furthermore, this result cannot be explained by the mean average
aggregation process used to reduce search engine algorithm bias or naming
convention mean averaging, as the highest ranking individual search term used for
ISIS – ‘Islamic State’ – still only came 4th out of 138 individual search terms with
just over 7% of that cohort; less than half of the share achieved by top two search
terms. This data suggests that either, despite the global reach, relative lethality of
the group, and currency as an on-going threat in both a regional and international
context, the organisation has not generated the levels of overall prevalence
expected, or the organisation has been so successful that they have been
disproportionately affected by automated content removal processes that have
reduced their prevalence significantly compared to other organisations.
In the mainstream media category, the organisation ranks 2nd out of 84 –
the highest ranking for the group in the aggregated results – but with less than half
of the percentage share of Boko Haram, the top organisation, with 16.8% of the
results compared with 38.1% for Boko Haram. This is significant, as this data
suggests that the organisation generates far more mainstream media coverage as
a proportion of total World Wide Web prevalence than expected. This indicates
that mainstream media organisations have a bias towards reporting on the
organisation that is disproportionate to wider interest in the group, or that
automated content removal processes are less effective at removing content from
media domains, or are explicitly programmed to avoid them.
This is reinforced by the social media results, where the organisation ranks
3rd out of 84 organisations and, whilst the overall percentage share is still relatively
high at 11.2%, this is less than a sixth of the top-ranking organisation, also Boko
Haram, with 61.5%. This data is also significant, as this suggests that even though
the organisation still perform well in this space, the increased mainstream media
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content does not translate into increased social media amplification or content,
with the opposite being evidenced by the data.
The organisations that perform more strongly than ISIS are also significant
as this contextualises the position ISIS occupies on the World Wide Web. For
example, three of the four organisations that rank higher than ISIS in the search
engine cohort are loyalist paramilitary organisations, none of which have
conducted any recent large-scale kinetic operations; and certainly no operations of
the size and scale of the Manchester Arena Bombing, London Bridge, or
Westminster Bridge attacks, all of which have been attributed to or inspired by
ISIS.
It is also noteworthy that the top two ranking of these three loyalist
paramilitary organisations – the Ulster Volunteer Force and Loyalist Volunteer
Force – have substantially less mainstream media and social media promotion
than ISIS, ranking 16th and 17th out of 84 in the mainstream media cohort and 29th
and 58th in the social media cohort. This indicates that, despite substantial
promotion on mainstream media and social media, the organisation has either
failed to generate as much interest as the loyalist paramilitary groups, or has been
disproportionately affected by content removal algorithms.
This could also, in part, be explained by the longevity and locality of these
groups, particularly as this research is UK-centric. However, this hypothesis is
somewhat undermined by the prevalence of Boko Haram across all of the
categories. For example, Boko Haram is a largely regional organisation with little
qualitative impact on UK interests outside of Western Africa and does not have the
historical longevity of the Northern Irish related terrorist groups. Nevertheless,
Boko Haram achieves the highest overall cross-platform performance, ranking 3rd
out of 84 total organisations in the aggregated search engine results, and 1st in
both mainstream and social media categories.
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This suggests that the higher overall prevalence of Boko Haram is driven by
both high-levels of mainstream news media and user-curated content on social
media, whereas this has not been the case with ISIS who have been unable to
translate ranking 2nd and 3rd in mainstream and social media into higher than 5th
out of 84 groups in the search engine category. This is noteworthy as Boko Haram
are considered to be an ISIS affiliate (Ogbogu, 2015, p17) and, even with the
longer historical presence of the group, it would be expected that ISIS would
outperform subordinate and affiliated groups. It is also noteworthy as theories
regarding automated content removal would need to apply to Boko Haram as a
relatively well-known and highly active organisation, but this does not seem to be
evidenced by the data.
Whilst ISIS do not achieve first place in any of the aggregated results and
perform lower than expected when compared to various other organisations, that
is not to say that their presence relative to other organisations is poor. ISIS are
one of only three organisations that are present in the top ten of all three
aggregated results and the standalone Google results; and they rank second
overall in the cross-platform rankings. This is despite the previously discussed
advantages of historical longevity and geographic World Wide Web user
demographics afforded to other organisations.
ISIS also rank substantially higher than Al Qa’ida, who rank 21st, 38th, and
15th out of 84 for search engine, mainstream media and social media results,
compared to 5th, 2nd, and 3rd for ISIS. This despite the vast international footprint of
Al Qa’ida, the historical longevity of the organisation; and the series of large-scale
complex kinetic operations undertaken by the group – including 9/11 – and well
documented propaganda operation to maximise publicity.
However, as a proportion of the total assumed indexed World Wide Web –
around 5.26 billion pages – the total prevalence calculated by aggregating the
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search engine results represents just 0.09% of the total cohort, which by any
objective empirical measure is not a substantial proportion. Additionally, when
contextualised against other contemporary issues, the significance of this
prevalence, and the influence that this is likely to have on the end-user, is further
reduced.
Threat/Prevalence Correlation
Cross-Platform Correlation
Reviewing any apparent correlation between datasets can provide the
opportunity to infer causality and draw conclusions. For example, if the results for
social media and mainstream media platforms produced broadly similar rankings
or relative proportions for organisations and these differed substantially from the
search engine platforms that serve to provide the total cohort, then it could be
reasonably inferred that the mainstream media content influences the social media
content and that this influence leads to users being exposed to information that is
not representative of the wider information available.
Similarly, whilst it would be much more difficult to prove empirically, it could
also be the case that the mainstream media responds to trends in social media
posts and any correlation between the two would be the result of the mainstream
media amplifying social media content, as is often seen in broadcast Media where
news content often includes public views taken from Twitter or similar platforms.
To answer the main question of this research – Does the number of results
returned by popular UK-centric web platforms reflect the assessed threat posed by
the Islamic State in Iraq and Syria (ISIS) and other terrorist organisations? - strong
correlation would need to be identified between the threat datasets and the
platform prevalence datasets, particularly the aggregated search engine data
which serves as an indicative sample of the wider indexed World Wide Web. This
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correlation can be identified both by mathematical calculations applied to the
datasets, and inferences from observations.
Calculation and Interpretation
Using Pearson’s correlation coefficient, it is possible to calculate any linear
correlation between the five primary datasets created in this research – the
number of attacks (ATTS84), number of fatalities (FATS84), aggregated search
engine results (SE84), aggregated mainstream media results (MM84), and
aggregated social media results (SM84). In these calculations, the coefficient 𝑟
value is determined using the following formula:

For all calculations, the sample size 𝑛 value is 84; and 𝑥 and 𝑦 values are
determined by the datasets being compared. Calculations were conducted using
the PEARSON function of Microsoft Excel.
Interpretation of coefficient values is often subjective and there can be
substantial variation within and across academic disciplines. Akoglu suggests
three interpretations of correlation coefficients from the psychology, politics, and
medicine disciplines (2018, p92), which will be used as the basis for interpreting
the 𝑟 values generated by the calculations above.
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Table 18: Interpretation of the Pearson’s and Spearman’s Correlation
coefficients (Akoglu, 2018, p92)
Correlation
Dancey & Reidy
Quinnipiac University
Chan YH
Coefficient
(Psychology)
(Politics)
(Medicine)
+1
-1
Perfect
Perfect
Perfect
+0.9 -0.9
Strong
Very Strong
Very Strong
+0.8 -0.8
Strong
Very Strong
Very Strong
+0.7 -0.7
Strong
Very Strong
Moderate
+0.6 -0.6
Moderate
Strong
Moderate
+0.5 -0.5
Moderate
Strong
Fair
+0.4 -0.4
Moderate
Strong
Fair
+0.3 -0.3
Weak
Moderate
Fair
+0.2 -0.2
Weak
Weak
Poor
+0.1 -0.1
Weak
Negligible
Poor
0
0
Zero
None
None
Results
The actual correlation coefficients obtained from the estimates of threat and
prevalence produced in this research are shown in Table 17.
Table 19: Pearson’s Correlation Coefficients between Threats and
Prevalence estimates
Prevalence
Threats
SE84
(𝒚)
Prevalence

Threats

SE84 (𝒙)
MM84 (𝒙)
SM84 (𝒙)
ATTS84 (𝒙)
FATS84 (𝒙)

0.3
0.2
0.2
0.2

MM84
(𝒚)
0.3
0.9
0.5
0.6

SM84
(𝒚)
0.2
0.9
0.4
0.5

ATTS84
(𝒚)
0.2
0.5
0.4

FATS84
(𝒚)
0.2
0.6
0.5
0.9

0.9

A substantial linear correlation between attacks, fatalities, and online
prevalence could be reasonably expected, but such a relationship is not supported
by the collected data and there is generally little linear correlation between the
threats and the prevalence datasets.
The aggregated search engine data, which also serves as the indicative
figure for the overall population of the World Wide Web, has weak or poor
correlation with all other datasets, apart from the mainstream media dataset, which
presents either a weak, moderate or fair correlation depending on the
interpretation used. However, overall, none of the search engine data significantly
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correlated with any of the other datasets, with 𝑟 values between 0.1 and 0.3, which
evidences a lack of causality or relationship between overall online prevalence and
other factors. This is particularly significant with the Attacks and Fatalities data, as
the 0.2 𝑟 values for correlation between these datasets and the search engine
datasets strongly evidences no clear link between total online prevalence and the
actual threat posed by a terrorist organisation.
The mainstream media dataset presented moderate, strong, or fair
correlation with the Attacks dataset, and moderate or strong correlation with the
Fatalities dataset, with 𝑟 values of 0.4 and 0.5 with 𝑝 values of <0.05. This
suggests that there is some relationship between the number of attacks and
fatalities and the prevalence of material on mainstream media sites. Furthermore,
there is strong or very strong positive correlation between the mainstream media
and social media datasets with an 𝑟 value of 0.9 and a 𝑝 value of <0.05, which
evidences an explicit relationship between prevalence in both categories;
however, it is not possible with the available data to empirically identify the
direction or causality of this relationship.
The social media dataset provides similar levels of correlation as the
mainstream media dataset, with weak or poor correlation to the search engine
dataset, moderate, strong or fair correlation with the Attacks and Fatalities
datasets with 𝑟 values of 0.4 and 0.5 with 𝑝 values <0.05, and strong or very
strong correlation with the mainstream media data with an 𝑟 value of 0.9 and a 𝑝
value of <0.05.
There is moderate, strong, or fair correlation between the numbers of
attacks and social media and mainstream media with 𝑟 values of 0.4 and 0.5 with
𝑝 values of <0.05, but only weak or poor correlation with overall online prevalence.
There is, however, strong or very strong correlation between the number of attacks
and number of fatalities with an 𝑟 value of 0.9 and 𝑝 value of <0.05, which
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evidences a clear linear relationship between the number of attacks undertaken by
organisations and the number of fatalities inflicted. The Fatalities data presents a
very similar profile, with slightly increased levels of correlation across mainstream
media and social media datasets, but poor correlation with search engine results.
Within the disaggregated data, there is strong correlation between
Facebook and Twitter with an 𝑟 value of 0.9 and 𝑝 value of <0.05. There is also
strong correlation between both the Facebook and Twitter datasets and the
Google dataset, with 𝑟 values of 0.9 with 𝑝 values of <0.05. This is in contrast with
the aggregated data, which suggests that the Yahoo! and Bing data materially
altered the relationship between the search engine category and the other
aggregated categories. There is also strong correlation between Yahoo! and Bing,
with an 𝑟 value of 0.9 and a 𝑝 value of <0.05, which was expected given the
similarity of the results produced by both search engines. However, there is
little/no correlation between Yahoo! and Bing datasets and any other datasets,
with 𝑟 values of 0.1 and 0.
There is moderate correlation between the Google, Facebook, and Twitter
datasets and the attacks and fatalities datasets, with 𝑟 values between 0.4 and 0.5
and 𝑝 values of <0.05, suggesting that there is some relationship between online
content produced or hosted by these platforms and offline events. However, it is
not possible to categorically infer from the data collected the direction or causality
of this relationship.
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Observations
Table 20: Mainstream media/Social media Observed Correlation (Top 10)
Social media
Rank

Organisation

Mainstream media

Results

%

Organisation

Results

%

1
2

Boko Haram
Al Shabaab

180,250
44,068

61.54%
15.05%

Boko Haram
Islamic State
of Iraq and
the Levant

1,488
657

38.18%
16.86%

3

Islamic State
of Iraq and the
Levant
Jaish e
Mohammed

33,058

11.29%

426

10.94%

9,045

3.09%

Ulster
Freedom
Fighters
Al Shabaab

176

4.50%

Abu Sayyaf
Group
Haqqani
Network
National Action

6,120

2.09%

160

4.11%

2,515

0.86%

Haqqani
Network
Saor Eire

158

4.04%

2,103

0.72%

National
Action

89

2.28%

Palestinian
Islamic Jihad Shaqaqi
Indian
Mujahideen

1,226

0.42%

71

1.82%

1,066

0.36%

Liberation
Tigers of
Tamil Eelam
Irish
Republican
Army

70

1.80%

Jund al-Aqsa

1,000

0.34%

Ulster
Defence
Association

58

1.48%

4
5
6
7
8
9

10

50% of the results for search engine prevalence are allocated to the Ulster
Volunteer Force and the Loyalist Volunteer Force and neither of these appear in
the top 10 results for social media or mainstream media returns which account for
approximately 95% and 85% of the results for those platforms respectively. The
top-scoring organisation for both social media and mainstream media with
approximately 61% and 38% of those categories was Boko Haram. However,
Boko Haram, whilst presenting the third highest number of results in the search
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engine prevalence, only provided approximately 8% of the total results – around a
third of the results provided by the second-place entry.
Discussion
Context
There are a number of reasons why researchers may have preconceived
expectations, which will be the product of the multifaceted nature of individuals.
For example, a researcher with substantial experience conducting research on a
particular phenomenon may have developed a deeper understanding of trends
and patterns from historical research that may lead them to assume similar results
in subsequent research. Similarly, a researcher that conducts a substantial
examination of the literature before conducting new research may be predisposed
to assume certain outcomes based on the work of others before conducting their
own investigations.
More broadly speaking, individuals accumulate knowledge and
understanding from a variety of sources, including professional as well as personal
relationships, and a full range of life experiences and interactions that shape the
perceptions, viewpoints and personalities of an individual. In an academic context,
this shapes interests in broad thematic areas, specific research topics, the type of
methodology deployed to answer research questions, and expectations of the
results.
This research was designed to quantify the presence of ISIS, on popular
UK-centric Web platforms, to compare this with a wider cohort of terrorist
organisations for context, and then compare this indicative online prevalence with
the threat posed by these groups. Given the substantial mainstream media
coverage of ISIS as both an international terrorist organisation and as a quasistate conducting asymmetric warfare operations against a number of state
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adversaries in Syria and Iraq, the notoriety of the deliberate propaganda
disseminated by the organisation that includes significant levels of brutality and
violence, and the association with terrorist incidents in the UK, it was expected that
ISIS would present the highest levels of prevalence across all categories.
Furthermore, it was expected that terrorist organisations that have been
inactive for a prolonged period, are regional with limited international influence or
media profile, or have relatively small numbers and a limited history of kinetic
operations, would have a substantially lower prevalence of content online;
particularly where the vintage of a group precludes the widespread proliferation of
the World Wide Web.
It was also expected that there would be some correlation between the data
for mainstream and social media, and that scores for organisations across all three
categories would present similar percentages or rankings across categories, with
broadly similar increases or decreases across the categories for a particular
organisation; and, whilst some variation was expected due to the proprietary
algorithms used, it was expected that results across the platforms within each
category would be proportionately similar. Finally, it was expected that, as a
whole, terrorist organisations would present a substantial quantity of the wider
indexed World Wide Web and would be one of the highest-ranking issues overall.
These expectations will be the product of a number of factors that can
generate both conscious and unconscious bias in a researcher. For example, as
this research was conducted in the UK, terrorist groups that have a recent history
of conducting kinetic activity against UK and wider Western interests can
reasonably be expected to perform strongly in this type of research. In this
respect, ISIS and Al Qa’ida are the main perpetrators of recent kinetic terrorist
activity against the UK and Western interests.

154

Another factor that potentially generates unconscious bias is the
prevalence, or perception of prevalence, of mainstream broadcast media reporting
of a particular group. In the UK there has been substantial media coverage of the
Manchester Arena bombing, the two terrorist attacks in Westminster and London
Bridge, and the involvement of a number of UK citizens in ISIS-related activity in
Syria and Iraq.
Finally, potential unconscious bias can be generated by the method in
which an individual interacts with the World Wide Web and conducts wider online
activity. For example, a user that does not use social media is likely to have a
vastly different online experience to users who primarily use the World Wide Web
as a platform for social media interactions. Similarly, those who avoid mainstream
media outlets, or only interact with a limited number of outlets whilst actively
avoiding others, are likely to be influenced in part by the political and editorial
position of those outlets in an analogous way to the traditional influence of printed
media.
These expectations – that ISIS would be the most prevalent organisation
online, that this online prevalence would be significant, that there would be strong
correlation between real-world and online influence, and that there would be broad
correlation across platforms – are not strongly supported by the data collected. In
fact, the data suggests a very different manifestation of the online presence of
terrorist organisations across the three categories of platforms examined.
The divergence between the search engine prevalence and the social
media and mainstream media prevalence evidences the influence of curated and
non-curated content as it does not closely match the wider availability of material.
This does not, however, extend to identifying causality between social and
mainstream media platforms; and does not extend to direct correlation between
individual groups. Whilst the macro-level numerical correlation between social
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media and mainstream media is very strong – with an 𝑟 value of 0.9 and a 𝑝 value
of <0.05 – the observed results do not indicate wider correlation for individual
terrorist organisations between the two platforms.
For example, of the top ten organisations in both cohorts, only five
organisations appear in both, which means that there is no relationship at all
identified with half of the top results. Additionally, where organisations do appear
in both lists, they do so with very different proportions of the overall results – Boko
Haram presenting over 20% more returns on social media than mainstream
media, for example. Finally, there is no correlation at all between platforms with
the type of group identified, with social media not returning any Northern Ireland
related terrorist organisations and mainstream media returning four within the top
10.
This phenomenon can be explained in a number of ways. Firstly, the
mainstream media platforms interrogated for this research are both UK-based and
are likely to have a bias towards UK-centric news. The social media platforms
have a more international character and results are likely to be reflective of the
much more diverse user community, which may reduce the availability of UKcentric content. Secondly, social media posts are user-curated and, therefore, it is
likely that there will be some correlation between the geography of a particular
organisation and the demographics of World Wide Web users within that area. For
example, Boko Haram is a predominantly Nigerian based organisation and it is
therefore reasonable to conclude that Nigerians will have a higher level of interest
in creating and amplifying Boko Haram-related content on social media platforms.
This is not inconsequential as there are an estimated 111.6 million World Wide
Web users in Nigeria, compared with 65 million in the UK (Internet World Stats,
2019, np).
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Thirdly, user-curated content on social media is likely to be much more
responsive to current events. As Boko Haram and other Islamist extremist groups
in the list remain active and there have been multiple recent incidents involving
these groups, it is likely that users will respond with user-curated content on social
media platforms, but it is much less likely that users will generate significant
content on Northern Ireland related groups that are generally considered to be
currently inactive. Similarly, many of the groups that feature in the mainstream
media top 10 are groups that largely predate the current manifestation of the
Internet and World Wide Web, so it is to be expected that they have a much more
limited social media presence.
Lastly, there are a number of other unknown variables that could influence
these results. For example, it is known that social media platforms are actively
targeting and removing content known to be uploaded by terrorist organisations or
amplified by their supporters. Whilst it is possible that this could also remove some
of the benign content generated by users that is either anti these organisations or
neutral, it is likely that this targeted enforcement policy creates an imbalance when
viewed against mainstream media who have no need to perform such activity as
they already exercise total editorial control over their content.
As an illustrative example, it is noteworthy that a number of the
organisations in the top ten Attacks data do not score particularly strongly within
the online prevalence data. For example, Partiya Karkeren Kurdistani (PKK),
Basque Homeland and Liberty (ETA), and Hamas do not appear in the top ten of
any of the prevalence datasets and each score 60 out of 84 or higher in all of the
queries. This observation suggests an apparent lack of correlation between online
prevalence and the level of kinetic activity undertaken by terrorist organisations,
which is evidenced by the very low 𝑟 values of 0.2 and 0.3 present for the search
engine data. Furthermore, whilst there is some correlation between the top five
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organisations for kinetic activity and prevalence, with ISIS and Boko Haram
performing strongly in both categories, this is not supported by wider observed
correlation, with percentage share and rank inconsistencies across all
organisations.
How prevalent is discourse regarding ISIS on the World Wide Web?
ISIS is not the most prevalent terrorist organisation on the platforms
investigated during this research. In the aggregated search engine results ISIS
ranked 5th out of 84, with 6.11% of the results. Whilst this demonstrates that ISIS
has substantial prevalence and online influence, they are not the most prevalent
organisation by some margin. Furthermore, the numerical difference between ISIS
and the organisations with higher rankings is significant. For example, the Ulster
Volunteer Force and Loyalist Volunteer Force in first and second place achieved
nearly 24% of the rankings each, accounting for nearly half of all of the results in a
cohort of 84 organisations.
Furthermore, the overall prevalence is not significant when extrapolated
against the assumed total size of the indexed World Wide Web, with 5.26 billion
pages, ISIS is responsible for only 0.09% of this cohort. This suggests that,
despite a perceived substantial real-world prevalence, this has not translated into
comparable online prevalence. This hypothesis is supported by the data, which
indicates that the online prevalence of ISIS is also not numerically significant when
viewed against other contemporary issues. For example, ‘Trump’, ‘Climate
Change’ and ‘Brexit’ achieved nearly 100 times, 55 times and 27 times the results
of ISIS respectively.
All of this data on the relative World Wide Web prevalence of ISIS
compared to other terrorist organisations, compared to other contemporary issues,
across multiple platforms, indicates that ISIS does not enjoy the level of
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prevalence or significance anticipated before this research was conducted;
particularly as the largely qualitative research reviewed prior to undertaking this
research created a markedly different impression of the online landscape.
Given the design of the methodology, it is likely that external factors have
influenced the relatively weak performance by ISIS across these platforms. There
are several plausible explanations, but the most likely is that concerted action by
these platforms to reduce the availability of terrorist content has removed more
material related to ISIS than other terrorist organisations as a result of their current
profile. This would explain the relatively high-performance of largely historical and
inactive groups, but doesn’t entirely explain how other groups with higher levels of
activity (such as Boko Haram) seem to be less affected by this phenomenon.
Further research is needed to ascertain the cause of the unexpected results
identified during this research, in particular as it may reveal further information
about activity undertaken by governments or platform operators; and about the
nature of the relationship between online and offline phenomena.
How does this prevalence manifest spatially across different commonly used areas
of the World Wide Web?
This theme continues with the mainstream and social media data which,
whilst better than the overall prevalence indicated by the search engine data, still
demonstrates a substantially lower than expected performance. For example,
whilst ISIS came second overall in the mainstream media category, which is a
comparatively strong relative performance, it did so with less than half of the
percentage share of the highest ranked organisation with 16.8% compared with
38% for Boko Haram. Again, whilst second out of 84 organisations is a very strong
performance, it is not the most prevalent, it is substantially lower than the top
scoring organisation; and, critically, it scores lower than an organisation that is
subservient to ISIS in a real-world offline environment.
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In the social media category, ISIS ranked 3rd out of 84 with 11.28% of the
overall results. Whilst this demonstrates a comparatively strong performance, it is
not the most prevalent, is substantially lower than Boko Haram again with five
times the prevalence at 61.53% of the total share, and both the first and second
ranking organisations are subservient to ISIS in a real-world offline environment.
How does this prevalence and spatial manifestation compare with other terrorist
organisations?
Al Qa’ida and the IRA also achieve much lower than expected results,
which is highly unusual given the UK-centric nature of this research and the long
association of those two organisations with the UK and other Western countries.
For example, it was reasonable to assume that Al Qa’ida, having perpetrated one
of the most significant kinetic operations in recent history, would have scored
highly across all categories. However, they only ranked 21st out of 84
organisations in the search engine category, 38th out of 84 in the mainstream
media category, and 15th out of 84 in the social media category. Various theories
were explored to try and explain this phenomenon, but none of the mathematical
processes used to analyse the data presented any obvious anomalies, so it
appears that the organisation simply does not enjoy the prevalence and influence
expected. This lack of relative prevalence supports the theory that this is indicative
of concerted action taken by these platforms to reduce the availability of content.
The IRA performed strongly for an organisation that has been largely
inactive for a substantial period of time and predates the current manifestation of
the World Wide Web, ranking 13th out of 84 in the search engine category, 9th out
of 84 in the mainstream media category, and 13th out of 84 in the social media
category. However, this does not explain how, relatively, the organisation
performed much lower than other Northern Ireland related groups of a similar
vintage that were perceived to be less well known.
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For example, the Red Hand Commando, a very small, relatively short-lived
loyalist organisation achieved over three times the overall share of the results
achieved by the IRA. Various theories were tested to explain this phenomenon,
but none of the mathematical processes or search protocols appear to have
unduly influenced the results. Further scrutiny of the qualitative information across
a larger number of returned pages also did not return any obviously anomalous
data. Therefore, it is reasonable to conclude that there is a real-world offline
reason for the unpredicted relative online prevalence. Again, this is likely to be a
product of the way that the platforms collect, process and retrieve information
regarding terrorist organisations, in addition to other external factors temporarily
increasing discourse in response to events. For example, during the period of data
collection, the Red Hand Commando were pursuing deproscription and this was
widely reported in the media, which could have increased the quantity of results
returned.
Other real-world offline factors were also identified that were not considered
before this research was conducted. These include the impact of the type of
group, historical longevity, geographic location, and quantity of World Wide Web
users on overall prevalence. Geographic location and the potential number of
World Wide Web users with an interest in an organisation operating within this
location was identified as a potentially critical factor in overall prevalence, as a
relatively small organisation can generate disproportionate discourse if there is a
large population interested in their activity. Again, further research is necessary to
empirically ascertain the causal factors behind these unexpected results.
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What is the actual threat posed by ISIS and how does this threat compare to other
terrorist organisations?
The actual threat posed by ISIS, using either of the indices selected for this
research, is substantial when compared to other terrorist organisations, with the
group representing over a quarter of all attacks and nearly 40% of all fatalities in
the cohort. This is particularly significant for an organisation with a history of
kinetic operations that only spans half a decade in a cohort with terrorist
organisations that, in some instances, have a history of kinetic operations
spanning over 40 years. It is also important to recognise that, whilst not the
subject of this research, the geographical reach of this threat exceeds that of many
of the other organisations within the cohort, with attacks attributed to or claimed by
the group all over the world, compared to other groups in the cohort who have only
a very limited local or regional capability.
As with the measures of relative prevalence on the platforms interrogated
during this research, these measures of threat are only significant when compared
with other terrorist organisations and are not significant figures when considered in
isolation. For example, the data indicates that ISIS has been responsible for
around 47,000 fatalities between 2013 and 2017 when the data collection ended.
This equates to a mean average of approximately 11,750 fatalities per annum
globally, which is a substantial number for a terrorist organisation in isolation, but
not a relatively significant number against the size of the global population.
Is there any correlation between threat and online prevalence?
The data indicates that this is a multi-faceted question to answer. In terms
of simple numerical correlation between the relative threat posed and relative
prevalence on the platforms interrogated, the evidence suggests that there is little
relationship between the two phenomena, with Pearson’s Coefficient 𝑟 values of
0.2 when comparing threat and total online prevalence datasets. This is supported
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by the overall rankings, where ISIS have the highest number of fatalities with
nearly 40% of the total cohort, but do not achieve first place in any of the
aggregated results, or achieve anywhere near 40% of the results in any of the
aggregated result categories.
Similarly, Al Qa’ida, who account for over 13% of the total fatalities within
the cohort, do not achieve a share of even 1% in any of the aggregated results,
whilst the Ulster Volunteer Force and the Loyalist Volunteer Force, who account
for nearly 50% of the search engine category, achieve less than 0.3% and 0.01%
respectively of the lethality cohort.
Of the top ten organisations in terms of lethality, four of these do not place
within the top ten for search engine, mainstream media, or social media, with
Hamas ranking 62nd, 64th and 75th, Sipah-e Sahaba Pakistan ranking 45th, 19th and
20th, the Armed Islamic Group ranking 35th, 28th, and 45th, and the Partiya
Karkeren Kurdistani ranking 65th, 64th and 79th respectively. Additionally, a fifth
organisation in the top ten rankings for lethality, the Liberation Tigers of Eelam,
only ranked in the top ten for mainstream media, ranking 22nd, 8th, and 25th
respectively.
This clearly evidences a lack of relative correlation between organisations
with a record of inflicting high levels of fatalities and online prevalence. However, it
is also possible to evidence some broader correlation between relative lethality
and online prevalence. For example, whilst there is little observed correlation
between rankings and percentage shares of cohorts, it would be wrong not to
recognise that some organisations with high levels of relative lethality also score
highly in the relative web presence.
Boko Haram, the second highest-ranking organisation in terms of lethality,
is the highest-ranking organisation overall, ranking 1st in both social and
mainstream media cohorts and 3rd in the search engine cohort. Equally, ISIS is
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within the top five of the lethality cohort and the online prevalence cohorts; and Al
Shabaab is in the top ten of both cohorts. So, whilst there may be no exact
numerical correlation, and a number of organisations that perform very strongly in
one category but not the other, there is still some broader observed correlation
between relative lethality and online prevalence at an organisational level.
Stronger correlation was identified at a platform level, with mainstream
media and social media providing very strong correlation with each other, with an 𝑟
value of 0.9 and 𝑝 value of <0.05; and slightly higher correlation than the search
engine platforms with the threat datasets, with 𝑟 values of 0.5 and 0.6 respectively
with 𝑝 values of <0.05. Very strong correlation was also identified between the two
threat datasets, with an 𝑟 value of 0.9 and 𝑝 value of <0.05, suggesting a tangible
relationship between attacks and fatalities inflicted. However, overall, these
indices do not represent a significant correlation between threat and total online
prevalence.
Does online prevalence reflect the actual threat posed by the ISIS and other
terrorist organisations?
As a purely mathematical question, the answer is no – online prevalence
does not reflect the actual threat posed by ISIS and other terrorist organisations.
This is evidenced by the calculated 𝑟 values for overall correlation, and percentage
share and rankings for individual organisation correlation, which do not match for
ISIS or the other terrorist organisations across the relative lethality and online
prevalence datasets; and the absence of some key organisations from even the
top ten rankings in both cohorts.
However, whilst there may be no significant correlation across the wider
cohort of 84 terrorist organisations, which suggests that online prevalence is not a
good overall indicator of lethality and vice versa, there is evidence that some
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individual organisations do translate lethality into prevalence online, including ISIS,
Boko Haram, and Al Shabaab.
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Chapter 6: Conclusions
Summary of key findings
There are eight key findings, both in terms of the novel data collection
methodology, the end-user experience, and the relative presence of ISIS and
other terrorist groups on the platforms interrogated during this research.
The first key finding is that ISIS is not the most prevalent organisation
for any of the aggregated categories, despite their currency as an active
terrorist organisation and quasi-military, quasi-state organisation in Syria and Iraq;
and well-publicised recent kinetic activity attributed or purportedly inspired by the
group. Despite accounting for nearly 40% of the fatalities cohort, ISIS only
achieved 6.1% of the total results for the search engine cohort, ranking 5th overall
out of 84 organisations; and notably below the 23% achieved by each of the top
two organisations in this category.
This result cannot be explained by the mathematical process used to
reduce search engine algorithm bias or naming convention bias, as the highest
ranking individual search term used for ISIS – ‘Islamic State’ – still only came 4th
out of 138 individual search terms with just over 7% of that cohort - less than half
of the share achieved by the top two search terms. This data suggests that,
despite the global reach, relative lethality of the group, and currency as an ongoing threat in both a regional and international context, the organisation has
either not generated the levels of overall prevalence expected, or it has been
disproportionately affected by autonomous content removal processes due to the
operational profile of the organisation.
In the mainstream media category, the organisation ranks 2nd out of 84 –
the highest ranking for the group in the aggregated results – with the data
suggesting that the organisation generates far more mainstream media coverage
166

as a proportion of total World Wide Web prevalence than expected. This indicates
that mainstream media organisations have a probable bias towards reporting on
the organisation that is disproportionate to wider interest in the group.
This is reinforced by the social media results, where the organisation ranks
3rd out of 84 organisations and, whilst the overall percentage share is still relatively
high at 11.2%, this is less than a sixth of the top-ranking organisation, Boko
Haram, with 61.5%. This data is also significant, as this suggests that even though
the organisation still perform well in this space, the increased mainstream media
content does not translate into increased social media amplification or content,
with the opposite being evidenced by the data.
Despite these unexpectedly lower results, the second key finding is that,
overall, ISIS has very high levels of relative online presence compared with
other terrorist organisations. They are one of only three organisations that are
present in the top ten of all three aggregated results and the standalone Google
results; and they rank second overall in the cross-platform rankings. This is
despite the previously discussed advantages of historical longevity and geographic
World Wide Web user demographics afforded to other organisations; and the
potential for disproportionate targeting by automated content removal processes.
The third key finding is that the overall prevalence of ISIS and the wider
terrorist organisation cohort is not significant when viewed against the
assumed total size of the indexed World Wide Web – 5.26 billion pages. This is
particularly noteworthy when compared for context with a handful of other
contemporary issues. For example, ISIS returned 4.8 million results in the
aggregated search engine category, whereas ‘Trump’ returned over 460 million
results. Given the high degree of consideration given to ISIS specifically, and
terrorism in general, by Western Governments and the mainstream media, it is
unexpected that both perform relatively poorly.
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The fourth finding is that, overall, online prevalence estimates are not
reliable indicators of actual threat and vice versa. The aggregated search
engine dataset that provided the metric for indicative total online prevalence
presented 𝑟 values of only 0.2 when compared with both of the threat datasets,
suggesting poor/weak correlation between the two.
Furthermore, within the group of 84 terrorist organisations, there was no
observed correlation between the lethality and online prevalence datasets. This
includes overall ranking and percentage share in each dataset, with the top
scoring organisation in terms of lethality – ISIS – ranking 5th, 2nd, and 3rd in the
search engine, mainstream media and social media Categories, with
approximately 38% of the fatality category, but only approximately 6%, 16%, 11%
of the search engine, mainstream media and social media categories. Whilst this
data confirms that neither factor is a good specific indicator of the other, there was
some broader correlation between the two datasets, with some organisations
performing strongly in both categories.
The fifth key finding is that major terrorist organisations with a long and
well-publicised history of kinetic operations with high levels of lethality have
a relatively low relative presence on these platforms. For example, both Al
Qa’ida and the IRA achieve much lower than expected results, despite ranking 3rd
and 7th in the fatalities cohort, which is particularly unexpected for Western and
UK-centric research. Al Qa’ida, in particular, achieved particularly low results,
ranking only 21st out of 84 in the search engine results.
This situation is further compounded by the relative obscurity of some of the
organisations that ranked higher than Al Qa’ida. For example, Fianna na Heireann,
Ansar Al Sunna, Red Hand Commando, and the Baluchistan Liberation Army all
achieved higher overall results in the search engine category, which, given their
low levels of lethality and the prominence of the 9/11 attacks, is unusual. This
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supports the theory that more widely known groups may have been subject to
automated content removal that may not be as effective or targeted towards
smaller, more obscure or inactive groups.
The sixth key finding is that there is substantial variation in the quality of
results delivered by the platforms interrogated during the research, with
larger sample sizes (such as Google, Yahoo! and Bing) returning lower quality
results than the smaller sample sizes (such as BBC News and Sky News). This
information, along with the qualitative assessment method used in this research,
could be used as a means of assessing broader search engine quality to
complement existing information retrieval research undertaken by Hawking et al
(2001), Evans (2007), Vaughan & Thelwall (2004), and others, that also use
subjective assessments of result quality to gauge the performance of these
platforms.
For example, without conducting any additional qualitative studies or
collecting further data, it is possible to extrapolate from the quality metrics for each
platform a representative value for quality when conducting searches for the
purposes of quantifying phenomena; particularly within the field of terrorism
research. By understanding that Google returns results with an assessed quality of
79.2% when searching for terrorism-related information, it is possible to use that
figure for any future terrorism research on the Google platform without collecting
significant further qualitative data to judge quality.
It is also possible to extrapolate the individual quality metrics for each
search term, so further research conducted on any of the 138 search terms
deployed on any of the 7 platforms could be done with a known level of quality
without further need for extensive qualitative data collection and analysis. This is
particularly important given the highly time-consuming process of collecting and
analysing this data and the broad range of further research that could be
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conducted in this area; especially as the pre-existing search engine quality tests
identified in the literature review have not used the complex nomenclatures that
are a feature of this kind of research.
The seventh key finding from the methodology used is that the end-user
experience is highly dependent on the search engine being used, as there is
substantial divergence in the quantity of results presented by them individually. All
of the search engine quality research identified during the literature review focused
largely on the quality of the pages returned in response to a query, rather than the
quantity of pages returned.
For example, the variance between the search engine outputs was
significant, with Google returning 63.9 million, Yahoo! 158.7 million and Bing 161.9
million results to identical search queries, once adjusted for accuracy. Before the
quality metric was applied, this variance was even greater, with Google returning
80.6 million, Yahoo! 210.6 million, and Bing 216 million results to identical search
queries. Both of these figures evidence the same proportion of content returned by
all three search engines, with Google responsible for approximately 15%, Yahoo!
41%, and Bing 42%.
This is an important consideration for future research conducted using this
or similar methodology, where search engines are used to quantify phenomena,
as there is now robust data highlighting the expected behaviour of the three
search engines, against which data collection strategies can be developed; and
any deviation can be assessed and analysed.
The final key finding is that naming conventions have a tangible impact
on the quality and quantity of results generated. This is a particularly important
consideration for research of this type due to the complexity of some of the
nomenclature used by the terrorist organisations. The data collected also provides
a reference point for any future research conducted using a similar methodology,
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as the performance of individual search terms has now been quantified across a
range of platforms. Therefore, data collection strategies can be designed to exploit
the most popular names used by an organisation to maximise data collection
value; or provide a known metric for expected performance to compare with future
results.
Implications of findings
Policy
The most critical implication is the finding that real-world lethality does not
translate into online prevalence and neither ISIS nor the wider terrorist
organisation cohort present a substantial prevalence on these platforms, or
estimated prevalence on the World Wide Web overall. It is important to separate
this total prevalence from the actual, attributable content that is created and
disseminated by terrorist groups; however, it is also important to recognise that for
this content to be of any propaganda value, it needs to be within the parts of the
Internet that are accessible to potential consumers. It is, therefore, reasonable to
assume that at least some of this deliberate content appears within the data
collected during this research.
From a purely numerical perspective, as this content is generated by relatively
limited numbers of individuals compared to the wider volume of users generating
content on social media and other publicly accessible spaces, it is likely to be very
limited in quantity. This hypothesis is supported by the annual Home Office
CONTEST report, which suggests that a sustained operation by the Research,
Information and Communications Unit (RICU) within the Home Office removed
300,000 pieces of terrorist material over an eight-year period – or approximately
3,000 pieces of material a month (HM Government, 2018, p31). Given the size of
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the indexed World Wide Web - 5.26 billion pages – and the 80 million results for
terrorist-related content identified during this research, that number appears to be
comparatively inconsequential.
However, it is also important to reflect on the individual qualitative impact of the
material in question. For example, some of the ISIS material in particular is
notoriously graphic and the propaganda value or radicalising influence of material
cannot be measured in purely quantitative terms; and any material generated by
terrorist organisations is likely to be of a substantially greater interest to law
enforcement than the general volume of content created by mainstream media
and social media users. Even so, given the very limited overall presence of ISIS,
Al Qa’ida, and others, it is imperative that policies designed to limit their influence
are not disproportionate.
For example, in response to the recognised influence of online radicalisation,
the UK Government has committed to building:
‘…our constructive relationship with the tech industry to seek more
investment in technologies that automatically identify and remove terrorist
content before it is accessible to all, and learn from our work to tackle other
illegal and harmful content, such as child sexual exploitation, where we
have already made progress. However, we won’t shy away from action, as
shown by HMG’s announcement on 20 May 2018 to bring forward online
safety legislation at the earliest opportunity’ (HM Government, 2018, p28)
This statement is relevant for two reasons. Firstly, this research suggests that
there is little evidence that, in purely numerical terms, there is significant
prevalence of terrorist material in general, or relating to ISIS and Al Qa’ida
specifically, in public spaces. Therefore, if not appropriately implemented, there is
a risk that the automated removal of content will be disproportionate to the actual
threat and represent a denigration of social liberty and freedom of information.
Secondly, this statement indicates that the UK Government are seeking to
legislate to compel platforms to regulate content, which could further limit freedom
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of speech and freedom of access to information, a theory that is supported by the
Online Harms White Paper, that states that the legislation will:
‘…include a mandatory ‘duty of care’, which will require companies to take
reasonable steps to keep their users safe and tackle illegal and harmful
activity on their services. The regulator will have effective enforcement
tools, and we are consulting on powers to issue substantial fines, block
access to sites and potentially to impose liability on individual members of
senior management’ (Gov.uk, 2019, np).
The Global Internet Forum to Counter Terrorism (GIFCT), an industry-led
federation formed to tackle the threat of online propaganda at the request of the
UK Government and others, acknowledges this risk:
‘The GIFCT pledges to preserve and respect the fundamental human rights
that terrorism seeks to undermine, including free expression, the role of
journalism, and user privacy. To this end, we will also involve human rights
experts and other civil society stakeholders in the GIFCT's work’ (GIFCT,
2019, np).
Therefore, a key implication of this research, and any subsequent research that
aims to quantify the prevalence of such material, should be to provide a factual
basis against which the implications of any censorship or suppression of
information can be assessed. It is also plausible that the lack of prevalence in
across the platforms examined as part of this study is actually a result of this
automated content removal already being highly effective. This theory is supported
by the higher levels of prevalence shown by the less active, historical groups with
less material returned by the more active groups.
In additional to the overall prevalence, another implication of this research
is that any strategies or policies that focus solely or mainly on ISIS as the
primary threat online in terms of content and influence are potentially
imprudent. Whilst ISIS undoubtedly presents a sustained and credible offline
threat, online strategies should be cognisant of the relative presence of other
organisations. For example, Boko Haram, Al Shabaab, and loyalist paramilitary
organisations presented an unforeseen level of prevalence across the target
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platforms that does not appear to be reflected in within the wider Government
narrative.
CONTEST specifically mentions the online threat posed by ISIS and Al
Qa’ida within the strategic context:
‘Using pernicious, divisive messaging and amplifying perceived grievances,
Daesh and Al Qa’ida exploit the internet to promote warped alternative
narratives, urging extremists within our own communities to subvert our way
of life through simple, brutal violence. They deem anyone who does not
share their rejectionist views as a legitimate target and any method of
murder acceptable. They cynically groom the vulnerable and the young to
join their movement, inspiring people within our own communities to commit
senseless acts of violence. The recent attacks across Europe and the UK
have also served to highlight the diversity and accessibility of methods by
which individuals who are vulnerable to these radicalising messages can
commit attacks’ (HM Government, 2018, p7).
However, other than brief mentions linking them as affiliates of ISIS, Boko Haram
and Al Shabaab are not mentioned at all in the CONTEST strategy; and despite
mentions of dissident republican terrorist groups, there is no mention of any
loyalist paramilitary groups.
This is critical, as any activity in the online space that is intended to counter
the threat posed by terrorist organisations must recognise the influence of each of
these organisations to ensure that strategies are appropriately focused. Even
though ISIS presents perhaps the most recognised tangible offline threat, it has
been proven by this research that this does not necessarily translate into the most
prevalent online threat.
Equally, the distribution of results shown by this research could indicate that
policies intended to limit terrorist content online have already had a substantial
impact and removed significant quantities of information. Whilst this hypothesis is
only partly supported by the data, with organisations such as Boko Haram not
conforming to this trend, if proven this would prove that content removal strategies
have also reduced the availability of content in curated spaces, such as the
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mainstream media platforms, which could indicate that any automated removal
process is also having unintended consequences for these benign spaces.
Methodological
In addition to these policy implications, the methodology used generates
some methodological implications for future data collection strategies and
research designs.
For example, it was proven that there is substantial variation in the quality
of results obtained using the chosen method, with larger sample sizes (such
as Google, Yahoo! and Bing) returning lower quality results than smaller sample
sizes (such as BBC News and Sky News) to queries submitted by users. It was
also proven that it is possible to extrapolate from the quality metrics for each
platform a representative value for quality when conducting searches for the
purposes of quantifying phenomena.
The implication of this finding is that any future research conducted using
this or similar methods will have to account for this recognised bias in the
design of research strategies, either as mitigation for bias, or as a tool for quality
assuring any data collected. This is important, as highly automated research tools
that do not focus on the applicability of the method and the results to an end-user
are unlikely to recognise the variation in quality between platforms. Therefore,
whilst the numerical data may present the opportunity for statistical analysis, the
real-world offline applicability of any inferences may be invalidated by the
behaviour of the search engines that was identified during this research.
Key recommendations
The main recommendation that arises from this research is that any future
policies designed to limit the online presence of terrorist organisations
should be underpinned by robust evidence that quantifies as well as
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qualifies the threat posed. This is critical, as stricter online regimes that are not
proportionate to the threat would represent a degradation of the civil liberties that
they purport to protect. Equally, further research could seek to empirically prove
that the disparity in prevalence estimates across platforms is actually the result of
content removal programmes already having a tangible impact in online spaces,
including otherwise benign curated spaces.
Additionally, given the clear disconnect between actual lethality and online
prevalence, any policies that do not recognise the broader threat posed by
terrorist organisations other than ISIS and Al Qa’ida are likely to be less
effective than those that recognise that there is a substantial prevalence of
content related to a much wider cohort of terrorist organisations. As the World
Wide Web is one of the principal means by which individuals assimilate and
discuss information, it is important that Governments recognise and understand
the nature and prevalence of content that these individuals are likely to be
exposed to on these platforms.
This is particularly relevant to UK-centric policies, given both the relevance
of the data being collected in the UK; and the unexpectedly substantial prevalence
of loyalist paramilitary organisations, the unexpectedly high number of results for
the extreme right-wing group National Action, and the comparatively lower results
for Al Qa’ida and ISIS. If further research proved that this disparity is being caused
by automated content removal processes disproportionately removing material
belonging to ISIS and Al Qa’ida, then this research has demonstrated the extent to
which other organisations seem not to have been affected. This could provide a
valuable insight into the fidelity and efficacy of any automated processes being
deployed.
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Areas for future research
It is clear that there are several gaps in the current corpus of knowledge
that could be addressed by conducting further research. This is particularly the
case with quantitative focused research, which is notably lacking in this thematic
area. In particular, there is a need for further research to understand the
relationship between the various platforms used to navigate the World Wide Web
and the end-user. From a commercial perspective, there is merit in understanding
this relationship in terms of the advertisements presented to the end-user, but
there seems to have been little sustained research to understand the quality and
quantity of content returned in response to specific queries.
This research could be modified into a longitudinal study, to observe relative
presence over time. Comparing this data with secondary sources of information,
such as news media reporting, would provide the opportunity to identify any
relationships between world events and the level of online discourse. For example,
following a terrorist incident or other notable event involving a particular
organisation, it would be possible to capture data immediately afterwards to
compare with previous data collection exercises to see what impact this has on
overall prevalence.
Similarly, it would be possible to identify causal relationships between
mainstream and social media prevalence in a way that is not possible with
temporally fixed data. For example, whilst little relationship was identified between
mainstream and social media prevalence during this research, it is entirely
plausible that overall changes in prevalence over time will have an element of
causality that can be observed and measured. It would be preferable to conduct
the data collection exercise frequently over a sustained period of time to provide
enough variation for any patterns to be discernible.
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Identifying these patterns is important as it would allow researchers to infer
whether increased reporting in the mainstream media in response to events
influences the discourse on social media, which is a key part of understanding the
impact that mainstream media reporting has on consumer opinions. Similarly, it
would be advantageous to understand how this translates to overall World Wide
Web prevalence, as this is a key component of the overall goal of understanding
how the end-user is influenced by online content.
It is also likely that, over time, further trends would be identified showing the
impact of social media users amplifying content generated by mainstream media
platforms. This is also an important strand of research as this could potentially
identify the relative influence of mainstream and social media. For example, if
there is an observed increase in mainstream media content over time or directly
following an incident, then the relative increase, decrease, or stability of the social
media content prevalence would allow researchers to conclude that the end-user
community is more or less influential than mainstream media when propagating
this specific information.
This is important because this relationship is not fully understood in relation to
this thematic area or more broadly within academia. The advantages to increasing
understanding of this phenomena as it relates to terrorism, is that it would provide
researchers with a model for understanding how influential terrorist groups are
collectively and individually, how this influence is propagated, how this relates to
the actual threat posed by groups, and how to design strategies to mitigate this if
necessary.
Another area for additional research would be to conduct a latitudinal study,
collecting data simultaneously across multiple jurisdictions. The impact of
geographic variations, in addition to variations in service provided by Internet
Service Providers and other factors, is well documented. A latitudinal study would
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provide the means to identify these factors to provide a greater understanding of
the relative quantity and quality of information as a whole; but also provide the
opportunity to understand how the relative prevalence manifests globally.
This is important as there are likely to be substantial variations in the results
returned, which will allow researchers to understand not only how the prevalence
of individual terrorist organisations manifests, but the likely factors that lead to this
variation. For example, this research revealed that Northern Ireland related
terrorist groups performed strongly; however, it is not possible to conclusively
discount the possibility that this is to do with the location of the researcher, rather
than their global notoriety. A latitudinal study would bridge this gap by providing
the same data across multiple jurisdictions.
A variation of this proposal would be to conduct the research in non-Western,
non-English speaking jurisdictions to provide further data on the impact of
language, script, and nomenclature on this research. This is particularly relevant,
as a large number of the organisations featured in this research have had their
names translated from another language and submitted to the search engines in
English Latin alphabetic characters. Conducting the searches in other jurisdictions,
using the language and alphabet most closely associated with the organisation, is
likely to have an impact on the data returned. This is also important as the World
Wide Web is a truly global entity and requires a global methodology to fully
understand it.
Another area for research would be to conduct a wider longitudinal
comparative analysis of the terrorist organisation cohort against a broad range of
contemporary issues to further contextualise the results. For example, this
research found that the ISIS only accounted for 0.09% and the total terrorist
organisation cohort only accounted for 1.5% of the entire assumed population of
the indexed World Wide Web. This research also briefly compared this prevalence
179

to a handful of contemporary issues to illustrate the relative significance of the
data collected.
However, to truly understand how ISIS and other terrorist organisations
perform relative to other issues, it would be necessary to employ a more robust
empirical methodology to identify a range of issues, organisations, brands, or
people to create a baseline against which the terrorist cohort could be compared.
The advantage to this approach is that it provides an opportunity for researchers to
identify how events over time influence the overall prevalence of other, nonterrorist entities, compared to the terrorist cohort. This will provide an indication of
the relative performance of terrorist content, which will in turn provide greater
understanding of the influence that this is likely to have on the end-user
communities.
This research also clearly demonstrated that external factors appear to strongly
influence the results returned to queries. Given the design of the methodology, it is
largely ruled out as a causal factor, as such, further opportunities for research
could include the collection of further data to identify causality. For example, a
similar study could be conducted using the same number of terms for an entirely
non-contentious subject, such as sports teams, to see if there were similar
variations in the results. If non-contentious subjects returned broadly uniform
distributions then it would indicate that it is the thematic nature of the queries that
are influencing the data. If not, then this would indicate that other factors may be
influencing the data and automated content removal is not responsible for this
phenomena.
Another method would be to capture additional data about potential external
factors so that any correlation between these factors and results returned could be
identified. Critical external factors to consider would include: the type of group, the
history and longevity of the group, the geographic area in which the group
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operates and wider global influence, and the presence of particularly large regional
communities. The profile of the group and type of content associated with it may
also influence autonomous content removal algorithms.
For example, JeM ranked 6th out of 84 in the search engine category and 4th
out of 84 in the social media category. As a primarily regional organisation with a
limited geographic reach and relatively low international media profile, this was an
unexpected result. The most plausible explanation is that, whilst this organisation
operates within a relatively narrow geographic area, that area itself is one of the
most densely populated on the planet and also has a substantial number of
Internet users, with India and Pakistan estimated to have over 600 million Internet
users (Internet World Stats, 2019, np). As such, it could be reasonable to conclude
that this unexpected prevalence may be the result of significant numbers of World
Wide Web users within a particularly populous region generating and amplifying
content that influences the total global cohort, but further evidence would need to
be gathered to prove this conclusively.
Finally, as with any primarily quantitative study, there are always opportunities
to supplement and reinforce these conclusions with qualitative data. As the data
indicates a relative prevalence for 84 terrorist organisations, further research could
be conducted to understand the nature of the prevalence. For example, in addition
to the numerical value for quantity, it would be possible for a panel to scrutinise the
content on the pages returned by the search engines to classify it as pro, anti, or
neutral. Whilst this would be a lengthy and complicated process – not least due to
the ethical considerations inherent with such research – this would provide a
further context to the numerical data to identify the potential influence of the
material identified.
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Appendices
Appendix A: Application for Ethical Review

Application for Ethical Review – Staff and Postgraduate Students
1. Study Title and Key Dates
1.1 Title
There’s an App for that: A quantitative analysis of the relative web presence of The
Islamic State in Iraq and Syria (Daesh)
1.2 Key Dates
Date of submission: September 2017
Version Number: Version 1
Ethics Committee Reference Number: The FEC administrator will advise of the
reference number following submission and input this detail here
Intended Start Date of Data Collection: October 2017
Projected Finish Date of Data Collection: October 2017 (once commenced, data
collection will only take a few hours)
2. Applicant Details
2.1 Principal Investigator
Name: Neil Honeyman
Title /Role /Course of study:
Professional
Doctorate in Criminal Justice
Department:
Faculty: Institute of Criminal Justice
Studies
Telephone: 07803 365 565
Email: up752719@myport.ac.uk
Has the principal investigator attended the graduate school (for
September
students) or researcher development programme (for staff) research
2016
ethics training session?
2.2 Supervisor (if Principal Investigator is a student)
Name:
Dr Andy Williams
Title /Role: Principal Lecturer, DRDC and
PGRS Programme Area Leader
Department:
Faculty: Institute of Criminal Justice Studies
Telephone: 02392 843067
Email: andy.williams@port.ac.uk
Names and email of any other supervisors: n/a
Has the supervisor attended the researcher development programme
n/k
research ethics training session?
2.3 Others involved in the work/research including students and/or external
collaborators (name, organisation/course, role in the project)
n/a
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3. Details of Peer Review
This research proposal was peer reviewed during the taught phase of the
Professional Doctorate programme. In addition to the detailed written proposal that
was submitted, a presentation and Q&A session with lecturers and peers was
conducted at the University.
4. Funding Details
Student fees are currently paid by the Home Office (employer), however, this is a
departmental learning and development commitment, rather than a vested interest in
the research. Other than reserving the right to vet the final thesis to ensure no
classified information has inadvertently been included, the Home Office will not be
exercising any editorial control over either the research process or content.
5. Sites/Locations
The research is web-based and will be conducted from home, using personal (rather
than work) IT systems. No external/physical sites will be visited.
6. Insurance/indemnity Arrangements
n/a

7.

Aims and Objectives/Hypothesis
7.1 Aims

The aim of the research is to measure the extent to which ISIS is present on the Internet
and to compare this prevalence with other issues, brands, and topics. The aim is not to
identify material uploaded by ISIS or to quantify specifically attributable material, but to
identify how much of the total ‘indexed Internet’ contains information pertaining to or
referring to the group. In effect, the research will measure the amount of dialogue and
media present, which will indicate the ‘value’ that the issue has in cyberspace.
7.2 Primary Objective

To measure the extent to which ISIS/Daesh features on the publicly available internet.
7.3 Secondary Objective(s)

To compare the measurement of the extent to which ISIS/Daesh feature on the
publicly available internet with other terrorist organisations and ‘brands’ to draw
conclusions about whether this prevalence is significant or not.
8. Study Summary
8.1 Justification/Summary of Study (no more than one side)
The organisation commonly known as ‘The Islamic State In Iraq and Syria’ (ISIS)(also
known as ‘Daesh’, ‘IS’, ‘ISIL’) has risen to prominence in recent years following the
acquisition of large swathes of territory, characterised by high-profile acts of violence
against the civilian populous in Iraq and Syria, and by large-scale, complex attacks
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attributed to the organisation in Western Europe. Correspondingly, this rise in
prominence has been accompanied by an increase in public discourse, particularly
within the Western news media and Social media. As the world becomes increasingly
digitally globalised and interconnected, exposure to news, Social media, and other
Internet material becomes an increasingly fundamental method by which society seeks
facts and forms opinions.
Understanding the prevalence of a particular phenomenon on the Internet is, therefore,
a key step in understanding the extent to which it may influence consumers of webbased information. This is especially important where the predominance of certain
material could be considered disproportionate, as this can have a perverse impact on
consumer responses to that information. With ISIS, or any other terrorist organisation,
this could result in a disproportionate perception of threat, which in turn could lead to a
greater willingness to surrender rights and freedoms in exchange for protection from
that perceived level of threat. This distortion is typified by the comparative treatment of
the terrorist attacks on 11 September 2001 and the tsunami in Japan in 2011. Whilst
the tsunami had a much higher death toll and financial cost, it received – certainly in
the Western media – significantly less attention at the time and has had much less
longevity as an impetus of domestic and foreign policy issues.
A review of the literature indicates that a study of this type has not yet been conducted,
with the majority of the existing research focusing on qualitative elements of the
interaction between ISIS and the Internet, or highly focused quantitative studies of very
specific elements of the relationship. This could be indicative of the difficulties in
quantifying any web phenomenon: the Internet is an organic entity that is constantly
changing, pages are added, removed and amended every second; researching the
Internet requires a holistic, multidisciplinary approach, as both a technological and
social science; and there are few bespoke tools or research instruments available to
easily achieve this.
However, there are significant benefits to adding a quantitative analysis to the corpus
of literature on the subject. This will provide an alternative perspective on an underresearched phenomenon, potentially broadening the debate on the impact of the
Internet not just on terrorist groups, but on society in general. A quantitative analysis
also provides a means by which it will be theoretically possible to calculate the influence
that web-based material has on certain issues as a means of identifying potential bias
in advance of policy formulation. For example, if it can be proven that there is a
disproportionate prevalence of certain material on the Internet, this can be a means by
which impact assessments are tailored to mitigate against policies which could
potentially exceed or fall short of the actual threat presented.
8.2 Anticipated Ethical Issues
There are inherent risks related to conducting research on the Internet, particularly
when this research is associated with terrorism. The primary risk posed is inadvertently
committing offences under the provisions of the various terrorism and communication
statutes. This risk is mitigated by the proposed method, which does not require access
to any websites other than the Search Engines being employed to generate results.
There is also a very peripheral risk of coming into contact with terrorists, however, the
proposed method does not require any webpages to be opened or examined as the
measurements are taken solely from Search Engine results. This should provide
sufficient mitigation against any unintended contact with other Internet users. In effect,
the conduct of the research does not require any action beyond that required to conduct
a literature review or similar.
8.3 Anticipated other Risks or Concerns
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Risks to participants: n/a – no participants used
Risks to researchers/ university staff/students: n/a – web-based research
Reputational risks: Whilst research on terrorism is relatively common, there remains a
peripheral risk that inadvertently disclosed material, taken out of context, could be
misinterpreted by a third-party and cause reputational issues. Data security protocols
and clear document markings should provide sufficient mitigation.
Security risks: As above, there is a peripheral risk that inadvertently disclosed
material, taken out of context, could be misinterpreted by a third-part and cause law
enforcement/security issues. Data security protocols and clear document markings
should provide sufficient mitigation.
Other: n/a
8.4 Medical Cover (if applicable)
Medical Information: N/a
9. Description of Method/ Protocol
The first variable that needs to be calculated is the total number of indexed webpages.
This is the number of webpages that Internet Search Engines trawl when returning
search results. Understanding the total number of webpages that could potentially
contain the search terms used whilst conducting the research will provide a baseline
against which relative prevalence can be calculated. To obtain this data, research will
be conducted to understand how the tools that present this information work to identify
potential errors. If there is significant variance across multiple tools, averages can be
calculated or qualitative decisions can be taken to exclude or include results. As the
number of indexed webpages varies over time, measurements will be taken at the
beginning and end of the data collection process to identify any significant fluctuations.
However, as these measurements are usually very broad, it is not anticipated that this
will be the case.
The second variable that needs to be calculated is the estimated number of Internet
users. This will allow the rate of exposure to material on the Internet to be calculated.
Again, research will be conducted to understand how the tools that present this
information work to identify potential errors, with averages calculated or qualitative
decisions taken to exclude or include results. Measurements will also be taken at the
beginning and end of the data collection process to identify any significant fluctuations
or other anomalies.
The third variable will be the search terms used to generate the data. The primary
search term will be variations of the terms popularly used to describe the terrorist
organisation ISIS. Secondary search terms will be used to provide a context against
which the primary search term can be measured. The secondary search terms will be
drawn from a variety of sources, for example ‘Google Trends’, which analyses and
presents data on popular search terms, and a list of other terrorist organisations. For
uniformity, a common list of proscribed organisations will be used to ensure that the
same methodology was applied in creating the list.
To ensure that the primary and secondary search terms do not return anomalous
results, Boolean search techniques will be used, for example encapsulating terms
within apostrophes. Search terms for an entity commonly known by more than one
name (i.e. ISIS, IS, ISIL, Daesh, Islamic State in Iraq and Syria) will be conducted for
each commonly known name and aggregated to eliminate duplication. The first page
of returned results will be qualitatively examined (without opening any of the returned
results) to identify any potentially erroneous results. Typically, 10 results are displayed
on the first page of a returned search query, these tend to be the results identified by
the Search Engine as most closely relating to the search criteria. Therefore, if there are
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a number of clearly erroneous results on the first page, it is likely that these errors have
been duplicated across the total number of results returned. To minimise the potential
for error, a percentage of results will be deducted from the sum to reflect this. For
example, if there are ten results on the first page but two are clearly not related to the
search term, 20% of the total number of returned results will be deducted to account
for the anomaly.
The primary and secondary terms will then be subjected to various search techniques
and the number of results recorded. The first set of searches will focus on the results
provided by the three largest Internet Search Engines – ‘Google’, ‘Yahoo’, and ‘Bing’.
It is necessary to use multiple Search Engines as they all utilise different algorithms to
return results, therefore, using only one Search Engine could add an unknown bias to
the results. It is also not possible to deconstruct the different algorithms, as these are
closely guarded trade secrets, so it is necessary to use a broader selection and then
aggregate the results. Each of these Search Engines provides a figure for the number
of pages containing the search term; this figure will be recorded for the primary and
secondary terms. When compared against the number of total indexed webpages it
will be possible to calculate the relative prevalence of the various search terms used.
The second set of searches will focus on a slightly narrower subset of webpages that
primarily provide news content. A list of the top 10 news websites accessed by UK
users will be compiled by comparing the number of visits to those pages per day, which
can be achieved by scrutinising webpage ranking sites. Once this list has been
compiled, Boolean searches, for example ‘[SEARCH TERM:URL]’ will be conducted
on each of the three Search Engines to generate results for each of the 10 webpages.
It is necessary to use the three Search Engines rather than integrated searches on
each individual website as not all websites provide figures for the number of returned
results, and because each site could potentially use a different algorithm for calculating
results; adding further uncertainty to the data.
The final set of searches will focus on Social media sites, again a list will be produced
using website ranking techniques, but as a minimum, Facebook, Twitter, Instagram,
and YouTube will be interrogated using Boolean searches on the three Search
Engines. As the majority of Social media sites require an account to access
information, the number of active account-holders will be recorded along with the
number of search terms returned. Again, it is necessary to use the three Search
Engines rather than integrated searches on each Social media site for consistency, but
also to ensure that subscriber only content is uniformly accepted or rejected in the
results.
Once the data has been collected it will be tabulated to allow statistical tests to be
conducted. The nature of the results will dictate the type of tests required, but it is likely
that statistical inference tests will be required to identify the significance of any variance
in the results. As a minimum, percentages will be calculated to demonstrate the extent
to which the primary and secondary values represent relative prevalence against the
total sum of indexed webpages. This information can then be used to draw conclusions
about the impact that this prevalence may have on the Internet users.
10. Compliance With Codes, Guidance, Policies and Procedures
The research complies with the British Society of Criminology’s statement of ethics
(BSC, 2006) and the Association of Internet Researchers working group committee
(Markham & Buchanan, 2012)
11. Recruitment of Participants
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11.1 Who are the Research/ Participant Population?
n/a – no participants used
11.2 Inclusion/Exclusion Criteria
n/a – no participants used
11.3 Number of participants (include rationale for sample size)
n/a – no participants used
11.4 Recruitment Strategy (including details of any anticipated use of a gatekeeper
in host organizations to arrange/distribute participant invitations)
n/a – no participants used
11.5 Payments, rewards, reimbursements or compensation to participants
n/a – no participants used
11.6 What is the process for gaining consent from participants?
n/a – no participants used
11.7 Has or will consent be gained from other organisations involved (if
applicable)?
n/a – This is web-based research with no participation from any organisations.
11.8 Arrangements for translation of any documentation into another language
(if applicable)?
None anticipated.
11.9 Outline how participants can withdraw (if applicable), and how data
collected up to this point will be handled. Also stop criteria for specific
tests (if applicable)?
n/a – no participants used
11.10 Outline details of re-consent or debrief (if applicable)?
n/a – no participants used
12. Data Management
12.1 Description of data analysis
This is an observational study, using a cross-sectional analysis to compare the sample
(ISIS/Daesh) with the wider population (the rest of the internet). The wider population will be
represented by identifying other groups, brands, and organisations using pre-defined criteria
(terrorist organisations proscribed by Parliament, FTSE100 index). Statistical significance tests
will be conducted on the observed results, to allow inferences and conclusions to be drawn.
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12.2 Where and how will data be stored?

The data collected is publicly available and does not inherently require any enhanced
handling/storage protocols. However, to ensure that the data is protected from
unauthorised access (which may result in either the data becoming adulterated or a
security concern if a member of the public viewed and misunderstood the data),
accidental partial deletion/alteration, or total loss, the data will be stored within a
password protected document, on a password protected drive (University Google
Drive), with a backup retained on a physical drive with a password protected partition.
Systems used to access the data during the research will be password protected and
equipped with appropriate anti-virus and anti-intrusion software.
12.3 Destruction, Retention and Reuse of Data

The data collected is non-sensitive and publicly available and does not require any
enhanced destruction/retention protocols. The source data will be retained for the
duration of the research process and included as an appendix to the thesis. This thesis
will be publicly available once submitted.
12.4 Personal Data – How will confidentiality be ensured (for instance will anonymisation
be used)?
n/a – no participants used
12.5 How will organisational data (publically unavailable data) be handled (if applicable)?

n/a – web-based research, no organisational data collected
12.6 How will security sensitive data be handled (if applicable)?

Whilst the research involves terrorist organizations, this is limited to recording the
number of Search Engine results for the names of these terrorist organizations. This is
legal, non-controversial, and will not generate any security sensitive data. To
guarantee this, none of the webpages returned by the Search Engines will be
accessed during data collection.
13. Publication / Impact / Dissemination Plans
The research will be publicly available upon submission to the University for
consideration. Immediately prior to this, the completed thesis may be submitted to the
Home Office to be vetted for national security reasons. This is not likely to result in any
part of the thesis becoming publicly available in advance of submission to the
University.
If the proposed research method generates particularly interesting results, a paper on
the novel method chosen may be submitted to journals for publishing consideration
(time permitting).
The entirety of the thesis may be considered for publication if there is merit once the
formal process of submitting to the University for consideration has been completed.
This will depend on the outcome of the research and any other material published by
other researchers at the time.
14. References
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15. Appendices
Put N/A in version Number column if necessary
Document
Date
Application Form
Invitation Letter
Participant Information Sheet(s) (list if necessary)
Consent Form(s) (list if necessary)

Version No.
1
n/a
n/a
n/a

Advertisement
Peer / Independent Review

n/a
n/a

Supervisor Email Confirming Application
Evidence From External Organisation Showing
Support
Terms of Reference for Steering / Advisory Group
Survey Instrument
Interview Questions / Topic List
Focus Group Questions / Topic List
Focus Group Ground Rules
Script for Oral Consent
Questionnaire
Observational Data Collection Form
Risk Assessment Form(s)
Other – please describe

n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a

16. Declaration by Principal Investigator and Supervisor (if applicable)
1. The information in this form is accurate to the best of my/our knowledge and belief
and I/we take full responsibility for it.
2. I/we undertake to conduct the research/ work in compliance with the University of
Portsmouth Ethics Policy, UUK Concordat to Support Research Integrity, the UKRIO
Code of Practice and any other guidance I/we have referred to in this application.
3. If the research/ work is given a favourable opinion I/we undertake to adhere to the
study protocol, the terms of the full application as approved and any conditions set out
by the Ethics Committee in giving its favourable opinion.
4. I/we undertake to notify the Ethics Committee of substantial amendments to the
protocol or the terms of the approved application, and to seek a favourable opinion
before implementing the amendment.
5. I/we undertake to submit annual progress reports (if the study is of more than a
year’s duration) setting out the progress of the research/ work, as required by the
Ethics Committee.
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6. I/we undertake to inform the Ethics Committee when the study is complete and
provide a declaration accordingly.
7. I/we am/are aware of my/our responsibility to be up to date and comply with the
requirements of the law and relevant guidelines relating to security and confidentiality
of personal data, including the need to register, when necessary, with the appropriate
Data Protection Officer. I/we understand that I/we am/are not permitted to disclose
identifiable data to third parties unless the disclosure has the consent of the data
subject.
8. I/we undertake to comply with the University of Portsmouth Data Management
Policy.
9. I /we understand that records/data may be subject to inspection by internal and
external bodies for audit purposes if required.
10. I/we understand that any personal data in this application will be held by the
Ethics Committee, its Administrator and its operational managers and that this will be
managed according to the principles established in the Data Protection Act 1998.
11. I understand that the information contained in this application, any supporting
documentation and all correspondence with the Ethics Committee and its
Administrator relating to the application:
• Will be held by the Ethics Committee until at least 30 years after the end of the
study
• Will be subject to the provisions of the Freedom of Information Acts and may
be disclosed in response to requests made under the Acts except where
statutory exemptions apply.
• May be sent by email or other electronic distribution to Ethics Committee
members.
Principal Investigator Neil Honeyman

Date 25 September 2017

Supervisor (if applicable)……….. ……………………………….
Date……………………
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Appendix B: Favourable Ethical Opinion
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Appendix C: Example Search Record

Relative Web Presence of Organisations Proscribed by the
Parliament of the United Kingdom
Search Record
URN
Precise Term used
Google URN
Yahoo! URN
Bing URN
Sky News URN
BBC News URN
Twitter URN
Facebook URN

Total Return

Total Return

Total Return

Total Return

Landing
Page Return

Landing
Page Return

Landing
Page Return

Google
Relevant

Unclear/Irrelevant

Yahoo!
Relevant

Unclear/Irrelevant

Bing
Relevant

Unclear/Irrelevant

Sky News
Landing
Relevant
Page Return
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Unclear/Irrelevant

Total Return

Total Return

Total Return

BBC News
Landing
Relevant
Page Return

Landing
Page Return

Twitter
Relevant

Facebook
Landing
Relevant
Page Return
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Unclear/Irrelevant

Unclear/Irrelevant

Unclear/Irrelevant

Appendix D: List of Search Terms
URN

Umbrella Organisation

1

17 November Revolutionary
Organisation (N17)

2

7
8
9

Abdallah Azzam Brigades
(AAB)
Abdallah Azzam Brigades
(AAB)
Abu Nidal Organisation
(ANO)
Abu Sayyaf Group (ASG)
Ajnad Misr (Soldiers of
Egypt)
al-Ashtar Brigades
al-Ashtar Brigades
al-Ashtar Brigades

10

al-Ashtar Brigades

11

al-Ashtar Brigades

12

al-Ashtar Brigades

13

Al-Gama'at al-Islamiya (GI)

14
15
16
17
18
19

Al Ghurabaa
Al Ghurabaa
Al Ghurabaa
Al Ghurabaa
Al Ghurabaa
Al Ghurabaa

20

Al Ghurabaa

21
22
23
24

Al Ghurabaa
Al Ghurabaa
Al Ghurabaa
Al Ghurabaa

25
26
27

Al Ittihad Al Islamia (AIAI)
Al Murabitun
al-Mukhtar Brigades

3
4
5
6

Alias
Organisation

Ziyad al-Jarrah
Battalions

Saraya al-Ashtar
Wa’ad Allah
Brigades
Islamic Allah
Brigades
Imam al-Mahdi
Brigades
al-Haydariyah
Brigades

Al Muhajiroun
Islam4UK
Call to Submission
Islamic Path
London School of
Sharia
Muslims Against
Crusades
The Saved Sect
Need4Khilafah
Shariah Project
Islamic Dawah
Association
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Precise Term Used
"17 November
Revolutionary
Organisation"
"Abdallah Azzam
Brigades"
"Ziyad al-Jarrah
Battalions"
"Abu Nidal
Organisation"
"Abu Sayyaf Group"
"Ajnad Misr"
"al-Ashtar Brigades"
"Saraya al-Ashtar"
"Wa’ad Allah
Brigades"
"Islamic Allah
Brigades"
"Imam al-Mahdi
Brigades"
"al-Haydariyah
Brigades"
"Al-Gama'at alIslamiya"
"Al Ghurabaa"
"Al Muhajiroun"
"Islam4UK"
"Call to Submission"
"Islamic Path"
"London School of
Sharia"
"Muslims Against
Crusades"
"The Saved Sect"
"Need4Khilafah"
"Shariah Project"
"Islamic Dawah
Association"
"Al Ittihad Al Islamia"
"Al Murabitun"
"al-Mukhtar Brigades"

28
29
30

al-Mukhtar Brigades
Al Qa’ida (AQ)
Al Qa’ida (AQ)

31

Al Qa’ida (AQ)

32

Al Qa’ida (AQ)

33

Al Qa’ida (AQ)

34
35
36

Al Shabaab
Ansar Al Islam (AI)
Ansar al-Sharia-Benghazi
(AAS-B)
Ansar Al Sharia-Tunisia
(AAS-T)
Ansar Al Sunna (AS)
Ansar Bayt al-Maqdis (ABM)

37
38
39
40

41
42
43
44
45
46
47
48
49
50

Saraya al-Mukhtar
al-Nusrah Front
(ANF)
Jabhat al-Nusrah
li-ahl al Sham
Hay’at Tahrir alSham
Jabhat Fatah
alSham

Ansarul Muslimina Fi Biladis
Sudan (Vanguard for the
protection of Muslims in
Black Africa) (Ansaru)
Armed Islamic Group
(Groupe Islamique Armée)
(GIA)
Asbat Al-Ansar (League of
Partisans or Band of
Helpers)
Babbar Khalsa (BK)
Basque Homeland and
Liberty (Euskadi ta
Askatasuna) (ETA)
Baluchistan Liberation Army
(BLA)
Boko Haram (Jama’atu Ahli
Sunna Lidda Awati Wal
Jihad) (BH)
Egyptian Islamic Jihad (EIJ)
Global Islamic Media Front
(GIMF) including GIMF
Banlga Team
Global Islamic Media Front
(GIMF) including GIMF
Banlga Team
Global Islamic Media Front
(GIMF) including GIMF
Banlga Team

"Saraya al-Mukhtar"
"Al Qa’ida"
"al-Nusrah Front"
"Jabhat al-Nusrah liahl al Sham"
"Hay’at Tahrir alSham"
"Jabhat Fatah alSham"
"Al Shabaab"
"Ansar Al Islam"
"Ansar al-ShariaBenghazi"
"Ansar Al ShariaTunisia"
"Ansar Al Sunna"
"Ansar Bayt alMaqdis"
"Ansarul Muslimina Fi
Biladis Sudan"
"Armed Islamic
Group"
"Asbat Al-Ansar"
"Babbar Khalsa"
"Basque Homeland
and Liberty"
"Baluchistan
Liberation Army"
"Boko Haram"
"Egyptian Islamic
Jihad"
"Global Islamic Media
Front"

Ansarullah Bangla
Team (ABT)

"Ansarullah Bangla
Team"

Ansar-al Islam

"Ansar-al Islam"
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51

57
58
59
60

Groupe Islamique
Combattant Marocain
(GICM)
Hamas Izz al-Din alQassem Brigades
Harakat-Ul-Jihad-Ul-Islami
(HUJI)
Harakat-Ul-Jihad-Ul-Islami
(Bangladesh) (HUJI-B)
Harakat-UlMujahideen/Alami (HuM/A)
Harakat-UlMujahideen/Alami (HuM/A)
Harakat Mujahideen (HM)
Haqqani Network (HQN)
Hasam
Hasam

61
62
63

Hasam
Hasam
Hizballah Military Wing

64
65

Imarat Kavkaz (IK)
Imarat Kavkaz (IK)

66
67

Indian Mujahideen (IM)
Islamic Army of Aden (IAA)

68
69

Islamic Jihad Union (IJU)
Islamic Movement of
Uzbekistan (IMU)
Islamic State of Iraq and the
Levant (ISIL)
Islamic State of Iraq and the
Levant (ISIL)
Islamic State of Iraq and the
Levant (ISIL)
Islamic State of Iraq and the
Levant (ISIL)

52
53
54
55
56

70
71
72
73
74

Islamic State of Iraq and the
Levant (ISIL)

75

Islamic State of Iraq and the
Levant (ISIL)
Islamic State of Iraq and the
Levant (ISIL)

76
77

Jundallah

Harakat Sawa’d
Misr
Harakat Hasm
Hasm

The Caucasus
Emirate

Dawlat al-'Iraq alIslamiyya
Islamic State of
Iraq (ISI)
Islamic State of
Iraq and Syria
(ISIS)
Dawlat al Islamiya
fi Iraq wa al Sham
(DAISh)
The Islamic State
in Iraq and Sham
Islamic State
(Dawlat al
Islamiya)

Jaish e Mohammed (JeM)

"Groupe Islamique
Combattant
Marocain"
"Hamas Izz al-Din alQassem Brigades"
Harakat-Ul-Jihad-UlIslami""
"Harakat-Ul-Jihad-UlIslami Bangladesh"
"Harakat-UlMujahideen Alami"
"Jundallah"
"Harakat Mujahideen"
"Haqqani Network"
"Hasam"
"Harakat Sawa’d
Misr"
"Harakat Hasm"
"Hasm"
"Hizballah Military
Wing"
"Imarat Kavkaz"
"The Caucasus
Emirate"
"Indian Mujahideen"
"Islamic Army of
Aden"
"Islamic Jihad Union"
"Islamic Movement of
Uzbekistan"
"Islamic State of Iraq
and the Levant"
"Dawlat al-'Iraq alIslamiyya"
"Islamic State of Iraq"
"Islamic State of Iraq
and Syria"
"Dawlat al Islamiya fi
Iraq wa al Sham"
"The Islamic State in
Iraq and Sham"
"Islamic State"
"Jaish e Mohammed"
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78

Jaish e Mohammed (JeM)

79

Jamaah Anshorut Daulah

80
81

Jamaat ul-Ahrar (JuA)
Jammat-ul Mujahideen
Bangladesh (JMB)

82
83

Jamaat Ul-Furquan (JuF)
Jaysh al Khalifatu Islamiya
(JKI)
Jeemah Islamiyah (JI)
Jund al-Aqsa (JAA)
Jund al Khalifa-Algeria (JaKA)
Kateeba al-Kawthar (KaK)
Kateeba al-Kawthar (KaK)
Ajnad al-sham
Kateeba al-Kawthar (KaK)
Junud ar-Rahman
al Muhajireen
Partiya Karkeren Kurdistani
(PKK)
Partiya Karkeren Kurdistani KADEK
(PKK)
Partiya Karkeren Kurdistani Kongra Gele
(PKK)
Kurdistan
Lashkar e Tayyaba (LT)
Lashkar e Tayyaba (LT)
Jama’at’ ud Da’wa
(JuD)
Liberation Tigers of Tamil
Eelam (LTTE)
Libyan Islamic Fighting
Group (LIFG)
Liwa al-Thawra
Minbar Ansar Deen
Minbar Ansar Deen
Ansar al-Sharia
UK
Mujahidin Indonesia Timur
(MIT)
National Action
National Action
Scottish Dawn
National Action
NS131
National Action
National Socialist
Anti-Capitalist
Action
Palestinian Islamic Jihad Shaqaqi (PIJ)
Popular Front for the
Liberation of Palestine-

84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106

Khuddam Ul-Islam
(Kul)
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"Khuddam Ul-Islam"
"Jamaah Anshorut
Daulah"
"Jamaat ul-Ahrar"
"Jammat-ul
Mujahideen
Bangladesh"
"Jamaat Ul-Furquan"
"Jaysh al Khalifatu
Islamiya"
"Jeemah Islamiyah"
"Jund al-Aqsa"
"Jund al KhalifaAlgeria"
"Kateeba al-Kawthar"
"Ajnad al-sham"
"Junud ar-Rahman al
Muhajireen"
"Partiya Karkeren
Kurdistani"
"KADEK"
"Kongra Gele
Kurdistan"
"Lashkar e Tayyaba"
"Jama’at’ ud Da’wa"
"Liberation Tigers of
Tamil Eelam"
"Libyan Islamic
Fighting Group"
"Liwa al-Thawra"
"Minbar Ansar Deen"
"Ansar al-Sharia UK"
"Mujahidin Indonesia
Timur"
National Action'
"Scottish Dawn"
"NS131"
"National Socialist
Anti-Capitalist Action"
"Palestinian Islamic
Jihad"
"Popular Front for the
Liberation of
Palestine"

107

108

109
110
111
112
113
114
115
116
117
118

General Command (PFLPGC)
Revolutionary Peoples'
Liberation Party - Front
(Devrimci Halk Kurtulus
Partisi - Cephesi) (DHKP-C)
Salafist Group for Call and
Combat (Groupe Salafiste
pour la Predication et le
Combat) (GSPC)
Sipah-e Sahaba Pakistan
(SSP)
Sipah-e Sahaba Pakistan
(SSP)
Sipah-e Sahaba Pakistan
(SSP)
Sipah-e Sahaba Pakistan
(SSP)
Tehrik Nefaz-e Shari'at
Muhammadi (TNSM)
Tehrik-e Taliban Pakistan
(TTP)
Teyre Azadiye Kurdistan
(TAK)
Turkestan Islamic Party
(TIP)
Turkestan Islamic Party
(TIP)
Turkestan Islamic Party
(TIP)

119

Turkestan Islamic Party
(TIP)

120

Turkiye Halk Kurtulus
Partisi-Cephesi (THKP-C)

121

Turkiye Halk Kurtulus
Partisi-Cephesi (THKP-C)
Turkiye Halk Kurtulus
Partisi-Cephesi (THKP-C)
Turkiye Halk Kurtulus
Partisi-Cephesi (THKP-C)
Turkiye Halk Kurtulus
Partisi-Cephesi (THKP-C)
Continuity Army Council

122
123
124
125
126
127
128

"Revolutionary
Peoples' Liberation
Party"
"Salafist Group for
Call and Combat"

Millat-e Islami
Pakistan (MIP)
Lashkar-e Jhangvi
(LeJ)
Ahle Sunnat wal
Jamaat (ASWJ)

Hizb al-Islami alTurkistani (HAAT
East Turkestan
Islamic Movement
(ETIM)
East Turkestan
Islamic Party
(ETIP)

"Sipah-e Sahaba
Pakistan"
"Millat-e Islami
Pakistan"
"Lashkar-e Jhangvi"
"Ahle Sunnat wal
Jamaat"
"Tehrik Nefaz-e
Shari'at Muhammadi"
"Tehrik-e Taliban
Pakistan"
"Teyre Azadiye
Kurdistan"
"Turkestan Islamic
Party"
"Hizb al-Islami alTurkistani"
"East Turkestan
Islamic Movement"
"East Turkestan
Islamic Party"

"Turkiye Halk
Kurtulus PartisiCephesi"
Peoples’ Liberation "Peoples’ Liberation
Front of Turkey
Front of Turkey"
Peoples’ Liberation "Peoples’ Liberation
Party of Turkey
Party of Turkey"
the Hasty Ones
"The Hasty Ones"
THKP-C Acilciler

"THKP-C Acilciler"
"Continuity Army
Council"
"Cumann na mBan"
"Fianna na hEireann"
"Irish National
Liberation Army"

Cumann na mBan
Fianna na hEireann
Irish National Liberation
Army
207

129

Irish People's Liberation
Organisation

130

Irish Republican Army

131

Loyalist Volunteer Force

132
133

Orange Volunteers
Red Hand Defenders

134
135

Saor Eire
Ulster Defence Association

136

Ulster Freedom Fighters

137

Ulster Volunteer Force

138

Red Hand Commando

"Irish People's
Liberation
Organisation"
"Irish Republican
Army"
"Loyalist Volunteer
Force"
"Orange Volunteers"
"Red Hand
Defenders"
"Saor Eire"
"Ulster Defence
Association"
"Ulster Freedom
Fighters"
"Ulster Volunteer
Force"
"Red Hand
Commando"
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Appendix E: Google Quality Metrics – Adjusted Figures (QM <1)
ORGANISATION
RESULT
QUALITY
ADJUSTED
METRIC
RESULT
"Call to Submission"
187,000
0
0
"Islamic Path"

53,100

0

0

5,460,000

0

0

"The Hasty Ones"

999

0

0

"THKP-C Acilciler"

18,500

0

0

"Turkiye Halk Kurtulus PartisiCephesi"
"The Saved Sect"

28,300

0.111111111

3,144

22,200

0.166666667

3,700

155,000

0.210526316

32,632

59,000

0.315789474

18,632

926,000

0.375

347,250

7,210

0.4

2,884

"Revolutionary Peoples'
Liberation Party"
"Jamaah Anshorut Daulah"

11,600

0.4

4,640

12,300

0.5

6,150

"Sipah-e Sahaba Pakistan"

36,000

0.5

18,000

"Ansarullah Bangla Team"

36,800

0.6875

25,300

"Al-Gama'at al-Islamiya"

3,910

0.7

2,737

813,000

0.7

569,100

"Jamaat Ul-Furquan"

3,930

0.7

2,751

"Islamic Dawah Association"

5,470

0.8

4,376

48,900

0.8

39,120

5,960,000

0.8

4,768,000

581

0.8

465

883,000

0.8

706,400

"Jamaat ul-Ahrar"

72,000

0.8

57,600

"Ajnad al-sham"

24,700

0.8

19,760

467

0.8

374

"Islam4UK"

25,200

0.818181818

20,618

"Al Ghurabaa"

38,600

0.833333333

32,167

"Boko Haram"

20,500,000

0.833333333

17,083,333

"Islamic State"

28,700,000

0.833333333

23,916,667

95,200

0.882352941

84,000

8,530

0.888888889

7,582

566,000

0.894736842

506,421

67,800

0.894736842

60,663

"KADEK"

"Ahle Sunnat wal Jamaat"
"Mujahidin Indonesia Timur"
"Hasam"
"Al Ittihad Al Islamia"

"Hasm"

"Jabhat Fatah al-Sham"
"Al Shabaab"
"Dawlat al-'Iraq al-Islamiyya"
"Jaish e Mohammed"

"Partiya Karkeren Kurdistani"

"Ulster Freedom Fighters"
"Khuddam Ul-Islam"
"Liberation Tigers of Tamil
Eelam"
"Irish National Liberation Army"
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"al-Ashtar Brigades"

5,030

0.9

4,527

108,000

0.9

97,200

"Need4Khilafah"

2,210

0.9

1,989

"Shariah Project"

2,740

0.9

2,466

"Saraya al-Mukhtar"

3,520

0.9

3,168

40,900

0.9

36,810

6,090

0.9

5,481

12,300

0.9

11,070

785

0.9

707

"Haqqani Network"

452,000

0.9

406,800

"Indian Mujahideen"

170,000

0.9

153,000

206

0.9

185

110,000

0.9

99,000

59,300

0.9

53,370

"Kateeba al-Kawthar"

1,380

0.9

1,242

"Liwa al-Thawra"

5,020

0.9

4,518

18,500

0.9

16,650

935

0.9

842
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0.9

184

46,300

0.9

41,670

10,500

0.9

9,450

1,490,000

0.916666667

1,365,833

19,000

0.9375

17,813

"Red Hand Commando"

187,000

0.941176471

176,000

"Lashkar-e Jhangvi"

152,000

0.947368421

144,000

"Al Muhajiroun"

"al-Nusrah Front"
"Ansar al-Sharia-Benghazi"
"Groupe Islamique Combattant
Marocain"
"Harakat-Ul-Mujahideen Alami"

"Dawlat al Islamiya fi Iraq wa al
Sham"
"Jammat-ul Mujahideen
Bangladesh"
"Jund al-Aqsa"

"Salafist Group for Call and
Combat"
"Millat-e Islami Pakistan"
"Teyre Azadiye Kurdistan"
"East Turkestan Islamic
Movement"
"Ulster Defence Association"
"Irish Republican Army"
"Saor Eire"
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Appendix F: Yahoo! Quality Metric – Adjusted Figures (QM <1)
Organisation
Result
Quality Metric Adjusted
Result
"Hasam"
176,000
0.00
0
"Islamic Path"
"KADEK"
"Ahle Sunnat wal Jamaat"
"Call to Submission"

0.07

1,529

305,000

0.09

27,727

52,500

0.10

5,250

30,300,000

"Islamic Dawah Association"
"THKP-C Acilciler"
"The Saved Sect"

21,400

113,000

0.20

22,600

20,900

0.20

4,180

10,200,000

"Al Ghurabaa"

0.20 6,060,000

0.21 2,185,714

17,600

0.30

5,280

8,880

0.30

2,664

541,000

0.30

162,300

19,900

0.36

7,236

7,080

0.40

2,832

"Hasm"

357,000

0.50

178,500

"Continuity Army Council"

400,000

0.50

200,000

14,800

0.55

8,073

5,300

0.60

3,180

12,700

0.60

7,620

"Harakat Hasm"

5,240

0.60

3,144

"Jamaat Ul-Furquan"

5,290

0.60

3,174

"Millat-e Islami Pakistan"

345,000

0.60

207,000

"Peoples’ Liberation Front of
Turkey"
"Sipah-e Sahaba Pakistan"

200,000

0.64

127,273

93,400

0.64

60,043

"Orange Volunteers"

48,600

0.64

31,243

"Al-Gama'at al-Islamiya"

23,900

0.70

16,730

"Al Murabitun"

12,500

0.70

8,750

"Jabhat Fatah al-Sham"

63,400

0.70

44,380

136,000

0.70

95,200

10,900

0.70

7,630

66,800

0.70

46,760

"Turkiye Halk Kurtulus PartisiCephesi"
"The Hasty Ones"
"London School of Sharia"
"Khuddam Ul-Islam"

"Al Ittihad Al Islamia"
"Shariah Project"
"Ansarullah Bangla Team"

"Islamic Jihad Union"
"Dawlat al Islamiya fi Iraq wa al
Sham"
"Jammat-ul Mujahideen
Bangladesh"
National Action'

1,850,000

"NS131"
"Liberation Tigers of Tamil
Eelam"
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0.70 1,295,000

21,000

0.70

14,700

244,000

0.71

174,286

"Mujahidin Indonesia Timur"

5,820,000

"Babbar Khalsa"

28,100

0.71 4,157,143
0.79

22,079

"Baluchistan Liberation Army"

2,460,000

0.79 1,932,857

"Islamic State of Iraq and Syria"

7,150,000

0.79 5,617,857

"Scottish Dawn"
"Cumann na mBan"
"Ulster Volunteer Force"

32,500

0.79

25,536

114,000

0.79

89,571

10,800,000

"17 November Revolutionary
Organisation"
"al-Ashtar Brigades"

0.79 8,485,714

8,930

0.80

7,144

6,710

0.80

5,368

"Islamic Allah Brigades"

67

0.80

54

"Imam al-Mahdi Brigades"

65

0.80

52

"al-Haydariyah Brigades"

68

0.80

54

9,290

0.80

7,432

631,000

0.80

504,800

"Jabhat al-Nusrah li-ahl al Sham"

20,800

0.80

16,640

"Global Islamic Media Front"

31,200

0.80

24,960

Harakat-Ul-Jihad-Ul-Islami""

4,480

0.80

3,584

"Harakat Mujahideen"

2,590

0.80

2,072

"Harakat Sawa’d Misr"

18,700

0.80

14,960

"Islamic Army of Aden"

56,400

0.80

45,120

"Islam4UK"
"Saraya al-Mukhtar"

"Islamic State of Iraq"

19,600,000

"Kateeba al-Kawthar"

1,330

0.80 15,680,00
0
0.80
1,064

"Ajnad al-sham"

44,800

0.80

35,840

"Minbar Ansar Deen"

87,100

0.80

69,680

"Lashkar-e Jhangvi"

78,100

0.80

62,480

"East Turkestan Islamic
Movement"
"Peoples’ Liberation Party of
Turkey"
"Fianna na hEireann"

57,300

0.80

45,840

4,610,000

0.80 3,688,000

809,000

0.80

647,200

"Al Shabaab"

873,000

0.86

748,286

"Ansar Al Islam"

175,000

0.86

150,000

"Egyptian Islamic Jihad"

105,000

0.86

90,000

"Ansar-al Islam"

106,000

0.86

90,857

56,900

0.86

48,771

"Indian Mujahideen"
"Red Hand Defenders"

4,490,000

"Irish Republican Army"
"Abdallah Azzam Brigades"
"Abu Nidal Organisation"
212

0.86 3,848,571

594,000

0.87

514,800

5,690

0.90

5,121

115,000

0.90

103,500

"Abu Sayyaf Group"

197,000

0.90

177,300

21,100

0.90

18,990

"Need4Khilafah"

2,410

0.90

2,169

"al-Mukhtar Brigades"

1,040

0.90

936

"al-Nusrah Front"

48,900

0.90

44,010

"Ansar Al Sharia-Tunisia"

61,400

0.90

55,260

"Asbat Al-Ansar"

72,600

0.90

65,340

"Imarat Kavkaz"

5,290

0.90

4,761

"Dawlat al-'Iraq al-Islamiyya"

3,170

0.90

2,853

"Jamaah Anshorut Daulah"

19,800

0.90

17,820

"Jamaat ul-Ahrar"

59,000

0.90

53,100

"Lashkar e Tayyaba"

63,700

0.90

57,330

"Ansar al-Sharia UK"

218,000

0.90

196,200

89,600

0.90

80,640

1,100,000

0.90

990,000

39,000

0.90

35,100

9,490

0.90

8,541

28,700

0.90

25,830

297,000

0.90

267,300

"Wa’ad Allah Brigades"

"National Socialist Anti-Capitalist
Action"
"Revolutionary Peoples'
Liberation Party"
"Salafist Group for Call and
Combat"
"Hizb al-Islami al-Turkistani"
"East Turkestan Islamic Party"
"Irish People's Liberation
Organisation"
"Loyalist Volunteer Force"

31,500,000

"Ulster Defence Association"

11,200

"Ulster Freedom Fighters"

0.90 28,350,00
0
0.90
10,080

121,000

0.90

108,900

"Basque Homeland and Liberty"

29,700

0.91

27,000

"Popular Front for the Liberation
of Palestine"
"Jaish e Mohammed"

1,970,000

0.91 1,790,909

12,600,000

"Muslims Against Crusades"

2,050,000

0.92 11,630,76
9
0.93 1,903,571

"Al Qa’ida"

2,610,000

0.93 2,423,571

"Haqqani Network"

230,000

0.93

213,571

"Islamic Movement of
Uzbekistan"
"Palestinian Islamic Jihad"

153,000

0.93

142,071

218,000

0.93

202,429

"Turkestan Islamic Party"

142,000

0.93

131,857

63,400

0.93

58,871

172,000

0.93

160,533

"Saor Eire"
"Jeemah Islamiyah"
"Boko Haram"

2,100,000
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0.94 1,976,471

Appendix G: Bing Quality Metric – Adjusted Figures (QM <1)
Organisation
Result
Quality Metric
Adjusted
Result
"Hasam"
176,000
0
0
"KADEK"

305,000

0.090909091

27,727

22,900

0.1

2,290

114,000

0.1

11,400

52,500

0.142857143

7,500

30,400,000

0.2

6,080,000

20,900

0.2

4,180

357,000

0.3

107,100

"The Saved Sect"

10,200,000

0.333333333

3,400,000

"The Hasty Ones"

541,000

0.333333333

180,333

17,700

0.4

7,080

"Harakat Hasm"

5,250

0.5

2,625

"Turkiye Halk Kurtulus PartisiCephesi"
"Khuddam Ul-Islam"

8,910

0.5

4,455

7,080

0.6

4,248

"Ansarullah Bangla Team"

12,400

0.615384615

7,631

"Sipah-e Sahaba Pakistan"

93,500

0.615384615

57,538

"Al Murabitun"

12,500

0.625

7,813

"London School of Sharia"

19,900

0.636363636

12,664

5,300

0.666666667

3,533

5,840,000

0.692307692

4,043,077

58,500

0.692307692

40,500

5,300

0.7

3,710

20,800

0.7

14,560

2,450,000

0.7

1,715,000

"Harakat Mujahideen"

2,590

0.7

1,813

"Dawlat al-'Iraq al-Islamiyya"

3,160

0.7

2,212

"Jamaat Ul-Furquan"

5,250

0.7

3,675

National Action'

1,840,000

0.7

1,288,000

"Scottish Dawn"

25,800

0.7

18,060

"Millat-e Islami Pakistan"

346,000

0.7

242,200

"Peoples’ Liberation Front of
Turkey"
"Ulster Volunteer Force"

200,000

0.7

140,000

10,800,000

0.7

7,560,000

21,100

0.714285714

15,071

297,000

0.714285714

212,143

"Islamic Path"
"Islamic Dawah Association"
"Ahle Sunnat wal Jamaat"
"Call to Submission"
"THKP-C Acilciler"
"Hasm"

"Al Ghurabaa"

"Imarat Kavkaz"
"Mujahidin Indonesia Timur"
"Orange Volunteers"
"Shariah Project"
"Jabhat al-Nusrah li-ahl al Sham"
"Baluchistan Liberation Army"

"NS131"
"Irish People's Liberation
Organisation"
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"Islam4UK"

9,440

0.75

7,080

"Saraya al-Mukhtar"

637,000

0.75

477,750

"Ansar Al Islam"

175,000

0.75

131,250

"Babbar Khalsa"

28,300

0.75

21,225

136,000

0.75

102,000

89,600

0.75

67,200

115,000

0.769230769

88,462

48,900

0.777777778

38,033

68

0.8

54

1,040

0.8

832

63,300

0.8

50,640

1,330

0.8

1,064

"Partiya Karkeren Kurdistani"

12,200

0.8

9,760

"Minbar Ansar Deen"

87,400

0.8

69,920

1,100,000

0.8

880,000

78,200

0.8

62,560

57,400

0.8

45,920

4,630,000

0.8

3,704,000

14,800

0.818181818

12,109

31,600,000

0.818181818

25,854,545

875,000

0.833333333

729,167

"Hizballah Military Wing"

22,100

0.833333333

18,417

"Salafist Group for Call and
Combat"
"Continuity Army Council"

39,000

0.833333333

32,500

401,000

0.833333333

334,167

11,400

0.833333333

9,500

"Ansar-al Islam"

106,000

0.846153846

89,692

"Liberation Tigers of Tamil
Eelam"
"Red Hand Defenders"

244,000

0.846153846

206,462

4,490,000

0.846153846

3,799,231

"Islamic State of Iraq and Syria"

7,160,000

0.857142857

6,137,143

"Islamic State"

3,240,000

0.875

2,835,000

"Ansar al-Sharia-Benghazi"

35,600

0.888888889

31,644

"Indian Mujahideen"

56,800

0.888888889

50,489

"Jaish e Mohammed"

12,600,000

0.888888889

11,200,000

"Fianna na hEireann"

810,000

0.888888889

720,000

8,510

0.9

7,659

5,690

0.9

5,121

"Islamic Jihad Union"
"National Socialist Anti-Capitalist
Action"
"Cumann na mBan"
"al-Nusrah Front"
"al-Haydariyah Brigades"
"al-Mukhtar Brigades"
"Jabhat Fatah al-Sham"
"Kateeba al-Kawthar"

"Revolutionary Peoples'
Liberation Party"
"Lashkar-e Jhangvi"
"East Turkestan Islamic
Movement"
"Peoples’ Liberation Party of
Turkey"
"Al Ittihad Al Islamia"
"Red Hand Commando"
"Al Shabaab"

"Ulster Defence Association"

"17 November Revolutionary
Organisation"
"Abdallah Azzam Brigades"
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"Wa’ad Allah Brigades"

21,100

0.9

18,990

65

0.9

59

24,000

0.9

21,600

2,410

0.9

2,169

33,400

0.9

30,060

56,500

0.9

50,850

153,000

0.9

137,700

10,900

0.9

9,810

66,800

0.9

60,120

171,000

0.9

153,900

44,900

0.9

40,410

"Jama’at’ ud Da’wa"

608,000

0.9

547,200

"Ansar al-Sharia UK"

218,000

0.9

196,200

"Loyalist Volunteer Force"

31,600,000

0.9

28,440,000

"Ulster Freedom Fighters"

121,000

0.9

108,900

2,090,000

0.923076923

1,929,231

"Egyptian Islamic Jihad"

106,000

0.923076923

97,846

"Haqqani Network"

230,000

0.923076923

212,308

"Palestinian Islamic Jihad"

218,000

0.923076923

201,231

"Turkestan Islamic Party"

142,000

0.923076923

131,077

"Muslims Against Crusades"

2,050,000

0.928571429

1,903,571

"Al Qa’ida"

2,610,000

0.9375

2,446,875

"Imam al-Mahdi Brigades"
"Al-Gama'at al-Islamiya"
"Need4Khilafah"
"Hamas Izz al-Din al-Qassem
Brigades"
"Islamic Army of Aden"
"Islamic Movement of
Uzbekistan"
"Dawlat al Islamiya fi Iraq wa al
Sham"
"Jammat-ul Mujahideen
Bangladesh"
"Jeemah Islamiyah"
"Ajnad al-sham"

"Boko Haram"
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Appendix H: Qualitative Data – Frequency Analysis
Rank
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

Word
https
com
www
islamic
news
group
twitter
Facebook
return
BBC
org
ansar
page
state
terrorist
Wikipedia
urn
total
relevant
unclear
irrelevant
landing
liberation
army
Iraq
brigades
Pakistan
jihad
front
Islam
world
wiki
status
sham
Syria
groups
sky
militant

Length

Count

5
3
3
7
4
5
7
8
6
3
3
5
4
5
9
9
3
5
8
7
10
7
10
4
4
8
8
5
5
5
5
4
6
4
5
6
3
8

5006
4250
3482
3331
3170
2804
2612
2293
1910
1776
1595
1313
1307
1206
1144
1123
1080
957
952
950
945
945
917
878
816
810
805
790
772
763
732
728
710
701
700
695
683
666
217

Weighted Percentage
1.89%
1.60%
1.31%
1.26%
1.20%
1.06%
0.99%
0.87%
0.72%
0.67%
0.60%
0.50%
0.49%
0.46%
0.43%
0.42%
0.41%
0.36%
0.36%
0.36%
0.36%
0.36%
0.35%
0.33%
0.31%
0.31%
0.30%
0.30%
0.29%
0.29%
0.28%
0.27%
0.27%
0.26%
0.26%
0.26%
0.26%
0.25%

39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81

Irish
2018
people
jamaat
movement
posts
2017
terrorism
party
ulster
organization
mujahideen
organisation
east
abu
known
2019
national
proscribed
YouTube
qaeda
united
sharia
2014
also
may
banned
web
harakat
images
attacks
Ireland
ISIS
based
military
organisations
bing
islamist
2015
2016
ashtar
boko
force

5
4
6
6
8
5
4
9
5
6
12
10
12
4
3
5
4
8
10
7
5
6
6
4
4
3
6
3
7
6
7
7
4
5
8
13
4
8
4
4
6
4
5

665
657
647
624
598
574
566
566
564
560
553
549
522
494
483
482
470
464
452
446
445
444
440
437
422
420
408
393
390
390
370
363
360
359
355
355
351
350
346
344
342
340
337
218

0.25%
0.25%
0.24%
0.24%
0.23%
0.22%
0.21%
0.21%
0.21%
0.21%
0.21%
0.21%
0.20%
0.19%
0.18%
0.18%
0.18%
0.18%
0.17%
0.17%
0.17%
0.17%
0.17%
0.16%
0.16%
0.16%
0.15%
0.15%
0.15%
0.15%
0.14%
0.14%
0.14%
0.14%
0.13%
0.13%
0.13%
0.13%
0.13%
0.13%
0.13%
0.13%
0.13%

82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100

haram
see
attack
red
videos
northern
gov
islami
hand
republican
terror
government
new
2013
lashkar
latest
google
home
leader

5
3
6
3
6
8
3
6
4
10
6
10
3
4
7
6
6
4
6

333
331
330
329
326
324
322
322
320
316
316
314
313
305
304
304
301
300
295
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0.13%
0.12%
0.12%
0.12%
0.12%
0.12%
0.12%
0.12%
0.12%
0.12%
0.12%
0.12%
0.12%
0.12%
0.11%
0.11%
0.11%
0.11%
0.11%

Appendix I: Aggregated Search Engine Prevalence (SE84)
Organisation
Result
Rank
%
Ulster Volunteer Force
19,176,848
1
23.922%
Loyalist Volunteer Force
18,939,100
2
23.626%
Boko Haram (Jama’atu Ahli
6,996,345
3
8.728%
Sunna Lidda Awati Wal Jihad)
(BH)
Ulster Freedom Fighters
5,363,638
4
6.691%
Islamic State of Iraq and the
4,896,711
5
6.108%
Levant (ISIL)
Jaish e Mohammed (JeM)
3,925,305
6
4.897%
Mujahidin Indonesia Timur (MIT)
2,739,617
7
3.418%
Red Hand Commando
2,555,634
8
3.188%
Al Shabaab
2,081,817
9
2.597%
Popular Front for the Liberation of
1,397,970
10
1.744%
Palestine-General Command
(PFLP-GC)
Baluchistan Liberation Army
1,255,952
11
1.567%
(BLA)
Tehrik-e Taliban Pakistan (TTP)
1,164,333
12
1.452%
Irish Republican Army
824,878
13
1.029%
Al Ghurabaa
664,794
14
0.829%
Revolutionary Peoples' Liberation
624,880
15
0.780%
Party - Front (Devrimci Halk
Kurtulus Partisi - Cephesi)
(DHKP-C)
National Action
601,279
16
0.750%
Global Islamic Media Front
598,784
17
0.747%
(GIMF) including GIMF Banlga
Team
Turkiye Halk Kurtulus Partisi534,702
18
0.667%
Cephesi (THKP-C)
Fianna na hEireann
456,197
19
0.569%
Ansar Al Sunna (AS)
445,433
20
0.556%
Al Qa’ida (AQ)
410,765
21
0.512%
Liberation Tigers of Tamil Eelam
295,723
22
0.369%
(LTTE)
Haqqani Network (HQN)
277,560
23
0.346%
Abu Sayyaf Group (ASG)
251,100
24
0.313%
Lashkar e Tayyaba (LT)
218,407
25
0.272%
Libyan Islamic Fighting Group
215,400
26
0.269%
(LIFG)
Palestinian Islamic Jihad 211,553
27
0.264%
Shaqaqi (PIJ)
Jeemah Islamiyah (JI)
207,144
28
0.258%
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Continuity Army Council
Ansar Al Islam (AI)
al-Mukhtar Brigades
Irish People's Liberation
Organisation
Islamic Movement of Uzbekistan
(IMU)
Irish National Liberation Army
Armed Islamic Group (Groupe
Islamique Armée) (GIA)
Hasam
Harakat-Ul-Jihad-Ul-Islami
(Bangladesh) (HUJI-B)
Ulster Defence Association
Cumann na mBan
Minbar Ansar Deen
Egyptian Islamic Jihad (EIJ)
Indian Mujahideen (IM)
Islamic Jihad Union (IJU)
Abu Nidal Organisation (ANO)
Sipah-e Sahaba Pakistan (SSP)
Babbar Khalsa (BK)
Jammat-ul Mujahideen
Bangladesh (JMB)
Jamaat ul-Ahrar (JuA)
Jund al-Aqsa (JAA)
Asbat Al-Ansar (League of
Partisans or Band of Helpers)
Ansar Bayt al-Maqdis (ABM)
Red Hand Defenders
Turkestan Islamic Party (TIP)
Ansar Al Sharia-Tunisia (AAS-T)
Islamic Army of Aden (IAA)
Orange Volunteers
Salafist Group for Call and
Combat (Groupe Salafiste pour la
Predication et le Combat) (GSPC)
Harakat-Ul-Mujahideen/Alami
(HuM/A)
Ansar al-Sharia-Benghazi (AASB)
Teyre Azadiye Kurdistan (TAK)
Basque Homeland and Liberty
(Euskadi ta Askatasuna) (ETA)
Hamas Izz al-Din al-Qassem
Brigades
221

179,402
170,083
164,644
161,858

29
30
31
32

0.224%
0.212%
0.205%
0.202%

138,590

33

0.173%

111,554
110,767

34
35

0.139%
0.138%

103,592
101,213

36
37

0.129%
0.126%

100,600
97,678
89,368
86,749
84,087
77,500
75,077
75,004
69,101
68,627

38
39
40
41
42
43
44
45
46
47

0.125%
0.122%
0.111%
0.108%
0.105%
0.097%
0.094%
0.094%
0.086%
0.086%

56,633
52,990
52,647

48
49
50

0.071%
0.066%
0.066%

48,000
46,761
41,937
40,873
37,723
28,448
28,083

51
52
53
54
55
56
57

0.060%
0.058%
0.052%
0.051%
0.047%
0.035%
0.035%

27,738

58

0.035%

24,242

59

0.030%

22,395
21,810

60
61

0.028%
0.027%

21,393

62

0.027%

Imarat Kavkaz (IK)
Al Murabitun
Partiya Karkeren Kurdistani
(PKK)
Hizballah Military Wing
Jamaah Anshorut Daulah
al-Ashtar Brigades
Al-Gama'at al-Islamiya (GI)
Abdallah Azzam Brigades (AAB)
Ajnad Misr (Soldiers of Egypt)
Kateeba al-Kawthar (KaK)
Ansarul Muslimina Fi Biladis
Sudan (Vanguard for the
protection of Muslims in Black
Africa) (Ansaru)
Saor Eire
Jund al Khalifa-Algeria (JaK-A)
Groupe Islamique Combattant
Marocain (GICM)
Al Ittihad Al Islamia (AIAI)
17 November Revolutionary
Organisation (N17)
Harakat-Ul-Jihad-Ul-Islami (HUJI)
Liwa al-Thawra
Jamaat Ul-Furquan (JuF)
Harakat Mujahideen (HM)
Tehrik Nefaz-e Shari'at
Muhammadi (TNSM)
Jaysh al Khalifatu Islamiya (JKI)

222

20,199
19,321
18,072

63
64
65

0.025%
0.024%
0.023%

15,072
14,590
13,802
13,689
13,457
11,423
11,071
9,787

66
67
68
69
70
71
72
73

0.019%
0.018%
0.017%
0.017%
0.017%
0.014%
0.014%
0.012%

9,677
8,047
7,930

74
75
76

0.012%
0.010%
0.010%

7,689
5,308

77
78

0.010%
0.007%

4,715
4,526
3,200
2,328
246

79
80
81
82
83

0.006%
0.006%
0.004%
0.003%
0.000%

99

84

0.000%

Appendix J: Google Prevalence (G84)
Organisation
Result
Rank
Boko Haram (Jama’atu Ahli
Sunna Lidda Awati Wal Jihad)
(BH)
17,083,333
Al Shabaab
4,768,000
Islamic State of Iraq and the
Levant (ISIL)
4,081,202
Irish Republican Army
1,365,833
National Action
1,102,785
Liberation Tigers of Tamil Eelam
(LTTE)
506,421
Popular Front for the Liberation
of Palestine-General Command
(PFLP-GC)
423,000
Haqqani Network (HQN)
406,800
Abu Sayyaf Group (ASG)
378,000
Jaish e Mohammed (JeM)
356,991
Jeemah Islamiyah (JI)
307,000
Palestinian Islamic Jihad Shaqaqi (PIJ)
231,000
Hasam
229,495
Ansar Al Islam (AI)
229,000
Ulster Volunteer Force
176,000
Babbar Khalsa (BK)
164,000
Indian Mujahideen (IM)
153,000
Islamic Movement of Uzbekistan
(IMU)
136,000
Al Qa’ida (AQ)
128,352
Baluchistan Liberation Army
(BLA)
120,000
Cumann na mBan
115,000
Tehrik-e Taliban Pakistan (TTP)
113,000
Jammat-ul Mujahideen
Bangladesh (JMB)
99,000
Ulster Defence Association
84,000
Global Islamic Media Front
(GIMF) including GIMF Banlga
Team
82,767
Armed Islamic Group (Groupe
Islamique Armée) (GIA)
77,300
Libyan Islamic Fighting Group
(LIFG)
76,200
Ansar Al Sunna (AS)
73,300
Egyptian Islamic Jihad (EIJ)
72,400
Irish National Liberation Army
60,663
Jamaat ul-Ahrar (JuA)
57,600
223

%
1
2

50.34%
14.05%

3
4
5

12.03%
4.02%
3.25%

6

1.49%

7
8
9
10
11

1.25%
1.20%
1.11%
1.05%
0.90%

12
13
14
15
16
17

0.68%
0.68%
0.67%
0.52%
0.48%
0.45%

18
19

0.40%
0.38%

20
21
22

0.35%
0.34%
0.33%

23
24

0.29%
0.25%

25

0.24%

26

0.23%

27
28
29
30
31

0.22%
0.22%
0.21%
0.18%
0.17%

Jund al-Aqsa (JAA)
Sipah-e Sahaba Pakistan (SSP)
Ulster Freedom Fighters
Al Murabitun
Harakat-Ul-Mujahideen/Alami
(HuM/A)
Ansar Bayt al-Maqdis (ABM)
Islamic Jihad Union (IJU)
Loyalist Volunteer Force
Imarat Kavkaz (IK)
Asbat Al-Ansar (League of
Partisans or Band of Helpers)
Red Hand Commando
Turkestan Islamic Party (TIP)
Mujahidin Indonesia Timur (MIT)
Red Hand Defenders
Al Ghurabaa
Islamic Army of Aden (IAA)
Lashkar e Tayyaba (LT)
Salafist Group for Call and
Combat (Groupe Salafiste pour la
Predication et le Combat)
(GSPC)
Ajnad Misr (Soldiers of Egypt)
Orange Volunteers
Ansarul Muslimina Fi Biladis
Sudan (Vanguard for the
protection of Muslims in Black
Africa) (Ansaru)
Groupe Islamique Combattant
Marocain (GICM)
Saor Eire
Basque Homeland and Liberty
(Euskadi ta Askatasuna) (ETA)
Kateeba al-Kawthar (KaK)
Abdallah Azzam Brigades (AAB)
Abu Nidal Organisation (ANO)
Jamaah Anshorut Daulah
Irish People's Liberation
Organisation
Harakat-Ul-Jihad-Ul-Islami (HUJI)
Ansar Al Sharia-Tunisia (AAS-T)
Ansar al-Sharia-Benghazi (AASB)
Hizballah Military Wing
Revolutionary Peoples' Liberation
Party - Front (Devrimci Halk
Kurtulus Partisi - Cephesi)
(DHKP-C)
224

53,370
48,868
45,200
41,400

32
33
34
35

0.16%
0.14%
0.13%
0.12%

37,853
36,600
35,300
27,300
23,750

36
37
37
39
40

0.11%
0.11%
0.10%
0.08%
0.07%

19,900
19,100
18,996
18,632
17,813
17,547
17,200
17,105

41
42
43
44
45
46
47
48

0.06%
0.06%
0.06%
0.05%
0.05%
0.05%
0.05%
0.05%

16,650
16,400
13,600

49
50
51

0.05%
0.05%
0.04%

13,500

52

0.04%

11,070
9,450

53
54

0.03%
0.03%

8,530
7,061
6,810
6,730
6,150

55
56
57
58
59

0.03%
0.02%
0.02%
0.02%
0.02%

6,130
6,080
5,860

60
61
62

0.02%
0.02%
0.02%

5,481
4,700

63
64

0.02%
0.01%

4,640

65

0.01%

Liwa al-Thawra
Continuity Army Council
Harakat Mujahideen (HM)
Al Ittihad Al Islamia (AIAI)
Jamaat Ul-Furquan (JuF)
Al-Gama'at al-Islamiya (GI)
Minbar Ansar Deen
al-Ashtar Brigades
al-Mukhtar Brigades
Harakat-Ul-Jihad-Ul-Islami
(Bangladesh) (HUJI-B)
Fianna na hEireann
17 November Revolutionary
Organisation (N17)
Hamas Izz al-Din al-Qassem
Brigades
Turkiye Halk Kurtulus PartisiCephesi (THKP-C)
Partiya Karkeren Kurdistani
(PKK)
Tehrik Nefaz-e Shari'at
Muhammadi (TNSM)
Jund al Khalifa-Algeria (JaK-A)
Jaysh al Khalifatu Islamiya (JKI)
Teyre Azadiye Kurdistan (TAK)

225

4,518
4,040
3,100
2,884
2,751
2,737
2,105
1,911
1,774

66
67
68
69
70
71
72
73
74

0.01%
0.01%
0.01%
0.01%
0.01%
0.01%
0.01%
0.01%
0.01%

1,640
1,390

75
76

0.00%
0.00%

1,120

77

0.00%

719

78

0.00%

629

79

0.00%

578

80

0.00%

424
340
186
184

81
82
83
84

0.00%
0.00%
0.00%
0.00%

Appendix K: Yahoo! Prevalence (Y84)
Organisation
Result
Rank
Ulster Volunteer Force
31,500,000
Loyalist Volunteer Force
28,350,000
Ulster Freedom Fighters
8,485,714
Jaish e Mohammed (JeM)
5,816,801
Islamic State of Iraq and the
Levant (ISIL)
5,009,763
Mujahidin Indonesia Timur (MIT)
4,157,143
Red Hand Commando
3,848,571
Boko Haram (Jama’atu Ahli
Sunna Lidda Awati Wal Jihad)
(BH)
1,976,471
Baluchistan Liberation Army
(BLA)
1,932,857
Popular Front for the Liberation
of Palestine-General Command
(PFLP-GC)
1,790,909
Tehrik-e Taliban Pakistan (TTP)
1,690,000
Revolutionary Peoples' Liberation
Party - Front (Devrimci Halk
Kurtulus Partisi - Cephesi)
(DHKP-C)
990,000
Al Ghurabaa
932,456
Turkiye Halk Kurtulus PartisiCephesi (THKP-C)
796,883
Al Shabaab
748,286
Fianna na hEireann
647,200
Ansar Al Sunna (AS)
630,000
Al Qa’ida (AQ)
549,720
Irish Republican Army
514,800
National Action
353,969
Lashkar e Tayyaba (LT)
332,665
Libyan Islamic Fighting Group
(LIFG)
285,000
Irish People's Liberation
Organisation
267,300
al-Mukhtar Brigades
252,868
Haqqani Network (HQN)
213,571
Palestinian Islamic Jihad Shaqaqi (PIJ)
202,429
Continuity Army Council
200,000
Abu Sayyaf Group (ASG)
177,300
Liberation Tigers of Tamil Eelam
(LTTE)
174,286
Jeemah Islamiyah (JI)
160,533
Harakat-Ul-Jihad-Ul-Islami
(Bangladesh) (HUJI-B)
151,000
Ansar Al Islam (AI)
150,000
226

1
2
3
4

%
29.86%
26.88%
8.04%
5.51%

5
6
7

4.75%
3.94%
3.65%

8

1.87%

9

1.83%

10
11

1.70%
1.60%

12
13

0.94%
0.88%

14
15
16
17
18
19
20
21

0.76%
0.71%
0.61%
0.60%
0.52%
0.49%
0.34%
0.32%

22

0.27%

23
24
25

0.25%
0.24%
0.20%

26
27
28

0.19%
0.19%
0.17%

29
30

0.17%
0.15%

31
32

0.14%
0.14%

Islamic Movement of Uzbekistan
(IMU)
Irish National Liberation Army
Minbar Ansar Deen
Armed Islamic Group (Groupe
Islamique Armée) (GIA)
Ulster Defence Association
Abu Nidal Organisation (ANO)
Islamic Jihad Union (IJU)
Egyptian Islamic Jihad (EIJ)
Cumann na mBan
Sipah-e Sahaba Pakistan (SSP)
Asbat Al-Ansar (League of
Partisans or Band of Helpers)
Red Hand Defenders
Ansar Al Sharia-Tunisia (AAS-T)
Ansar Bayt al-Maqdis (ABM)
Jamaat ul-Ahrar (JuA)
Turkestan Islamic Party (TIP)
Jund al-Aqsa (JAA)
Hasam
Indian Mujahideen (IM)
Jammat-ul Mujahideen
Bangladesh (JMB)
Islamic Army of Aden (IAA)
Global Islamic Media Front
(GIMF) including GIMF Banlga
Team
Ansar al-Sharia-Benghazi (AASB)
Salafist Group for Call and
Combat (Groupe Salafiste pour la
Predication et le Combat)
(GSPC)
Teyre Azadiye Kurdistan (TAK)
Hamas Izz al-Din al-Qassem
Brigades
Orange Volunteers
Partiya Karkeren Kurdistani
(PKK)
Basque Homeland and Liberty
(Euskadi ta Askatasuna) (ETA)
Harakat-Ul-Mujahideen/Alami
(HuM/A)
Hizballah Military Wing
Babbar Khalsa (BK)
al-Ashtar Brigades
Imarat Kavkaz (IK)
Jamaah Anshorut Daulah
227

142,071
137,000
132,940

33
34
35

0.13%
0.13%
0.13%

128,000
108,900
103,500
95,200
90,000
89,571
83,693

36
37
38
39
40
41
42

0.12%
0.10%
0.10%
0.09%
0.09%
0.08%
0.08%

65,340
58,871
55,260
53,600
53,100
53,017
52,800
49,151
48,771

43
44
45
46
47
48
49
50
51

0.06%
0.06%
0.05%
0.05%
0.05%
0.05%
0.05%
0.05%
0.05%

46,760
45,120

52
53

0.04%
0.04%

41,146

54

0.04%

35,600

55

0.03%

35,100
33,500

56
57

0.03%
0.03%

33,400
31,243

58
59

0.03%
0.03%

27,209

60

0.03%

27,000

61

0.03%

22,705
22,100
22,079
19,636
18,731
17,820

62
63
64
65
66
67

0.02%
0.02%
0.02%
0.02%
0.02%
0.02%

Al-Gama'at al-Islamiya (GI)
Kateeba al-Kawthar (KaK)
Jund al Khalifa-Algeria (JaK-A)
Saor Eire
Ajnad Misr (Soldiers of Egypt)
Al Murabitun
Al Ittihad Al Islamia (AIAI)
Ansarul Muslimina Fi Biladis
Sudan (Vanguard for the
protection of Muslims in Black
Africa) (Ansaru)
17 November Revolutionary
Organisation (N17)
Abdallah Azzam Brigades (AAB)
Groupe Islamique Combattant
Marocain (GICM)
Liwa al-Thawra
Harakat-Ul-Jihad-Ul-Islami (HUJI)
Jamaat Ul-Furquan (JuF)
Harakat Mujahideen (HM)
Tehrik Nefaz-e Shari'at
Muhammadi (TNSM)
Jaysh al Khalifatu Islamiya (JKI)

228

16,730
12,315
11,900
10,080
8,940
8,750
8,073

68
69
70
71
72
73
74

0.02%
0.01%
0.01%
0.01%
0.01%
0.01%
0.01%

7,940

75

0.01%

7,144
6,691

76
77

0.01%
0.01%

6,400
4,530
3,584
3,174
2,072

78
79
80
81
82

0.01%
0.00%
0.00%
0.00%
0.00%

157
55

83
84

0.00%
0.00%

Appendix L: Bing Prevalence (B84)
Organisation
Result
Rank
Loyalist Volunteer Force
28,440,000
Ulster Volunteer Force
25,854,545
Ulster Freedom Fighters
7,560,000
Jaish e Mohammed (JeM)
5,602,124
Islamic State of Iraq and the
Levant (ISIL)
5,599,166
Mujahidin Indonesia Timur (MIT)
4,043,077
Red Hand Commando
3,799,231
Popular Front for the Liberation
of Palestine-General Command
(PFLP-GC)
1,980,000
Boko Haram (Jama’atu Ahli
Sunna Lidda Awati Wal Jihad)
(BH)
1,929,231
Baluchistan Liberation Army
(BLA)
1,715,000
Tehrik-e Taliban Pakistan (TTP)
1,690,000
Global Islamic Media Front
(GIMF) including GIMF Banlga
Team
1,672,441
Al Ghurabaa
1,044,379
Revolutionary Peoples' Liberation
Party - Front (Devrimci Halk
Kurtulus Partisi - Cephesi)
(DHKP-C)
880,000
Turkiye Halk Kurtulus PartisiCephesi (THKP-C)
806,594
Al Shabaab
729,167
Fianna na hEireann
720,000
Ansar Al Sunna (AS)
633,000
Irish Republican Army
594,000
Al Qa’ida (AQ)
554,222
National Action
347,083
Continuity Army Council
334,167
Lashkar e Tayyaba (LT)
305,450
Libyan Islamic Fighting Group
(LIFG)
285,000
al-Mukhtar Brigades
239,291
Haqqani Network (HQN)
212,308
Irish People's Liberation
Organisation
212,143
Liberation Tigers of Tamil Eelam
(LTTE)
206,462
Palestinian Islamic Jihad Shaqaqi (PIJ)
201,231
Abu Sayyaf Group (ASG)
198,000
Jeemah Islamiyah (JI)
153,900
229

1
2
3
4

%
28.15%
25.59%
7.48%
5.54%

5
6
7

5.54%
4.00%
3.76%

8

1.96%

9

1.91%

10
11

1.70%
1.67%

12
13

1.66%
1.03%

14

0.87%

15
16
17
18
19
20
21
22
23

0.80%
0.72%
0.71%
0.63%
0.59%
0.55%
0.34%
0.33%
0.30%

24
25
26

0.28%
0.24%
0.21%

27

0.21%

28

0.20%

29
30
31

0.20%
0.20%
0.15%

Harakat-Ul-Jihad-Ul-Islami
(Bangladesh) (HUJI-B)
Islamic Movement of Uzbekistan
(IMU)
Irish National Liberation Army
Minbar Ansar Deen
Ansar Al Islam (AI)
Armed Islamic Group (Groupe
Islamique Armée) (GIA)
Abu Nidal Organisation (ANO)
Ulster Defence Association
Islamic Jihad Union (IJU)
Egyptian Islamic Jihad (EIJ)
Sipah-e Sahaba Pakistan (SSP)
Cumann na mBan
Asbat Al-Ansar (League of
Partisans or Band of Helpers)
Red Hand Defenders
Ansar Al Sharia-Tunisia (AAS-T)
Jammat-ul Mujahideen
Bangladesh (JMB)
Jamaat ul-Ahrar (JuA)
Ansar Bayt al-Maqdis (ABM)
Turkestan Islamic Party (TIP)
Jund al-Aqsa (JAA)
Islamic Army of Aden (IAA)
Indian Mujahideen (IM)
Orange Volunteers
Teyre Azadiye Kurdistan (TAK)
Salafist Group for Call and
Combat (Groupe Salafiste pour la
Predication et le Combat)
(GSPC)
Hasam
Ansar al-Sharia-Benghazi (AASB)
Hamas Izz al-Din al-Qassem
Brigades
Basque Homeland and Liberty
(Euskadi ta Askatasuna) (ETA)
Partiya Karkeren Kurdistani
(PKK)
Harakat-Ul-Mujahideen/Alami
(HuM/A)
Al-Gama'at al-Islamiya (GI)
Babbar Khalsa (BK)
al-Ashtar Brigades
Jamaah Anshorut Daulah
Hizballah Military Wing
230

151,000

32

0.15%

137,700
137,000
133,060
131,250

33
34
35
36

0.14%
0.14%
0.13%
0.13%

127,000
115,000
108,900
102,000
97,846
92,450
88,462

37
38
39
40
41
42
43

0.13%
0.11%
0.11%
0.10%
0.10%
0.09%
0.09%

72,700
63,600
61,500

44
45
46

0.07%
0.06%
0.06%

60,120
59,200
53,800
53,797
52,800
50,850
50,489
40,500
33,500

47
48
49
50
51
52
53
54
55

0.06%
0.06%
0.05%
0.05%
0.05%
0.05%
0.05%
0.04%
0.03%

32,500
32,131

56
57

0.03%
0.03%

31,644

58

0.03%

30,060

59

0.03%

29,900

60

0.03%

26,429

61

0.03%

22,655
21,600
21,225
19,860
19,800
18,417

62
63
64
65
66
67

0.02%
0.02%
0.02%
0.02%
0.02%
0.02%

Imarat Kavkaz (IK)
Kateeba al-Kawthar (KaK)
Al Ittihad Al Islamia (AIAI)
Jund al Khalifa-Algeria (JaK-A)
Saor Eire
Ajnad Misr (Soldiers of Egypt)
Ansarul Muslimina Fi Biladis
Sudan (Vanguard for the
protection of Muslims in Black
Africa) (Ansaru)
Al Murabitun
17 November Revolutionary
Organisation (N17)
Abdallah Azzam Brigades (AAB)
Groupe Islamique Combattant
Marocain (GICM)
Liwa al-Thawra
Harakat-Ul-Jihad-Ul-Islami (HUJI)
Jamaat Ul-Furquan (JuF)
Harakat Mujahideen (HM)
Tehrik Nefaz-e Shari'at
Muhammadi (TNSM)
Jaysh al Khalifatu Islamiya (JKI)

231

18,117
13,838
12,109
11,900
9,500
8,930

68
69
70
71
72
73

0.02%
0.01%
0.01%
0.01%
0.01%
0.01%

7,920
7,813

74
75

0.01%
0.01%

7,659
6,686

76
77

0.01%
0.01%

6,320
4,530
4,480
3,675
1,813

78
79
80
81
82

0.01%
0.00%
0.00%
0.00%
0.00%

158
55

83
84

0.00%
0.00%

Appendix M: Mainstream media Prevalence (MM84)
Organisation
Result
Rank
Boko Haram (Jama’atu Ahli
1,488
1
Sunna Lidda Awati Wal Jihad)
(BH)
Islamic State of Iraq and the
657
2
Levant (ISIL)
Ulster Freedom Fighters
426
3
Al Shabaab
176
4
Haqqani Network (HQN)
160
5
Saor Eire
158
6
National Action
89
7
Liberation Tigers of Tamil Eelam
71
8
(LTTE)
Irish Republican Army
70
9
Ulster Defence Association
58
10
Popular Front for the Liberation of
45
11
Palestine-General Command
(PFLP-GC)
Irish National Liberation Army
44
12
Libyan Islamic Fighting Group
41
13
(LIFG)
Abu Sayyaf Group (ASG)
37
14
Islamic Movement of Uzbekistan
37
14
(IMU)
Ulster Volunteer Force
33
16
Loyalist Volunteer Force
26
17
Palestinian Islamic Jihad 26
17
Shaqaqi (PIJ)
Indian Mujahideen (IM)
26
17
Ansar Al Islam (AI)
25
20
Al Ghurabaa
20
21
Jaish e Mohammed (JeM)
20
22
Tehrik-e Taliban Pakistan (TTP)
20
23
Sipah-e Sahaba Pakistan (SSP)
19
24
Jamaat ul-Ahrar (JuA)
18
25
Global Islamic Media Front
12
26
(GIMF) including GIMF Banlga
Team
Jeemah Islamiyah (JI)
12
26
Armed Islamic Group (Groupe
10
28
Islamique Armée) (GIA)
Imarat Kavkaz (IK)
8
29
Red Hand Commando
8
30
Jund al-Aqsa (JAA)
7
31
232

%
38.18%
16.86%
10.94%
4.50%
4.11%
4.04%
2.28%
1.82%
1.80%
1.48%
1.14%
1.13%
1.04%
0.94%
0.94%
0.83%
0.67%
0.67%
0.67%
0.64%
0.52%
0.52%
0.51%
0.49%
0.45%
0.30%
0.30%
0.24%
0.20%
0.19%
0.18%

Ansar Bayt al-Maqdis (ABM)
Cumann na mBan
Egyptian Islamic Jihad (EIJ)
Jammat-ul Mujahideen
Bangladesh (JMB)
Ajnad Misr (Soldiers of Egypt)
Turkestan Islamic Party (TIP)
Al Qa’ida (AQ)
Irish People's Liberation
Organisation
Babbar Khalsa (BK)
Ansarul Muslimina Fi Biladis
Sudan (Vanguard for the
protection of Muslims in Black
Africa) (Ansaru)
Harakat-Ul-Mujahideen/Alami
(HuM/A)
Mujahidin Indonesia Timur (MIT)
Baluchistan Liberation Army
(BLA)
Fianna na hEireann
Abu Nidal Organisation (ANO)
Al Murabitun
Jund al Khalifa-Algeria (JaK-A)
Kateeba al-Kawthar (KaK)
Abdallah Azzam Brigades (AAB)
Ansar Al Sunna (AS)
Hasam
Minbar Ansar Deen
Islamic Jihad Union (IJU)
Orange Volunteers
Continuity Army Council
Islamic Army of Aden (IAA)
Salafist Group for Call and
Combat (Groupe Salafiste pour la
Predication et le Combat) (GSPC)
Ansar al-Sharia-Benghazi (AASB)
Liwa al-Thawra
Jaysh al Khalifatu Islamiya (JKI)
Turkiye Halk Kurtulus PartisiCephesi (THKP-C)
al-Ashtar Brigades
Revolutionary Peoples' Liberation
Party - Front (Devrimci Halk
233

5
5
4
4

32
33
34
34

0.13%
0.12%
0.10%
0.10%

4
4
3
2

34
37
38
39

0.10%
0.10%
0.07%
0.05%

2
2

39
39

0.05%
0.05%

2

42

0.04%

2
2

43
43

0.04%
0.04%

2
2
2
2
1
1
1
1
1
1
1
1
1
1

43
43
43
43
49
50
51
51
51
51
51
56
56
56

0.04%
0.04%
0.04%
0.04%
0.03%
0.03%
0.03%
0.03%
0.03%
0.03%
0.03%
0.01%
0.01%
0.01%

1

56

0.01%

1
1
0

56
56
62

0.01%
0.01%
0.01%

0
0

63
64

0.00%
0.00%

Kurtulus Partisi - Cephesi)
(DHKP-C)
Lashkar e Tayyaba (LT)
al-Mukhtar Brigades
Harakat-Ul-Jihad-Ul-Islami
(Bangladesh) (HUJI-B)
Asbat Al-Ansar (League of
Partisans or Band of Helpers)
Red Hand Defenders
Ansar Al Sharia-Tunisia (AAS-T)
Teyre Azadiye Kurdistan (TAK)
Basque Homeland and Liberty
(Euskadi ta Askatasuna) (ETA)
Hamas Izz al-Din al-Qassem
Brigades
Partiya Karkeren Kurdistani
(PKK)
Hizballah Military Wing
Jamaah Anshorut Daulah
Al-Gama'at al-Islamiya (GI)
Groupe Islamique Combattant
Marocain (GICM)
Al Ittihad Al Islamia (AIAI)
17 November Revolutionary
Organisation (N17)
Harakat-Ul-Jihad-Ul-Islami (HUJI)
Jamaat Ul-Furquan (JuF)
Harakat Mujahideen (HM)
Tehrik Nefaz-e Shari'at
Muhammadi (TNSM)

234

0
0
0

64
64
64

0.00%
0.00%
0.00%

0

64

0.00%

0
0
0
0

64
64
64
64

0.00%
0.00%
0.00%
0.00%

0

64

0.00%

0

64

0.00%

0
0
0
0

64
64
64
64

0.00%
0.00%
0.00%
0.00%

0
0

64
64

0.00%
0.00%

0
0
0
0

64
64
64
64

0.00%
0.00%
0.00%
0.00%

Appendix N: Social media Prevalence (SM84)
Organisation
Results
Rank
Boko Haram (Jama’atu Ahli
180,250
1
Sunna Lidda Awati Wal Jihad)
(BH)
Al Shabaab
44,068
2
Islamic State of Iraq and the
33,058
3
Levant (ISIL)
Jaish e Mohammed (JeM)
9,045
4
Abu Sayyaf Group (ASG)
6,120
5
Haqqani Network (HQN)
2,515
6
National Action
2,103
7
Palestinian Islamic Jihad 1,226
8
Shaqaqi (PIJ)
Indian Mujahideen (IM)
1,066
9
Jund al-Aqsa (JAA)
1,000
10
Al Murabitun
981
11
Jeemah Islamiyah (JI)
793
12
Irish Republican Army
729
13
Ansar Al Islam (AI)
668
14
Al Qa’ida (AQ)
622
15
Cumann na mBan
606
16
Jamaat ul-Ahrar (JuA)
520
17
Popular Front for the Liberation of
445
18
Palestine-General Command
(PFLP-GC)
Hasam
363
19
Sipah-e Sahaba Pakistan (SSP)
357
20
Harakat-Ul-Mujahideen/Alami
357
21
(HuM/A)
Babbar Khalsa (BK)
348
22
Al Ittihad Al Islamia (AIAI)
335
23
Global Islamic Media Front
304
24
(GIMF) including GIMF Banlga
Team
Liberation Tigers of Tamil Eelam
289
25
(LTTE)
Ulster Freedom Fighters
283
26
Islamic Movement of Uzbekistan
265
27
(IMU)
Islamic Jihad Union (IJU)
252
28
Ulster Volunteer Force
250
29
Ajnad Misr (Soldiers of Egypt)
203
30
Tehrik-e Taliban Pakistan (TTP)
200
31
235

%
61.54%
15.05%
11.29%
3.09%
2.09%
0.86%
0.72%
0.42%
0.36%
0.34%
0.33%
0.27%
0.25%
0.23%
0.21%
0.21%
0.18%
0.15%
0.12%
0.12%
0.12%
0.12%
0.11%
0.10%
0.10%
0.10%
0.09%
0.09%
0.09%
0.07%
0.07%

Baluchistan Liberation Army
(BLA)
Harakat Mujahideen (HM)
Egyptian Islamic Jihad (EIJ)
Libyan Islamic Fighting Group
(LIFG)
Jammat-ul Mujahideen
Bangladesh (JMB)
Saor Eire
Al Ghurabaa
Jamaat Ul-Furquan (JuF)
Mujahidin Indonesia Timur (MIT)
Ansar Al Sharia-Tunisia (AAS-T)
Jamaah Anshorut Daulah
Kateeba al-Kawthar (KaK)
Asbat Al-Ansar (League of
Partisans or Band of Helpers)
Armed Islamic Group (Groupe
Islamique Armée) (GIA)
Imarat Kavkaz (IK)
Ansar al-Sharia-Benghazi (AASB)
Liwa al-Thawra
Ansar Al Sunna (AS)
Ansar Bayt al-Maqdis (ABM)
Ulster Defence Association
Turkestan Islamic Party (TIP)
Lashkar e Tayyaba (LT)
Red Hand Commando
Irish National Liberation Army
Orange Volunteers
Loyalist Volunteer Force
Minbar Ansar Deen
Red Hand Defenders
Ansarul Muslimina Fi Biladis
Sudan (Vanguard for the
protection of Muslims in Black
Africa) (Ansaru)
al-Ashtar Brigades
Abu Nidal Organisation (ANO)
al-Mukhtar Brigades
Turkiye Halk Kurtulus PartisiCephesi (THKP-C)
Groupe Islamique Combattant
Marocain (GICM)
Hizballah Military Wing
236

197

32

0.07%

195
173
166

33
34
35

0.07%
0.06%
0.06%

165

36

0.06%

163
158
157
143
138
135
124
118

37
38
39
40
41
42
43
44

0.06%
0.05%
0.05%
0.05%
0.05%
0.05%
0.04%
0.04%

112

45

0.04%

111
110

46
47

0.04%
0.04%

110
104
92
82
74
69
68
65
39
28
28
26
26

47
49
50
51
52
53
54
55
56
57
58
59
60

0.04%
0.04%
0.03%
0.03%
0.03%
0.02%
0.02%
0.02%
0.01%
0.01%
0.01%
0.01%
0.01%

21
19
16
14

61
62
63
64

0.01%
0.01%
0.01%
0.00%

6

65

0.00%

6

66

0.00%

Abdallah Azzam Brigades (AAB)
Irish People's Liberation
Organisation
Islamic Army of Aden (IAA)
Basque Homeland and Liberty
(Euskadi ta Askatasuna) (ETA)
Harakat-Ul-Jihad-Ul-Islami (HUJI)
Continuity Army Council
Salafist Group for Call and
Combat (Groupe Salafiste pour la
Predication et le Combat) (GSPC)
Harakat-Ul-Jihad-Ul-Islami
(Bangladesh) (HUJI-B)
Fianna na hEireann
Revolutionary Peoples' Liberation
Party - Front (Devrimci Halk
Kurtulus Partisi - Cephesi)
(DHKP-C)
Teyre Azadiye Kurdistan (TAK)
Hamas Izz al-Din al-Qassem
Brigades
Jund al Khalifa-Algeria (JaK-A)
Jaysh al Khalifatu Islamiya (JKI)
Partiya Karkeren Kurdistani
(PKK)
Al-Gama'at al-Islamiya (GI)
17 November Revolutionary
Organisation (N17)
Tehrik Nefaz-e Shari'at
Muhammadi (TNSM)

237

4
4

67
68

0.00%
0.00%

3
3

69
70

0.00%
0.00%

2
2
1

71
72
73

0.00%
0.00%
0.00%

1

73

0.00%

1
1

75
75

0.00%
0.00%

1
1

75
75

0.00%
0.00%

0
0
0

79
79
79

0.00%
0.00%
0.00%

0
0

79
79

0.00%
0.00%

0

79

0.00%

Appendix O: Cross-Platform Prevalence (CP84)
Organisation
Combined
Final Rank
Rank
Boko Haram (Jama’atu Ahli
5
1
Sunna Lidda Awati Wal Jihad)
(BH)
Islamic State of Iraq and the
10
2
Levant (ISIL)
Al Shabaab
15
3
National Action
30
4
Jaish e Mohammed (JeM)
32
5
Ulster Freedom Fighters
33
6
Haqqani Network (HQN)
34
7
Irish Republican Army
35
8
Popular Front for the Liberation of
39
9
Palestine-General Command
(PFLP-GC)
Abu Sayyaf Group (ASG)
43
10
Ulster Volunteer Force
46
11
Palestinian Islamic Jihad 52
12
Shaqaqi (PIJ)
Liberation Tigers of Tamil Eelam
55
13
(LTTE)
Ansar Al Islam (AI)
64
14
Jeemah Islamiyah (JI)
66
15
Tehrik-e Taliban Pakistan (TTP)
66
16
Global Islamic Media Front
67
17
(GIMF) including GIMF Banlga
Team
Indian Mujahideen (IM)
68
18
Al Ghurabaa
73
19
Al Qa’ida (AQ)
74
20
Islamic Movement of Uzbekistan
74
21
(IMU)
Libyan Islamic Fighting Group
74
22
(LIFG)
Loyalist Volunteer Force
76
23
Baluchistan Liberation Army
86
24
(BLA)
Cumann na mBan
88
25
Sipah-e Sahaba Pakistan (SSP)
89
26
Jund al-Aqsa (JAA)
90
27
Jamaat ul-Ahrar (JuA)
90
28
Mujahidin Indonesia Timur (MIT)
90
29
Red Hand Commando
92
30
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Total Score
247
242
237
222
220
219
218
217
213
209
206
200
197
188
186
186
185
184
179
178
178
178
176
166
164
163
162
162
162
160

Ulster Defence Association
Irish National Liberation Army
Hasam
Babbar Khalsa (BK)
Armed Islamic Group (Groupe
Islamique Armée) (GIA)
Egyptian Islamic Jihad (EIJ)
Jammat-ul Mujahideen
Bangladesh (JMB)
Saor Eire
Al Murabitun
Ansar Al Sunna (AS)
Harakat-Ul-Mujahideen/Alami
(HuM/A)
Islamic Jihad Union (IJU)
Ansar Bayt al-Maqdis (ABM)
Ajnad Misr (Soldiers of Egypt)
Fianna na hEireann
Imarat Kavkaz (IK)
Irish People's Liberation
Organisation
Turkestan Islamic Party (TIP)
Lashkar e Tayyaba (LT)
Turkiye Halk Kurtulus PartisiCephesi (THKP-C)
Minbar Ansar Deen
Abu Nidal Organisation (ANO)
Revolutionary Peoples' Liberation
Party - Front (Devrimci Halk
Kurtulus Partisi - Cephesi)
(DHKP-C)
Continuity Army Council
Asbat Al-Ansar (League of
Partisans or Band of Helpers)
al-Mukhtar Brigades
Ansar Al Sharia-Tunisia (AAS-T)
Ansar al-Sharia-Benghazi (AASB)
Orange Volunteers
Al Ittihad Al Islamia (AIAI)
Kateeba al-Kawthar (KaK)
Ansarul Muslimina Fi Biladis
Sudan (Vanguard for the
protection of Muslims in Black
Africa) (Ansaru)
Jamaah Anshorut Daulah
239

99
101
106
107
108

31
32
33
34
35

153
151
146
145
144

109
117

36
37

143
135

117
118
120
121

38
39
40
41

135
134
132
131

122
133
135
137
138
139

42
43
44
45
46
47

130
119
117
115
114
113

142
142
144

48
49
50

110
110
108

149
149
154

51
52
53

103
103
98

157
158

54
55

95
94

158
159
162

56
57
58

94
93
90

163
164
164
172

59
60
61
62

89
88
88
80

173

63

79

Harakat-Ul-Jihad-Ul-Islami
(Bangladesh) (HUJI-B)
Red Hand Defenders
Harakat Mujahideen (HM)
Islamic Army of Aden (IAA)
Liwa al-Thawra
Jamaat Ul-Furquan (JuF)
Salafist Group for Call and
Combat (Groupe Salafiste pour la
Predication et le Combat) (GSPC)
Abdallah Azzam Brigades (AAB)
al-Ashtar Brigades
Basque Homeland and Liberty
(Euskadi ta Askatasuna) (ETA)
Hizballah Military Wing
Jund al Khalifa-Algeria (JaK-A)
Teyre Azadiye Kurdistan (TAK)
Hamas Izz al-Din al-Qassem
Brigades
Groupe Islamique Combattant
Marocain (GICM)
Partiya Karkeren Kurdistani
(PKK)
Al-Gama'at al-Islamiya (GI)
Harakat-Ul-Jihad-Ul-Islami (HUJI)
Jaysh al Khalifatu Islamiya (JKI)
17 November Revolutionary
Organisation (N17)
Tehrik Nefaz-e Shari'at
Muhammadi (TNSM)

174

64

78

175
179
180
183
184
186

65
66
67
68
69
70

77
73
72
69
68
66

187
192
195

71
72
73

65
60
57

196
197
199
201

74
75
76
77

56
55
53
51

205

78

47

208

79

44

212
214
219
221

80
81
82
83

40
38
33
31

226

240

84

26

Appendix P: Relative Number of Kinetic Operations (ATTS84)
Organisation

Attacks

Rank

%

Islamic State of Iraq and the Levant

7,279

1

25.60%

Al Shabaab

3,292

2

11.58%

Irish Republican Army

2,827

3

9.94%

Boko Haram

2,418

4

8.50%

Al Qa’ida

2,366

5

8.32%

Partiya Karkeren Kurdistani

2,310

6

8.12%

Basque Homeland and Liberty

2,024

7

7.12%

Liberation Tigers of Tamil Eelam

1,606

8

5.65%

Abu Sayyaf Group

527

9

1.85%

Hamas Izz al-Din al-Qassem Brigades

440

10

1.55%

Ulster Volunteer Force

270

11

0.95%

Ulster Freedom Fighters

264

12

0.93%

Al-Gama'at al-Islamiya

259

13

0.91%

Armed Islamic Group (Groupe
Islamique Armée)

236

14

0.83%

Salafist Group for Call and Combat
(Groupe Salafiste pour la Predication et
le Combat)

214

15

0.75%

Baluchistan Liberation Army

193

16

0.68%

Lashkar e Tayyaba

190

17

0.67%

Palestinian Islamic Jihad - Shaqaqi

187

18

0.66%

Sipah-e Sahaba Pakistan

161

19

0.57%

Popular Front for the Liberation of
Palestine-General Command

161

19

0.57%

Irish National Liberation Army

124

21

0.44%
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17 November Revolutionary
Organisation

112

22

0.39%

Haqqani Network

86

23

0.30%

Turkiye Halk Kurtulus Partisi-Cephesi

78

24

0.27%

Jeemah Islamiyah

76

25

0.27%

Ansar Bayt al-Maqdis

73

26

0.26%

Global Islamic Media Front

52

27

0.18%

Indian Mujahideen

52

27

0.18%

Abu Nidal Organisation

51

29

0.18%

Imarat Kavkaz

44

30

0.15%

Ansar Al Islam

41

31

0.14%

Jaish e Mohammed

38

32

0.13%

Jammat-ul Mujahideen Bangladesh

38

32

0.13%

Ajnad Misr

32

34

0.11%

Abdallah Azzam Brigades

26

35

0.09%

Loyalist Volunteer Force

26

35

0.09%

Red Hand Defenders

23

37

0.08%

Mujahidin Indonesia

21

38

0.07%

Irish People's Liberation Organisation

21

38

0.07%

Jamaat ul-Ahrar

18

40

0.06%

Harakat-Ul-Mujahideen/Alami

17

41

0.06%

Hasam

16

42

0.06%

Jamaah Anshorut Daulah

15

43

0.05%

Turkestan Islamic Party

13

44

0.05%

Ansar Al Sharia-Tunisia

13

44

0.05%

al-Ashtar Brigades

13

44

0.05%

Babbar Khalsa

12

47

0.04%
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Orange Volunteers

11

48

0.04%

Egyptian Islamic Jihad

10

49

0.04%

Red Hand Commando

10

49

0.04%

Ansarul Muslimina Fi Biladis Sudan

6

51

0.02%

Tehrik Nefaz-e Shari'at Muhammadi

6

51

0.02%

Islamic Movement of Uzbekistan

5

53

0.02%

Al Ittihad Al Islamia

5

53

0.02%

Harakat Mujahideen

5

53

0.02%

Jund al-Aqsa

5

53

0.02%

Asbat Al-Ansar

3

57

0.01%

Ansar Al Sunna

3

57

0.01%

Tehrik-e Taliban Pakistan

2

59

0.01%

Islamic Jihad Union

2

59

0.01%

Saor Eire

2

59

0.01%

Kateeba al-Kawthar

1

62

0.00%

al-Mukhtar Brigades

1

62

0.00%

Jund al Khalifa-Algeria

1

62

0.00%

Al Murabitun

1

62

0.00%

Al Ghurabaa

0

66

0.00%

Ansar al-Sharia-Benghazi

0

66

0.00%

Groupe Islamique Combattant Marocain

0

66

0.00%

Harakat-Ul-Jihad-Ul-Islami

0

66

0.00%

Harakat-Ul-Jihad-Ul-Islami
(Bangladesh)

0

66

0.00%

Hizballah Military Wing

0

66

0.00%

Islamic Army of Aden

0

66

0.00%
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Jamaat Ul-Furquan

0

66

0.00%

Jaysh al Khalifatu Islamiya

0

66

0.00%

Libyan Islamic Fighting Group

0

66

0.00%

Liwa al-Thawra

0

66

0.00%

Minbar Ansar Deen

0

66

0.00%

National Action

0

66

0.00%

Revolutionary Peoples' Liberation Party

0

66

0.00%

Teyre Azadiye Kurdistan

0

66

0.00%

Continuity Army Council

0

66

0.00%

Cumann na mBan

0

66

0.00%

Fianna na hEireann

0

66

0.00%

Ulster Defence Association

0

66

0.00%
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Appendix Q: Relative Number of Fatalities (FATS84)
Organisation

Fatalities

Rank

%

Islamic State of Iraq and the Levant

46,611

1

37.93%

Boko Haram

20,328

2

16.54%

Al Qa’ida

16,283

3

13.25%

Liberation Tigers of Tamil Eelam

10,989

4

8.94%

Al Shabaab

9,336

5

7.60%

Partiya Karkeren Kurdistani

4,955

6

4.03%

Irish Republican Army

1,901

7

1.55%

Armed Islamic Group

1,465

8

1.19%

Sipah-e Sahaba Pakistan

1,284

9

1.04%

Hamas Izz al-Din al-Qassem Brigades

1,081

10

0.88%

Lashkar e Tayyaba

987

11

0.80%

Basque Homeland and Liberty

819

12

0.67%

Abu Sayyaf Group

780

13

0.63%

Haqqani Network

606

14

0.49%

Salafist Group for Call and Combat

590

15

0.48%

Al-Gama'at al-Islamiya

492

16

0.40%

Baluchistan Liberation Army

391

17

0.32%

Ulster Volunteer Force

367

18

0.30%

Jeemah Islamiyah

341

19

0.28%

Popular Front for the Liberation of
Palestine-General Command

321

20

0.26%

Abu Nidal Organisation

278

21

0.23%

Palestinian Islamic Jihad - Shaqaqi

249

22

0.20%

Imarat Kavkaz

228

23

0.19%
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Ansar Bayt al-Maqdis

214

24

0.17%

Ulster Freedom Fighters

201

25

0.16%

Abdallah Azzam Brigades

180

26

0.15%

Harakat-Ul-Mujahideen/Alami

166

27

0.14%

Global Islamic Media Front

165

28

0.13%

Ansar Al Islam

144

29

0.12%

Jaish e Mohammed

134

30

0.11%

Turkestan Islamic Party

133

31

0.11%

Indian Mujahideen

132

32

0.11%

Irish National Liberation Army

107

33

0.09%

Babbar Khalsa

88

34

0.07%

Jammat-ul Mujahideen Bangladesh

57

35

0.05%

Turkiye Halk Kurtulus Partisi-Cephesi

55

36

0.04%

Tehrik-e Taliban Pakistan

41

37

0.03%

Jamaat ul-Ahrar

31

38

0.03%

Egyptian Islamic Jihad

30

39

0.02%

Islamic Movement of Uzbekistan

28

40

0.02%

Jamaah Anshorut Daulah

27

41

0.02%

17 November Revolutionary
Organisation

26

42

0.02%

Mujahidin Indonesia Timur

25

43

0.02%

Hasam

23

44

0.02%

Al Ittihad Al Islamia

23

44

0.02%

Harakat Mujahideen

21

46

0.02%

Jund al-Aqsa

21

46

0.02%

Ansar Al Sharia-Tunisia

17

48

0.01%
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Irish People's Liberation Organisation

16

49

0.01%

Ansarul Muslimina Fi Biladis Sudan

16

49

0.01%

Tehrik Nefaz-e Shari'at Muhammadi

12

51

0.01%

Ajnad Misr

11

52

0.01%

Loyalist Volunteer Force

10

53

0.01%

Red Hand Commando

10

53

0.01%

Red Hand Defenders

9

55

0.01%

al-Ashtar Brigades

6

56

0.00%

Asbat Al-Ansar

5

57

0.00%

Islamic Jihad Union

3

58

0.00%

Saor Eire

2

59

0.00%

Kateeba al-Kawthar

2

59

0.00%

Ansar Al Sunna

1

61

0.00%

al-Mukhtar Brigades

1

61

0.00%

Jund al Khalifa-Algeria

1

61

0.00%

Orange Volunteers

0

64

0.00%

Al Murabitun

0

64

0.00%

Al Ghurabaa

0

64

0.00%

Ansar al-Sharia-Benghazi

0

64

0.00%

Groupe Islamique Combattant Marocain

0

64

0.00%

Harakat-Ul-Jihad-Ul-Islami

0

64

0.00%

Harakat-Ul-Jihad-Ul-Islami
(Bangladesh)

0

64

0.00%

Hizballah Military Wing

0

64

0.00%

Islamic Army of Aden

0

64

0.00%

Jamaat Ul-Furquan

0

64

0.00%

Jaysh al Khalifatu Islamiya

0

64

0.00%
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Libyan Islamic Fighting Group

0

64

0.00%

Liwa al-Thawra

0

64

0.00%

Minbar Ansar Deen

0

64

0.00%

National Action

0

64

0.00%

Revolutionary Peoples' Liberation Party

0

64

0.00%

Teyre Azadiye Kurdistan

0

64

0.00%

Continuity Army Council

0

64

0.00%

Cumann na mBan

0

64

0.00%

Fianna na hEireann

0

64

0.00%

Ulster Defence Association

0

64

0.00%
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Appendix R: Number of Fatalities Per Attack
Organisation

Fatalities
Per Attack

Rank

Tehrik-e Taliban Pakistan

20.50

1

Turkestan Islamic Party

10.23

2

Harakat-Ul-Mujahideen/Alami

9.76

3

Boko Haram

8.41

4

Sipah-e Sahaba Pakistan

7.98

5

Babbar Khalsa

7.33

6

Haqqani Network

7.05

7

Abdallah Azzam Brigades

6.92

8

Al Qa’ida

6.88

9

Liberation Tigers of Tamil Eelam

6.84

10

Islamic State of Iraq and the
Levant

6.40

11

Armed Islamic Group

6.21

12

Islamic Movement of Uzbekistan

5.60

13

Abu Nidal Organisation

5.45

14

Lashkar e Tayyaba

5.19

15

Imarat Kavkaz

5.18

16

Al Ittihad Al Islamia

4.60

17

Jeemah Islamiyah

4.49

18

Harakat Mujahideen

4.20

19

Jund al-Aqsa

4.20

19
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Jaish e Mohammed

3.53

21

Ansar Al Islam

3.51

22

Global Islamic Media Front

3.17

23

Egyptian Islamic Jihad

3.00

24

Ansar Bayt al-Maqdis

2.93

25

Al Shabaab

2.84

26

Salafist Group for Call and
Combat

2.76

27

Ansarul Muslimina Fi Biladis
Sudan

2.67

28

Indian Mujahideen

2.54

29

Hamas Izz al-Din al-Qassem
Brigades

2.46

30

Partiya Karkeren Kurdistani

2.15

31

Baluchistan Liberation Army

2.03

32

Tehrik Nefaz-e Shari'at
Muhammadi

2.00

33

Kateeba al-Kawthar

2.00

33

Popular Front for the Liberation of
Palestine-General Command

1.99

35

Al-Gama'at al-Islamiya

1.90

36

Jamaah Anshorut Daulah
Jamaat ul-Ahrar

1.80
1.72

37
38

Asbat Al-Ansar

1.67

39

Jammat-ul Mujahideen
Bangladesh

1.50

40

250

Islamic Jihad Union

1.50

40

Abu Sayyaf Group

1.48

42

Hasam

1.44

43

Ulster Volunteer Force

1.36

44

Palestinian Islamic Jihad –
Shaqaqi

1.33

45

Ansar Al Sharia-Tunisia

1.31

46

Mujahidin Indonesia Timur

1.19

47

Red Hand Commando

1.00

48

Saor Eire

1.00

48

al-Mukhtar Brigades

1.00

48

Jund al Khalifa-Algeria

1.00

48

Irish National Liberation Army

0.86

52

Irish People's Liberation
Organisation

0.76

53

Ulster Freedom Fighters

0.76

54

Turkiye Halk Kurtulus PartisiCephesi

0.71

55

Irish Republican Army

0.67

56

al-Ashtar Brigades

0.46

57

Basque Homeland and Liberty

0.40

58

Red Hand Defenders

0.39

59

Loyalist Volunteer Force

0.38

60

Ajnad Misr

0.34

61
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Ansar Al Sunna

0.33

62

17 November Revolutionary
Organisation

0.23

63

Orange Volunteers

0.00

64

Al Murabitun

0.00

64

Al Ghurabaa

0.00

64

Ansar al-Sharia-Benghazi

0.00

64

Groupe Islamique Combattant
Marocain

0.00

64

Harakat-Ul-Jihad-Ul-Islami

0.00

64

Harakat-Ul-Jihad-Ul-Islami
(Bangladesh)

0.00

64

Hizballah Military Wing

0.00

64

Islamic Army of Aden

0.00

64

Jamaat Ul-Furquan

0.00

64

Jaysh al Khalifatu Islamiya

0.00

64

Libyan Islamic Fighting Group

0.00

64

Liwa al-Thawra

0.00

64

Minbar Ansar Deen

0.00

64

National Action

0.00

64

Revolutionary Peoples' Liberation
Party - Front

0.00

64

Teyre Azadiye Kurdistan

0.00

64

Continuity Army Council

0.00

64

252

Cumann na mBan

0.00

64

Fianna na hEireann

0.00

64

Ulster Defence Association

0.00

64

253
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